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StorageGRID hotfix procedure

You might need to apply a hotfix to your StorageGRID system if issues with the software

are detected and resolved between feature releases.

StorageGRID hotfixes contain software changes that are made available outside of a feature or patch release.

The same changes are included in a future release. In addition, each hotfix release contains a roll-up of all

previous hotfixes within the feature or patch release.

• Considerations for applying a hotfix

• How your system is affected when you apply a hotfix

• Obtaining the required materials for a hotfix

• Downloading the hotfix file

• Checking the system’s condition before applying a hotfix

• Applying the hotfix

Considerations for applying a hotfix

When you apply a hotfix, a cumulative series of software updates is applied to the nodes

in your StorageGRID system.

You cannot apply a StorageGRID hotfix when another maintenance procedure is running. For example, you

cannot apply a hotfix while a decommission, expansion, or recovery procedure is running.

If a node or site decommission procedure is paused, you can safely apply a hotfix. In addition,

you might be able to apply a hotfix during the final stages of a StorageGRID upgrade procedure.

See the instructions for upgrading StorageGRID software for details.

After you upload the hotfix in the Grid Manager, the hotfix is applied automatically to the primary Admin Node.

Then, you can approve the application of the hotfix to the rest of the nodes in your StorageGRID system.

If a hotfix fails to be applied to one or more nodes, the reason for the failure appears in the Details column of

the hotfix progress table. You must resolve whatever issues caused the failures and then retry the entire

process. Nodes with a previously successful application of the hotfix will be skipped in subsequent

applications. You can safely retry the hotfix process as many times as required until all nodes have been

updated. The hotfix must be successfully installed on all grid nodes in order for the application to be complete.

While grid nodes are updated with the new hotfix version, the actual changes in a hotfix might only affect

specific services on specific types of nodes. For example, a hotfix might only affect the LDR service on Storage

Nodes.

How hotfixes are applied for recovery and expansion

After a hotfix has been applied to your grid, the primary Admin Node automatically installs the same hotfix

version to any nodes restored by recovery operations or added in an expansion.

However, if you need to recover the primary Admin Node, you must manually install the correct StorageGRID

release and then apply the hotfix. The final StorageGRID version of the primary Admin Node must match the

version of the other nodes in the grid.
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The following example illustrates how to apply a hotfix when recovering the primary Admin Node:

1. Assume the grid is running a StorageGRID 11.A.B version with the latest hotfix. The “grid version” is

11.A.B.y.

2. The primary Admin Node fails.

3. You redeploy the primary Admin Node using StorageGRID 11.A.B, and perform the recovery procedure.

As required to match the grid version, you can use a minor release when deploying the

node; you do not need to deploy the major release first.

4. You then apply hotfix 11.A.B.y to the primary Admin Node.

Related information

Configuring the replacement primary Admin Node

How your system is affected when you apply a hotfix

You must understand how your StorageGRID system will be affected when you apply a

hotfix.

Client applications might experience short-term disruptions

The StorageGRID system can ingest and retrieve data from client applications throughout the hotfix process;

however, client connections to individual Gateway Nodes or Storage Nodes might be disrupted temporarily if

the hotfix needs to restart services on those nodes. Connectivity will be restored after the hotfix process

completes and services resume on the individual nodes.

You might need to schedule downtime to apply a hotfix if loss of connectivity for a short period is not

acceptable. You can use selective approval to schedule when certain nodes are updated.

You can use multiple gateways and high availability (HA) groups to provide automatic failover

during the hotfix process. To configure high availability groups, see the instructions for

administering StorageGRID.

Alerts and SNMP notifications might be triggered

Alerts and SNMP notifications might be triggered when services are restarted and when the StorageGRID

system is operating as a mixed-version environment (some grid nodes running an earlier version, while others

have been upgraded to a later version). In general, these alerts and notifications will clear when the hotfix

completes.

Configuration changes are restricted

When applying a hotfix to StorageGRID:

• Do not make any grid configuration changes (for example, specifying Grid Network subnets or approving

pending grid nodes) until the hotfix has been applied to all nodes.

• Do not update the ILM configuration until the hotfix has been applied to all nodes.
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Obtaining the required materials for a hotfix

Before applying a hotfix, you must obtain all required materials.

Item Notes

StorageGRID hotfix file You must download the StorageGRID hotfix file.

• Network port

• Supported web browser

• SSH client (for example,

PuTTY)

See “Web browser requirements.”

Recovery Package (.zip) file Before applying a hotfix, download the most recent Recovery Package

file in case any problems occur during the hotfix.Then, after the hotfix

has been applied, download a new copy of the Recovery Package file

and save it in a safe location. The updated Recovery Package file allows

you to restore the system if a failure occurs.

Passwords.txt file Optional and used only if you are applying a hotfix manually using the

SSH client. The Passwords.txt file is included in the SAID package,

which is part of the Recovery Package .zip file.

Provisioning passphrase The passphrase is created and documented when the StorageGRID

system is first installed. The provisioning passphrase is not listed in the

Passwords.txt file.

Related documentation readme.txt file for the hotfix. This file is included on the hotfix

download page. Be sure to review the readme file carefully before

applying the hotfix.

Related information

Downloading the hotfix file

Downloading the Recovery Package

Downloading the hotfix file

You must download the hotfix file before you can apply the hotfix.

Steps

1. Go to the NetApp Downloads page for StorageGRID.

NetApp Downloads: StorageGRID

2. Select the down arrow under Available Software to see a list of hotfixes that are available to download.

Hotfix file versions have the form: 11.4.x.y.
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3. Review the changes that are included in the update.

If you have just recovered the primary Admin Node and you need to apply a hotfix, select

the same hotfix version that is installed on the other grid nodes.

a. Select the hotfix version you want to download, and select Go.

b. Sign in using the username and password for your NetApp account.

c. Read and accept the End User License Agreement.

The download page for the version you selected appears.

d. Download the hotfix readme.txt file to view a summary of the changes included in the hotfix.

4. Select the download button for the hotfix, and save the file.

Do not change the name of this file.

If you are using a macOS device, the hotfix file might be automatically saved as a .txt file.

If it is, you must rename the file without the .txt extension.

5. Select a location for the download, and select Save.

Related information

Configuring the replacement primary Admin Node

Checking the system’s condition before applying a hotfix

You must verify the system is ready to accommodate the hotfix.

1. Sign in to the Grid Manager using a supported browser.

2. If possible, ensure that the system is running normally and that all grid nodes are connected to the grid.

Connected nodes have green check marks  on the Nodes page.

3. Check for and resolve any current alerts, if possible.

For information about specific alerts, see the instructions for monitoring and troubleshooting StorageGRID.

4. Ensure no other maintenance procedures are in progress, such as an upgrade, recovery, expansion, or

decommission procedure.

You should wait for any active maintenance procedures to complete before applying a hotfix.

You cannot apply a StorageGRID hotfix when another maintenance procedure is running. For example,

you cannot apply a hotfix while a decommission, expansion, or recovery procedure is running.

If a node or site decommission procedure is paused, you can safely apply a hotfix. In

addition, you might be able to apply a hotfix during the final stages of a StorageGRID

upgrade procedure. See the instructions for upgrading StorageGRID software for details.
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Related information

Monitor & troubleshoot

Pausing and resuming the decommission process for Storage Nodes

Applying the hotfix

The hotfix is first applied automatically to the primary Admin Node. Then, you must

approve the application of the hotfix to other grid nodes until all nodes are running the

same software version. You can customize the approval sequence by selecting to

approve individual grid nodes, groups of grid nodes, or all grid nodes.

What you’ll need

• You have reviewed all of the considerations and completed all of the steps in “Hotfix planning and

preparation.”

• You must have the provisioning passphrase.

• You must have Root Access or the Maintenance permission.

• You can delay applying a hotfix to a node, but the hotfix process is not complete until you apply the hotfix to

all nodes.

• You cannot perform a StorageGRID software upgrade or a SANtricity OS upgrade until you have

completed the hotfix process.

Steps

1. Sign in to the Grid Manager using a supported browser.

2. Select Maintenance > System > Software Update.

The Software Update page appears.

3. Select StorageGRID Hotfix.
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The StorageGRID Hotfix page appears.

4. Select the hotfix file you downloaded from the NetApp support site.

a. Select Browse.

b. Locate and select the file.

hotfix-install-version

c. Select Open.

The file is uploaded. When the upload is finished, the file name is shown in the Details field.

Do not change the file name since it is part of the verification process.

5. Enter the provisioning passphrase in the text box.
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The Start button becomes enabled.

6. Select Start.

A warning appears stating that your browser’s connection might be lost temporarily as services on the

primary Admin Node are restarted.

7. Select OK to start applying the hotfix to the primary Admin Node.

When the hotfix starts:

a. The hotfix validations are run.

If any errors are reported, resolve them, re-upload the hotfix file, and select Start again.

b. The hotfix installation progress table appears. This table shows all nodes in your grid and the current

stage of the hotfix installation for each node. The nodes in the table are grouped by type:

▪ Admin Nodes

▪ Gateway Nodes
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▪ Storage Nodes

▪ Archive Nodes

The progress bar reaches completion, and then the primary Admin Node is shown first

with stage “Complete.”

8. Optionally, sort the lists of nodes in each grouping in ascending or descending order by Site, Name,

Progress, Stage, or Details. Or, enter a term in the Search box to search for specific nodes.

9. Approve the grid nodes that are ready to be updated. Approved nodes of the same type are upgraded one

at a time.

Do not approve the hotfix for a node unless you are sure the node is ready to be

updated.When the hotfix is applied to a grid node, some services on that node might be

restarted. These operations might cause service interruptions for clients that are

communicating with the node.

◦ Select one or more Approve buttons to add one or more individual nodes to the hotfix queue.

◦ Select the Approve All button within each grouping to add all nodes of the same type to the hotfix

queue. If you have entered search criteria in the Search box, the Approve All button applies to all the

nodes selected by the search criteria.

The Approve All button at the top of the page approves all nodes listed on the page,

while the Approve All button at the top of a table grouping only approves all nodes in

that group. If the order in which nodes are upgraded is important, approve nodes or

groups of nodes one at a time and wait until the upgrade is complete on each node

before approving the next node(s).

◦ Select the top-level Approve All button at the top of the page to add all nodes in the grid to the hotfix

queue.

You must complete the StorageGRID hotfix before you can start a different software

update. If you are unable to complete the hotfix, contact technical support.

10. If you need to remove a node or all nodes from the hotfix queue, select Remove or Remove All.

As shown in the example, when the Stage progresses beyond “Queued,” the Remove button is hidden and
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you can no longer remove the node from the hotfix process.

11. Wait while the hotfix is applied to each approved grid node.

When the hotfix has been successfully installed on all nodes, the Hotfix Installation Progress table closes.

A green banner shows the date and time the hotfix was completed.

12. If the hotfix could not be applied to any nodes, review the error for each node, resolve the issue, and repeat

these steps.

The procedure is not complete until the hotfix is successfully applied to all nodes. You can safely retry the

hotfix process as many times as required until it is complete.

Related information

Hotfix planning and preparation

Administer StorageGRID

Monitor & troubleshoot

9

https://docs.netapp.com/us-en/storagegrid-115/maintain/hotfix-planning-and-preparation.html
https://docs.netapp.com/us-en/storagegrid-115/admin/index.html
https://docs.netapp.com/us-en/storagegrid-115/monitor/index.html


Copyright information

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by

copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including

photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission

of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED

WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL

NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE

GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp

assumes no responsibility or liability arising from the use of products described herein, except as expressly

agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any

patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or

pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set

forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013

(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)

and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this

Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-

exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in

connection with and in support of the U.S. Government contract under which the Data was delivered. Except

as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed

without the prior written approval of NetApp, Inc. United States Government license rights for the Department

of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.

Other company and product names may be trademarks of their respective owners.

10

http://www.netapp.com/TM

	StorageGRID hotfix procedure : StorageGRID
	Table of Contents
	StorageGRID hotfix procedure
	Considerations for applying a hotfix
	How hotfixes are applied for recovery and expansion

	How your system is affected when you apply a hotfix
	Client applications might experience short-term disruptions
	Alerts and SNMP notifications might be triggered
	Configuration changes are restricted

	Obtaining the required materials for a hotfix
	Downloading the hotfix file
	Checking the system’s condition before applying a hotfix
	Applying the hotfix


