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Procedures and APl examples

Test and demonstrate S3 encryption options on
StorageGRID

StorageGRID and the S3 API offer a number of different ways to encrypt your data at
rest. To learn more, see Review StorageGRID encryption methods.

This guide will demonstrate the S3 API encryption methods.

Server Side Encryption (SSE)

SSE allows the client to store an object and encrypt it with a unique key that is managed by StorageGRID.
When the object is requested, the object is decrypted by the key stored in storageGRID.

SSE Example

* PUT an object with SSE

aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

* HEAD the object to verify encryption

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

* GET the object

aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com


https://docs.netapp.com/us-en/storagegrid-116/admin/reviewing-storagegrid-encryption-methods.html

Server Side Encryption with Customer provided keys (SSE-C)

SSE allows the client to store an object and encrypt it with a unique key that is provided by the client with the
object. When the object is requested, the same key must be provided in order to decrypt and return the object.

SSE-C Example

* For testing or demonstration purposes you can create an encryption key

o Create an encryption key

openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

* Put an object with the generated key

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

* Head the object

aws s3api head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BACl6516152E560F933F261BF03
--endpoint-url https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%bee862e9f9%a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5": "rjGuMdjLpPVleRuotNaPMQ=="

@ If you do not provide the encryption key, you will receive an error "An error occurred (404) when
calling the HeadObject operation: Not Found"



* Get the object

aws s3api get-object --bucket <bucket> --key <file> <file> --sse

-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

If you do not provide the encryption key, you will receive an error "An error occurred
@ (InvalidRequest) when calling the GetObject operation: The object was stored using a form of
Server Side Encryption. The correct parameters must be provided to retrieve the object.”

Bucket Server Side Encryption (SSE-S3)

SSE-S3 allows the client to define a default encryption behavior for all objects stored in a bucket. The objects
are encrypted with a unique key that is managed by StorageGRID. When the object is requested, the object is

decrypted by they key stored in storageGRID.

Bucket SSE-S3 Example

* Create a new bucket and set a default encryption policy

o Create new bucket

aws s3api create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com

o Put bucket encryption

aws s3api put-bucket-encryption --bucket <bucket> --server-side

-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

* Put an object in the bucket

aws s3api put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

* Head the object

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url

https://s3.example.com



{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

* GET the object

aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

By Aron Klein

Test and demonstrate S3 object lock on StorageGRID

Object Lock provides a WORM model to prevent objects from being deleted or
overwritten. StorageGRID

implementation of object lock is Cohasset assessed to help meet regulatory
requirements, supporting

legal hold and compliance mode for object retention, and default bucket retention
policies.

This guide will demonstrate the S3 Object Lock API.

Legal hold

* Object Lock legal hold is a simple on/off status applied to an object.

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com

* Verify it with a GET operation.

aws s3apl get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com



"LegalHold": {
"Status": "ON"

 Turn legal hold off

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* Verify it with a GET operation.

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"

Compliance mode

* The object retention is done with a retain until timestamp.
aws s3apl put-object-retention --bucket <bucket> --key <file>

--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

* Verify the retention status

aws s3apl get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com
+



"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"

Default retention

 Set the retention period in days and years verses a retain until date defined with the per object api.

aws s3api put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled":

"DefaultRetention": { "Mode":
-url https://s3.company.com

"Enabled", "Rule": {

"COMPLIANCE", "Days": 10 }}}' --endpoint

* Verify the retention status

aws s3api get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com

"ObjectLockConfiguration": {

"ObjectLockEnabled": "Enabled",
"Rule": {

"DefaultRetention": {

"Mode": "COMPLIANCE",
"Days": 10

* Put an object in the bucket

aws s3api put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

» The retention duration set on the bucket is converted to a retention timestamp on the object.



aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"

Test deleting an object with a defined retention

Object Lock is built on top of versioning. The retention is defined on a version of the object. If an attempt is

made to delete an object with a retention defined, and no version is specified, a delete marker is created as the
current version of the object.

* Delete the object with retention defined

aws s3api delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

« List the objects in the bucket

aws s3api list-objects --bucket <bucket> --endpoint-url
https://s3.example.com

> Notice the object is not listed.

« List versions to see the delete marker, and the original locked version

aws s3api list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com



"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM] YWMTQtQkNDQSOxMUVDLThGOEUtNJQ3NTAWQzAXQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.7340004+00:00",

"Owner": {
"DisplayName": "TenantOl",
"ID": "56622399308951294926"
}
}
1,
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantOl",

"ID": "5662239930895129492¢6"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNiOxMUVDLThFMzgtQORGMJAWQjkOMjML",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"

* Delete the locked version of the object

aws s3api delete-object --bucket <bucket> --key <file> --version-id

"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject
operation: Access Denied

By Aron Klein



Example bucket and Group(lIAM) policies

Here are examples of bucket policies and group policies(IAM Policies).

Group Policies (IAM)

Home Directory style bucket access

This group policy will only allow users to access objects in the bucket named the users username.

"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/${aws:username}/*"

Deny object lock bucket creation

This group policy will restrict users from creating a bucket with object lock enabled on the bucket.

@ This policy is not enforced in the StorageGRID UlI, it is only enforced by S3 API.



"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

Object lock retention limit

This Bucket policy will restrict Object-Lock retention duration to 10 days or less

{
"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": |
{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal":"*",
"Action": [
"s3:PutObjectRetention"
1,

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {

"s3:0bject-lock-remaining-retention-days":"10"

10



Restrict users from deleting objects by versionID

This group policy will restrict users from deleting versioned objects by versionID

"Statement": [
{
"Action": [
"s3:DeleteObjectVersion”

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

This bucket policy will restrict a user(identified by userID "56622399308951294926") from deleting versioned
objects by versionlD
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"Statement": |
{
"Action": [
"s3:DeleteObjectVersion"
1,
"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"

Restrict bucket to single user with read-only access

This policy allows a single user to have read-only access to a bucket and explicitly denys access to all other
users. Grouping the Deny statements at the top of the policy is a good practice for faster evaluation.
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"Statement": |

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {
"AWS":

"urn:sgws:identity::34921514133002833665:user/userl”

by

"Action": [
Vg3 gl

I

"Resource": |
"urn:sgws:s3:::bucketl",
"urn:sgws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",
"Effect": "Allow",
"Principal": {
"AWS" :
"urn:sgws:identity::34921514133002833665:user/userl"
by
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"urn:sgws:s3:::bucketl”,
"urn:sgws:s3:::bucketl/*"

Restrict a group to single subdirectory (prefix) with read-only access

This policy allows members of the group to have read-only access to a subdirectory (prefix) within a bucket.
The bucket name is "study" and the subdirectory is "study01".

"Statement": |

{
"Sid": "AllowUserToSeeBucketListInTheConsole",
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b

"Action": [
"s3:ListAl1MyBuckets"

I

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
""l
"study01l/"
I
"s3:delimiter": [

"/"

"Sid": "AllowListingOfstudyOl1l",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3:::study"
I
"Condition": {
"StringLike": {
"s3:prefix": [
"study0l/*"



"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",
"Action": [
"s3:Getobject"
1y
"Resource": [

"arn:aws:s3:::study/study0l/*"
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