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Get started

Quick start for GenAl connectors

Get started creating a NetApp Connector for Amazon Q Business using your
organization’s data that exists on Amazon FSx for NetApp ONTAP file systems. After you
create a connector, end users can access the Amazon Q Business assistant for
organization-focused responses to their questions.

o Log in to Workload Factory

You'll need to set up an account with Workload Factory and log in using one of the console experiences.

9 Set up your environment to meet GenAl requirements

You'll need AWS credentials to deploy the AWS infrastructure, a deployed and discovered FSx for ONTAP file
system, the list of data sources that you want to integrate in your connector, access to the Amazon Q Business
application, and more.

Learn more about GenAl requirements.

e Identify the FSx for ONTAP file system that contains the data sources

The data sources that you'll integrate in your connector can be located on a single FSx for ONTAP file system,
or on multiple FSx for ONTAP file systems. If these systems are in different VPCs, they must either be
accessible within the same network, or the VPCs must be peered and using the same region and AWS
account as the Al engine.

Learn how to identify data sources.

° Deploy the GenAl infrastructure

Launch the infrastructure deployment wizard to deploy the GenAl infrastructure in your AWS environment. This
process deploys an EC2 instance for the NetApp GenAl engine, and a volume on an FSx for ONTAP file
system to contain the NetApp Al Engine databases. The volume is used to store information about the
connector.

Learn how to deploy the GenAl infrastructure.

What’s next

You can now create a connector for Amazon Q Business to provide organization-focused responses to end
users.

GenAl connector requirements

Ensure that Workload Factory and AWS are set up properly before you create a NetApp
Connector for Amazon Q Business.


https://docs.netapp.com/us-en/workload-setup-admin/sign-up-saas.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html

Basic GenAl requirements
GenAl has general requirements that your environment needs to meet before you get started.

Workload Factory login and account
You'll need to set up an account with Workload Factory and log in using one of the console experiences.

AWS credentials and permissions

You need to add AWS credentials to Workload Factory with read/write permissions, which means you’ll be
using Workload Factory in read/write mode for GenAl.

Basic mode and read-only mode permissions are not supported at this time.

When setting up your credentials, selecting permissions as shown below provides you with full access to
manage FSx for ONTAP file systems and to deploy and manage the GenAl EC2 instance and other AWS
resources needed for your knowledge base and chatbot.

Learn how to add AWS credentials to Workload Factory

Requirements for NetApp Connector for Amazon Q Business
Ensure your environment meets the following specific requirements for Amazon Q Business connectors.

Amazon Q Business application
You need to create an Amazon Q Business application or use an existing one.

» Ensure that the application exists in one of your AWS regions.
» Ensure that you have created an index for the application.

» Ensure that the application is not in a failed state.

FSx for ONTAP file system
You need a minimum of one FSx for ONTAP file system:

» One file system will be used (or created, if it doesn’t exist) by the NetApp GenAl engine to store
information about the connector.

This FSx for ONTAP file system must use FlexVol volumes. FlexGroup volumes are not supported.
» One or more file systems will contain the data sources that you’ll be adding to your connector.

One FSx for ONTAP file system can be used for both of these purposes, or you can use multiple FSx
for ONTAP file systems.

* You'll need to know the AWS region, VPC, and subnet where the AWS FSx for ONTAP file system
resides.

* You'll need to consider the tag key/value pairs that you want to apply to the AWS resources that are part
of this deployment (optional).

* You'll need to know the key pair information that allows you to securely connect to the NetApp Al engine
instance.

Learn how to deploy and manage FSx for ONTAP file systems


https://docs.netapp.com/us-en/workload-setup-admin/sign-up-saas.html
https://docs.netapp.com/us-en/workload-setup-admin/console-experiences.html
https://docs.netapp.com/us-en/workload-setup-admin/add-credentials.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/select-retriever.html
https://docs.netapp.com/us-en/workload-fsx-ontap/create-file-system.html

Identify data sources to add to a connector

Identify, or create, the documents (data sources) that reside on your FSx for ONTAP file
system that you'll integrate in your connector. These data sources enable Amazon Q
Business to provide accurate and personalized answers to user queries based on data
that is relevant to your organization.

Maximum number of data sources

The maximum number of supported data sources is 10.

Location of data sources

Data sources can be stored in a single volume, or in a folder within a volume, on an SMB share or NFS export
on an Amazon FSx for NetApp ONTAP file system. Data sources can also be stored on Amazon FSx for
NetApp ONTAP volumes that are in a NetApp SnapMirror data protection relationship.

You can’t select individual documents within a volume or folder, therefore, you should ensure that each volume
or folder that contains data sources does not contain extraneous documents that shouldn’t be integrated with
your knowledge base.

You can add multiple data sources into each connector, but they all need to reside on FSx for ONTAP file
systems that are accessible from your AWS account.

The maximum file size for each data source is 50 MB.

Supported protocols

Connectors support data from volumes that use either NFS or SMB/CIFS protocols. When selecting files stored
using the SMB protocol, you'll need to enter the Active Directory information so that the connector can access
the files on those volumes. This includes the Active Directory Domain, IP address, user name, and password.

When storing your data source on a share (file or directory) accessed over SMB, the data is only accessible by
chatbot users or groups who have the permissions to access that share. When this "permission-aware
capability" is enabled, the Al system will compare the user email in authO to the users allowed to view or use
the files on the SMB share. The chatbot will provide answers based on user permissions for the embedded
files.

For example, if you have integrated 10 files (data sources) into your connector, and 2 of the files are human
resources files that contain restricted information, only chatbot users who are authenticated to access those 2
files will received responses from the chatbot that include data from those files.

@ When you add data sources to an Amazon Q Business connector, only user permissions apply
to data source files. Group permissions are not applied.

@ If a file in your data source lacks text (for example, a text-free image), Amazon Q Business does
not index it but logs an entry in Amazon CloudWatch Logs noting the absence of text.

Supported data source file formats

The following data source file formats are currently supported with NetApp Connector for Amazon Q Business.



File format
Comma-separated values file
JSON and JSONP
Markdown

Microsoft Word

Plain text

Portable Document Format
Microsoft PowerPoint
Hypertext Markup Language
Extensible Markup Language
XSLT

Microsoft Excel

Rich Text Format

Extension
.Csv

json

.md

.docx

Ixt

.pdf

.ppt or .pptx
.html

xml

xslt

Xls

rtf

Deploy the GenAl infrastructure

Unresolved directive in connector/deploy-infrastructure.adoc - include:

._include/deploy-infrastructure.adoc]]
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