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Observability (logs, metrics, telemetry)

Learn about observability in NetApp Workload Factory

Observability signals help support operational monitoring, troubleshooting, and

investigations. In NetApp Workload Factory, observability includes metrics, telemetry, and

operational records that provide visibility into service behavior, AI usage, and actions

performed through Workload Factory. Telemetry and operational records support internal

monitoring and customer-facing audit visibility, and Tracker helps you review the

progress, status, and details of supported operations.

Telemetry and operational records

Workload Factory uses the following telemetry and operational record types:

• OpenTelemetry traces exported via OTLP HTTP to SigNoz (internal observability)

• AI usage metering (token counts, model costs) stored in AWS Timestream

• NetApp Console audit records (action name, status, request/response metadata, timestamps)

Audit logging in Workload Factory

Workload Factory provides Tracker, a monitoring feature, so you can monitor which operations are running and

when. With Tracker, you can track the progress and status of FSx for ONTAP, credentials, and link operations,

review details for operation tasks and subtasks, and diagnose any issues or failures.

Several actions are available in Tracker. You can filter jobs by time frame (last 24 hours, 7 days, 14 days, or 30

days), workload, status, and user; find jobs using the search function; and download the jobs table as a CSV

file.

• Monitor operations using Tracker in Workload Factory

Related information

• Metrics and telemetry for NetApp Workload Factory

Metrics and telemetry for NetApp Workload Factory

NetApp Workload Factory collects and stores volume-level and file system-level metrics

in AWS CloudWatch to give you operational visibility into storage performance and

capacity. Computed metrics, such as throughput, are derived from these collected values.

Learn about the metric definitions, collection cadence, refresh behavior, and retention

details.

Metrics included

NetApp Workload Factory uses these metrics for operational logs and events:

• Volume-level CloudWatch metrics (collected per volume)
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• File system-level CloudWatch metrics (collected per file system)

• Computed metrics

• Collection schedule and retention

About operational metrics

Computed metrics use this formula:

• Throughput (Bytes/Second) = (NetworkSentBytes + NetworkReceivedBytes) / period

Refresh behavior:

• Volume and cluster metrics are refreshed every 12 hours.

• Latency metrics are refreshed every 20 minutes.

• DynamoDB items auto-expire after 14 days.

About telemetry data collection

• OpenTelemetry traces exported via OTLP HTTP to SigNoz (internal observability)

• AI usage metering (token counts, model costs) stored in AWS Timestream

• NetApp Console audit records (action name, status, request/response metadata, timestamps)

Volume-level CloudWatch metrics (collected per volume)

Metric AWS CloudWatch name Unit What it measures

Volume storage capacity StorageCapacity Bytes Total provisioned capacity

Storage used StorageUsed Bytes Actual data stored

Data read bytes DataReadBytes Bytes Read throughput

Data write bytes DataWriteBytes Bytes Write throughput

Data read operations DataReadOperations Count Read IOPS

Data write operations DataWriteOperations Count Write IOPS

Metadata operations MetadataOperations Count Metadata IOPS

Data read operation time DataReadOperationTime Seconds Read latency

Data write operation time DataWriteOperationTime Seconds Write latency

Metadata operation time MetadataOperationTime Seconds Metadata latency

File system-level CloudWatch metrics

Metric AWS CloudWatch name Unit What it measures

SSD storage capacity StorageCapacity Bytes Total SSD tier capacity

SSD storage used StorageUsed (SSD tier) Bytes SSD tier consumption
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Metric AWS CloudWatch name Unit What it measures

Capacity pool used StorageUsed (Capacity

Pool)

Bytes Capacity pool consumption

CPU utilization CPUUtilization Percent File server CPU

SSD capacity utilization StorageCapacityUtilization Percent SSD tier percent used

Network throughput

utilization

NetworkThroughputUtilizat

ion

Percent Network percent utilized

Disk IOPS utilization DiskIopsUtilization Percent Disk IOPS percent utilized

Disk throughput utilization FileServerDiskThroughput

Utilization

Percent Disk throughput percent utilized

Disk IOPS utilization

(server)

FileServerDiskIopsUtilizati

on

Percent Server disk IOPS percent utilized

Storage efficiency savings StorageEfficiencySavings Bytes Space saved by efficiency

Network received NetworkReceivedBytes Bytes Inbound network

Network sent NetworkSentBytes Bytes Outbound network

Collection schedule and retention

Time range Collection period Datapoints Storage Retention

1 day 24 minutes ~60 DynamoDB 14 days (TTL)

1 week ~2.8 hours ~60 DynamoDB 14 days (TTL)

1 month 12 hours ~60 DynamoDB 14 days (TTL)

3 months ~1.5 days ~60 DynamoDB 14 days (TTL)

1 year ~6 days ~60 DynamoDB 14 days (TTL)

3



Copyright information

Copyright © 2026 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by

copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including

photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission

of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED

WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL

NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE

GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp

assumes no responsibility or liability arising from the use of products described herein, except as expressly

agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any

patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or

pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set

forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013

(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)

and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this

Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-

exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in

connection with and in support of the U.S. Government contract under which the Data was delivered. Except

as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed

without the prior written approval of NetApp, Inc. United States Government license rights for the Department

of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.

Other company and product names may be trademarks of their respective owners.

4

http://www.netapp.com/TM

	Observability (logs, metrics, telemetry) : Information Security for Workload Factory
	Table of Contents
	Observability (logs, metrics, telemetry)
	Learn about observability in NetApp Workload Factory
	Telemetry and operational records
	Audit logging in Workload Factory
	Related information

	Metrics and telemetry for NetApp Workload Factory
	Metrics included
	About operational metrics
	About telemetry data collection
	Volume-level CloudWatch metrics (collected per volume)
	File system-level CloudWatch metrics
	Collection schedule and retention



