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HEREIER T RISV R E L T BRIV ER:

* EIREFR: HealthTest

* BiR: BEBMES "abc " HIFIES, HHRAFESE "xyz "HES

* B BEMETEERITRASEH

* $21F: BFE "+sample@domain.com +" , "Test "7, HAEF 15 HEEM—XAF

ERMERINEEFRITUTIR:

p
1.

-

B &R, ARE* EREBM - FRPBWA - BITIREE * o
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2. 8RR, AREEEETRP, NTHFIRPEE*E
a. £ * EMEE * FEPHA * abc* LETRZIFEE "abc " K%,

b. 3% * +[All Volumes whose name contains 'abc']M "Available Resources" Kigidi%k +* , AEKHEE
thE| "Selected Resources" X1,

C. BE*HifRY, T BIFEE * FRPWAN *xyzt , ARRE R
BEEH, AEMNEHTERFERPEE TE ",
MIEEGXEFEF * METmEEH *, ARREBHEEESHXE,
B 1REY, AEEERXERFPFEPRAN * sample@domain.com *
R < § 15 DIRE—X * LUE 15 BN —RAF.

© o & W

TR LR EIRECE NTEIEENEIAMWHEARE R ZEN, ENHESRNSHERN L FEIRSHIETE.,
7. 1 Select Script to Execute 38, ¥ * L * fi7s,
8. BEHERF ",
SH A F &Y
TR U ERAMARERERL, MBFLEBENT 2N,
c BEENRE *
BRI R 511 E

PP IZIZAPNEBRAEERAUTIBHITENR, BEENTZAFPEN, B5RNEEREKR, EEHE
PRFPEE, BE0 ER%%PEFIE"

B
1. Z&F 7| Unified Manager o

2. \Tngpssti=h, BEAFEN, ARSE  EoEL .
MREZZZAF, WAZRET * BoUED * %I,

3. EENEIIIEESR, MANLRIEBHED.
4 BERE

g Unified Manager R = A AMECEFREN, WAMEREFE_N TR LENEE, ROERFLTEE
MR Z,

RERIEIEECHER

BT LAA Unified Manager 8 AF/ETHERE, UWERIEE—RIEIFEE L, BIAE
mE, BRgEEN 4, 320 9 (72 /0B .

- EERBHNE
ENFABNARFEER MG,
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B EIMFTE R R ARRE.
() HRCERZLUFSIFEES (SAVL) SHRIE, WHATRAMA,

p
1. EEMSMERS, BE* B> HERE
2. 71 * IHREIRE * METR, SR TRz —LIEEIRENER

MREE ... IAEHATILIRIE ...
KIGEBH, REKTEARZEBIRAF 7£ * EECHER * mRA, REREREBELM (%
) , ARERE A,
BT RIS E NEBRNE 7£ * dEEChEN * miRA, RIBIRHBEAMN (T
) ., UomrBEAiEEIEEEBNE, ARRE
RZFE * o
%24 Unified Manager 418

B, IR FEEENE LR Unified Manager WRZNENE, B9, ErlEREEdn
REMN, LUEEREE, THRARRREREABRMMIRG] Unified Manager ARS528.

1R#E Unified Manager 27 VMware ESXi f5328, Red Hat @ CentOS Linux AR53288_EiX27E Microsoft
Windows BR5528 Lim1T, ERENBFIBENTRESEMARE,

B4 Unified Manager FEINi&&E EH13

EREBE Unified Manager [EINIRERY, RASHANBZENDE—1BM. EAJLIEERE
[EERENZ, WRELENZ, WELMEFER HTTPS IEH,

BRITXEES, EXRALUEFRP B9 & R% Unified Manager S0 EcE N RIEFEERAE,

SR LUMEREMNSZ (FEH IP Hikit) 3418 Unified Manager Web Ul » M1 RE{ESBEEAIE) N WRBEE 755 IP
sk, MIRZFEEMLENBIZI. R DHCP EEEWL, NIKZM DNS FIREXEMNZ., WR DHCP 5% DNS
FCEARLEM, RASBHEENZ " Unified Manager " HIEEHE5 R IFHXEL,

T ENBHDE L NN, NREBAENBHITEERIHENZ AR Unified Manager Web Ul , MAZE Y
ML 2IEH.

INRIEFERIRSS2IH IP #ltM A ENZIHIE Web Ul , MEERENBERBEMIIER, B2, RIFEM
I, EIEBHRIENRSERENR T,

WNRTE Unified Manager B EHNZ, NMHAZE OnCommand Workflow Automation ( WFA) HFRpEHE
HBo ENBARSE WFA RETIEH,

FIEBTE Unified Manager MWL EFTBNEZ SEo
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p
1. &£ HTTPS REIEH

ﬁg%?ﬁﬁﬁ%ﬁimg 18] Unified Manager Web Ul , MIAZREFER HTTPS IEBA B HSHENEX
BXo

2. E¥/AED Unified Manager FEH#1
BERER HTTPS IEH/E, HIMEHBEN Unified Manager BE1#o

4RE HTTPS R2IEH
BE/RLE Active 1Q Unified Manager BY, %3EEIA HTTPS IEH, o] UERR—MHTHY
HTTPS R BR BRI EIEH,
* BEENAE -
T EBNAEFERERAE,

EMEMIEBNRREAEEZM, HINERENTIIPIRM ( Distinguished Name , DN ) RBEEIFRIE, 5
HIGHREEMZRAA/NSIERKEAHAR, & SaEREIH.

WRETEIA18) Unified Manager Web Ul , TR LUEB PRSI SERBRINEZHER HTTPS iEH, F8
ERGEPRY, ErILUE XZHA/NIZIRNE ME, IREHIFITH S ER Reset Server
?‘ertificate ED, MR —NHEY HTTPS IEH, BN 397 K. IIEBH RSA EHA/\N 2048
o
P$IE

1. EEMSMERS, 25> M *>*HTTPS IEH *,

2. g BHEM HTTPS IEH * o
HEHE B REHER HTTPS IEBXIFIE,
3 RIEBERIEPWAR, EFEUTIERNZ—:

MREE ... HATIEIRIE ..
ERRIEENEMILS B ERASRERRBMEERLER * ET
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MREE ...
ERRENEERES

4. B 2 EBMERIEPR.
5. EFfBEN Unified Manager BRS528, LUEHEREL.

I EE HTTPS IEBRWIEIEBES.

EH 25D Unified Manager FE134#7

HATIEIRIE ...

B EMAAIEBREM * £

MERBAFE, "2B8 "M "ZFHI/N " FEE
ERMAIEBFHIE, M " Common Name " i&
BENFENB FQDN , HthFEEARFTEE, BIEATLL

MABTEG, A7, &880,

W, 4/ 8BX /B

BHMER/ X, UEEIERRERXEE, G
AILUMBIRERA/N (BHABEN "RSA™") MAE
HAFR TR

* BIARNAVFRIEN 2048 ,

3072 #4096 o

* BREHAEDNAR, &EN

36500 Ko

BN{sE 723455 36500 KBYHE S4HA
, BiEFERNERHEREE
397 X 13 N H. HTFMREE
BrEMERBE 397 X, Hitkl
SHIIFPEM CSR HEEBMRZ
CAZEZ, Ntk CAREILIENE
BB EREREZERE N 397
Ko

* NRBMIEBH " ERBM " FB

FRIBRASHATIRE S, AILLES "
HFRZASHIARIRER (Fla0asit T
) " EEE, EPITEERES,
ERABMFERRUEREEFR
FRANRS. RE=, WE
@%E%ﬁﬁ$ﬁﬁ%ﬁ%%?

EXO

f&E]LAM Unified Manager V43R HI B EFBIEMN. £ EZ2IEBIEIMVLL

IRl AET, B E R
- BREHAE -

i

I

RPN EBE B,
BLEIF AP BB REI4PIEE &,
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SR LUER * EFEEIRE * ETIM vSphere EFEIENN.. BXBEFMES, BHEN VMware X1,
pZ

1. ipia)dEPizsl e

2. &R RAEE T > EFREM -
7E Linux R4 L E{ Unified Manager 413

B, ErlgeEEBEHRELE Unified Manager BY Red Hat Enterprise Linux 8¢ CentOS
HENNENR. Fla0, EegeREEzmRIEN, LUEETIE Linux HEVINERZ 1%L
B, T{reAa=ziniz 23185 Unified Manager fRSS28.

* BEENRE
BRI LEET Unified Manager BY Linux 24 EH root B IA0)AR,.

ERILUMEREMNSR (EEH IP H#ikt) 3418] Unified Manager Web Ul , W1RE{EZBEEAIE N RERE T 55 IP
bk, MINFSEMREHNMIZFR, WRER DHCP BLEBEMLR, MM DNS ARSE:KENEN R,

T ENBBDE S NN, NRBAENZHITEERTHENZKIE Unified Manager Web Ul , T@AZTE
TR 2P,

NRIEFERIRSS 2R IP #ltM AR ENZIIE Web Ul , MEBERENBERBEMIIER. BE, RIFEMN
IEH, UEERPHNENRSKEFEENRLE. FEBE Linux HENENBHET ER.

YR 7E Unified Manager FEXENZ, NMHATFE OnCommand Workflow Automation ( WFA) HRFEhEHFHE
NB. ENBRAKE WFA FEEIEH,

B
1. B root FAF B EREIZIELHY Unified Manager &%,
2. W NLU TS LUELE Unified Manager ZR4EF1 R BXHY MySQL %44

systemctl stop ocieau ocie mysgld
3. f£MA Linux hostnamectl S EHREMNR:
hostnamectl set-hostname new fqgdn

hostnamectl set-hostname nuhost.corp.widget.com

4. BIFERIRS 2SI HTTPS IEH:

* Jopt/NetApp/Bines/cert.sh create’
S. BEMBEHMLEARSS
sIRSMEBEFBED
6. EHEIARSE, WIEMENERTEEBI BEMIT ping 21F:
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ping new hostname
ping nuthost
It 8r S ROR B FI RIS ENZ IR ERER 1P ik,
7. ERHIEENBERG, WAL TR<SEMBE Unified Manager :

systemctl start mysgld ocie ocieau

ERNZRETRBHNEFMEER

M Unified Manager 9.7 748, ZEILITE ONTAP &8 FEEZME T (Ef13 (355 LUN)
, HIRIES IR MEERS RS EIEXLE TR H, thIHEERMIAF7E ONTAP System
Manager FREIZTEfREHFFHIN QoS HEE, BUNRFEM Unified Manager R A LEIHEE,
MB] LATE Unified Manager 3245 SiEFR B 8 2 BB EMEE T ER EH,

BRI EBNARFEER AR,

AINBRT, WEBATFERIRS, BNREFEFER Unified Manager I EMEET(EHE, NATLUKHEE
o

BRE, LETSERR RERREFSHT

wRE &

BTFEEHRITEHHTIE AIM * BIES * > * & * 3REX

BT eIt aEAR S5 RIS DIE AN *IgE ¢ > ¢ RER ¢ > * ERERRSS R * REX
BT IRt R AR SRR DI E M IRE ¢ >+ RER >+ AR * IREY

AT Sp TEARIEREM TS I0PS WEMR  FIMESRIREX

BRXETEURILINERIFAER, BHE L~ mPEvEAEER.

p

1. EEMSMERS, BE* B0 > HERE

2. £ * DhEeiR & * MEYP, BEFU TRz —2RNERETRRNFEERE:

INREE ... PAEHATIEIRIE ..

RRETRIBINEFHEEE £ * BT RBEINEFMEEE - Bk, BERgEBE
Mo

ERETRBNEFHEEE £ * BT REHNEFMHEERE * BRP, BERRHEBE

Al
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ACE Unified Manager &1%

EerLhEE —4AECE S BT Unified Manager FECE&(1ThEE, XERE S BRBIS 4R
EH e EEV RSN LHIT.

BEXEESENER, BEN "EEEHMIEREE"

BIEEEIRE

I IHAEIS BT, &I LUI7E Active IQ Unified Manager R /2 A2 A ENEE, HF 6
EIRIEREIENSEEMENR, BA AP MXEREE, LERATEEZIRMNEZ,
RIEIETETHETEIERY Web Ul =iE AR ZEIEW Active 1Q FFAEH.

() " oheRE - REERTRENREFSERABHRER
BRI LEIER, BN EETRAN L,

ERETREBHNEFMEERE

B BT RENEEEIE * &, ol URIERSASIBMR ( Service Level Objective ,
SLO) #1TEMEEE. FIABERT, ETRTFERRS.

BOEMThRERR, R LIEARINE Active IQ Unified Manager SEffI#9 ONTAP &8 FECBEFME T (EfhE, FHiRIE
DR REAR SRS A F AR R IR EIEX L T,

TR LAM * BR * > * ThEeiR B * > * AT HRENFMEEE « R BrEs=ALIiee, BUSLtIhEeE, PTUER
LUR DUmE S TR A s

* BRE (FHIEREEE)

* *RBE > MERERRSS RS ¢

© o EREE > FRERER

* SRR ETE LR " BT RS AR BB T ERE " 5

* M ERMR * LR TR EIMEREER
TR UERAX LRSI R RS RN NFERNRREE, UNEEFMEIERH, SRR a2 ECRI%RE

ARSI BTFE TR BURATENFEIEAE, & LOET TR M T IEHE I0PS EIRIRIEEL
EROFEENEFHELFAEITEERNSTENMNE, TRTEMMRUNERTEMMRE (10PS) .

BCEILINEERR, ERILUEIT * ks * > * FEBYIRH * > * APl Documentation* > * IZfEIR IR * K3iz1T
Unified Manager REST API SRITERELINEE, &, EHalLUmAFENZD IP #ikbAK URL LA
RESTAPI Tid, I8 https://<hostname>/docs/api/

BXAPIFNIEAE S, 15BN "Active |Q Unified Manager REST APIN[7]"

18


https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/health-checker/concept_manage_backup_and_restore_operations.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/api-automation/concept_get_started_with_um_apis.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/api-automation/concept_get_started_with_um_apis.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/api-automation/concept_get_started_with_um_apis.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/api-automation/concept_get_started_with_um_apis.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-910/api-automation/concept_get_started_with_um_apis.html

EF APl %

B3 APl MXIhEE, BILUE Active 1Q Unified Manager fEA—MEHITFEREEZ
ONTAP £38%, MEAFRMERIIXLEER,

EaI LB R ERE Unified Manager B R RHECENEBALLINEE. &, EelbidEd * 3 * > * ThEeik
B> *API WX * BRZRILtIr8EE.

Unified Manager REST APl 5 ONTAP REST API R[El, H3FFfHE ONTAP REST API Ihae#B el @it Unified
Manager REST API SkfEfH, B2, tNRETEIHIR ONTAP APl LIBIER AT Unified Manager BI45EIHAE
EEESTEWSEER, METLUSA APl FIXINEEHHIT ONTAP APl , MIXZY—MRIB, BT RIFIFAMIESE
KBNS ONTAP APl FREVIETNABEISR AT AP 5 KRBT BE . eI LUER Unified Manager EIEHHITISE
API RIF A EIE ONTAP &8, MEREEZMEREIE. Unified Manager AIfEA— 1M EIERTE Unified
Manager 325 E 2 ONTAP & HIZE1T APl . APIREIRIIMN S EEM ONTAP H1THIFER. ONTAP REST
AP| R [EIHMR R AE R,

BRLLIThEES, ERILAIM * SE84= * > * #FEBNRE * > * API X4 * > * Bk * FFIH AT Unified Manager REST
APl , &, EHETLUSANENZ IP il IR URL LAiA1R) REST API TTE, &7
https://<hostname>/docs/api/

BXAPIHIFAE R, 1FE M "Active 1Q Unified Manager REST APIAI "
e e ESEThitERY

ERILLA Active 1Q Unified Manager 8 F&RNERE. EEENEIRTIRENRE/E,
NARFEENEH. BIARRT, EHATERRE.
R LIS RILIHRESEM * 54 * > * THEEIRE * > * AEEEHIBAY * FRiCERAYIEl, BUBILTNALIS, MERITE * SEH4RYIA

* FERPIEEIFEMVAERE] (UD#HARA) , BIIHEREGE, RIEKEEEH. FRIMEN 4320 2
(72 10\89)

(D) HREERZLUFSIFZES (SAML) SHRIE, WIATFIR,

B Active 1Q [ JPE1H

TrRILEERRRAEREEH Active 1Q '] EfF. IIIRERIF Active 1Q NP AT 27T
BXARAGRE, MEAFHNEMEN. FARRT, EnLTERARS.

BAILTIAEE, Active IQ Unified Manager ¥ &7R Active IQ I TP R E M, XEEHRBEBIMMFER IS
TSR SERA AutoSupport B BIE1T—AMMIRAIRN, XLEEHS5H Unified Manager FRE, B8]
RANSRARE, Lk, RIETHAAAMEAITEXNEI BRI,

TR LAM = B~ > * ThEeiR & * > * Active 1Q PS4 * FERFUESALLINEE, EF AN L
R, ERIIM - FEERE * > FHRE * >+ RN - Fap EERN

FRINERT, IhEedFRARS. ZAILLINEEESLEE Unified Manager LA IIEE R Active IQ E14, TR
ZFEItkIhEE, M Unified Manager B] LATEFIE X BIBTIE] 00 : 15 BUNEEEE LiZ&EBERI XAV Active 1Q s
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NEMEEANERR2IRE

B ERAEIRETTEN * T2EEMR * miRLERY * BEX * &, ERILTE Unified
Manager LERASZEAGHEEENZESEH,

teiE S E BRI ERES Unified Manager L& 2#H Storage VM BYBAEIUAS. RIBFIMAVIER,

MENFIEESRERBEEIEN * 22 FrE5KE * B Storage VM BRETTEMN * 2. B
Storage VM* f1EH,

() SEAsERRAENRPTEEEXLERE,

RAIRIBERE XHIENIT(E ONTAP ££8#, Storage VM FlEMZLRE " ( NetApp ONTAP 9 22581k ig
) " FEERLEN"Z2"miRM " L2 " NERKERES, Storage VM MIEMRINZE2E MRS, LI, iF
SRNEFELTDEMIERT Storage VM £ LR 2 EHHE A EERE,

HEXELIRE
BIRIZAEH ONTAP FFIEE XA ISRE, AT TSR
ps
. B A > EEIRE > REEENR > BEN "o WIEET - BENRLERIHLE * BHED,
BRANZENRS SIS UATES EEEINER Storage VM R ENBIARSNE, 18
() smitiEs. NREEERRSSHRZMENRLERE LS T Excel 1RE, 1ITFHA Excel
IR TT AR AT,

2. 2SS ONTAP EBNBEXIRE, BT * &8 * TEEMENEMIRE. BXATEEXEHEM
MRNETRER, BEW S IEES]"

3. EEHTEMA Storage VM FBETENIRE, 157 * Storage VM* FIERFAIEMNEMIRE. BXATHEHENX
Storage VM &4 RVEIANES, BN "Storage VM &FIEZEZ",

BE X AutoSupport f1 S {HI0IFISE
£ *HTTPS iRE& * B, EAILUISER SR AutoSupport ZM ONTAP &% AutoSupport JHE.

£ * BHWIEREE * o5, EaLINEIA ONTAP B R AF B Unified Manager 4R,

BRI L%

FINERT, AILUEHIZA _Ef£F] Unified Manager HizfTiXLEfZAs, NREMALE TR
SREERAFERFILESD, AT UZBItIhEE,

© EREHNE
ERRABNARFEERAE,
p
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¥IBER P E]5 Workflow Automation SRFHIARIFE TR EMVEUBENLE, #IRER P XAAE Unified
Manager Web Ul i£E1PizHIE, FTEH1T AP AR,

I

EAEMSHERTR, BF B0 > AP,
ERPTESR, #BF R0,

L FETRIIF R RHEAERG * 7 * THIFIRPMEE « SUBERP * .
RPN ¢ 13 Jal:oEg s it N

T e THISIRT, SEEN0RE.

—_

a A~ W DN

MR ... prinedlin=zhe)

% Unified Manager 55 Workflow Automation iEZife  SEmMZeH
%

IR S M E IR E REZRM

6. BE Ao
RERAFIKE

BRILREBAS TRAPEENAFPIRE, GINEFERFthitMAtE, fli, EAEREE
EFERECAPNAR, ANZAR DEEEEEGRNR,

© ERBHNE
EARAENARFEERAE,
EHSRARFIREN, FEMTUTE— RN L ARHIER:

* AR EEHEHRERE Unified Manager .
* REBIAT 24 /)\BTEERY,
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p
1. EEMSMERS, B85 B0 > BF
2. FAPTIEYF, EFRREEHRENAR, ARSRE RKE "
. TEYRIEA A XIEER, FENAFPIEENENIZE,
4 BEHEFRE"S
EERF

eI UERBAFIEEEA Unified Manager EIRFEXMRFAEIBENAF IR, &0
g%ﬁ%ﬁﬁ)ﬂ RIFER, BINAFR, BFRE, BFuttitbikoinRA A

- EREMAE ¢
ERRRE N RIEF SRR A,
PR
. EEMSHERS, B 80> AR,
RBR AR 24

MEJL,(ME“EEEEQEEA?EEEPHMB?—A‘JZ AR, UFLERERF 7R Unified Manager
o IEIEPTLAMIREE, L,({EQHEPE’JFEEFHF%B%/iﬁlﬁIﬂ AR5 28

© EREHNE
BIRIRAZAER, AMEEH SIS RATRARFNE

INREMPRAMA A SORZAA, WAL XLE P B % B ECH 9 B
BN EENAEFEERAGE,
HIE
1. EAMSHERS, BF 80> BF .
2. EAPTES, ERENRNEIRAE, RESE * Mk
3. i+ 2 WiRR,
42 RBAC

RBAC (BETAEmipnRES]) aJLUEHEIERRIARE Active IQ Unified Manager fR55 28+
HEZMINEEM =R IR,

BT AGRnERRER

BEEEFAEMNIEEES] ( Role-Based Access Control , RBAC ) , BIEGTLUEEE
XAEKEERAFAH, MREEESEDREAMIFRNRESINEEEIER, MmN EIE
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EEHEOKF . MRZREEERAIUEENEERETURITHRE, NATUGHEEN
BT ERZNEERK

EIEARSS I ER RBAC KinRAFAERMABNKIR. MREHARENEERAFHRNEERSSHMINRE, N
EEERAATEEXERE,

BERERENRIVIEE, EERSHERIRTEER. N, BREERKS, BoAERANARREFEER
A IR PR E o

AP ZEERIE X

RAPREEERAFPFAENKAERRE, HPGEnEAR, oi2d, 3tAF, SUEERF
M4FRR. HPESMELEKEECHAR, ZACHAEEERAGHAR D,

Unified Manager FEFP 2E844907F :

* T HIRRP
£ Unified Manager I¥MRECERREICIE. G, #IFEFPIREMBRHS IR, #IFAFPtEH—F
BUAREIFIEHI SRV AP, 902 Unified Manager 457 Red Hat Enterprise Linux 3§ CentOS R4t L, 4
FRPERSAFE "umadmin.” "

c xAKMAEP
1517] Unified Manager B R EHRIELIFRAFR S EENAREFEERACNAFRENAGHITINE

I =22
ER B HIIEIRS 2 ETFAER IR Unified Manager Ul BS—2BRF, LK IR IRN S S I0IEARSS 28
T EERANRITLE, EEAFNFERFYREREN ABFEIEER Unified Manager Ul o IZF24AT]
MIRIBE SR AEIMITINEE,

v =5 )

S5 1IEARSS 28 E1FMEREIRIA R Unified Manager Ul , iZf2 AP RIBEIFAR X ABNAREFEER
ABNAFRENABRITINEE.

c EUEERR
3F Unified Manager #3EEFRNHIERR RIRFRNER, JiEAiR Unified Manager Web REISAEIFITHI &
» FETEWRIT AP AR,
HFRAaeiEX

HIFRAPENAREFEESASITRAPE— AR, STAGMESREESN &AL
£ Unified Manager FHITHYESSEEEUA T D ECAEHNABUNRZABE SRR,

Unified Manager B35 TFIEXNBEFR A&

* BB
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BEEFMEASE R UK Unified Manager NSRRI EthEUE, BEMHLIERNATEERSE. BItAE, FiE
IRERAILESR, P, #ik, BRTRNSEEIR

LIRS -

£ Unified Manager RECEFEEIRIR(F. BOltAe, FHREERIUREREHIRERMAMEFMEE
2% IR SR,

*NAREFEER

FCESHFHREELXNLE, LABARATEERRF, T2IFH, HEEHNNEEAN, SiEFHIEIE,
SMTP , MI£&F] AutoSupport o

@ 902 Unified Manager R%7% Linux &4t L, NEANAREFEESAGNYRAF KBS

&5 "umadmin ",
o * RGN *

BE AR, A Unified Manager #3EEME#1TRIEIAR, LUER Unified Manager 5 OnCommand
Workflow Automation ( WFA) £

*rIRESR

‘I MAE, AJUEREM Unified Manager #3EREX R S E SR EMEHITRIEAR, AIUEEREHIE
FEEIFE:

o netapp_model_view

o netapp_performance

° ocum

o ocum_report

o ocum_report_BIRT

> OPM

o scalemonitor

Unified Manager A S &F1IhaE
RIBEDEAR AR, &8 LUBER LTE Unified Manager 1 THI3R(E,
TRERTETAFAGALUAITRIINEE:

b2 BEAT FREEER NARFEER SRERNE &R
BEFHASIE

s

BEHBIIE,
Bl 2 RA
REHER
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ThHE

EF, DN
REM

BEFMEIRS M
%, a0 SVM
XA E R

EEHERE

EIRFAERRS X
&, g0 SVM
KEXM AR

I

EXEHR

BIEFMHEIER
T

Eﬁﬁﬁ%’%ﬁ%

EEAR
EIEEEIRI
TE X HERES
BRI

BIES5 WFA R

Rk, FHiRE
HIEEME YA
IR PR

HRIHEREFRS

MEERRIERIT
“EE " R1F

S el
BRI
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E1E SAML S100iIFgE

REEZESHMRINRER, BAUBAREMSFICIES ( Security Assertion Markup
Language ; SAML) S4B, UWERERAFLBESIRESMIRERER (IdP) #1785
PI9IE, SAREZ8EiRIR] Unified Manager Web Ul .

HEE, B SAML BpiEE, IBETIEAF A 8EIAIE Unified Manager B2 R, A<t AP
PRI EARIL Ul . tERE RS miFR4IFEH arnEF,

SHiREREFENR

723 Unified Manager EC & NER B DRMFIER ( Identity Provider , |dP ) YFrBIZIZ
BPFP#1T SAML B{710IERY, BEETHR—LEVNENRREIRE, UEMRINERE Unified
Manager o

BT 1P ARSS 28948\ Unified Manager URI FI7T##E. &R LAM Unified ManagerSAML S5 5IEDIEE
FIER. ERLMEMRIZIESE (SAML) FRER, Unified Manager ##179ARSS1EE7 ( Service Provider ,
SP) ,

SRINE A
* =knnEtnE (AES) © AES-128 #l1 AES-256
* ReMAFEEE (Secure Hash Algorithm , SHA) : SHA-1 #1 SHA-256

L I B R EIERF
» Shibboleth
* Active Directory BX& B4 101EARSS (ADFS)

ADFS fEEEK

* BRI TIRFE X Unified Manager f#ATILLI# 55 E5 BB ADFS SAML MNP 3589 =1 BRREN.

=S5 S &

sam M ZFFR 2R ID

sam TP B2 FF urn : OID : 0.9.2342.19200300.100.1.1
SHEE—JEPRE R FR un: OID: 1.3.6.1.4.1.5923.1.5.1.1

* BAIUE B IIE S AR E A " Forms Authentication’ ", AP EI8ERTEEH Unified Manager BYUXE|
iR, BIRBUT S BIRE:

a. T ADFS EBITHI B,
b. g FH ML E A A F D ISR RE S 3,
c. 7EAMIAY "Actions" T, i Edit Global Primary Authentication Policy o
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d. 3% "Intranet Authentication Method" (REZBM B PIIESE) &E R "Forms Authentication’ ", T2
ZXiA{E "Windows Authentication™ " .

* ERELBRT, R Unified Manager REIEHRE CAERH, NET IdP ERFWIEL, ERBRILR)EE
R, BILAGERRMRERTT A

° RIREHEDRIRATE ADFS ARS8 LRI HEIERY CA IEBXREXMKHI 75 #HITHIHUHEIRE
"BRES MRS EERNRUERE"

° ¥ CA BRZZ 28 BE7E ADFS BRZ285, LUEXS Unified Manager BRSEZ 23 IEPIERFITE R,

HECEE K

* Unified Manager B {REIKE S 5 728, At IdP fRS28F0 Unified Manager fR$328 2 [B]890Y (8] E R RERB
it 5 28, FNESHIRIEREK,

B SAML S{55810F

,di__fL/():'Fﬁﬁt%Lﬁ_‘_ﬁlaln = (SAML) B{4L8iE, LX@ &Fﬁ)ﬁ'flﬁlﬂ Unified
Manager Web Ul ZRifti@id 22 B1etiEr (I1dP) #ITEH I,

* BREENAR

* B ERERESHIEHRIEE RS K.

c B AEEVEBE— N EENAEFEERACHNITER P HITiEH,

* Unified Manager Mz &0 MER (1dP) , HEMANEHITRE.,

* AR IdP URL FITTEE.

* B ERGRE 1dP ARSS 28,
M Unified Manager B SAML B4%iEfE, REEN IdP EEE Y Unified Manager fRS23EVIEEZGE, B

P RNERAF RE. Hitt, EHAREESEZR], ERIESTFRMIERNTE NS AIUERE
Unified Manager Z B2 [GECE IdP .

B SAML B%¥iFlE, RHEITIZAF 7 8EiA18) Unified Manager B2 A Ril. AP MEIFEPBLE
Ak Ul . ILEEE A= MmiGn)4iRiEHlS, Unified Manager 38X ZAPI B9,

()  EUHEELEA SAMLEES, Unified Manager 3 EEh BT,

pZ
1. TEMSMERSD, BE > B * > * SAML B4LIIE *
2. %R * 5 SAML B9IIE * Ei%1E,

S 2RECE 1P EIEFTEMN TS,
3. 8 \¥ Unified Manager ARS3 287125 IdP ARSZ28FAFERY IdP URI F 1dP TR,

NRPILAE#EEM Unified Manager ARS5883/417) 1P ARS528, MIRTLATERIA 1P URI [GEE * 128X IdP Fo#kiE
* LB AR |dP TTHIEF .
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4. | Unified Manager EHTHIE URI , &R EVTEIBRFE XML XA,
IEEY, ERILAERALLESECE IdP ARS5 28,

S. BECRIFE
LR ER—MEEE, WINEESTREEHEH/BE) Unified Manager o

6. B * HIAFES *, Unified Manager J$E#H Bz,

ERGRiZB P R =EiA18) Unified Manager B2 AR EEY, M{1E1E AP ERITEM A= Unified Manager &%
NEAEANER.

R ERTEM, IEHIR 1P FHHIN Unified Manager fRZ528 URI FTEiBUERECE,

£/ ADFS R B 1R IHFIZFES, Unified Manager B2 REASIEST ADFS BN EXR, ©
()  ##sTiE, EEHAE Unified Manager 2IEBETALE, ERTIUES S * 530 * > * NEERE *
>+ EEFIBA * REH GUI 2iEB,
BERFATF SAML SR IIERN B HER
&0 LU R Unified Manager B F3HiniZ P #1T B AR IIEN B H1efiZR (1dP)

* BEERE -
* AR 1dP URL FMT#iiR.
* BRAERGRIE IdP o

A LATEECE Unified Manager Z 818 2 [SECEHHY 1P o

TE
1. EEMSMESRF, 2E > FHM * > * SAML SHIIIE *
2. 5 \¥ Unified Manager ARS3525:1%3% % IdP FRrEAYER 1dP URI #0 IdP o4&,

R |dP FTE#EM Unified Manager ARS3281A18], MTEHIAN IdP URL &, RIS * 12EX IdP JTEE * #%2
L EEhETE IdP TTEIEFE,

3. &%l Unified Manager JT#3E URI , S8 TE0REREE XML XA 15,
4. B RERE

I ETR—EEE, MIACEEREE,
S B *ME *,
JB18)% IdP %I Unified Manager BR53288 URI FlcEdE L SERECE

ERURZA P M R=1IAR Unified Manager BIFZRER, fiTEENRY IdP ERTEPRANEE, MAEEH
Y 1dP B RITEFRAFERE.
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¥4 Unified Manager K£iEBEE#H SAML S5 1IEISE

¥t Unified Manager AiR5528 EZEH) HTTPS It B#H 1 TEMEXEEEEH SAML &
PIIIRLEIRE. REEGRENRS, AEVNARRDEFE IP MUt s FohENRFEN
ZEIEH, MiLEPEEHR,

BREZLIEBHEFBE) Unified Manager fRE28/5, SAML BARIERTEIERIEIT, BRBLERR
Unified Manager B2 R HE. S MEBSEHT IdP ARS528#0 Unified Manager ARS8 B SAML S A KIIEISE,
FeeEFHB RN AR REiEIRE,
PIE
1. BRIHPIEFIE,
2. £ * 3E *fh, @A * ZA SAML SPIRIE * ENHES.
RS2 TR—%ER, BIAGEZR SAML SHITHEHBEN Unified Manager o
3. EAEHIEH FQDN & IP #itit B 5 Unified Manager FBF 5 HE, ESEHEMNIRSSBIFBHER%EIPAR
ERER,
- 1E*IEE | BT * TTET, &R * SAML BHIIE * EIEHEE 1dP EiE,
. &%l Unified Manager £#17t48#E URI , 5&EIEENTEIBREFE XML XASXEFH,
- BERES

o o b

LT ER—1EEIE, MINEERMECEHEMBE Unified Manager o
7. BE < HIAFESE *,  Unified Manager S EH B,

8. i8] IdP ARS32:F 4N Unified Manager fRS528 URI FTidESERER B
B ERER BEESTRE
ADFS a. £ ADFS EIE GUI fp&II B B S EES
Ho

b. {EAFEHGHY Unified Manager BRSZ28HHY
saml_sp_metadature.xml ZNFTAIEKF S
EEZ =R

C. X Unified Manager itk S5 ES B
ADFS SAML Mz PReEssy = BERLAI,

d. E#F 25 ADFS Windows RS .

Shibboleth a. ¥ Unified Manager AR5523A9#T FQDN E#E)
attribute-filter.xml # reling-

part.xml XA,

b. EFEEH Apache Tomcat Web ARSS 287 13
[ 8005 Bx#lo

9. &7 Unified Manager #I8iF SAML B3 I0IFR S rlET IdP & FEAT 1,
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2 SAML B1{5581E

MREFITIZA P &R E Unified Manager Web Ul ZHi{ELL@iE 24 S0 MHER (1P
) HITEMIIE, MR SAML 54550, 2 SAML B RiIEE, EEENBRRS
IRMEFER (5140 Active Directory 3¢ LDAP ) EHITE R B HIIIE,

ZH SAML B 30itfE, FRTERENTZERFZI, AR M4Er R TR LUk ER A P .
NRETERDERRAFRE, WrILER Unified Manager 4EiF1EHI 82 A SAML S13581iE,

() %8 SAML BHIIER, Unified Manager % IR0 E#i S,

p
1. EEMSMERS, BE* B *>* SAML BHIEIE *,
2. BUHIEH * B SAML SHI0IE * BiEE,
S BECRE

LT ER—1EEIE, MINEERMECEHEMBE Unified Manager o
4. B~ MiAFES ¢, Unified Manager S & Bz,

TRERZR P 2143417 Unified Manager EIfZREES, MTE7E Unified Manager EROIEIMAE |dP ER0IH
REINEIR,

1518) 1dP FMIB& Unified Manager BR5528 URI FTTEE,

MEEIFEHI S 2R SAML S 303E

R I EIAIR] Unified Manager BT F FRE, NATBEEEMEIFITHIE R SAML 5%
RiE, WREEARH IdP Rulifinl, MAges&kEXME N,

© EREHNE *
AT P BB A

HH SAML Bp30iiEfs, EEERERIRSIEMIZF (B4 Active Directory 2 LDAP ) RHITERB MWL, R
TEENZIEAFPZ5%, AR MERRFER LOEEER AR .

SRR LM Ul BNIRE | BHIRIETREEAE SAML S13303E,
@ M SAML B¥IF/E, Unified Manager B hEHBE.

p
1. EREPIEHI G,
2. 7 EFB B, WA BA SAML BHIEIE * EHHES

AT ET—%HEE, MIANEERZR SAML BHIRIFHERBEN Unified Manager o
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3. B’N*. vy, A/5¥Z Enter 8, Unified Manager E#H B0,

TRmiEA P =1R3518) Unified Manager EIFZ R ERY, MTE7E Unified Manager ERTTEM A= |dP ERIH
REINERE,

WREE, FiHiA IdP FHMIFR Unified Manager BR5528 URL F17TkiRE.

SAML S{7I8UETIE

&R LUER "SAML S{95830F " TAE AL E Unified Manager , LUEERiEAF & FE
Unified Manager Web Ul Z R SAML B3 £ 8 miRHiERr (I1dP) MEH#ITEHNRE
ifo

* BRIETEL SAMLEEE, S mABNAREFEERAR,

WA N iy= g 2= 4 v LAty

* e 2 VRE— MR HIEEE,

REERESMIRIEIZERAFG, EaLiEPERA SAML SHRIEEEEUERRESMREEFERS MR
IEo

* *1dP URI*
M Unified Manager AR5328i418] IdP B9 URI » TEFIH TR URI o
ADFS =5l URI :
* + https://win2016-dc.ntap2016.local/federationmetadata/2007-06/federationmetadata.xml+
Shibboleth 7=l URI :
" + https://centos7.ntap2016.local/idp/shibboleth+
* *ldP JTEUE
XML 889 IdP TR,
SNRALAM Unified Manager fz552883418) IdP URL , NIRJLASEE * $2EX 1P JTiE * I LUEFRILF .
**ENARSL (FQDN) *
RAHAEE X B Unified Manager EHZASEHI FQDN o MMBHE, ErRIUEMILE,
* * EHLURI
F8F M IdP ifi8] Unified Manager X R4 URI o
* * ENTTEEE -
XML 2RI N RS R,
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BIES L

ZAI LATE Unified Manager fR5388 - LDAP 5% Active Directory BRI SHI0IE, HIEH
EEANSRSHREESERUITERFP#1TEH R,

BXBRAERESHIIE, RESHIIERS UKAME MRS RNER, BENFIEBX * i£& Unified
Manager L &AIXEIREH * FIET,

‘R B HIIEARS 25

& O] AR Y Unified Manager kS5 23T 5 B0 WIEARS 221BE0 O,
© ERBINE -

SR MABNAEFEERAR,

T

- EEMSMEES, BE B0 > ZRESMEIE * .

2. b ZRBREHLEER * 1

3. £ * BHIIERRS S * XigH, mERERIEN DRSS, AGRTE *RE

4. 71 * RESHIIEIRSSS * FEEDR, HKiEROFMAEE,

S BEH*RE*,

—_

TBR S 47 S0 IE AR S5 88

INREHLE Unified Manager RZEZ 28 5 B0 NIEIRS 281815, B AMIBR S 1910 IEARSS 880
Flan, MREENREERS SR EESHBEMNE MRS 2, el LURIBRLE & 1453 IEAR
SZREFHNINFA B 19 I IEARSS 280

* BEENRAE *
B MABNAEFEERAE,.
PRSP IIERRS 28 G, SDIIEARSSSsAVIIZA P AT A B 1518 Unified Manager .

p
1. EEMSMERT, BE B0 > TR HEIE .
2. EEREMRN—PHSZ B HIIERSEE, ARRE ~ BER
3. B * B * MIARFRIBER,

MRBRAT * EAREER * &I, N5 B MIIERSSEXKAVERRS S HIIERSS SF—EMFR.

&£/ Active Directory I OpenLDAP #1T&{7I%3iE
TR EEERSR EERTESHIIE, FEEERZSR[IEENS B MDIIERS2EHT
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B(E, UESMDIRIEARS2SFHIAEF A LLAIR Unified Manager o
TR LUER L TIEX NS MIIERS 22—, WAILIEE B NS B RIERS

* Microsoft Active Directory
() &SR Microsoft BRE RS,
* OpenLDAP

A LUREFR B S IR S H AR MER N SR IIEARS2S, UESHIIEARS s PRITIE R P 8ef% 1510
Unified Manager . Zf2FF AN ERB S KBRS SEF. BERSH[ERREBRIF RN (
Lightweight Directory Access Protocol , LDAP ) ECEM S B IIEARS 28R RZIZRE P #1784 1K1,

3FF1E Unified Manager FEIZMAMAR, EIRRSHFBIHEIFE AR INZRHIEE, BERSSINITE
2383E, AMEH Active Directory 3% OpenLDAP #1754 503k,

HiZEEIER

Eol L ERAEZAERONEZEEREREFMm, RAeSBIEAPHNITHRREES), H
BHIERESEZAESH, X Active 1Q Unified Manager BFrE AP REMAF AHH AP
' THEEM I TEH %o

eI LMEREIZEE: XHMEZEEMIAE Active 1Q Unified Manager FR] ARFTEBEZAEX 4. FiZBE

D XHMERHXAERIRIEECIZBARY L, RS TMLEHAREZSEFHINERERNFIEHEZBEN
58, TILfIBIFE Unified Manager FA1TIR(E, ILEREZEH, HATEETHEE. 8TASXHIRE
R "File Integrity Status’™ " B4R, ZEMSZEEohnls, LN BEXHREASMIFRER. NREZ
BEERFTAIA, WEZESAEEBUATITREZ—:

State Description

AN SHEIETEIER AT 4

IESE %‘Cﬁ;‘:ﬁi#%?ﬂtiﬁb%&, BHITEREHFETE
EREN FohRiEX ARV P BB S

manual_delete BRI P BIBRRIS .

lover_delete B FRIE RN EC & SRS FH 1 TRIR MR MIFRAI ST
unexpected flFR H TR AR A AR M FRAI S

HiZEETIEEE U Fan<&kH:

* ic&
s
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- T

fiEF * MIFR * AR LARIER " BB E " BRI HEREZBE ErTLUREREZAE, WaT LR EHRBERLT
XEHREA, LSRR E ERMBIMIER. RESFIHREURRITRFRRER R BZ .

@ ER B SR MR ERRFRBRRRHEIXM, BERSMPFHIEERFHZRE,

TE] UERERZ B EE DR * T * #RHEM Active 1Q Unified Manager THEIZBE, HSHEZASE
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