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“ Remove insecure ciphers for the storage : ;
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<] (<] <] [] [<] (<] [<]

v Set login banner for the cluster {4) | Fioe All
Set HTTPS as the transport protocol for
ST = ! Foclt
AutoSupport messages

2. Zf# R Unified Manager BTLUEEREMIEE, FRE * BEE * K. EBRES IR LEGHER, 1§
B 28MEE ¢ K.

BxXEdHMEERECRENRENES, BSMN "Unified Manager A LUEE L R,

B RFZA Active 1Q EHIRE
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BHRILINEER, Unified Manager §iRIBEBNN XTEFREFAFF B Active 1Q FFEEH. FIARTEEUR
F Unified Manager {a]BY MEMNEEEFHZEUL AutoSupport JEE.
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1. EEMSMERT, BE - B0 > EERE
2. 71 * ThEEIRE * TNETF, EIEFU TRz —S£AHEMA Active 1Q FEEH:

MREE ... PAIEHATIEIRME ...

B H Active IQ FEEH £ *Active IQ NP EM * ERFP, FBEREHABE
Ao

2H Active IQ FFEEH £ *Active IQ TP &4 * ERT, FBERZHABE
A,

F1EFRRY Active 1Q FENISZ {4

Unified Manager& Bt E B B FEMAYActive 1Q BEHFIN)XXHE. MNRFERHBIM
. M= TEFXM B, EXZNRINNERMGRTR, EFEZFE EEMNSHF,

@ Active IQ #NIBFR A Config Advisor (CA)ZZ2#N,

WRTEEE WBZIEZRIE R R E Unified Managergii§ Unified ManagerFH 4Rk E4FE RS, NIIRLEAYActive 1Q #1
N EmA R, BR. BINEKRAEA MNetAppZHFih R FEH—/RMEVAINISIH. LIRARERENENE
. HEEFEERANEURERSIET,

* BEENRAE

* WIAEAActive 1Q NP EHRS. FRINERT, WELTFERARS. BXER, BENR "EA Active 1Q
FIFREH"

* BB NetApp SZ#Fis = AN,

MNSZEAITF:  https://mysupport.netapp.com/api/content-service/staticcontents/content/public/tools/
unifiedmanager/ca/secure_rules.zip
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EWindows &4t £, TEREMBEENILR . NetAppFliIREXERIAT S5 REIZF S
@ Té;ﬁo AT LAMSZHF b 2 T 3_secure rules zip X HH G HE L2, UEBFFEMNAIRIIRE
&
2. BANXHERITHEANT2KIFEHNELENR, ARREEFFIR2KENRR,
3 AEMSMENRT, B~ FHERE > EHRE "
4. 75 BHRE - ED, BE - EERN 2.
O B EEMNIHEED. SMBFEEMN . zip FTHHXHE. AREE* EE

S T2 R RE R R L7 $ET Bl

N SZH4E7E Unified Manager AR5 28 LfRESE. TR ERBTETRIGEMAutoSupport X fE. Unified
ManagerRIBFMN XX 10 EEREE. HIRESZSEEMMHNRRAEINEMS,

BXFAEE. ESIMAIREKB)XE: "tfElfEActive 1Q Unified Manager HFRHEHAIQCASecuref N

o

WEI4E AR Active 1Q FFEEH
Active 1Q TFEEINEHFX LSS Unified Manager 4, W TFEFfR.

Between 10pm and 11pm, Unified Manager updates
the “rules” file from the NetApp Support Site.
Mate: Dark sites must update this file manually,

l

Around midnight, clusters generate ASUP messages.

l

Unified Manager retrieves the ASUP messages from
all monitored clusters.

Unified Manager runs the rules against the ASUP
MEessages.

Unified Manager generates events for issues and
risks that do not comply with the rules.

WIEFRIL, 7E Active 1Q & ERIFRANISX G RiGRN, HESXEBIEMEER AutoSupport JHE, H#HE
Unified Manager 2 8 XEHEHTIR.

7R Active 1Q FEEH

Active |Q A EINEHF XS EAth Unified Manager B4, ERENTTUSEAE
AP TR, HEEBHEBENARRS. B2, FH *BET * IRHRRXLLRIN
SR, SR UTERVNN IR o
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TEERTEMRRM Active IQ FEERMBEHRATHITIIEE (RE) LI Unified Manager 11THVR(E (
26)

Manual Resolution Semi-automatic Resolution
Use System Manager or the ONTAP CL to Click the Fix It button to resolve the issue
resalve the ssue.
Around midnight, the cluster generates a 30 minutes later, Unified Manager instructs
standard ASUP message. the cluster to generate an on-demand ASUP.
Unified Manager retrieves the new ASUP 30 minutes later, Unified Manager retrieves
message. the new ASUP message.

:

Unified Manager runs the rules against the
ASUP message.

Check the Events inventory page to verify
that the event has been obsoleted.

ERITFDRRA RN, BHAERT System Manager 5 ONTAP s ST RE B E n@iiEid,. R AEEEE
FIRERFTRY AutoSupport SHE S, &7 8EI0 R ZER,

£ * BEE * IHANITF ERRA RN, G UEHNRREIHEE T,

BB REL
&0 LIS E S 472 B 5hiIB& Z 817 Unified Manager ARSS 288 {REHI B 1,
C EHBINS -

T AENAREFEIERAS,
REMHRE 6 MTAU LIRS MRS 231, FLLAEIOXEM,
P

1. EEMSMEEH, R2E* B0 > BUERSE .

2. £ $RRY * TAEYF, EESHRBREPIBRFHEHEDISHNFENAL, ARRE*R®RE*S
f+4 =2 Unified Manager P& 0

&R LARE X Unified Manager 43R &E 0, LUEEEITEREHEIPBERHRERIIRERE
ERYE BT | H4FE R ESE RN B E G ER,
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* BEENRE -
BN TEENAEFEEAREHEERAR,

E4PE DR, MREMRSZERE LNFIENRBXNENS, EXEEHAFFETESARNET, #FEFRH
MXEE M LEEMERIE LR @,

AR E O ARIBHEEURF Unified Manager AR388 EAYBE],

p
1. EEMSMERT, BE - FHEEE > £HRE "
2. FEERBERY PR * PR, ERERIRHAEBEAN,

IR ERAHED.
3. WA E MR IAFILER B EAMIAYE), ARRE * A *.

BRIZHZE NS ERHEE "schedule” o
REIFFaRtEIfE, SERHNEIFRI, HER " WREFEOERH " Fto

B EBUHIT R E O

INRIEENRE Unified Manager 43R E OECE R AL, NET LA E R IRFLE R AT (8] EX
HEPRE O,

© EREHNE
TR AR AR EERREREER AR,
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NVRAM EEHMBERE ( XU Node error
ocumEvtNvramBatteryDis

{7 E8)

NVRAM Btz E ( BINEH Node =1

ocumEvtNvram"BatteryOv
erCharged )

IHAEM

iR OEH A NERHEAEXERFIRONRKE, UEE iRm0 ErECRER, FiNn
AREBE XA,

FMmXE: AT

F42T BT 2Ll R severity
IHRFARSHEXRHA ( BINEMH Node =&

ocumEvtPortStatusDown

)

TR 1EEE

ERNR (=R AL Gll R severity

BiERMEmO MB/ #/=  BINEH Port -]
EiEE (

ocumNetworkPortMbpsin

cident )

BiERMKIRO MB/ #0E XS Port
HEE (

ocumNetworkPortMbpsW

arning )

O
o

BiE/k FCP ixH MB/ #)  EIMEMH Port =1
mEEHE (

ocumFcpPortMbpsinciden

t)
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E42T PR

2%/ FCP i%H MB/ #
Z&EE (
ocumFcpPortMbpsWarnin
g)

B R MmO F) AR ™
HHE (
ocumNetworkPortUtilizati
onlncident )

Bk WNKiEOAF BAERE
HEE (
ocumNetworkPortUtilizati
onWarning )

2%k FCP imOF BZRm™
BEE (
ocumFcpPortUtilizationlnc
ident )

Btk FCP mORMAXE
HEE (
ocumFcpPortUtilizationW
arning )

BIREM

2L Gl
MB&

BONEMS

i

MM

Ao

JESEAY severity

Port g
Port =y
Port &4
Port fray=cy
Port a4

EREFAIAGREEXBARSHES, UWEEATUsRERNE,. SHREmXED

H, AEESANREHEM, &

X AT

E42T (PaHBR)

— PSP EIREIEE
(

ocumEvtPowerSupplyOne

OrMoreFailed )

RIFSEM

AL

BONEMS

ks, TREEFM™EE,

JEER severity
Node fy=:]

FPEHRESREELERKERERLE, UEETERN#, SHREmXES A,
HERSEHMERZE, ks, REENMEEM.
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SR (FafH=RR) ARGl RER severity
RIFEALRTE ( BINEH GEEFERSS =}

ocumEvtProtectionJobTas
kFailed )

RIFELLBEAHLE ( Yo BEEFERSS

ocumEvtProtectiondJobAb
orted )

3
Df

qtree E¥

qtree BT NIEREA R qree BBURHFIMEREINGEE, UEEHUSEEER
o, BUERENRKESE, FOEEAMGHET, PNRS, BRXRMTS,

X 8=

HUEH (AHER) Al el severity
gtree TEFIEEH ( X\B& gtree 5
ocumEvtQtreeSpaceNearl

yFull )

qgtree EEIE# ( BE gtree error
ocumEvtQtreeSpaceFull

)

gtree TE)IEEE ( E-RLs gtree ==
ocumEvtQtreeSpaceThre

sholdOk )

BiAE gtree XHERST BINEH qgtree fa=-1

(

ocumEvtQtreeFilesHardLi
mitReached )

BiE/R gtree XHHIRE  XFE qtree =5
(BirE

ocumEvtQtreeFilesSoftLi

mitBreached )

BiAE gtree TEIFERTI  EINEH gtree fa=c1

(

ocumEvtQtreeSpaceHard
LimitReached )
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E42T PR 2l R severity

BiER qtree TEERRE] K& gtree ag e
(BXE|

ocumEvtQtreeSpaceSoftL

imit )

RSN IERREH

AR AERF N ITIRMEDESRESHER, UEER UnEEERR, FHREMmMXI
7, AEESEHMEHRETR, ks, RERMN™EM,

s ATAE

EMRNR (FEH=2T) TR 5! RER severity
RECEMRSIERR ( B Node g5

ocumEvtServiceProcesso
rNotConfigured )

ARSSA0IR2ZREA ( A& Node error

ocumEvtServiceProcesso
rOffline )

SnapMirror X R E 4

SnapMirror X RAEH R ATREEXETMEZP SnapMirror XARKREER, UEER
PSR BER, RS/ Storage VM MIELEKF S SnapMirror X RZEH, BNAEX
RERL[EIY SnapMirror X AE Y. F=HNET Storage VM KR¥ERE X R D EE AT
=S, BHREMXIFEDH, HEIESHMMEHEIR, ks, FRRBM™EN,

X fRiF
25 (*) RRBHHA Unified Manager E5H) EMS E5,

@ ¥F5F Storage VM RIS RIFHY Storage VM , REGER4ER SnapMirror X2 E4, EXRTFE
AIRDERNREXR, FTEMXLEEMH,

EHERTE (FERETR) A EA S pEESiY severity
BEBEEFEITAESR ( K& SnapMirror X% =%

ocumEvtSnapmirrorRelati
onshipUnhealthy )

REBEERIEFH ( KB SnapMirror X% error
ocumEvtSnapmirrorRelati
onshipStateBrokenoff )
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E42T PR A Gl
REERIRLRK (

XUBS
ocumEvtSnapmirrorRelati

onshiplnitializeFailed )
HREBEEFIEMRERM (

XUBS:
ocumEvtSnapmirrorRelati

onshipUpdateFailed )

REEFHEHR (

ocumEvtSnapMirrorRelati

XUB&
onshipLagError )

REENHEES

ocumEvtSnapMirrorRelati

X\B&
onshipLagWarning )

REERERRTEW (

ocumEvtSnapmirrorRelati

XIB&
onshipResyncFailed )

FHEHARS * (

syncSnapmirrorRelations

XIB&
hipOutofsync )

EZEHERE* (

syncSnapmirrorRelations

SnapMirror X%
hiplnSync )

e

SnapMirror X%
RS EFIEEMRRLI R X
W (

syncSnapmirrorRelations
hipAutoSyncRetryFailed
)

SnapMirror X%
BEESEEF LRIMONTAP i H &
fig
#s(snapmirrorMediatorAd
ded)
EMEBEFERONTAP 8 HH

fR2s(EMm
FRsnapmirrorMediator)

S22

SnapMirror X%

R

severity

error

SnapMirror X%

error

SnapMirror X%

error

SnapMirror X%

i3
oF

SnapMirror X%

error

i
oF

error



E42T PR 2l R severity

T EMEEBEIAIRIONTAP i XIFE ) S
i

#8(snapmirrorMediatorUnr

eachable)

T EMERFIAIBIONTAP A XS AfRZE error
i

28 (snapmirrorMediatorMis

configured)

ONTAP Bf#2EZEEMm N VEIRRER =8
B3y, EEMRATHAIHA

+SMBC

(snapmirrorMediatorinQu

oral)

RPTRGNEEXREMH

AP RENEFEEXARFHAINEREEXFL SnapMirror MIFEXRRSHIESR, UEE
A LUnirB7E R, 0 Storage VM (RIFX R FFF I IREMEFREXRRZS M. BRE,
Storage VM RMEMENZHFFFER T FHRTMXIAD A, HEFESHMEHRER, &
Magkal, TREEFE M,

FIXIE: RIP

@ ¥tF52 Storage VM RHEVEE {R3FHY Storage VM , B4R SnapMirror M7EEX R B4, BXF
FRARDSERREXR, FERXLEEN,

EHBIR (FERHRTR) A e pEEid] severity
STEENE@ESITAE XK SnapMirror X% 5
& (

ocumEvtMirrorVaultRelati
onshipUnhealthy )

STHRGMEEEKF ( XKk SnapMirror X% error
ocumEvtMirrorVaultRelati
onshipStateBrokenoff )

STHRGNEEVBRKE KR SnapMirror X% error
w(

ocumEvtMirrorVaultRelati

onshiplnitializeFailed )
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E42T PR 2l R severity

STRENEEERRK XK SnapMirror X% error
(

ocumEvtMirrorVaultRelati

onshipUpdateFailed )

STRENEERESEIE XK SnapMirror X% error
(

ocumEvtMirrorVaultRelati

onLagshipError )

STHRGEMEEFTEES XK SnapMirror X% £5
(

ocumEvtMirrorVaultRelati

onLagshipWarning )

STRENEEERRTS XK SnapMirror X% error

L (
ocumEvtMirrorVaultRelati
onshipResyncFailed )

@ Active IQ [J7 ( Config Advisor ) 5|& "SnapMirror update failure" E1f,

Snapshot Ef

Snapshot EHEM THEXREBRESHES, JRTRIERBRESEFEATNE. 4R
MBI I4E, HEFESAHE, BHRM, ks, REEMTEML.

X AN

E4BT (PEHRFER) =2 Gl pEESit) severity
B2 Snapshot Bzl  E4 Volume =B

bR (RER)

BE/2/8 Snapshot Bapfftl  H Volume =8
Bx (RiEHA)

Snapshot BaiffiffEcEE HH Volume =l
B (REA)

SnapVault XZEH

SmM@M%?%#Tﬁﬂh1ﬁ%Smm@m%%%umGu,u@ﬂTLM“ﬁfﬂ
W, BEHREMXIESAE, HEIESEMMEH2TR, Fmg5, FEEM™EN,
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=BT (PERHRFFR) =2 el pLEgit] severity
ST EFHEITAER ( KB SnapMirror X% 5

ocumEvtSnapVaultRelatio
nshipUnhealthy )

ST EHEHAT ( XB& SnapMirror X% error
ocumEvtSnapVaultRelatio
nshipStateBrokenoff )

SEERTRKEY (R SnapMirror % % error
ocumEvtSnapVaultRelatio
nshiplnitializeFailed )

SHEEEREM ( R SnapMirror % % error
ocumEvtSnapVaultRelatio
nshipUpdateFailed )

ST EF#EEESEIR ( X\B& SnapMirror X% error
ocumEvtSnapVaultRelatio
nshipLagError )

ST EHERES X\B& SnapMirror X% =5
ocumEvtSnapVaultRelatio

nshipLagWarning )

STEEERRTRIW ( XKL SnapMirror X% error

ocumEvtSnapvaultRelatio
nshipResyncFailed )

FhERRRIRE SN

EiEE%T ( Storage Failover , SFO) RESHNEIRHEEXEEREREELEEE
RAEKREENES, WEERMUSIEATERS. SHREmMXIEaH, HFeESHMEH
%ﬂ’ ,\/ur]é&ﬂjy /}/_\;'SEZ*DF[EEII‘EO

X AIAM

F42T PR 2l R severity

GFEMERZEE— T N Node =5
ZEERRBE XA (

ocumEvtSfolnterconnectO

neOrMoreLinksDown )
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B2 AFEESIEEE (
ocumEvtSfoSettings B2
)

RECEFER R (

ocumEvtSfoSettings
NotConfigured )

FHERIRRR NS - KB
(

ocumEvtSfoStateTakeove

r)

FEBIRESIRE - 889
Rk (
ocumEvtSfoStatePartialGi
veback )

GFEMPERZET SRS R
BxiE (
ocumEvtSfoNodeStatusD
own )

TERITIR R R 151

B (

ocumEvtSfoTakeoverNot
Possible )

FhERRS E 1

FEIRS S HNEREE XFERSILIZMMTRNGESR, UE

2L Gl
MB&

B&

BE

i

B&

i

TREEY
Node

Node

Node

Node

Node

Node

severity

error

error

D
o

error

error

error

R LAl

RO E, AEEFEMBHEM, Ehgksl, REENTEL.

FmXiE: &

F42T PR
)Etﬁﬂﬁ??ﬁ%ﬁﬁ% (&R

)EiTI‘Fﬂﬁﬁ%EE% (FEH

FERS BECHITE (R
EA)
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R RiP

EHRT (FERHETR) =AU TREE severity
EIMUFRZE SnapMirror XIS ZHERRSS &

RelationshipocumEvtStor
ageServiceUnsultedRelati
onshipDeletion

SIMBREAERRS R E  EINEM TFhERRSS =&
(

ocumEvtStorageServiceU
nexpectedVolumeDelay

)
TFHEREH

FRERFAISIFEEFERESRE, UEGAISREERD, SHREmXEnd,
HEREHMEHR2, Mk, REENTEML.

FIXis: AN

HHBIR (FEHEFR) =AEA G TREE severity
BETEERE ( XUB& ZhE%R 5
ocumEvtShelfVolumeAbn

ormal )

SEEMEE ( XUB&: ZFhE%R 5
ocumEvtShellfCurrentAbn

ormal )

BERE ( XUB&: FhE%R Z5
ocumEvtShellfTemperatur

eAbnormal )

Storage VM E4

Storage VM ( Storage Virtual Machine , t2#579 SVM ) E4aIHERMHEEX Storage
VM (SVM) RKENER, UEETUGEBER#. B mXEnd, HeESsg
TMPEHEZR, =gk, RERMM™EM,

25 (*) RRBEHIRA Unified Manager E5#9 EMS E14,

EMXiE: AN
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EHBIR (FEHEZFR) AL
SVM CIFS fREExiA ( EBEIMEH

ocumEvtVserverCifsServi
ceStatusDown )

SVM CIFS IREBKRECE ( FHH
RiEH)

RINEERFEN CIFS BIMNEMG

H=E* (

nbladeCifsNoPrivShare )

CIFS NetBIOS & FfAz * XIp&
(

nbladeCifsNbNameConfli

ct)

CIFS & EFHRIERK * X2
( cifsShadow
CopyFailure )

%1 CIFS &E#Z * ( KB
nbladeCifsManyAus )

B R A CIFS EiEs * X
(

nbladeCifsMaxOpenSame

File )

eBds TEFHN CIFS X
HEREER * (
nbladeCifsMaxSessPerUs
rConn )

SVM FC/FCoE IRZBEX RE4EH
i (

ocumEvtVserverFcServic
eStatusDown )

SVMIiSCSI lREBExiF ( BEINEH
ocumEvtVserverlscsiServi
ceStatusDown )

SVMNFS lRBEXHF (| EINEH
ocumEvtVserverNfsServic
eStatusDown )
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E42T PR

SVM FC/FCoE ARSSEd
B (RER)

KEZE SVMiSCSI RS (
RiEA)

FEE SVM NFS fRZ (
RiEH)

SVM BfZLE (
ocumEvtVserverDown )

AV IRBBKIT, TEER
EREIER * (
nbladeVscanConnBackPr
essure)

RERTRESEEN AV
fRZa8&EE * (
nbladeVscanNoScannerC
onn)

KM AV BRSZEE < (
nbladeVscanNoRegd131H
2rF)

TR AV ARS5ERIERE *
(

nbladeVscanConnlnactive

)

RERNBAEAF =1:15R
AV BRS38 * (
nbladeVscanBadUserPriv
Access )

AV RS AIRE * (
nbladeVscanVirusDetecte
d-)

sXiE: B8

SR (PaH=RR)
BRI SVM (RiERA)

AL &
e

=4

ES

i

B&

BONEMS

MB&

E

i

i

e Gll
e

R
SVM

SVM

SVM

SVM

SVM

SVM

SVM

SVM

SVM

SVM

e
SVM

severity

1%_ l%\

=<1

error

error

error

severity

_é_ I%\
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EHBIR (FEHEZFR)
SVM Effix ((Fi&A)

SVM B&Ed® (FER)

oA 1ERE

E42 (PaHBR)

EiER SVM IOPS &
& (

ocumSvmlopsincident )

EiER SVM IOPS & &H
& (

ocumSvmlopsWarning )

EiER SVM MB/ f)= &
HE (

ocumSvmMbpsIncident )

BiE/k SVM MB/ #h&&
HE (
ocumSvmMbpsWarning

)

BiER SVM ER™EH
B (

ocumSvmLatencylncident

)

Bit/k SVM IERZEEH
& (

ocumSvmLatencyWarning

)

IaXE: Rek

F42T (FafH=RR)

BE2A®HEZAE
ocumVserverAudit HEB

£RH)

EXRERERE (
ocumVserverLoginBanner
Disabled )
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E42T PR 2l R severity

SSH [EEfFRAREME MNbE SVM S
B (

ocumVserverSSHInsecur

e)

EEEREE ( XUBE SVM Z£5
ocumVserverLoginBanner

Changed )

E%msmmwvm&% XUF& SVM e
TtnE (BEARY

RIHARSS)

[==)::] Storage VM k%  EH SVM B8

RRfraE (FIEK)
(

antiRansomwareSvmStat
eDryrun )

EATROFRGEEN =Y SVM (=)
Storage VM (¥3J1E=X)
(

ocumEvtSvmArwCandidt

)

P MABCESEH

RPMARSMEH R AGRMEEXAANBP AT E RS EERTINGES, X)L
EEr Ui BERS. B mXiEaE, FHEESHNEHENR, makal, RE
BB,

EhXiy. A&

E42 (PaHBR) 2Rl REE severity

EERkAFPNARTHE XK B3 ARR =
T EPRE (EXE

ocumEvtUserOrGroupQu

otaDiskSpaceSoftLimit )

BAE AP RARIE BINEH F P S 4AECEn fa=-1
Ta)RERE (

ocumEvtUserOrGroupQu

otaDiskSpaceHardLimitR

eached )
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EHEMR (FERHEHR) A& TRRE severity
BERAFRARLRTXE XS FA P S 4AECER g%
ERPRE (E1XE

ocumEvtUserOrGroupQu

otaFileCountSoftLimitBrea
ched.)

BRFIAFRARTXYE BIEH PR S 4AECEn fa=-1
THEREBR S (

ocumEvtUserOrGroupQu

otaFileCountHardLimit B

B15)

SEMH

SEMHRETEXRERSWER, TRTHREBERE, SHRTMXINDH, FEES
2R, PEBRRTR, Mg, REBEMTEM,

BS (%) RRBEMA Unified Manager EHY EMS E14,

s AT

EHBIR (FEHRFR) =ARESSE] TRAEE severity
HBR ( R Volume T
ocumEvtVolumeRestricte

d)

AL ( BINEH Volume =2}
ocumEvtVolumeOffline )

HEHEIH ( XUBE Volume error
ocumEvtVolumePartiallyA

vailable )

BHEHEE ((FER) E i Volume =8
EBEH (RER) =4 Volume ==
SEEMEY (FEA) Ff Volume ==
ERARELTIEENR XS Volume ==
= (

ocumEvtVolumedJunctionP
athlnactive )
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E42T PR 2l R severity

EEREENARAN ( Volume =2

RER)

SEMARAN - BREAR N Volume =2
(FER)

BEREEIAEN NG FHF Volume ==

RBE (TNER)

BREREENAEAME  FHF Volume =
X/ (RER)

TIXiE: 88

EHBIR (FEHEFR) =AEES G TRAEE severity
WBERESTRIEFEEXNKR X Volume s

(

ocumThinProvisionVolum

eSpaceAtRisk )

ExEEH ( XS Volume error

ocumEvtVolumeFull )

ETEREEH ( X\B& Volume ams
ocumEvtVolumeNearlyFul

1)

HEETEEH* ( XUp& Volume error
volumelogicalSpaceFull

sEETEEE2®H (1 K Volume 5
volumeLogicalSpaceNearl

yFull )

HIZETEEER * ( F Volume B8
volumeLogicalSpaceAllO

K)

% Snapshot MB=EE Kk Volume e
w#(

ocumEvtSnapshotFull )
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Snapshot Bl&sX% ( X\B&
ocumEvtSnapshotTooMa
ny)

& qtree FLENE T 2R X
(

ocumEvtVolumeQtreeQuo

taOvercommitted )

& qtree ECEIZMd=ie X
%
ocumEvtVolumeQtreeQuo
taAlmostOvercommitted

)

BIEKERE ( Xp&
ocumEvtVolumeGrowthR
ateAbnormal )

HRE2HAIRE ( XURS:
ocumEvtVolumeDaysUntil
FullSoon )

ERAETERIE (FE FH
F)

ERRAETEMRIE (F& FH
F)

BERETERIE (FE FH
)

% Snapshot MEXRE  XpG
HRIRIREL (
ocumEvtVolumeSnapshot
ReserveDaysUntileFullSo

on)

FlexGroup D EEZET X
1115
flexGroupConconstituents
HaveSpacelssues )
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FlexGroup B 9% = ialtk
S—UIEE* (
flexGroupConconstituents
SpaceStatusAllOK )

FlexGroup D EEFHER
ST (
flexGroupConconstituents
Havelnodeslssues )

FlexGroup i %&%F5| T
FRE—ERE * (
flexGroupConconstituents
InodesStatusAllOK )

WAFL & BahiAEEK/N\k
g (
waflVolAutoSizeFail )

WAFL £BEEANE
5t (

waflVolAutoSizeDone )

FlexGroup &HF| XL
13 80%*

FlexGroup EHFIBAEE
T 90% *

EEERERE (
ocumVolumeAbnomStora
geEfficiencyWarning )

#ESnapshotfi &8 & 7E 73 F
A (volumeSnaphotReserv
eUnutilizedWarning)

£ SnapshotTE k757
A (volumeSnaphotReserv
eUnutilizedCleared)

wXiE: B8

AL &
e

B&

e

XKk

e

BONEMS

IS

XS

e

E S

R

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

severity

1%_ l%\

error

error

error
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EEmRE (FER)

BEAME (FER)

EfkcE (FER)

s 1ERE

ERNR (FEpH=2TR)

BEiE&R QoS &K IOPS
ZE&EE (
ocumQosVolumeMaxlops
Warning )

BiE/R QoS HixA MB/
MESHE (
ocumQosVolumeMaxMbp
sWarning )

BiER QoS ik
|IOPS/TB £4EE (
ocumQosVolumeMaxlops
PerTbWarning )

BiER 4IRS K5 SRS
EXN TR EELERE
& (
ocumConformanceLatenc
yWarning )

EfER% IOPS EHE
(

ocumVolumelopsIncident

)

BiER%E IOPS Z&HE
(

ocumVolumelopsWarning

)

BiER#E MB/ ¥ EHE
(

ocumVolumeMbpslinciden

t)
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E42T PR 2l R severity

BiEkE MB/ MESEE XK Volume S
(

ocumVolumeMbpsWarnin

g)

BEREEREN /12 BINEH Volume =&
EEE (

ocumVolumelLatencylncid

ent)

BEREEREN /12F XK Volume 5
EHEE (

ocumVolumeLatencyWar

ning )

BEREEFARGPRT BINEH Volume =]
EEE (

ocumVolumeCachedMisR

atiolncident )

EEREEFRGTEE N Volume T
HEE (

ocumVolumeCachedMisS

RatioWarning )

BiERBIERH IOPS ™= EIMEMH Volume =&
EEE (

ocumVolumeLatencylopsl

ncident )

BiERBIERM IOPS Z X Volume S
HEE (

ocumVolumelatencylops

Warning )

BiERESERT MB/ #0/=  BIMEMH Volume =1
EiEE (

ocumVolumelatelLatency

Mbpsincident )

BiEREER MB/ B XS Volume S
HEE (

ocumVolumelLatencyMbp
sWarning )
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BEREERMESEHA
MeERETEEHE (

ocumVolumelLatencyAggr
egatePerfCapacityUsedIn
cident )

REAEEHEE (

ocumVolumeLatencyAggr
egatePerfCapacityUsedW
arning )

BEREERMESER
:l\ﬂz

BEEREEENEESF A
KEEE (

ocumVolumelLatencyAggr
egateUtilizationIncident )

BEERSERMBEHA XK
FEEFE (

ocumVolumelLatencyAggr
()agateUtiIizationWarning

REREMEHE (

ocumVolumelLatencyNod
ePerfCapacityUsedIncide
nt)

BEEREEENTRER BINEH
:HEAI:.""'E

BEEREERNTRER
HREREZEEEE (

ocumVolumeLatencyNod
ePerfCapacityUsedWarni
ng)

i

SR T R ERERER

g BINEH
B - DBRIEETERE
(
ocumVolumeLatencyAggr

egatePerfCapacityUsedT
akeOverlncident )

HIERMT R ERAtES

R Rk
£ - BEREEEEAE
(

ocumVolumelLatencyAggr

egatePerfCapacityUsedT
akeOverWarning )
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BiERELERT=F A
KreEEE (
ocumVolumelLatencyNod
eUtilizationIncident )

BiEREERMT =5 A
RELEE (
ocumVolumelLatencyNod
eUtilizationWarning )

FiaXE: Rek

S42T (FafH=RTR)
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SR T ER R AL A

Unified Manager ZiREBFHMF A iREEHEE, EHTEY, AREERSHFMERIER
bR 3% (B R R LA R AV n] B A Jtl:%?EB#E%’@’I\%{ﬁﬁﬁiT—ﬁ\ﬁﬁﬁﬁ, B F
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THERT —PEREFHARE:

From: lﬂ,ii.lz.la@companv.wn{

Sent; Tuesday, May 1, 2018 7:45 PM

To: sclaus@company.com; userl@company.com

Subject: Alert from Active IQ Unified Manager: Thin-Provisioned Volume Space at Risk (State: New)

A risk was generated by 10.11,12.13 that requires your attention.

Risk - Thin-Provisioned Volume Space At Risk
Impact Area - Capacity

Severity - Warning

State - New

Source - svm_nl:/sm_vol_23

Cluster Name - fas3250-39-33-37

Cluster FQDN - fas3250-39-33-37-cm.company.com

Trigger Condition - The thinly provisioned capacity of the volume is 45.73% of the available space on the
host aggregate. The capacity of the volume |s at risk because of aggregate capacity issues.

Event details;
hitps://10.11.12.13:443/events/94

Source details:
hittps://10.11.12.13:443/heatth/volumes/106

Alert details:
hitps://10.11.12.13:443/alerting/1
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<protocol> ] [
<datasource-id>

um datasource remove
<datasource-id>

um option list

]

[ <option>

Description

E—PEHZ M ENLBTHLNR
BT %R. TERATREERMIZE
» LUETE ONTAP LE3REXEH1TE
F. FIEEBNSHATIRERSHE
& i ST BB EIfRE (X
MREM) . BRAMERO0 kA
) o

1T SQL Eifl, NATFMEIERER:
B EI, FAFHERER, HEAN
SR ERIR IS

BEIRRRAIZIZREFERATIR
. BIRRENA T NEEZEITEE
R, DINBIEIRRT, RIIEEIE
m-u (BFP&) fM-P (FB)
EI -t (protocol ) IEEATFEE
BEBEAY (http 3K https ) ©
MRFIBENIN, NME=AERX

AR EIGEDT -p  (port) EERT

S8EBENRO. MRKEER
O, M= ERMENTHXBIZEIA
{Ho WAL RAERFHEERN

ETRREFEASNEIER.

B —P S EIERED, Ree
HEHESERRNIT.

M Unified Manager S iIFREGETR
(8 .

FIH T RIER set S TECERFRE
eI,

et
5 M ONTAP W EIA948[E,

HZRUKRBTHAET. MRREZT
&, WEFEEMEEHREIBER
#Hix, NaErENEIRER.

Sﬁ%Fﬁﬁﬁﬁ#Eﬁﬁﬁmﬁ

URBEXERUTE: 1D
Address Port, Protocol

Acquisition Status,
Analysis Status,
Communication status,
Acquisition Message, and
Analysis Messageo

BRENBER.

ERENBER.

URBHERXERUTE: Nanme,
Value, Default Value, and
Requires Restart.
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CLI &34 Description Tt

um option set <option- WE—IMRZMNET, iR ErENEEE.
name>=<option-value> [ HEEEEGHIT.
<option-name>=<option-
value> .. ]
um version 7R Unified Manager 3X{4hr 4%, Version ("9.6")
um lun list [-g] I SRS E R RIFIERGHI LUN . -q URBEXERUTE: 1D and
-ObjectType <object-id>] ERTFREWRS, ATAETR LUN path.

&, ObjectType BJLLZE lun , qtree

, cluster , volume , quota, I¥

SVM .

Bign:

um lun list -cluster 1

TELRBIRR, "-cluster”

objectType , "1" i objectiD , It

L YIE ID 79 1 E’J%ﬁqﬂﬁﬁﬁﬁﬁ

LUN o
um svm list [-q] [ FIHIIEEM R IFESR Storage  URBERXETRUTE: Name
-ObjectType <object-id>] VM, ObjectType RILAZE lun , and Cluster ID.

gtree , cluster, volume , quota

» B SVM,

fBign:

um svm list -cluster 1

ELtRBIF, "-cluster" &
objectType , "1" 2 objectlD o It
I ID 91 E’J%ﬁEF'EI’JFEE
Storage VM .

102



CLI &34 Description Tt

um gtree list [-q] I FIHIRIEE N RITEGR qtree o -9 URBFELETRUTE: Otree
-ObjectType <object-id>] ERTFAREWRS, BTAETR ID and Qtree Name.

&, ObjectType AJLARZ lun , gtree
, cluster , volume , quota, I¥
SVM .

fBugn:

um gtree list -cluster 1

LRI, "-cluster" 2
objectType , "1" = objectlD , Itk
R ID A 1 EBFIFRE

qtree o
um disk list [-q] [- HIHIRIEE I R IR /eI URBEXERUTE
ObjectType <object-id>] 2, ObjectType RILLZ disk , ObjectType and object-ide

aggr , node 3 cluster .
B0

um disk list -cluster 1

EMRAFIH, "-cluster" B
objectType , "1" = objectlD , It
R YIE ID B 1 WEBFRIFTE

g,
um cluster list [-g] [- IS E W RImIEEHE RS ERIUATE: Name,
ObjectType <object-id>] £¥, ObjectType RILLZ disk , Full Name, Serial Number,
aggr , node, cluster, lun, Datasource Id, Last
gtree , &, Eo&iEL SVM, Refresh Time, and Resource
Kevyo
B0

um cluster list -aggr 1
EUERBIAR, "-aggr' 2 objectType

, "1" 2 objectlD , ItEF<IETIH

ID 79 1 NREFEBRISEE.
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CLI &34 Description Tt

um cluster node list [-q] FIHIFIEEMNRIGESHIERFT R ERUTE Name and
[-ObjectType <object-id>] . ObjectType BJLLZ disk , Cluster IDo
aggr , node 3 cluster .

fougn:

um cluster node list
-cluster 1

EHERBIFR, "-cluster" 2
objectType , "1" =& objectlD . It
L REFILH ID 79 1 E’J%EWEI’JFEE

T
um volume list [-q] [- FIH e E M R TmikfEHY R ERUTE volume ID
ObjectType <object-id>] %o, ObjectType AILAZ lun , qtree and Volume Nameo

, cluster , volume , quota,

SVM HE &,

fian:

um volume list -cluster 1

EULRBIF, “-cluster" Z
objectType , "1" 32 objectlD , It
’g%\’l?ﬂiﬂﬂj ID 791 E’J%ﬁﬂpﬂﬁﬁﬁﬁ

um quota user list [-q] [- YIHIEIEEXNRIHEGEECEA URMBEXERUTE ID, Name,
ObjectType <object-id>] F. ObjectType RILLZ qtree , SID and Emaile
cluster , volume , quota 2% SVM

[e]

fign:

um quota user list
-cluster 1

ELtRBIF, "-cluster" &
objectType , "1" 32 objectlD , It
I ID 91 E’J%ﬁqﬂﬂ’]ﬁﬁﬁ
BCEIR o
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CLI &34 Description Tt

um aggr list [-q] [- FIHIFIEE W RImIEEHER R ERUTE Aggr 1D,
ObjectType <object-id>] Bo ObjectType RILLZE disk , and Aggr Nameo

aggr , node , cluster 3 volume

o

filan:

um aggr list -cluster 1

ELERBIFR, "-cluster" &
objectType , "1" 2 objectlD o It
i RFIE ID 1 EBPHFRE

HX AN
2K Ho

um event ack <event-ids> BIA—1EZ 1 EHS ERENAYER.
um event resolve <event-— RR— 1 ZNEHS ERENAYEE.
ids>

um event assign -u BEHDIRARAF, ERENAYEE.

<username> <event-id>

um event list [ -s IHRAHAFPERNEH. BIE URREXERUTE source,
<source> ] [ -S <event- T8, RS ID THEEH, Source type,
state-filter-1list>.. 1 [ Severity, State,
<event-id> .. ] Timestampo

um backup restore -f fEA .7z XHIRIR MySQL $iEESR ERERNAYEE,
<backup file path and name 7
>

RIS O AN 3 HENERY ) @R
B IATIE, &R LA Unified Manager A8 INRIZS,

fiiZs B

User and

B IATIE, &8 LU B E XZASHRINE Unified Manager o, f&R] LUE XL A 52

IRKEL, EESEMILEEENR.
BITHIASTIE, &R LFE Unified Manager B 7NN BRAEIZS
LIRS

¥ o
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BRI AINEE, LA LIRS,
* R ¢
s vialiiilbi e

eI
SIRAME RS B R ERINE Unified Manager BIBIZS,
A
ETRHEZAET,
* Rl &R

ERE AR R R,

AR 3T IEAE

B RN ZS X IENE, R LA Unified Manager ZNEIAs, &R LUERBMAEEER,
B RN EN REMBIEH.

BN AN AEFEEAREHEERAR,
ORI A
BT AERIEFRZ,
* a) R

BT A A s E R,
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HRINFRE © 2023 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER
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