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TRIERER P =518 Unified Manager B2 R EBY, M TH&E7E Unified Manager ERTIHEM Az IdP ERH
FRENER.

WREE, FiHE AP FHMIFR Unified Manager fR5528 URL F17TEkiE.

SAML B30 IET1E

& LAER "SAML B2 581E " TUEECE Unified Manager L,({E?‘Lifzﬁﬁ)*"*i [
Unified Manager Web Ul Z B SAML (@322 B pitiERF (I1dP) WEH#ITEHNE
IEo

* B AENAREFEERART EEIESERSAMLEE.
* BB EEIRES I,
* B e =V EE— MR P SEiEd,

REERESMIRIEIZRRAFE, EaLiEPEA SAML SGRIEEEEUERRESMREEFERS MR
o

* |dP URI*
M Unified Manager AR$328i518] IdP 89 URI » FEFIH T RFIURL,

ADFSRfFIURI:
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https://win2016-dc.ntap2016.local/federationmetadata/2007-
06/federationmetadata.xml

Shbboleth/~FIURI:

https://centos7.ntap2016.local/idp/shibboleth

* |dP JTERUE *

XML #&T0RY 1dP TTER.

INERBILAM Unified Manager AR5281718] IdP URL , MIRTLAEAE; * $2EX IdP TR * &5 LURF I F .
**EHHRS (FQDN) *

LRHFEIE XY Unified Manager EA&4tH) FQDN » MNBEKE, ERJLIESU(E,
* EAURI

FBF M IdP i8] Unified Manager /A48 URI 6
© * EMTTEE

XML SN EH R TR,

BIESIE

ZAI LATE Unified Manager fRS388 L&A LDAP 3 5% Active Directory BRI SHI0IE, HIGH
e B NSRS SRS FERLGHTER P #1TE 91,

BEXBRIZESMNINIE, KESHIIERS URARNSNRIIRSSENER, & EABX * FEt& Unified
Manager L &IXEIRBEH * FIET,

REB B (DI ARSS 25

1&8] IR Unified Manager fRZ 28 T5 B0 1RIIEARSZ 25815 8Vim o
- ERBINE -

BB ENAEFERERAE,

g

- EEMSHESS, 2580 > ZIESHRIE *,

T Z2RBREHER * &,

£ * BpiiARSE s * Xigd, iEFEERENSHRIERS2E, REEREE *FiE*S

T * REBHINIEIRS S * XEER, fRiEmAIFMAEERE,

BEHERES

—_

o &~ W BN
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MBS S 1 S0 IE AR S5 88

SNREPELE Unified Manager Br55885 S A IIEARSS 2HE(S, A UMIERS (HIIEARSS 88,
fBign, MREBENEERS [ EETSHBEEHNIMINIERSSSS, WeTLMIERIES 5 30IER
S5 e A INFTRY B D BIERR S5 25,

* BEENAR
EnBEENBEFEERAR.
bR BB IIEARS 283G, BMRIEARSRITIER P KA G T EB1HE Unified Manager o

p
1. EEMSMERT, BE B0 > TESHEIE .
2. EEREMRN—PHZ B HEIERSEE, ARRE BER
3. BE * 2 * WIARIBRIER.

MREBAT * EAREERE &, 5SHEIEARSSEXEKAIERES SHIIERS B —EMR.

fEAActive Directory={OpenLDAP# 1T & {114 IiE

ol EERS S LEATZEMRIE, HEEERSB[BEENS SHRIEARS 2 HT
BE, UWESDEIEARSS2SFHIFEF A LAR Unified Manager o

TR MR U TIE X NS MRS 22—, WAILIEE B NS MRS :
* Microsoft Active Directory
@ 1ERBEfER Microsoft 228! B RARS.
* OpenLDAP
&R URRFR B S R IR S H AR MER N B R IIIEARS2S, UES KD IIEARS 2 PRTIERE - 8% ih10]
Unified Manager . Zf2H P A ERER S D IRIEIRS 234EIF, EIERSSREEREBRIARIMY (
Lightweight Directory Access Protocol , LDAP ) JECEM S IIEARS 28R RZIZRE P #1784 1K1,

FF1E Unified Manager FEIZMAMAR, EIERSHBIEIFE AR INZRHIEE., BIERSSENITE
2983, “EF Active Directory 8{ OpenLDAP #4175 19381E,

HiZEEIER

ol ERAEZAERONEZEEREREIFMm, RASBITAPRNITHRREES), H

BHICREREZBAEYF, ¥ Active IQ Unified Manager FIFFE AP REMAF AHER APl
' THEEMITE #Zo

S LEREZAS: XEME*EEMIGRActive IQ Unified Manager R a] ARIFFE BEIZBAEXH. #E%AS

D XEMERHXARIRIEECZARY L, RS TMLEHAREZSGFRINEHERFAEHEZBEN
58, TILMIBIFE Unified Manager FITIR(E, ILEREREH, HAITEEETHTEE. B8TAEXHRRE
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655 "File Integrity Status " BIEHB, ZEBMSSTHINSE, UGBS HNEMBIAIER. MEs
RASERGTAA, NERASTEEEU FREZ—:

K& WiBA

AN SR ERIER BTG

s ;zfa]ﬁf(#ﬁ\?ﬂhﬁnmm , BHITEEHEMET
BREL FahRiEX AR F BRI S

manual_delete BRI P BIBREI S o

lover_delete BT RIE RS ACE KB #H T TEIR MR FRAI S,
unexpected flBR B AR AR A AR M BRAI S

BRASAESS U TR %A
- EBE

* RS

- T
28 * MR * SREERTIUNING » RO © AT EAERAS, CANUMSRERAS, BALRENRT
SRR, UEBERREERIMIS. FESI5)HEE LR AT IR R B E .

(D) MREEIHEEMEERERRRRARNE, BRSBRIEERRNRE,

TSR MERRZAEEA P * T * M Active 1Q Unified Manager TEEFIZAE, HSRHEZASE
o AREA"IER "I WE S BINX A R UAEERNTE . gzipo

HiZEEXHERIEARFEBIEEFURSEZ, EANZE. FZESSHITEFER. UMERFREMEM

TR,

EmsEENAutoSupport B/5. FFEREN G SIMENFEZBEX 4. B2, FERREZFEN, ©
XEEEMNEZAE. TEFEFIEINEZAE.

FEEREZAE

TR AEREZBEEES N * iL8 * IR AR IZASEXHERERREE, HFAEZEE
Fﬁﬁs_tlialp\laio

TR LURIEERFMEE R RRHPIFHREENMRIGE * RAXMARN * M * FZAEEREXRE * FrYE. FE&*
HIZESEAN  FRERRSATFENEZASSHIENA/N. ERREH © FZAERERE *, *&AX
RN - ERAEEAN  FRANERE, SEZASENHANEEE * FRASEA/) * PEENE
B, BETUIEEIIHERBIER. XE®RERRRIANX . B2, XHFEEHREERARA, HIMEH
"Rollover Delete’ " . BHiZAEREXRE * ERTRE EE*ZEH‘EX#FE’\JBE%&O Bt i ERNERNERX
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p
1. BaE*#EzAE > "RE "
2 BN BRAXHARN T, FBERESERN  H * HZESREXRE  PHE.

MRBEAZIZATIER, WEE * BRZEEATIER .

E%&S*;—EIL’\EIJL$EE ]E:i

R UEECE FiZ EEMEIEDRIEF * BEREREICR * EFEUBRZEEZAEIR
o ErILUERIINREEEZAEEREIITIERAAHERS s, X, YFETIE R
,@Tuéﬂ$vauo

ITIRIC R B AT AR M ERED, LA Active 1Q Unified Manager fR5588 ERVERZ B E XX ER.

p
1. £~ EEEEZAE * MiFEP, ®th - BATERSIER * E%1E,

ﬂitﬁﬂ-r_u_/TFﬁ FhEiniEH :L,\laiﬂ"]ﬁ@?ﬁ&o

2. W ANEEETIRRZARSSERAY * HOSTNAME* # * iR 0 * 6
3. 1 * fRS328 CAIEH * R, BE * WK * LR BRRSHBHAFIER.

IEBR LS EE .pem. LLIEBNMBIRRGHERSSFAN, HERRITH, IEBNEEIEE
B9" hostname™ "E/I(SAN) B 1Y —ZF 73 SubjectAltNameo

4 WALITFRIVE: ~EE8N*, * EmEEER
XL B HY{E N A A 8L,

O 1 * AR M Wi * FERAPEEFFIFI ARG BERIA TLS hilhRrZs,
6. MIRBFAKBTRSBFZETIEBNIHRIE, BER * BRATFHIHRIE * EXE,

ERFERZASEEZR, SRBFAEF ESHRIDERARE HEARFATRSE, SUERRFR
Mo RIFEZRGATRS B[R, ERIEFENEZF RS HIEBIEREEER,.

5 syslog- ngg?ﬁﬁﬁnpvﬁULﬁE:ﬁEﬁ<hash> openssl x509 -noout -hash -in cert.pem, A
BENMEE P RS DRI RIE 4 5EEE L <hash>.085 A B XX 4

7. B8F &7 LB E SRS HBERHBRIZEREIER.
TREE@E " HZEE " NH.

@ EREIERERTEE, WREEMNFAIRNEEIEXE. N sEREEEHIRM
SEEERW. BRIMRER, BN EZENE, ARERRKE,.
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A2 S U IE T

EALAER " iR B9 " TUEECE Unified Manager , EHAEENSS B I0IFARS 281
TElE, UWENEIHERE Unified Manager Web Ul FYZFE A P # 1T S 9101,

BN EENAEFEERARGREERAR,
R ERTESNIIEEEERS, EaUERSHIEIERSSEERTES KNI,
* * BPIIEARSS ¢

BT EEIEARSSBACE 1T Active Directory , OpenLDAP 2B RARSZIRMHIEF DM A #HITEHINIE, 5
EIREEBCHNEHIRIING, REEBRRTTRESHRIIE, FrEEESMIIERS,

> * Active Directory*
- BRI

HEES MRS SHENERR B,
* ZHg

1ETE TR B RIEARSS 2RI ZE RS,
* BARA] YRR

IEEEERFPESMNRIERSZSRZTNMUE, Fi0, NRBSHDIIEARSIAIHZ A +ou@domain.com
+, MERTHPWEZFFA * CN=ou, dc=domain , dc=com* .

* FRBEATH

EERRATERRERHREATHATL. RIAMBERT, WETATFRERRS. MRER Active
Directory , MBI LUET R AM EREARSZHRERMIRS IR,

* ERREER
EERTEEMRIERS SFEBEHF DRSS

o * OpenLDAP*
* BERI DB

EERTESMIWIEARSS S FEITZA P NAE R D AR MU E R 53215,
* ERN

1ETE TR B RIEARSS 2RI ZE RS,
* BRAIDHRR

IEEEERFPESMNRIERSZSFZTNMUE, Fi0, NRBHDIIEARSIIRZ A +ou@domain.com
+, MERTHIPWEZFFA * CN=ou, dc=domain , dc=com*
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- ARSI

HerE fE R %2 L DAP SLDAP S A B IERR S S ToB1E.

o Hpth *

© BT SER

toE SRAT S WET—RERNSETSPER, UEECRENSPHRIIRS R BT

o

* PETD
EERTIAR S HIIERSS 2ERE .
* BRI DA

BERIERARPESHRIERSHIBPIMUE, F0, NRBHIIEARS2SE9IHE A +ou@domain.com
+, MIEARFDHZFEA * CN=ou , dc=domain , dc=com* .

* Wik

BES MRS HZIFNERBRIFEMNIY (LDAP) kR, ErILIEE BN E BN
A7, SHERBRAIREN 283,

* BRRREMN
EESMNIERSHTESEHEERSSHTENRIINAPERINBIERT.
* AR R RIRIE S

EE—ME, BTRIERFNE MRS SEPEENBENEREERS[ERRBRDEST
AR,

= UGID

MRITIZFA P EIEE S HIIERS 22 EA groupOfuniqueNames I RBIAL S, NIET LAE R IR
IRIEZ groupOfuniqueNames R HIEE BIMEIGEIERS AN R AR D ECLLIZZRF,

* BRBEATH

EERBRAERERHREAETHAT, AIABRT, WEIGTFRRIRS. MRER Active
Directory , MBI LUEI F M EREARSZHRERMIRS HIIERE,

"
EES MRS HEATEFEEXRAFZ T HANEENEER T,

pali

" APXRE
EERESHIIERSBFAFINRE,
*AWRE
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EERES M IIERSSBFPIEANTRE.,

@ 79 _Member_. _User Object Class_#1_Group Object Class_J& %4 N\FI{ERN 57 Active
Directory. OpenLDAPFILDAPECE HARMAVEERE. T, FHRIErIsERKKo.

* ERAREER
EERTSEMNINIERSSFEEHFDINIERS,

C) %%E%ﬁ%ﬁ%ﬁ%%,%ﬁﬁm@Eﬁﬂﬁ%ﬁ%ﬁ%%ﬁ#%%%%%ﬁ%ﬁ%%
B JIERARSS 28 I

" BRIIERARSS S " KIS B R EEARSERS 2B EUEREER P AN E#TEHIIEN SRS 28, Ti2
FA P SR R R S 10 JE AR SS 2R 4B 1P,

st
AT, RERBISS HIITRSS.
-
AFFNSHIIERS

REAMB S MRS FE TS ALY (EARE—HERE) , WiEa]LURMEN S DIIERS S, X
B, HEP—PBHRIERSSHETEFEN, SERSSFEEN SRS [ HTERS,

° YmiE
T RiEEE SR IIERS BN E,
° MBR
hIBRIZERE Y B 10 IR IEAR S5 88
* * RFREL IP ik
ETRATEEERS S EXNAF#TEHRIERNFPIIEARSS SRRV EN B 5L IP ik,
L
EREHIIERSHENIROS,.
MRS HIIIE *
I3 Al X A2 B P S AR # 1T B IR I IE S 9 JIEAR S B3V EC &

M, MRMEERF®R, NEERSHIFESNVIERSBFRRTIERF, ERIWARHITEHR
iE. WMMREHEERAFZMEN, NWEERRSHFERTEZERFHNEHITE MO,
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NRFERTZIZZMWIE, WEENRS HINIE.

BIETLIEH
EALATE Unified Manager RSB 28 EE HTTPS , UUE@E SR e EIENIsSIRER,

&E HTTPS L2iEH

ERILUE HTTPS IEFiF 45 B S PR REIFNEBHITLLER, URRAKEES
Unified Manager FUINZEZE R SR EIK.

* BRENRE -
T nEHRER, VAREFEERSEHEEERAR,

BEERIER, ELUIEEREMNIEPHNAR, HEETEAATIHR Unified Manager BIEREERBZFR (
SAN) o

p
1. EEMSMERT, BE* B > HTTPS IEH *o

HTTPSIEBE B/ R7E DT mEInEp

MREEEEEG LRSI BIEMEE, RS HTTPS IFBRELETHRE, N UER SR rhEE s
T,
T& HTTPS IEBETZIEKR

TR AT EEAT HTTPS R2IERANERERIENR, UERHRELIEBMANITEHTT
R CAZRIUEPBETHIEFREARE. HRRHEBEZ[IETBEIFHILT 2RI,

* BRENRE -
TR BNAEFEERAR,

T
1. FEMNSHERS, BFH*EM > HTTPSIEH *,
2. B FEH HTTPS iIEPERZIEKR * o
3. {®7F "<hostname>.csr X 15,

ERILUS SR MEGIEBIANIRITE R, ARTREZRIEFR.

L CA ZRHIR[EW HTTPS IEF
EA LTBIEBIANME R FHREIZ2IEBR LEHREZIER, & EEMRRIS N

NENEERZRIUEPBHNERMRA, CAZRRIEBEETHIEFEARE. FRHEMBEZIE
BEFHRERF,
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* BRENRE -
BB TR A THR1E:

* BETHIEBERBERXAHBIERMANMESR
* BEUPEMASIVRIFIER 5
* EEREFRIPRIAIET, M Unified Manager BRSSSHIEFERE RIS, BEFENEAPELLS

B NBENAEFEERAR,

C) YNREIET CSR MIEHHIBMHIET 397 X, N CA ZRERUHAGERERN 397 X, RABEEH
AR B UEF

g

1. HEMSMEED, 2 BH > HTTPSIEH *.

2. BE REHTTPS IEH *,

3. EETHIINEEF, S * JEXMG . LURFIE AR,
4. FEXM, ARRE T UREIN G,

BXER, WBN REERIMITAERN HTTPS SEH"

IEFsERA
UTFREIERTIEREXHRNERAI:

<*Intermediate certificate \#1 (if present) *>

<*Intermediate certificate \#2 (if present) *>

LI fERIME T RERR HTTPS JE+H

TAIURERERN CAEZRIIER, XEIEHEFEA OpenSSL , BoringSSL ,
LtsEncrypt 5N TR LM,

BN REAASIERE—EMSE, HAREIEREINIERNAH - WEERN. AITFHEANEZEN "RSA™"
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F"EC ", " ZEHTTPS iEP * " &I TF "General " 53 H) "HTTPS Certificates" TNE . _H1ERISHEERN
KA TRAET

1. BFActive IQ Unified Manager HRIARSZ 280 E FIZ2$A
2. 5SFABFERIARS EIES
3. CAMIEBEREFMENRIES, AT ERIEPHITES

EFAECE A M FIEPAINE
AIFBIRRLE S " prime256v1” " #l " secp384rl " . BEEIMPERB EC MHEVERRG):

<Intermediate certificate #1 (if present)>

<Intermediate certificate #2 (if present)>

fEFARSAZ S MEIERAIET
BF ENIEBRIRSAZ AR RIFRIZIAKR/NI2048. 3072714096, FMERAE FUAY*RSAZEART*AIIES:
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<Intermediate certificate #1 (if present)>

<Intermediate certificate #2 (if present)>

HEEHE, ENEFHBL Active IQ Unified Manager 525, MUEEE,

ERIMNERERBNERAIIRE

AR E LEERIMNITREEMMIERIHITRE, MIREAMEERK, WIEBREES, I, TS~ mF
B9 CSR ZERKHYIEF LUK £ AIMNER TR B HVIE 1T,

* WNFRFASARE IR N P ENIE B #H1TIIE.

* RARRIEENA FQDN 1B ENIERFHNAAE (Common Name , CN) ,

* FNEPHIAAE (Common Name , CN) REMAZTHTH, RMIZRE AN localhost o

* BRITHRBEARN AR, EBNEREABARN S A/,

* WNRFERIE CAT CA, MHNERMENERF IR BERREARRN, MEMHAZIEBIARMN S ER,

() WAPORATENE. NEEEEMENENAN, NRAKRELKEMLT,

w51

—-—-—-BEGIN ENCRYPTED PRIVATE KEY-----
<Encrypted private key>
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Proc-Type: 4,ENCRYPTED
<content here>

Proc-Type: 4,ENCRYPTED
<content here>

MFRIEPLRKRY. FESRHIREKB)XE
. https://kb.netapp.com/mgmt/AIQUM/IQUM_fails_to_install_externally_generated_certificate["ActivelQ
Unified Manager7c A& &SN B AYIE "]

IEHEERTIEmREA
EEILAER HTTPS IEBTTEE R AL 2 UEBHEME HTTPS IEH.

HTTPS iEHTIE

FEILUET"HTTPSIER" TEEESMR2IEN. THIIRERIEK. EFHHNEE
BHTTPSIEPRH L EMAIHTTPSIES,

NREHREMFNBEEZERHTTIPSIES. NIETIE EERAEREEREREEMAIER,

=

S
LI H AT AT HRITLATR(F:
* * FE HTTPS IEBERER *

THIYRIRERN HTTPS IEBRTINEE R, BRI REIIRRERTE <hostname>.csr X1, LUBERILIRE
ISR A IEB IR N HITE B

**REHTTPS EH *
AT EEBMENAEZHREAR SIEBE EEHRRILED, MIPRECERSEERSREER.
* * EHTAERL HTTPS iEH *

@:.FEEHJ?E’\J BER/HTTPSIER. IIEBRBRYFIREIER. FIEBREEREBE) Unified Manager f54%
Ao
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BJIYERL HTTPS iEBXEE

B EFHER HTTPS IEBXEE, BAIUBENXZEER, ARERZEEERTN
HTTPS JEH,

HANERESRERELTTE L.

B CERLRNERBMERLER "M "ERIFNEBEN "R, SR UERERERENERIERRERA
MERERIER.

N B
WIE, BIRIFIISS2RE,®E (FQDN),
£ Unified Manager =SR] B4ECER, (EREIA IP H#ilt,

© TR -
Ak, RTFEXRERIALS AV F Rt ; IR EER G EITER R FHpFshit,
o * /AE.I *

ik, BEERATREERM.
-
A, AEIRERIHIE R,
. * {7 *
A, AEIFATERIEHIE.,
CRE
A, EATFRERIMEE/BER/EET(ARES).
*ER/ X
Ak, ARNERMXAE, XBEEERMXAINFHISONRE,.
- V2EE=T Y

R, FRT B A ENSEMRLSMULZ SN ERT BT IHRIARSS S EMIEE R, ERARXESH

e EREER.

WMREMIEFHHY " %Fﬁ%ﬂ’ FERPMIBRASHARIRE S, 1EIES "exclude local Identifying information  (

e.go localhost ) " BiEiE, MNREPUEIEE, N " EAEN " FENKFEREEFEFRANAS. 0
Bz, WERKIERERAEEEBARTFE,

*EAAN (BEHEE: RSA) *

ZIAERISE N RSA, ERILLUEFRUTRBAR/NZ—: 2048 , 3072 5% 4096 {il, BRINFFHA/INEERN
2048 il
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* A
BINEHAN 307 Ko MBLEMEARAFAR, WTsLBE I ERIERERBREN,

BXRIEMEE, BB "EEERHTTPSIER",
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ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
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