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E12 SAML 59KiEgE

RERESMRIEEER, BAUBAREMSETICIES ( Security Assertion Markup
Language , SAML) B%5¥iE, UERZRAFLEIZESMHRERER (1dP) #1TE
PI8IE, SARRZBEIRIR] Unified Manager Web Ul .

IR, B SAML B4Rk E, REEXEIEAF A EEIHE Unified Manager BB P R, AR F4EFA
FPRETEIREL Ul . EREFASEmMIGREFESISHER,

SniRiiEFEX

£ Unified Manager ECE AER S D1 EF7Z~ ( Identity Provider , 1dP ) FrBEIZIE
FAF#1T SAML S50, BFETHR—LHENREIRE, UEMIIERZEI Unified

Manager o

SANTE 1P ARSS 28948\ Unified Manager URI fI7TE#E. &ERILAM Unified ManagerSAML S50 ETIEHE
FER. XL EIRciES (SAML) FRER, Unified Manager #f10ARS 1R ( Service Provider ,
SP) »
RN E AR

* BRINERRE (AES) : AES-128 #1 AES-256

* ZLMFEFZE (Secure Hash Algorithm , SHA) : SHA-1 1 SHA-256

ZA IR B R EEF
« Shibboleth
* Active Directory BX& 514 101EARSS (ADFS)

ADFS FiEEK
* BT LU FIRRE E X Unified Manager fZ#fr It #6i 75 5 FE 5 BB ADFS SAML N[z FrEERY =N BEFLN,
]| NN
sam M~ B R Z#ID
sam M Z FR urn : OID : 0.9.2342.19200300.100.1.1
LhE4A—IEPRER R un: OID: 1.3.6.1.4.1.5923.1.5.1.1

* BATUE B IE AR E S "Forms Authentication' ", FN AP RIEERTEFH Unified Manager BYUX |
R, HIRBUTSBIRE:

a. ¥TFF ADFS EIBFHI&,
b. B F A MKHLERBY S HIIEREE XK,



c. 7EAMIAY "Actions" T, # i Edit Global Primary Authentication Policy o

d. 4 "Intranet Authentication Method" (RZIMEHIGIESE) I&E S "Forms Authentication' " , TAZE
#RINE "Windows Authentication™ " .

s EHEEERT, WR Unified Manager REIEFHE CARZM, NEY IdP BFIGHIEL, EfFALLI0) TS
R, ATLAERMRMRRSGE:

° IRERFEIERAYIAETE ADFS BRS528 E 2 X EEEM CA IEPREMKH A B THRIEIRE
"R MRS EENRCERE
° ¥ CA RSS2 B1E ADFS fRS3859, LUEXT Unified Manager FRSZ 5IEPIERH#HITE R,

HthEgEZE R

* Unified Manager Bt REIKE N 5 728, ALt IdP fRS525F1 Unified Manager BR5528 2 [B]89BY 8] = BE
5 D8, SN HIIEREK,

BB SAML S1{73583F

eI BAZEMEHRCIES (SAML) B{PI9IE, LUETERF7EiAIR Unified
Manager Web Ul ZRifciBid 22 BnRMiER (I1dP) #HITEHIEIE,

* BEEHRA

s BB R EIRES R IIEHRITEE TR,

c BaEEVE— N AEENAEFEERACNITIER P HITiEA,

* Unified Manager A28 0iREERF (1dP) , HESTXE#HITRE,

* S EA |dP URL FTTikdkE,

s BB RGRIRE 1P RS 28,
M Unified Manager B SAML S458iEfR, RB7EN IdP B2& T Unified Manager RSB ENEEZE, H

FPAgeAnERREF RE. Fitt, EFGREESEZH, BRITERTTEREZRNFINED. AIUERE
Unified Manager ZBig 2 [GECE IdP o

B SAML B%¥iFlE, RHEITIZEAF 7 8E1A8) Unified Manager B2 A Ril. AMAFRMEIFEPBLE
WAt Ul ILEREARSFIMIGRIFIESIE, Unified Manager sn<3% ZAPI YA P,

()  ERELRA SAMLEES, Unified Manager 1§ EH BT,

p
1. EEMSMERT, 2E* B *>* SAML SHEIE *
2. & * B3 SAML 513551E * Ei%1E,

LG 2 RECE 1P EEFTRRNF K.

3. A% Unified Manager ARS3281E32 %3 |dP BRSS2RFFEERY 1P URI F1 IdP TR,
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INREILAEREEM Unified Manager ARS5881517) IdP ARS328, NIRTLATERIA 1P URI [R5 * $2EX IdP FoikiE
* LB AT 1P TR F L

4. Sl Unified Manager EMTTEHIE URI , E R ENTEIRREE XML XASXHH,
ItEEY, ERTLAERLLESECE IdP ARSS 28,

S BECREFE
R R —NEEE, BIAEETREEHEFEBE) Unified Manager o

6. g * MiAFER *, Unified Manager S EHE0,

EROEIEA P TR =15A18) Unified Manager B2 R RS, U 1E7E IdP B RIEMAE Unified Manager &3
EHENERE,

MERE KR, 1518 IdP FiiN Unified Manager fR5328 URI FITEE LSRR ECE

£ ADFS 1EN B 1112 2B, Unified Manager EIf2 P RE A =BT ADFS BREXK, ©
()  B#5Ir, EIAE Unified Manager SIERBETAIE, (RTLGED S « 341 * > * HAEILE *
> * JSETIBEY * REH GUI 2IEBH,

E AT SAML BRI B iR HiERF
fERLIER Unified Manager T XERRAF#TINRIENSMIRERSF (1dP) .

s BEBHRA *
s IBUTES |dP URL F17TEkiE,
s AAENGAR 1dP 6

BAILA7EBCE Unified Manager ZBIER 2 [GECEHHY 1P o

T
1. EEMSMERS, BF* EH * > * SAML BHBEIE *,
2. #\¥ Unified Manager AR5328%$£2) IdP FrE#9% IdP URI #0 1dP TTEkiE,

9N 1dP AT E#EM Unified Manager AR55283718), N7E%IA IdP URL f5, ERILASEE * $2EY IdP TidE * %
LA BthET |dP JTEEF L.

3. &l Unified Manager Jt#3E URI , S TEIBREE XML XA
4. BF ~ RFEE *

IERER—MERIE, BIAECEENREE,
o B HE "o
W3IR)ET 1P F4\ Unified Manager BRS328 URI Al c#dE AR EC &
BAZZ AP N RZ141418) Unified Manager B2 R ERY, thiTEEHE IdP ERTTAPRHANZE, MAZEER



BY 1dP BERITE AR,

84 Unified Manager 2B/ EHR SAML S{97I8IESE

%t Unified Manager fRS3 85 E R/ HTTPS R PRI TEAEREEEEH SAML 5
RIIEREEIRE. WREBEGBENRS, NEVRASEHE IP MU FHERRAN
TR, NIIERREEHR.

ERRLIUERBHEFBEN Unified Manager BkS328/5, SAML BMIERTAERET, ARRILERR
Unified Manager EIf. R E. S [REBYEHT IdP ARZ528%0 Unified Manager ARS528 EBY SAML BAIIEIRE,
ZEEEFB A AR REEIE.

p
1. EREMPIEHI G,
2. EF EFEFE B, WA EA SAML SHIE * RTES,

AT ET—%HEE, MIANEERZR SAML BHIIFHEHBEN Unified Manager o

3. EAEHM/EHI FQDN ¢ IP #iik B 5) Unified Manager FEF 5 H, &2 EMENIRSHZILBHERLEIPAR
EREER,

4. £ * &8 | BHIIE * TEH, %R * SAML BPIRIE * EIMEHEE 1dP iEiE,

5. &l Unified Manager EHTEUE URI , & BFENTEIRREFE] XML XA G,

6. B *RE",

LB BR— 1 EEIE, WMIAEERMEEHEHHBE) Unified Manager

7. B HIAFER ¢, Unified Manager S E# B0,
8. A1a] IdP ARZ3 2834 Unified Manager BRS528 URI FlTiBISERER B

Spieiizr RESRE
ADFS a. 7t ADFS &1 GUI FFRII AR S EER
Eo

b. {FEAEHEHIUnified ManagerfRs3 28 AU INER
HKHIHEESRE saml _sp metadata.xmlo

c. X Unified Manager 2ttt i&ai S E5ESEN
ADFS SAML M FR a9 =N BRI,

d. EFE5H ADFS Windows AR,

Shibboleth a. ¥ Unified ManagerfR$3 28V FTFQDNEFT ZIF]
relying-party.xml X#H “attribute-
filter.xmlo

b. EF/E5H Apache Tomcat Web AR 28 H 135
1 8005 Ex#.



9. ZRF| Unified Manager H34iF SAML BHIIFEEFNHET IdP 1EFRHAT 1E,

2= MHE SAML S1{735835F

MR EFITIEAF & FE Unified Manager Web Ul ZBi{ZELLiEE 24 SR 1HEER (IdP
) HITEHIIE, NALIZA SAML B{350iE. 2H8 SAML B4R, BENERRS
IRMHAER (5040 Active Directory Z{ LDAP ) BHITE R B4,

2 SAML B9 IEE, BRTEREENEERFP 2N, B FMERBFRETLUERERBF R .
MRET B ERBFRRE, WA LUER Unified Manager 43F315EI 8228 SAML S1{9581E,

(D) % SAVML SHWIEE, Unified Manager 15 EEhEH 5,

p
1. EEMSMERS, BE* B *>* SAML SHEIE *
2. BUHER * B SAML S I8IE * Ei%HE,
. BEREF,

LB B R—1EEIE, WIAEEREMEEHEHHBE) Unified Manager .
4. gF * HiIAFHER *, Unified Manager S EHEE,

TRIEFER P =518 Unified Manager B2 R EBY, M T4&E7E Unified Manager ERTIHEM A% IdP ERH
FRENER.

18] 1dP HMIB& Unified Manager ARZ3288 URI F1TcEk3RE,

MEEFIERI S22 SAML S1{7385IE

AR I EIAIR] Unified Manager EITFEFF FRE, WATBEEEMEIFITHIE R SAML 5%
iE, WREEARH IdP Rulifin, NAgEs&kEXME R,

* BEERE -
BRI B P B0 hRERER &

£ M SAML Bp30iiEfs, EEERERIRSEMIZF (640 Active Directory 5 LDAP ) RHITERB MWL,
TEENZIEAFRZ5%, AR MERRFP AR LOGEER R R .

fEIETT LM Ul BNIKE | BPIIETTEZE SAML B43585E,
@ A SAML B9I8IEfS, Unified Manager ¥4 BahEH B,

p
BERIMHAEH A,



2. fE EFER P, B ZH SAML BMEIE * ETHAES .
I ETR—FEE, WIANEEZR SAML BHIIEFHEREE) Unified Manager o
3. BN*. vy, FA/S¥Z Enter 8, Unified Manager §E#HB5M,

TRIERER P =518 Unified Manager B2 R EBY, M T4E7E Unified Manager ERTIHEM Az IdP ER0H
FREgNER.

WREE, FiHiA IdP FHMIFR Unified Manager BR5528 URL F7TEkiE.

SAML B3I

BT LUERA "SAML B{450IE " TTEACE Unlfled Manager , L,{{E?‘Lizﬁﬁ):'y*i [
Unified Manager Web Ul ZBiffff SAML @3 T2 B nieftiERr (I1dP) XME#ITEHRE
E,

- R RABR R EER A SRR EMSAMLEE,
- R AEREERSHRIE.
© ERAEE D EE— TR P TR,

REERESMIRIEIZRAFE, EaLUEPER SAML SGIIEEEEUERRESMRHEEFERAS MR
iEo

* |dP URI*
M Unified Manager BR$328i518] IdP 89 URI » FEZIH T RFIURL,
ADFS/RfFIURI:

https://win2016-dc.ntap2016.local/federationmetadata/2007-
06/federationmetadata.xml

Shbboleth/~FIURI:

https://centos7.ntap2016.local/idp/shibboleth

* |dP JTERUE *

XML 89 1dP Tk,

WNERATLUM Unified Manager AR53283418) IdP URL , MIRTLAERSE * $2EX IdP jTiUE * IR LUE R FER.
**ENARSL (FQDN) *

LHHAIEE M AY Unified Manager EHRSH FQDN » WIEHE, ErRILUEXUILE,
* EHIURI

F3F M 1dP ifi8] Unified Manager =N R ZH URI o



* * ENTTHYE ¢
XML AR EH R R TTEIRE.
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