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* B LUATT B R XA SRR TR R,
I TEREN FEFAR.

~———Jp Collect counters from clusters

v

Evaluate counter values against
threshold settings

Have threshold values
been breached?

Generate an event and display event
in dashboard pages, event pages, and
other Ul pages

Have you configured
alerts for the event?

Send email notification

E Active 1Q Unified Manager P& EEHFFAEE

ERILAE A Unified Manager fif & LUREVA IEFERER S HRNFMER. 5190, NREFE
BITIRREH Volume Offline, MBI HIZEAUEEIFMESHRNITL EHE,

a2 Al
BRHERRER. NVARFEERNFHEERAR.

EMHFAEEEEEHNRR. FSHNREURSEHEXNEMERSFER.
p



1. EEMSMERS, BEE4EES

RINERT, “FEEDEGHMERETIE 7 RRERNEBEEHINER MR EHNEHIA G
&) HEfo

2. MREEERFELINNEG (FINBFEFMHIEESEMN) , BRE View , AEMEHEERSEHHITIE
o

3. BHEETFHFMEENEMHEM.
EMHFAEE BN EEMFAE R ET.

7E Active 1Q Unified Manager & & XD ECIEH
oI IBERDECNEY, AERESNSEHDERAERTUMRENNEAR,

a2 Al
BRHERRER. NVARFEERNFHREERAR.

R
1. EEMSMERS, BEBGEES

AINMERT, RN ERANEHRERE SHER BRIIA L
2. fE IR AR, EHEA KIS FIEE R BT IR ERET

HaiAFH R R Active 1Q Unified Manager F 8954

R L ZHRIRBZ T, ENAHINZEN, UBRRESNEIEENERER,
R ESMRIAEREE, ERFZFEHFIFCHERR,

FIaZ Al
TR MERRELS. NARFEERSFREERAR.

R RIS RS M B
() exsmisase.

p
1. EEMSMERS, BEE4EES
2. NEHFIRA, HITUTRIELURIAXLEEH:



B89 1R(F
HBIAR N EHHFEITICHERR a. BHREHRM,
b. MNEHFA(E B IIEAHE FHFRFRER,
C. I A
d. RENE H AL [EFE .
e. BI AR HEMRR"

HIAZ P EHFHBEITMCNEAR a. MAERZEYSEMHIF4RE S NERE EH0IRE,
b. FEFEEM
C. BEHHIN

d. REUE HAYL [EFE .
e. BEH R NERR"

EEHRITICHERRE, ZEHRRBEIERRNEMTIRS,
3. mIiE: TErEEMENKER, RMNEXEMEMEEHNETE, ARRE AT

7E Active 1Q Unified Manager T34 40 ECA 45 E AP

EEERS BN RAEOREMAR, MHIEAS. NREE, LIUEES
MBS B RA AN, HI, LS EAEHMAEN, EoERLEEs
A B BRI R M.
FHaZ Al
* WAUEMECE A P 2 B TR IDo
* B BARRMER. NAEFEERNEFREERA®,
R
1. TEMSMERTR, BEBEHEEE
2. T EMEEEENEY, EEESEN—IHZIEML
3. BEEE TR Z — RS EEM4:

MBEIGHEFESELA. ... 120
wac BF HERA > Ho



MRBRUIEHDES...... 1RE
HttA A a. Biofcis” > HtAF.

b. EDEFEEFEESR, WABFE, HIMT
HIFIRPERAF

c. BE* I
BFERM BRI RELL Ao

BTN M FHITIE
() EEmp, AESHHE, U
B RISR SRS,

1E Active 1Q Unified Manager F 2 AAEENEH

RINBRT, FMEEMHHILTERIRS. BrleREASEMN, UBLEAEHAEEN
SHEER, ErEZRERICENNERAERERNEM .

FaZ Al
BN EENARFEERNFHEER AR,

ZRAEMN, RGPLURIERNSEHREITCHERR, AR AXERHERENER. BRAEBEANSE
E, BN TR A E R S M RER,

MRBAENIHROEHS (FIE0, vol offline FH) , AEBBAZEM, W Unified Manager F2NES
TR TFREARSHBELNNRERFEHN. Unified Manager (REEHBBAEHENRRESLET NI SER
WEMo
p

1. EEMSMERT, RHEFEEE > FHRE,

2. I EMHRE TIET, BEERUTEN —RERNEREMS:

Sl 121
BREY a. B Disable,
b. FERAEMHMEED, EFREH™TEM,

C. ELECEMHTIF, RIESAHTENERERAR
=, ARRLEFKBXEEMEMIIERE
5o

d. BEHEREFHXE

e WIIERANEHESERE SMHRE TIHRN
FIRAAE

EREMH a. EREERAN—ITRENFHHNERE,
b. BF B,



£/ Active 1Q Unified Manager /Y B 5h{E S IHEEIE & )i

Unified Manager B] LU{EF Fix It IRHAMRIZHELEHFHFIRHEE—MRRSE, NRATH,
%‘%ﬁ@)ﬂﬁ%i@iﬁ&&%ﬂ‘&\ FHFEMEETEN AN SRR LB T ERE S 1mEmR

REVEHHEIMENRRASR, XERIAARERESHEMEENET, FLEATLIER ONTAP
System Manager 3¢ ONTAP CLI SCHER{ERRS R, & Unified Manager HETFTERRRIL AR B —fRR 53R
, FEAJLUER ONTAP CLI ap <2 RILIRIERY, RATLARER Fix It $#21F

PR
1. EEFBEINRIRMEENEN, BREIEERS

Management Actions

¥ Remove insecure ciphers for the storage | F'ucAll.
JM {4

 Enable volume autogrow (7 | Fixe Al
walte/Julla FT LUN ’TII:

0ot | Shared. wol -
1_LUN_Shared wol Flx Ik

I
<] (<] [ [e) L] [¢] [¢]

Fie It

v Set login banner for the cluster {4) | Fioe All
Set HTTPS as the transport protocol for
: . - : Fic It
AutoSupport messages

2. )R Unified Manager Al LMEEREMERA, HEE BEE 2. EBREZMHR LEFENE-, BE
& 2EEE %,

BxEdHMEERENRRIES, BEEN "Unified Manager 7] LLZRIBLE )L,

E Active 1Q Unified Manager F /2 FHFf122F Active 1Q SE41k
=

FINBRT, Active 1Q FEEMHIGERNFH E/RTE Unified Manager AR R EH. WIREL
MXLEEMT FIELR, REEARFERE Unified Manager FEEXLEEH, Mol UZitE
XSS, NREBMERBCXLREN, JUHEEEBRATE.

ez Al
BB BNAREFEER AR,

ZHAItkIhEEfR, Unified Manager 3§37 BME1E3EUR Active 1Q FE&HH
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https://docs.netapp.com/zh-cn/active-iq-unified-manager-918/storage-mgmt/reference_what_ontap_issues_can_unified_manager_fix.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-918/storage-mgmt/reference_what_ontap_issues_can_unified_manager_fix.html
https://docs.netapp.com/zh-cn/active-iq-unified-manager-918/storage-mgmt/reference_what_ontap_issues_can_unified_manager_fix.html
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BRLLINEERS, Unified Manager RIRIBEE NN X EFREFAFIEIEI Active IQ FEEH. FFaEIETF
Unified Manager ME M EEHEUL AutoSupport JH 2 BYBYE],
TE

1. EEMSMESRH, RHEEM > IEEIRE,

2. ' IhERIR B TUEP, IR TR — 2 AE A Active 1Q TFEEH:

B8y 1R(F
2 H Active IQ FEEH £ Active 1Q ] EH4 EIRF, MABTHERE
[BF Active 1Q &5 E 4 £*Active 1Q NP EMHERT, EABEEREH.

£ Active 1Q Unified Manager F_E{Z#TRY Active 1Q FLNIISC#4

Unified Manager = Eapi@EHEY Active 1Q B4 GRI) X4, HEBEFHMNBT TEHFH
X, B2, mEEINBNEIH RN RA, EEEF EEMNUS M.

(D) Active IQ SUHEFTH Config Advisor (CA) Z£A.

HIEEEMEZEZILRF R Unified Manager ZEHRENFERZAETS, REPEI Active 1Q LN B5he] B
FLE, B2, BiXEXRYEHM NetApp IFILE FEH RN E, URFREREHNSESE, HEEW
EERARERIFREMNRE

FIaZ Bl

* WIS A Active 1Q NP EHRSE. BINMERT, NELTFEARS. AXES, BN "EA Active 1Q
MR EMA"

* IS ZM NetApp 32 §3Fih = SRR,

MM SCHfIF:  hitps://mysupport.netapp.com/api/content-service/staticcontents/content/public/tools/
unifiedmanager/ca/secure_rules.zip

p
1. TEBEMZBEBIRITEN L, SAE NetApp ZHUARFH TEHFIRN *.zip XM

RGN B B EMNFAERE. HIERM NetApp MIIREXE,

7 Windows R4i.L, FESEMEERMEAT, BIAMERT, NetApp MIREXEFRER
() siemmyive—i2. ERILUSERES FE secure_rules.zip X3 L%, BB
AR,
2. BN EEHEETUBA RS RENTLEN R, ATHEEHHRS KRS L.
3. EEMSMERD, BEFHER > BHIE,
4. 1£ Event Setup T1EH, £ Upload Rules %5,
5. 75 EASANIRHEER, SAEIHERETRIONN zip X, ARRE L,
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https://mysupport.netapp.com/api/content-service/staticcontents/content/public/tools/unifiedmanager/ca/secure_rules.zip
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S FERTRE R R L7 BT Bl

NS HRETE Unified Manager ARS528 LREE R, R ESRE TFREYER AutoSupport X4 /5, Unified
Manager RIEMN XG0T LR, HIRERELRFHIXLFRE EH.

BXFMAEE, BERAIRE (KB) XE: "#fI7E Active 1Q Unified Manager 35 #7 AIQCASecure
m",

Active 1Q Unified Manager d0{AI4 ik Active 1IQ FF& 54
Active 1Q FEZHMNXEEZIR S Unified Manager 4, S0 TEFAT.

Between 10pm and 11pm, Unified Manager updates
the “rules” file from the NetApp Support Site.
Mote: Dark sites must update this file manually,

l

Around midnight, clusters generate ASUP messages.

|

Unified Manager retrieves the ASUP messages from
all monitored clusters.

Unified Manager runs the rules against the ASUP
mMessages.

Unified Manager generates events for issues and
risks that do not comply with the rules.

WIEFRIL, Active IQ & ERFRIFINISX G R, BREMEEE AutoSupport JHS., Unified Manager X
BIEHTIR,

7E Active 1Q Unified Manager H 21 Active IQ FFE&EH

Active |Q FEEEHFXE S E A Unified Manager 4210, FEAENTRT LS ECLA E At
P#TRR, HEEIEBHERNATRRES. B2, HEMHER Fix It R XTI
EHE, SRRV ARIIIERRR T 5o

TERIERTEMRM Active IQ FFEERBIEHRT, ERTREENEE (RE) LU Unified Manager SREXHJE
£ (BB) ,
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Manual Resolution Semi-automatic Resolution

Lse Systern Manager or the ONTAP CLI to Click the Fix It button to resolve the issue
resalve the ssue.
Around midnight, the cluster generates a 30 minutes later, Unified Manager instructs
standard ASUP message. the cluster to generate an on-demand ASUP,
Unified Manager retrieves the new ASUP 30 minutes later, Unified Manager retrieves
message. the new ASUP message.

Unified Manager runs the rules against the

ASUP message.

Check the Events inventory page to verify

that the event has been obsoleted.

HITEIRRET, EXERE System Manager 8 ONTAP s8 < {TREFREEIRH, REEERTFIREN
#TEY AutoSupport JHE G, & BERIELLR),

fEA Fix It IHRITF ENEER, SR UEHNEREIEHEE R TN,

1E Active 1Q Unified Manager FECEEHREIGE

el LIS E B4 7 BB Z B17E Unified Manager BRSS 28R R B A #.

FaZ Al
TR ENAEFEERAR,

REAHRBEL 6 MRAIRESTINARSIFIERE, TR M.

p
1. EEMSMERS, RHEN > LERE
2. I HIERE INEF, ERSHREKEFRER, HEEBHINRESGHRLY, ARRERES

+42 Unified Manager 43P & [

T #i# Active 1Q Unified Manager ££3F&E

B LAE X Unified Manager 3R & 0, UEEELHBEEHEIFEFARERIIRERE
BEHIBY, TEHFERYESEREAINGIEHFER,

#IPEOBEIAY, “Object Maintenance Window Started”SE 43 % %% Event Management ;58 T, M
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4P E NSRS BEIR.

TP EORE, MENSZEELFIENSREXNES, BElfIFAEIMEREM VI TEFR, FEFIHX
LEARETIRNEMBREN, B2, SUEdIEF SHERBFRIELN'EERENZ—, XEEH
LI E OHRE NPT B TN R ERBEMF.

TR AL R RE TRV E O, ATLAESUT IR E ORI LR B, WA LIEUEITRIERE .

ZHEEIPEYEE LIZE FE Active 1Q Unified Manager FRYEE ¥ (4@ 4

NREBITRINEEEENETE, GIWIARBEETEHEP—I TS, WelbhEd = HE
Unified Manager 43R & O R INHE B T 1% 8 [BSEE R E RIS 4 EHR.

FaZ Al
BN TEENAEFEERARGEREERAR,

4P E O, HREMSZER LNFENRBXNES, BENFIETESGREST, HEFSHXLE
FEHRIXEREEMEE BB,

&1 LR BT ER S N BYBS[E] B F Unified Manager BRS328RYBTE],

p
1. EEMSMERS, BEFEER > £HRE,
2. ISR EIPEIUYID, SRR EBAS .

B ERERE O,
3. FERAIPE ORI R HERFNETE), ARRE N
“Scheduled” 3 B HINTE B RIZEHZEA,

EAFFIRETEIRY, SREFHNMHPIRIN, HEM WREPEO BB EH

B EH Active 1Q Unified Manager B IRY4EIRE O

SNREFF Unified Manager 4P E OECEAERRALE, WA LAEFFIa L5 RAYBIZEY
HAEFEO.

Frazal
BN TEENAEFEEAREREERAR,

YORTEIHRIRVEEIP S OQ4ARATEI Z RISER 7 SREHETR, HAEFREBRRTRIRICRESENSZANER, WBUES
RIETTRYEIFEOIEEE A,

p
1. EEMSMERS, BEFEER > £HRE,
2. EEBREIPER T
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B8y WITHDRE......
BRI E OB ESEE a. BEBRIEHIEIARIX A "Scheduled”s
b. B FHIA/LER B EAFIRYIE), SAESRE A

o

FEREBDLEIN B O BFELAT 8] a. BEERIGHIEAN XA AR

b. BEALER AHAMIETIE), ARRE A
BUHITTRIBI 43P BT 8] EX B RIRH G H R BT,
BUHEBIR4EPEY R BRI AR A,

ZE7E Active 1Q Unified Manager 43P & O EAE] £ Y4

WNEREE, EAILIEFTE Unified Manager P& OHR B NFAE FEN RERNESF, —
BEPEOLEREMBERARREMEET, AZHEHRETHBEIIT RS,

Friaz Al
TEERSEHTRAZAE, SREDTR—MERE D,

AINMERT, E#rENHEZENEHAZERESHEERSFENE L,

PR
1. EEMSMERT, BEFGHS

AINMERT, FrEER GREMERIN FHERBERESEAEEFENE .
2. NEEF'EERY, EEFEIAFIREERNFEEY.
BREE 7 RAMFIEEIPRRIENMEREMRANERTIR.

S MRBANEBHELMAENED, NIRRT MANEBHER, HEREEXEEENMNEOS4/E
Bl

1

£ Active 1Q Unified Manager P &2 HRHG X FEEH

Unified Manager 85—k, ATHIERET Unified Manager BIFEN RS _ERIZR TR
o ENHRES LR/ DO BEETERAEFESEF AN el EIRIhEY, XLEEHE
Ul B9T0IR B R A ETREE B

BRI EMHETRE Unified Manager WENARF LI 0@, EIRiLO)ENRGIEEENRS LNEETEIRE
};EEUnified Manager fR/VEMEIBWERRE, UNRBFBHT FT—RREREAMSHAIT S ITRTRHIERT

5FrEEf Unified Manager EHEEARRE, XEFENERIEEEMXBEMHEREEEHEF.

\3

p
1. EERERUEMHER, BHRITUTERE:
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B89 1R(F

ERESEMHER BRHEEMRBRAE T EMHFAERSTE, HPE
B IR RN AR T 2o
EEMMBEIRILEH a. ZFEMSMERS, BHEHEE

b. A EMHERFR TN LIER ERP, BE
RERFIRPEETFIL"RIME,

AT RSN
Active 1Q Unified Manager FIFYSEHIRTS

SHHIRSH D EHE EERERINE SV EETE. SHEIUEHE . “B#EIN. ¢
BRAXEBEIN, FER, FE N ERANEHIRMAEDE S

EHRET:

* HTIE
MBIV

* 2k
BEHIAS IR,

* BRER
FHWATIC N BRI BPIRTS.

* BEF

FFEBEEREHRERBERETHIRES.
() eErmImREEnEt.

FEHRREIRSBIRA
AU RBIRER T Fah Beh F RS E N

L% Cluster Not Reachable AT, FHREN New, BEMINZFMHE, FHRSHEN
Acknowledged. TEREUEHRVA /G, EOMRZEMHTICHERR. AT, FHRSKHEN Resolved,

WMERBTFERMAER T Cluster Not Reachable =, NMIEMEHEBRE, BHEBTEIEAMAEERTMNBERT
Fi8iE1T. Ak, Cluster Not Reachable E4AEEN, HEEMHKRESEE T —IEITEHIENS Obsolete,

SE4LTEIR N EMRIREE, Unified Manager 2&RIXEIR, ERAVBFHIEEFITH B FHIEFRBIRE
HTEXEMHIRSHER. SNMP BHEEEEXEHRETNER.
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T fi# Active 1Q Unified Manager RIS {4 S EY
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