BIE SAML B3RS E
Active 1Q Unified Manager 9.8

NetApp
April 16, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/active-ig-unified-manager-98/health-
checker/reference-identity-provider-requirements-um.html on April 16, 2024. Always check

docs.netapp.com for the latest.



H=x

B SAML B IiRgE
BHiRHERER
B SAML B354
ENAT SAML SHRIEN S IRHER
¥4 Unified Manager Z2IEBEEH SAML B4 RIEIRE
2 SAML 5558
MEIPITHI S 2 A SAML B3 5IIE

D O A WDN A A



E12 SAML 59KiEgE

RERESMRIEEER, BAUBAREMSETICIES ( Security Assertion Markup
Language , SAML) B%5¥iE, UERZRAFLEIZESMHRERER (1dP) #1TE
PI8IE, SARRZBEIRIR] Unified Manager Web Ul .

IR, B SAML B4Rk E, REEXEIEAF A EEIHE Unified Manager BB P R, AR F4EFA
FPRETEIREL Ul . EREFASEmMIGREFESISHER,

SniRiiEFEX

£ Unified Manager ECE AER S D1 EF7Z~ ( Identity Provider , 1dP ) FrBEIZIE
FAF#1T SAML S50, BFETHR—LHENREIRE, UEMIIERZEI Unified

Manager o

SANTE 1P ARSS 28948\ Unified Manager URI fI7TE#E. &ERILAM Unified ManagerSAML S50 ETIEHE
FER. XL EIRciES (SAML) FRER, Unified Manager #f10ARS 1R ( Service Provider ,
SP) »
RN E AR

* BRINERRE (AES) : AES-128 #1 AES-256

* ZLMFEFZE (Secure Hash Algorithm , SHA) : SHA-1 1 SHA-256

ZA IR B R EEF
« Shibboleth
* Active Directory BX& 514 101EARSS (ADFS)

ADFS FiEEK
* BT LU FIRRE E X Unified Manager fZ#fr It #6i 75 5 FE 5 BB ADFS SAML N[z FrEERY =N BEFLN,
]| NN
sam M~ B R Z#ID
sam M Z FR urn : OID : 0.9.2342.19200300.100.1.1
LhE4A—IEPRER R un: OID: 1.3.6.1.4.1.5923.1.5.1.1

* BATUE B IE AR E S "Forms Authentication' ", FN AP RIEERTEFH Unified Manager BYUX |
R, HIRBUTSBIRE:

a. ¥TFF ADFS EIBFHI&,
b. B F A MKHLERBY S HIIEREE XK,



c. 7EAMIAY "Actions" T, # i Edit Global Primary Authentication Policy o

d. 3% "Intranet Authentication Method" (REZBMBHI0IEFE) RE R "Forms Authentication’ ", TIAR2
ZR{A\{E "Windows Authentication™ " o

* ERELERAT, WR Unified Manager Z2IEHE CAERR, M@ IdP ERRFWIEL, ERPRILLRFIE
7, RILAfERMMRERRTTA:

° IRIRFERE PRI PATE ADFS IRS328 E R AMHEER) CAERREXMKM A HITHRUERE
"RRS MRS EERNRIERE"

° ¥ CA RSS2 B1E ADFS fRS3859, LUEXT Unified Manager FRSZ 5IEPIERH#HITE R,

HitnfcE K
* Unified Manager BY¥#REIRE N 5 7280, At IdP RS328F] Unified Manager fRZ528 2 [B]HIBY B & R BEHE
5 D8, SN HIIEREK,

BB SAML S1{73583F

EEIEARSMSIHTIES (SAML) SMIIE, LUSERMATENE Unified
Manager Web Ul Z#150@E X2 SHIRIIERF (IdP) #TIHRIL

Fiaz gl
* BB EERESHIIEHIIEEEE M.
* BRAEELIE— N AENAREFEERACNITEAF HiTtEd,
* Unified Manager 2 S0iREER (1dP) , HEBTXE#HITRE,
* AR IdP URL FTdRE.
* BB RGAIE 1dP BRS 2R,

KT UES

M Unified Manager B SAML B4R, REEN IdP EEE T Unified Manager fRS23EVIEEZGE, B
FPAgesnERREF RmE. FHitt, EFAGREESEZE, BRITERTTEREZRNFINED. AIUERE
Unified Manager Z B2 [GECE IdP .

B SAML B%iFlE, RHEITIZAF 7 8EiA18) Unified Manager B2 A Ril. AP MEIFBPBLE
Ak Ul . LERERSFEMiGREIFESIS, Unified Manager @593 ZAPI B9,

()  ERELM SAMLEES, Unified Manager 1§ EI# BT &,

o

1. TEMSMERSD, BE > BH * > * SAML B4IIE *
2. 3% * B SAML B8 * E3%4E,


http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/
http://www.torivar.com/2016/03/22/adfs-3-0-disable-revocation-check-windows-2012-r2/

TS BRECE |dP EEFFEMN T,
3. i N\¥% Unified Manager AR53 281522 |dP ARS328FAERY IdP URI 1 IdP TR,

WRETLAEZEM Unified Manager ARS5283417] IdP ARS528, MIBTLATEHIA IdP URI [ * 128X IdP JT#iiE
* ¥R L B EhiETE 1dP TTiEFER.

4. Sl Unified Manager EMTTEHIE URI , HE R ENTEIRREE XML XA,
ItEEY, ERILAERLLESECE IdP ARS8,

S BECREFE
PR 2 R—NEEE, BMINEETHREEHENE5 Unified Manager o

6. g * HiAFER *, Unified Manager S EHE 0,

+
75

ERGEIER P T REIAR Unified Manager BEIf2 AR @R, fTE1E IdP BERIUE MAE Unified Manager &R
TIE PN ER.

SERE
MERERTTH, 1EHIE) IdP FiiN Unified Manager fR5328 URI F1TEE TSR ECE

8 ADFS EABHIRMHIZRFAT, Unified Manager B2 REASEST ADFS BRER, ©
@ BT, HEAE] Unified Manager RIEBETALE, EaLUBT BT * B/ * > * THEEIRE *
> * IESEDHEERY * SRELX GUI =GR,
A\
AT SAML B0 3IER B iRzl
&R LA LR Unified Manager R F3HEfZA P #1178 MKIEN S HiREER (1dP) .
Feaz i
* BATESE 1dP URL FTideE.

* EWRAAERGRIE 1P o

XFIES
A LUEECE Unified Manager Z BiS 2 [RECEFHY 1P -

p

1. EEMSMERS, Bt B> * SAML SHIEIE *
2. 1 N3 Unified Manager BRSZ 2815425 IdP FRERYET IdP URI #0 IdP TTkiR,



9N 1dP AT E#ZM Unified Manager Ax55283517), N4 IdP URL f5, &ERJLASEE * $2EX IdP JTidE *
EH LB AT |dP TTEEF .

3. &l Unified Manager Jo#83E URI , SUIGTTEUBREER] XML XA K,
4 BE - RELE

LR B R—NEEE, WIACEENEE,
o Bl HE "o

=

HIRHET 1dP FHEI Unified Manager fR5%28 URI Ao B LSS ECE

BAGEIZA P TR2EIR1A8) Unified Manager BIFZ R ERT, i HISEHN IdP BRIETHAER, MASER
8 IdP B RIIEPRNERE.

824 Unified Manager Z2IFHBf5EH#1 SAML B3 IRIFIEE

%t Unified Manager AiR5528 EZ2H) HTTPS Z2IE B#H 1 TEMEXEFEEEH SAML &
PIIIRLEIRE. NREEGRENRES, AEVNARRDEHA IP MU s FohE N RFEN
TP, MERIEEH,

XFILES
BELLIEBHEBEN Unified Manager RS528/5, SAML BARIERITEERIETT, BRELERR

Unified Manager B2 R, &R EH 1dP fRSS28F0 Unified Manager fR5528 EBY SAML B4R E,
ZReEMBAX AR RAEmaihnE,.

p
1. BRIBFITH A,
2. ErEHE B, WA BA SAML BHIEIE * RTRES,
A RER—FER, WINEEERA SAML SAHIIEHERZEN Unified Manager o

3. EAEHIEH FQDN & IP #itit 55 Unified Manager FEF 5 E, 1ESEHEMNIRSRBIEBHER%EIFAR
ERER,

4. 75 * 188 | BHWIE * TTEP, %R * SAML BHIIE * EIM-RHEE 1dP i,

5. £l Unified Manager A7THEE URI , SE R ENTEIEREER XML XA EH,

6. B R1E",

LB ER—1ERRE, WMINEETKEEHERH/SZE Unified Manager o

7. B HIAFER ¢, Unified Manager S E#H B,
8. iAi8] IdP fRS5 284 Unified Manager fRS528 URI FIocHE LU RERE,



Sinietizrr ETE

ADFS a. 7 ADFS EIE GUI PRI BRI S EE%
Ho

b. {ERARIFBIKRHF EERE
saml sp metadata.xml MEH/FHUnified
ManagerfiR$Z28-

C. EX Unified Manager f#tfr L& # 5 5 EFZ BN
ADFS SAML M FRERRY = BRI,

d. EHE5h ADFS Windows ARSS.

Shibboleth a. R Unified Managerfiz5523RUFTFQDNEH7 E
attribute-filter.xml M relying-

party.xml X,

b. &3 B Eh Apache Tomcat Web BRS3 283 & 1%
[ 8005 Bx#lo

9. ZRF| Unified Manager H3%iF SAML BHIIFEEFNHET IdP 1EFRHAT 1E,

2= MH SAML S1{735835F

MR EBFIRFEAP &2 Unified Manager Web Ul ZBi{ZE L@ 24 S 191 1HER (IdP
) HITEHIIE, MALZA SAML B350, 2/A8 SAML B4R, BENERIRS
IRMHAER (5040 Active Directory Z{ LDAP ) BHITE R B4k,

KT IAESS
£/ SAML SHRIEE, T ERENTEAF 2SN, AP ML AP ET AR ER A A R E.

MRETHBOER AP RE, el LUEERA Unified Manager 4E3P35HI 82 A SAML {9181,

@ /M SAML B34EfS, Unified Manager 3§ BEhEHBE.

p

1. EEMSMERS, BE* B *>* SAML SHEIE * .
2. BUHIES * B SAML S I0IE * Si%iE,
3 BERE",

LR ER—1ERAE, MINEESTKEEHERHZE Unified Manager o

4. BE * WiIAFIESE *, Unified Manager B EHE50.



HR

TR P =141518) Unified Manager BEIfZREBY, MITETE Unified Manager ERBIEM AR IdP BERIUA
PRI E R,

STRfE

1518) 1dP FMIB& Unified Manager fR5528 URI FITTEE,

MEEIPIERI S22 SAML S1{739IE

WNRFA1518]) Unified Manager EIFCEEF 5mE, NrIgEEEMEIFEHISZA SAML 519
i, MNREEARHI IdP Rulifinl, NAIEER & EXMHE .

a2 Al
BTN FBF S BIREPEI .

KTIAES

8H SAML B 30IEE, EENBRIRSIRMER (140 Active Directory B¢ LDAP ) RHITEREMIEIE, R
TEERZIZAF Z5, AR M4ER AP AR LOARER A A .

TARTLAM Ul B9IRE | BHIRIETERA SAML B335k,

(D) %R SAVML SHRIEE, Unified Manager 15 3 EhE RS,

p

1. BRIBFITH A,
2. EFEHE B, WA EA SAML SHIEIE * RTRES,

IS ETR—FEE, WIACEZR SAML BHIFFEFREE) Unified Manager o
3. B’N*. vy, A/S¥Z Enter 8, Unified Manager $E#H B0,
&t

TRIEFER P Zi 1518 Unified Manager B2 R EBY, M T4&E7E Unified Manager ERTIHEM A% IdP ERH
FRENER.

SERLS
MREE, 1EiAIA] IdP HMIER Unified Manager BRS328 URL F1TTEkiE.



RS B

HRINFRE © 2024 NetApp, Inc.o (REFFENRF. REEIR, REMRFABESLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.


http://www.netapp.com/TM

	管理 SAML 身份验证设置 : Active IQ Unified Manager 9.8
	目录
	管理 SAML 身份验证设置
	身份提供程序要求
	启用 SAML 身份验证
	更改用于 SAML 身份验证的身份提供程序
	更改 Unified Manager 安全证书后更新 SAML 身份验证设置
	禁用 SAML 身份验证
	从维护控制台禁用 SAML 身份验证


