BIEEELTE BN
Active 1Q Unified Manager 9.9

NetApp
January 31, 2025

This PDF was generated from https://docs.netapp.com/zh-cn/active-ig-unified-manager-99/health-
checker/reference-cluster-compliance-categories.html on January 31, 2025. Always check

docs.netapp.com for the latest.



H=x

EEEHT2EMT
HMENREIRERTA
FEMEIEX
BEEEHRENTHR
EEEHN SVM NiF R RS
EEFRFEENNGHEFHNREEM
EENREFREER LEERF SHEIE
BEEFRBEINERS
EEMAEENRESEMN
NZE2EHRINER
PRREREEMN
REEMN

© ©O© 00 N N O O o o o1 = =



BEEELTEEM

Unified Manager {2t 7 — M Bk, FTFIRIEEHT ONTAP 9_EY _NetApp ZE£MMEE
BRE X HIEINHEE ONTAP £8%, Storage Virtual Machine (SVM) F1&MZEIE
B

IR LEBIRMEITE, SR ONTAP £85 NetApp EIVHAENR—REMEARE, WEED LSS XL BT
B8, AZHIERT, EEER ONTAP RAEEESR ONTAP ST RESE XM, HNARTERRY
BEFERIY, EERESRT, EREEHTEMER.

BEFMBRINARAS A, BB " GEAT ONTAP 9 19 NetApp ZLNMERER) " (TR-4569),

BRTIREREREZI, Unified Manager R AEFER2EMBEMEEH SVM MR EHEM. EAILUES
HETFRNEPREXENH, HAAXEEHREER, UEERXERNLESHINENEFHEEER,

ML ZeinERT 4

BE, BIMMRIEEAT ONTAP 9 Y NetApp Z2NNESREFE XA IF(H ONTAP
2%, Storage Virtual Machine (SVM) MEMZ IR,

BRLetETEIE:

* KEESEEERTESMRIESE, FlW SAML
* MERBENBEESTEME

* Storage VM @G ERBAEZAEE

* HEBARGNEEEESFME

BXFAER. BENEXEMMELANNETM " (EFTF ONTAP 9 89 NetApp Z2MEFERE) "o

M Active IQ FEIREVALEFHBANRESE . XEFEHRE T EEALK ONTAP iF, iR
@ B SURER RN A SRR (HNREEN) » REFHASERE " ReM " 'BiRkE
, BRI " BHERE " FRIELE,

SE SRS

TRAAT Unified Manager THENEERF L2 EMMESE, NetApp BINUKNZSHES
IR D S M IR EEFIAR,

SR EEEASAL SVM BRMEBFNEILEE, Fit, EREBRT, EFgFELEE SVM R 2R
, AEAERERLT2EANENR.

BAR, HIEMERTEMERUTIIENFAESE, Hl0, NRELENEER, REEEEELIZAT
AutoSupport , MEEARSTE Ul TTEFHEREEEXED AutoSupport HTTPS £,


https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf

2

23 FIPS

Telnet

SSH REf &L

ERMEE

SENF

BN

OCSsP

miEERIZAEIER

Description

ETREEERBAER FIPS

(BXFR1Es B IEAT )
140-2 5HERX. BH
FIPS 5, TLSv1#l
SSLv3 W2 R, #HX
AUFER TLSv1.1 0
TLSV1.2 .

ErERRERERTX

R Telnet 35

ial, NetApp BiVfERZE
Shell (SSH) #{7Z%

migiHiE,

IERSSHEGFERALZE
BYZRS. BIan AT LAY
9 *cbeo

TR NI RSHIA
FBRRTERERE.

ETNEERZEEE
EIMNFHIEZARIMNEZRT
W RSB M B AR SR BE
LERENE, FaEFIIES
B REM.

FEREHETERE—
HZ D NTP fRSE88. AT
KB ARMBRERS,
NetApp BINEDE=1
IH\I*TP RS ERHEX

875 ONTAP @& FE
KEZE OCSP  (BENLIES
REMY HINBER,
EIBEARSINZE, LAY
ﬁ’iﬂtlj?ﬁé%mﬁ’\]ﬁiﬁaﬁ
Fo

BTRBEETHEL (Syslog)
ENEERERINE,

eI

enabled

iyl

enabled

Encrypted

Configured

enabled

Encrypted

LS = a=p Yl

=,

=

=,

=

=i

=i

iy

=



2 Description FEIN LS = a=p Yl

AutoSupport HTTPS &4 s~ e&EH HTTPS fE  enabled =89
J91E NetApp S04
%X AutoSupport ;4 ERIZA
MBI

HINBEGRF ErERRATEZARIA BEZH =i,

EEGHEF (RE
) o NetApp ZiNHiIE (&
B) ERAEEHNREMNK

o

SAML BBF ETeELCiE SAML, L&Y
B SAML , BRI %
EZEEMHEIE ( Multi-
Factor Authentication ,
MFA) BEERNERERN
BRE %

iy

Active Directory FIF fERELBEAE Active TN
Directory . Active
Directory #1 LDAP Z3418)
EENAFPNEIES MK
IENLE,

iy

LDAP P ETRESEEE LDAP, TEIX
S F@Ed At EEE
BEHVA PR, Active
Directory #1 LDAP 25 i%
B0 UEAH,

iyl

IEBAR ETERERIIBARE XTEN
BERNEREIEE,

iy

AP ETERERAMARE TR
BERNEREIER,

17|

SVM S #1425

TRNLBT Unified Manager iF&#Y Storage Virtual Machine (SVM ) ZE£&MIMERE
» NetApp BINUAKRESHZSEMN SVM BE SFIRVEKFIT,

28 Description eI #Im SVM &/
HiZBAE ETERERA#HZAE enabled =,

1BRo



o Description

SSH ISEARLZ S IETRSSHEGFERALZE
BYZRS. FIEnAF LAY
9 cbe*,

ERMEE ETREAAMERSE L
SVM BWRFERTERIE

o

R

ETen oA LDAP N

[l
2
&

LDAP 10

o

NTLM B{2I8iE ETeReBANTLM &
2 383E,

LDAP B A HZE R IR EREE LDAPE
MAaHZR,

CHAP i& & IErEEERBA CHAP,

Kerberos V5 IERERETEE
Kerberos V5 S{95iF,

SEMEZER

eI FIm SVM &7
& /%

enabled 28,

enabled &=

enabled &=

enabled &=

enabled &=

enabled &=

TRNAAT Unified Manager IHLHEMEZE S, XESHATHES LNBERERE

BRI, FEWARERNBIABRIHIE,

BAR, EMESHA=EMERD Storage VM 2B E&

28

M

e mE

MEMEtr e mE

RINE

Mo

Description

EREH NetApp EINZ  ( NetApp Volume
Encryption , NVE ) B NetApp &M% ( NetApp
Aggregate Encryption , NAE ) HBRENNZEERG =R
FRVE L

ER{ER NetApp ZfiEN1Z ( NetApp Storage
Encryption , NSE ) FEHMZE#HITRIFEIEEL

BRRRAME A MERIPES.

BRARMEBHIEE



RAEMBE X

NRFHEIRIEERET ONTAP 9 B NetApp Z2MEFEEHFEXHEINGHENEM R
2inE, NSFEEFH Storage Virtual Machine (SVM) ARG . b4, WNREM
SVM $ARIE AR EM, MEEHERANFTE].
T2 RPHRSERT FEHEMEREBUTEX:
* O - LBHERBENHITRE,
- RIFBWNEEES .
* @) —REERF LRI, HERKBWNEELRSE, BUHSHASEINRESIIE,

HAR, EMBRSAEHIMERE SVM B2E 5 o

EERHRTDNRESER

Unified Manager {581k LAY " 22t " EIRIRIESAIE R SRR N EEIIER
AL RS,

o

1. EEMSMERT, BEHE 5K
2. RIEEETEMESHITERN S MEENR SRS, K3 * FTESE * IM TS RRIEE— N ER,
3. BE * ReM * ERUEERERS.
HERE 2R
° FIHE & 24 NTRREIN RSB
° MEBNEHE " B4 " FAE S ENEEHE
— N R, BTHESGEEARNEDEEMEENREEN

o EHRERT (BT EHMNEERE)

° SVM Z2RE (EMHASH SVM $E)

° EMERS (BMBHKRMEBHIEE)
4. BEMEIRIMFNATLAE * R * TEPEELRSIFMER.

BEEEEN SVM iR RS

"Re " TEETESEENESRRERTURS M ERNIFALT SRS, FHANEE:
KESOIEEHSHME, SYM ERIMMSME S,

o
1. EEMSHERD, BE*EER"



2. RIECETEMARBEENIBEMEHNT DR, %F * A5 - IMTHREFER—ER,
3. BiE * el miRPIIGHFIk.

"ZEM " TERETRUTER!

c EHRERT (BHHREHMNEERE)

° SVM Z2IRE (EMHAESMH SVM #E)
° BEMERS (BMBHFRMEBHIEE)

© FEE HERANEESMHRIES A

4. BXRUEEFAEERE. SVMAERTANetAppZ 2E2IWNHINEA. BEL " (EFATF ONTAP 9 HY NetApp &
IEERED) "o

EEAREFEEMNFREFINRESEHF
FLERSBAHOFIAKES "Upgrade' " o KR M Active 1Q FAREH, TITHE
THREFR ONTAP Bfh, HREHSRIERAREA SERRRNEE (BXRLEI) .
FHA 2 A

B MBERER, VAREFEERNFHEEERAR,

KT UES

TR RE RN H PR LRI I TEIER(E, MEMPENAUEFFENTRiTRI4ER. EUEEMREX
LEH, FRHDEARUBARLERBENAF. i, MRERFERIEXELERSAREMHFIEM, 17
RABPEHEXLEEHS, UEETUREREN.

T
1. EEMSMERS, BE - EHEE"
AINMBERT, FrEER GREMERIN FHHSERESEHEEFRENE L.
2. A RRE  SREAR, R AREMS
IEER ERFEESNAR L 2E .

EENAEFIESEF LEERF SWIE

"RZet " TEETRATNES NS LHNARHITEMIENS MR, UKERESM
REGGRIEBNRAFERE, XiF, B URIERERBRALANEX ZEMAITRR S
7 591IE,


https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10674-tr4569pdf.pdf

TR

1. EEMSMERS, BE B8R

2. NEBIRTREPEY M RIS REE « FRESE "

3. B et miRFPMAFSK, ERKER 2% * NH.

4. B * ERBMHEIL - &, EEEASHEHIDEREBRRRNAF K.

o BE *&KHReMN - F, EERATHNENEE LNAR#ITEHIIEN S KIS,

ER
INRFLE AP EATREMT5 A NetApp TRINNAHIHRARS, BRI *,

BEEENNERTS

TR BB SRR ELTMERS, UWERES LWRESDZARI R, T
SWAEE 51

FHAZ B

B MBABERER, VAEFEERNFHREERAS,

KTIAES
AN AT ERINEER aE:

* BR4—fEF NetApp BI1E (NVE) 3k NetApp BENZE (NAE) RHEMEBBRAZHITHRIPIE,
* FE{F—EF NetApp 7ZEINZE ( NetApp Storage Encryption , NSE ) FBEIMZFFHITRIPAE,

* RENBE GG BEENERPNS,

* T—RMEZNE,

p

1. EEMSMERS, BEFHE > 5"
2. {EH R BEETRR> B NE

3 ENETINR: BB MER, N NEXE FETHE., REERRASETAASENELRRRI
B (A" None ™)

EEFREEHNREEH

BRI UEEFREEDINREEN, ARKETFHDESL — A R SRR,
L5k, MREFERBRELER2EMG, WHIRABBEHEEZRAIE.



AR =Pl
B ARERER, NARFEERNFHEERAG,

o
1. EEMSMERS, BE - FHEE"
AINBRT, "#HE"M" BN EHRERE " SHEE " FRIA L.
2. A RE KB, R AR EEMNG
ITERETREE 7 REMBFIEFEN ERINLZ2E M4

ARE2FHFNER

BRI LIN RN L EHEEER, #H& Unified Manager LI&?'JE’JEHH@%# o Iteah
, MNREFLEMNIE TS HHITEENA RSB RIXAR—A, Me] Ll
—NER, UEEMLZEALTESEHNEEL LB,

a2 Al
TR RAENAREFEERRFHEEERAR,

KTIAES

IR RBIERTWRA "Telnet Protocol Enabled’ " 2 HH40IEZEIR, MR NZEERIHINERFIE T Telnet
HE), MIRIEREEER, EAUERMERNAEZNFERESHEIEER,

p

1. EEMSMERT, BE - FHEEE > ERRE .
2. £ BRIRE * MEF, BE A
3. 7E * AINEHR * FHEEF, BE B, ARWAERNZIRMEZER,
4 BERRY, AEEEERRAILERNER.
o B HM  FHITLUTEE:
a. EEHTEMTIRD, ®EFECES
b. FEILEEHFIRF, EF * BB Telnet il * o
6. B 12F, ARTE * REXLEHF * FRACEEZREREFEFNAFPHNEZT.
7. FEICTUE FECEEMEMED, UREBHMNR, &t SNMP [EHAIHITHIZ,
8. BERE ",



ZRARNEREEM

AMIMBERT, FMEEMHILTERRS. EURRAKESH, UNMLEAREHAEER
EHEER, MRBMERBERRFHIIEN, ATUBRAXEEH

a2 Al
T RAEN AR EER RS ERAE,

KTIAES

ZREMN, REPANERNSHEITNCHEER, AEFSMANXESAEENER. BRERXANEN
&, BN T—1 B EE RO E S &R,

p

1. ZEEMNSMERS, B FHEEE > FHRE "
2. £ B E AP, BEERUTERZ —2RNERSEH:

NREE ... AEHATIEIRME ...
BREM 1. B8EHE 2B,

2. EEREMHNEER, EF  BTE T EM. 13
MNERTFFRARESEM.

3. ELEEEHTITR, EEEZANTEEMN, ARE
HERARXEEHBEEIEASEMH.

4. BE * REFHXH

S. WIFEZHANEHERE ERTE Event Setup TTEAY
FIRME P,

BREMH 1. NEEREHNYIRT, EHESHEAN—ITHZ
PE VRIS EE,

2. B8EBR

w2 EH

REFZMHIRIEERT ONTAP 9_BY _NetApp Z2MEEEFENXNSHR, NERMHEX
ONTAP £5:2%#, Storage Virtual Machine (SVM ) %ﬂ%ﬂ’];:éﬂk?&ﬁ’ﬂn,%o XEEGEM
CEAAERE, UEEHEETEEAFEOEREE &R

REEMHRFLR DA, HAEEEHMMEHARE, ERRNNTES XERGERESEESM Storage VM E4
el



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 http://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

10


http://www.netapp.com/TM

	管理集群安全目标 : Active IQ Unified Manager 9.9
	目录
	管理集群安全目标
	评估的安全标准是什么
	不合规的含义
	查看集群安全状态概况
	查看集群和 SVM 的详细安全状态
	查看可能需要更新软件或固件的安全事件
	查看如何在所有集群上管理用户身份验证
	查看所有卷的加密状态
	查看所有活动安全事件
	为安全事件添加警报
	禁用特定安全事件
	安全事件


