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E12 SAML 59KiEgE

RERESMRIEEER, BAUBAREMSETICIES ( Security Assertion Markup
Language , SAML) B%5¥iE, UERZRAFLEIZESMHRERER (1dP) #1TE
PI8IE, SARRZBEIRIR] Unified Manager Web Ul .

IR, B SAML B4Rk E, REEXEIEAF A EEIHE Unified Manager BB P R, AR F4EFA
FPRETEIREL Ul . EREFASEmMIGREFESISHER,

SniRiiEFEX

£ Unified Manager ECE AER S D1 EF7Z~ ( Identity Provider , 1dP ) FrBEIZIE
FAF#1T SAML S50, BFETHR—LHENREIRE, UEMIIERZEI Unified

Manager o

SANTE 1P ARSS 28948\ Unified Manager URI fI7TE#E. &ERILAM Unified ManagerSAML S50 ETIEHE
FER. XL EIRciES (SAML) FRER, Unified Manager #f10ARS 1R ( Service Provider ,
SP) »
RN E AR

* BRINERRE (AES) : AES-128 #1 AES-256

* ZLMFEFZE (Secure Hash Algorithm , SHA) : SHA-1 1 SHA-256

ZA IR B R EEF
« Shibboleth
* Active Directory BX& 514 101EARSS (ADFS)

ADFS FiEEK
* BT LU FIRRE E X Unified Manager fZ#fr It #6i 75 5 FE 5 BB ADFS SAML N[z FrEERY =N BEFLN,
]| NN
sam M~ B R Z#ID
sam M Z FR urn : OID : 0.9.2342.19200300.100.1.1
LhE4A—IEPRER R un: OID: 1.3.6.1.4.1.5923.1.5.1.1

* BATUE B IE AR E S "Forms Authentication' ", FN AP RIEERTEFH Unified Manager BYUX |
R, HIRBUTSBIRE:

a. ¥TFF ADFS EIBFHI&,
b. B F A MKHLERBY S HIIEREE XK,



c. 7EAMIAY "Actions" T, # i Edit Global Primary Authentication Policy o

d. 3% "Intranet Authentication Method" (REZBMBHI0IEFE) RE R "Forms Authentication’ ", TIAR2
ZR{A\{E "Windows Authentication™ " o

* ERELERAT, WR Unified Manager Z2IEHE CAERR, M@ IdP ERRFWIEL, ERPRILLRFIE
7, RILAfERMMRERRTTA:

° IRIRFERE PRI PATE ADFS IRS328 E R AMHEER) CAERREXMKM A HITHRUERE
"RRS MRS EERNRIERE"

° ¥ CA RSS2 B1E ADFS fRS3859, LUEXT Unified Manager FRSZ 5IEPIERH#HITE R,

HthEgEZE R

* Unified Manager BY¥#REIRE N 5 7280, At IdP RS328F] Unified Manager fRZ528 2 [B]HIBY B & R BEHE
5 D8, SN HIIEREK,

BB SAML S1{73583F

EEUEARLUTSIHGES (SAVL) SHIE, WETRMAMTEHR Unified
Manager Web Ul ZRifciBid 22 BnRMiER (I1dP) #HITEHIEIE,
FFeaz Bl
s BB REREE N IRIEHIIEER TR,
s BEELVSIE— N EENAREFREERACKITIEAP HTiEA,
* Unified Manager 42158 R HEF (1dP) , FEMSIMEHAITRE,
s IWATER IdP URL F1TTEUE,
s BATERGRIR AP fRSS28.
M Unified Manager B SAML B3R, RHEER IdP BEE T Unified Manager fRZ28FWEEZ /G, B

FPAeERRERRARRE. HAth, THREESEZR], BNIESTFRMIEENHE NS, AUERE
Unified Manager Z 8IS Z [GECE IdP .

BR SAML %1k, RBEEEZAF A 8EIAR Unified Manager BIF2FF R, AMAFRMEIFRAPRTE
B Ul EECEARSRMIIR4EFIEEIS, Unified Manager s5<°8( ZAPI B9 F o

()  EAELM SAMLEERS, Unified Manager 1§ EIHE#T &0,

p
1. ZEMSMERSR, BE B > SAML SHREIE * .
2. %/ * B SAML B4 39IE * BiEE,

A BRERE 1P EIEFEN T,
3. A& Unified Manager BRS3 221423 |dP BRSZ2SFAEERY IdP URI F IdP TTK3E,

SNRATLAEREM Unified Manager AR35283518) IdP ARS328, MIBTLATERAA IdP URI R * $#2EX IdP Tz
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* LA E AT |dP STHIEF .

4. | Unified Manager EH7T#HE URI , SiER EVTEIBRTE XML XA,
tEEY, ERTLAERLLESECE IdP ARS8,

S BECREFE
LR ER—MEEE, WINEESTREEH ZH/BE) Unified Manager o

6. B * HIAFES *, Unified Manager ¥ E#H B0,

ERGEZA P TR=1EA18) Unified Manager BIf2 R RS, I 1E7E IdP B RIEMAE Unified Manager &%
EHRNER.

MERERTTH, 1EiHE IdP FiAN Unified Manager fR5328 URI FITEUE IR ECE

{673 ADFS {E} 5121725509, Unified Manager EIFZ R/ RE R 285 ADFS BHER, ©
()  #B@5Ifr, EEAE Unified Manager SIERBETALE, ERTIGES S * 811 * > * HAERE *
>+ JESETHBET * KBEH GUI RIERBHT,

BENHATF SAML B0 IiER B igtE
& AR Unified Manager B FXMIZiZ AP #1TE R RIEMN B 91 HtiER (1dP) o

Feaz i
s IBUTER |dP URL F17oEkiE,
s BAAENGAR 1dP 6

A LUEECE Unified Manager Z BiS 2 [RECEFHY 1P o

PIE
1. HEMSMERD, BF > B *>* SAML S48 *,
2. i N¥ Unified Manager AR5385:%1% %] IdP FRrERYET IdP URI A0 IdP TR,

9Nk IdP AT E#EM Unified Manager ARS3281h18], MITEHA IdP URL &, ERJLISEE * 128X IdP so#kdE * 1%
HIAENRTE IdP STEIEF .

3. £l Unified Manager 7t#E URI , S0 THEEREE] XML XA,
4. B RIFEE .

LB B R—1EEIE, MINEEENEE.
S B *HE *,
HIRIHET 1dP FHI Unified Manager fR5%28 URI o B LIS ECE

FRGEFRRA P T RERIAE Unified Manager EIfZRERY, ATSEHN IdP ERIIEHRAKE, MASER
B9 IdP &R STE PN,



Unified Manager Z2 i BENGEH SAML H{R1IE%E

XF Unified Manager BR$328 EZZEH HTTPS Z2IEBHITEMNEREEEEH SAML B
PIIEREIRE, NMREEGBRIENRSE, AEVRASEHN IP MU FoIERRFEN
TR, WIIERREEHR.

BRI BHEMBEH Unified Manager IRS28fE, SAML M RIERITAIERIETT, ARBEEAR
Unified Manager B2 HE. EXMEBSEHR IdP ARSS28F0 Unified Manager AR5328 E8Y SAML B3 IIEIRE,
A aeEF B RN AR REiEIE,
P$IE
1. BREIEIPIEFHA,
2. £ * EFHE * fh, @A * ZA SAML SPIRIE * EMES.
AT ET—%EE, MINEEZR SAML BHAIRIEHEHBEN Unified Manager o
3. FEAEH/EHI FQDN I IP #3it/Z 5 Unified Manager FIF R, B EHENRSIIEPHERLEIFRRP
ERER.
CTEIRE | BMWIE * TITES, %R * SAML BHIIE * EM-EHEE dP &,
. &%l Unified Manager £#17t8#E URI , S{&IEENTEIBREE XML XASXHEFH,
CBERERESS

o o b

LR 2 R—ERE, BINEESTREEHE/EE Unified Manager o
7. B HIAFER ¢, Unified Manager S E#H B0,

8. iAiA] IdP ARS3 284 Unified Manager BR5388 URI MTEIBR U RERE,
BINRHEER =g
ADFS a. 7£ ADFS E1E GUI BB B BRI A5 ESR
Ho

b. {FERAEH/EH Unified Manager BRSS 22
saml_sp_metadature.xml ZINFTAVEKE S
EERE.

C. X Unified Manager bk S E5EZ B
ADFS SAML MaRzFrEs 89 = ERFR NI,

d. EFE5H ADFS Windows AR,

Shibboleth a. & Unified Manager ARZ523RV%T FQDN E#E|
attribute-filter.xml # reling-

part.xml XHH,

b. EFEEH Apache Tomcat Web AR 28 H 15
1 8005 Ex#.

9. &H% Unified Manager FIIF SAML B I0iF S @ IdP 3R T1E,



= SAML 57183

MREBEITIZAF &R E Unified Manager Web Ul ZFifE L@ 24 SR MHER (1P
) HITHHDIE, WATUZR SAML S558IE, ZA SAML B9 1EiEE, BBEMNBERRS
IRMHAEF (5140 Active Directory 3¢ LDAP ) BHITER B IIE,

£A SAML Bp30itlE, FRTEENZZERFPZIN, AP M4r R AT LOsRER A P .
MRETEFOERAFRE, AR Unified Manager 41P1ZH 82 A SAML 3381,

(D) % SAML SHRIEE, Unified Manager 15 EEhE RS,

p
1. EEMSMERT, 2E* B *>* SAML SHEIE* .
2. BUHIER * B SAML S I0IE * EiEiE,
S BEHEREF"S

LR 2 R—ERE, BINEETREEHE/EE Unified Manager o
4. BE < HIAFIES * 5 Unified Manager ¥ E#H B0,

T2 P 241418 Unified Manager B2 R ERY, MITEE Unified Manager RO EMAZE IdP BRIE
g NEHE,

I518) 1dP FMIB& Unified Manager BR5528 URI FITTEE,

MeEPIE R 225 SAML B 591E

SNRF7E519) Unified Manager Bl 51 E, WAIBEFEMAIREFISZRA SAML S
JilE, WNRECEAHE IdP AR, NAIRES&REXMIBE .

FaZ Al
BRI LALESR I P B iR P 4EP I B0

B SAML 54558k, BEENBRIRSEMEZR (740 Active Directory ¢ LDAP ) FHITERB MWL, R
TEENZIEAFRZ5%, ZAFMERRF AR LOERERBF .

EATTLU Ul 008 | SHIERERE SAML SHRIE.
(D) % SAML SHWIEE, Unified Manager 1 EEhEH S,

p
BERIEHPER &,
2. EFEXRE B, WA BA SAML BHEIE * ETRES,

IS ETR—5%HEE, WMIAEERZA SAML BHIRIEHEHBE Unified Manager o



3. B’N*. vy, A/5¥Z Enter 8, Unified Manager E#H B0,

TRmiEA P =1R3518) Unified Manager EIFZ R ERY, MTE7E Unified Manager ERTTEM A= |dP ERIH
REINERE,

WREE, FiHiA IdP FHMIFR Unified Manager BR5528 URL F17TkiRE.

SAML B8 T1E

&R LAERE "SAML B{2591E " TAEECE Unified Manager , LUEEIZIERAFRERE
Unified Manager Web Ul Zg1f#H SAML B3 £ BpieftiZR (I1dP) WE#ATEHRR
o

* E6ESEBL SAML iRE, B IABNAEFEERAR.

s BB R EIRiE BRI,

* e E OEE—MEER P HIEEE,

REERESMIRIEIZRAFE, EaLUEPERA SAML SGRIEEEEUERRESMRHEEFERAS MR
iEo

* *|dP URI*
M Unified Manager BR55883418] IdP 89 URI » FEFIH TR URI o
ADFS =5l URI :
* + https://win2016-dc.ntap2016.local/federationmetadata/2007-06/federationmetadata.xml+
Shibboleth 7=l URI :
" + https://centos7.ntap2016.local/idp/shibboleth+
* * 1dP JTEREE
XML 1 ZURY 1P JTEkdE.
YNSRETLAM Unified Manager ARS5887517) IdP URL , MUBJLAEAE * $REX IdP Jo¥kdE * R LUAT I F o
**ENARSL (FQDN) *
ZEEHAEE X AY Unified Manager EAIASHY FQDN ., SIEHE, o] IERILE,
* * EHLURI
FAF M IdP i8] Unified Manager 2% URI 6
* * ENTTEEE -
XML BRI N R G iR,


https://win2016-dc.ntap2016.local/federationmetadata/2007-06/federationmetadata.xml+`
https://centos7.ntap2016.local/idp/shibboleth+`
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