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Advisory ID: NTAP-20200814-0005  Version: 6.0  Last updated: 12/03/2020  Status: Interim.  CVEs: CVE-2020-9490, CVE-2020-11984, CVE-2020-11993

Overview Affected Products Remediation Revision History

Software Versions and Fixes
MetApp's currently available patchas ara listed below.

Product First Fixed in Release

Clustered Data ONTAP https:[imysupport. netapp.com/site/products/allidetails/ontap9/downioads-tab/download/62286/9.5P 15
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Risk Mame:

CRITICAL - NetApp has identified certain S50 (Solid State Drive)
models that have a higher fallure rate compared to other models
shipped by NetApp.

Disk Firmware Download Summary (2 Filas)
® Ansible Flaybook and Irventory - 1 File

® Disk Firmware - 1 File

Suggestion:

You should be logged in to MetApp Suppont St to download the
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@ Jun 08, 2025 N/ 262 TiB (100%)
Sep 23, 2025 262 TiB (100%)
® Jun 089, 2025 N/ 262 TiB (100%)
1-500f142 { 1 ¥ on
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2. BREIMEIURIENETR,
o fERI LURAR Fix* I BMRITIXEEIR(F, SkeiF later TG L IR LR (E,
° SNRIEIT R BRI LARE, IFIRFFix

" ERRMEEZEWR(EIIRE, EHAILERR FESkKRARINAIRENE. TRANIE
. MRBEHITEEET. G UBRISEFRM. rIFEMES UREEIEMEE,

Recommended actions (13) Actions for later (3)

Update carbon mitigation details to help reflect accurate sustainability score Fix | Later AN

Reduce carbon footprint with renewable energy at data centers. Learn more here on sustainability benefits. All improvement estimates are approximate, based on the

maximum possible carbon mitigation score.

System $ | Platform $ | Current Sustainability Score 2 | Improvement After Fix s |
ONTAP 82% 97% (15% 1) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later

1-50 of 166 < 1D

° IR RIS RIEXEAR(E, 15T later*s

* ANRERFE ater*, NEIFGEE RIERINIRIEIS E Actionsfor Later &+, 1EE IR IFRHEIR30
Ko 30KfG, IIRERBERIURIEET~,

* BB AT LR EEHRIRE, HBEFIEREB E*Recommended Actions*iEI &,

Recommended actions (13) Actions for later (3)

Enable compaction to support more workloads Consider o

To learn more about compaction to achieve storage efficiency, please click here. All improvement estimates are approximate.

System $ | Platform % | Current Sustainability Score $ | Improvement After Fix s
Cloud Volumes ONTAP 69% 76% (7% ) Consider
Enable compression to support more workloads Consider A
Enable AutoSupport, which enables sustainability score reporting Consider b

Digital Advisor
1. MDigital Advisor{Z SR M SAZ R AT AETI TR 23 F B eI RFER I
2. BRPMEIGRIFETTR.
° R LOERRFix* LAMAITIX AR, Sk later TH/G M X LER(F,
° YNRIEIT R ENERRIX LR, IEEEFFix*s
* R RIEE BIURIENME. EthaUERE TFkRARINAREILE, TRANIE
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Recommended actions (13) Actions for later (3)

Update carbon mitigation details to help reflect accurate sustainability score Fix | Later

Reduce carbon footprint with renewable energy at data centers. Learn more here on sustainability benefits. All improvement estimates are approximate, based on the

maximum possible carbon mitigation score.

System $ | Platform $ | Current Sustainability Score $ | Improvement After Fix —
ONTAP 82% 97% (15% ) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later
ONTAP 83% 98% (15% ) Fix | Later

1-50 of 166 <1

° IR HTHERIEXLEAR(E, 1FiEE later*s

* INREF laterr, MSREERIRIURIEE E*Actionsfor Later &R, R IERFHEER30
Ko 30KfE, URIERBEEBIUR(FETF,

» SR LN EEHRAIZ(E, HERE I IERKEZ E*Recommended Actions*iZEI &,

Recommended actions (13) Actions for later (3)

Enable compaction to support more workloads Consider .

To learn more about compaction to achieve storage efficiency, please click here. All improvement estimates are approximate.

System $ | Platform % | Current Sustainability Score % | Improvement After Fix * |
Cloud Volumes ONTAP 69% 76% (7% ) Consider
Enable compression to support more workloads Consider 2
Enable AutoSupport, which enables sustainability score reporting Consider v
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3. B BIRERAV BIURIE TIPRVR R

Systems (142) Q A

System 4 | Sustainability score 3 | @) Recommended actions = | Kg CO2/TiB 2| @ Typical power [[[l

84% 1 Actions 0.02 4
72% 5 Actions 0.02 1.58
71% 4 Actions 0.02 4
71% 4 Actions 0.02 4
1 Actions 0 1
1-50 of 142 ¢ 1 > »

° TR LOERRFix* LAMAITIXEEARE, Sk later THG M X LER(F,

Review Recommended actions for
Recommended actions (1) Actions for Later (0)
Enable AutoSupport, which enables sustainability score reporting (E-5enes) Fix | Later
Dismiss

° WNREE ater, MSRHETERVEBIR(EIS E*Actionsfor Later IR, EERIERFHEIE30K, 30
Ria, RERBEBIUREEDTFR,

o SR LI EEHIRAVIZ(E, HERE I IEBEZ E*Recommended Actions*iZEI &,

AR @ BT, FHAILUER L B

Digital Advisor
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Systems (142) a 4
System 4 | @ Sustainabilityscore 3 | @) Recommended actions * | Kg CO2/TiB 2| @ Typical power II[I
84% 1 Actions 0.02 4
2% 5 Actions 0.02 1.58
71% 4 Actions 0.02 4
1% 4 Actions 0.02 4
1 Actions 0 1
1-50 of 142 < 1 >

° BRI LOERRFix* LA TIXELRE, SidtiF later TR /E M IEX LR (F,

Review Recommended actions for
Recommended actions (1) Actions for Later (0)
Enable AutoSupport, which enables sustainability score reporting (E-5eries) Fix | Later
Dismiss
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Xig, HREEBEREIUSEETE,
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1. EEEMRLE, g Upgrade Advisor’NT EFRRYEEESK,

Upgrade Advisor

-

Upgrade plans are available at a cluster level, Not all clusters are

available for the upgrade, Learn more about eligible clusters

HI“*Upgrade Advisor—ONTAP”T1H,

2. B IEERFEARFHENTTEFARFMIERTIR,

Upgrade Advisor - ONTAP View Upgrade Advisor Reports

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current 0 Version @ Target OS Version @ Recommended Action
O 9.10.1P13 9.131P6 /'

O 9.13.1P3

() 9.12.1P2 9.131P6 /

3. EREFRNER.

BB ERAIRA TS RN N BB RIIRA, CAILEE 7 EfREEERNENEFRE
RGTRA,



0O 0O 0O O

<]

O]

Upgrade Advisor - ONTAP

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

1 cluster selected.57 clusters selected

Cluster Name Select Target Version X ‘ersion @ Target O Version @
Pe— Targe ‘ 9.131P6 /'
9.11.1P13 Recommended release ~
zrria el 9.13.1P6
View Upgrade Recommendation -
9.13.1P6 /'
“ 9.11.1P13 /
horduzped il 2 9.10.1P13 9.11.1P13| /
. 4 9.10.1P8
“-hoah 2 9.13.1P3
uk 5 9.12.1P4,9.13.1P4
o IPN S 4 9.10.1P12

View Upgrade Advisor Reports

Generate Upgrade Plan

Recommended Action

View Upgrade Recommend...
View Upgrade Recommend
View Upgrade Recommend
View Upgrade Recommend...
View Upgrade Recommend.
Resolve Issue

Resolve Issue

Resolve Issue

Resolve Issue

c BRIBEE TN RYFNT REREERHNT REE,
A B BRI FIR R R REE RIEERT SR FNERNRE, EEFSHARFN .

o IR
IANY

Upgrade Advisor - ONTAP

I A Attention: Upgrade plans are unavailable for clusters if th e affected systems.

0O 00000

® ©

@

0]

Resolve Issue X

Cluster Name pe ps Version @
Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot
mlpnedt be upgraded 5~
by 3

Enable Autosupport for all nodes in this cluster using the following options:

Set up AutoSupport (2

Manual AutoSupport upload [2

4 9.10.1P8
. .

2 9.13.1P3
"

5 9.12.1P4,9.13.1P4
w

4 9.10.1P12

View Upgrade Advisor Reports

Recommended Action

View Upgrade Recommend...

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend...

Resolve Issue

Resolve Issue

Resolve Issue

Resolve Issue

4. BEERARITL
ERWEE R E FHEREIN TIE,

S. TEAHREINCTIE L, ERILUET *Risk AdvisonEll R &EF S & EXHMXCAIFHAE

T ALREIE

E*

Bo f&eILliE

ERREEARELERR. ARESHAFTRIE, FH@d 8RN ERFIONTAPIEE
BREESEE BMRER SR AR XA REM ISR INAERYE S
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Upgrade Recommendation

& Back to all clusters

clusterl

Select an OS5 version for upgrade

Select to see upgrade recommendation for each version. Your latest selection is autoratically saved
Current 05 Target OS
Latest Patch Recommended Release Select an OS version

9.11.1P10 ©9.11.1P13

I A You are unable to review the risk advisor and pre-upgrade check because one or mare of the systems in this cluster has not sent a weekly AutoSupport. Resolve Issue

Pre-upgrade Check Enhanced and Updated ONTAP Features

®9.13.1P6 Select an 05 from this drop

View Upgrade Advisor Reports

o BRI LLEFEEMBIMRERZRAE. HEEXNMEE. ARMNCERSURSZBEIMRERSHRE

150

A ST T RE R B T AR B
D mElsd TP @i, ATRRREESH HExce TER.

1850

6. MFHRZIN TUE B T E AR
7. EETHEHEOPRMEFAER.




Generate Single-Cluster Upgrade Plan X
Report Name *
Elr._'-;ur!_'-;:
Automated Non Disruptive Upgrade v
PDF v
Cancel
8. g £/,

TRWEERE RS TIH.
S. —BHEALRITRIFIA, ERMEIUM reports* IE FEIZALKIT,
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&AL g T+ B & Upgrade AdvisorfR & * 45 2 iR &* T,

Upgrade Advisor - ONTAP

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current OS Version @ Target O Version @
(m} 0.1P1 1316 7/

O 13

(m} 1 d

View Upgrade Advisor Reports

Recommended Action

FLRONTAP/G. ENHIT—EESRKBINEEETME. ETHREZEE, BN 'ONTAPHEEEHIT

BHRIE"

SR
1. 5Bk L, Bd*Upgrade Advisor/NT EHRIBEESN,

Upgrade Advisor

57

Upgrade plans are available ata cluster level. Not all clusters are

available for the upgrade, Learn more about eligible clusters

I “*Upgrade Advisor—ONTAP"TIE.

A UEENEARF AN EALFHNERTIR

Upgrade Advisor - ONTAP

I A Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

O Cluster Name Nodes Current OS Version @ Target OS Version @
O 9.10.1P13 9131P6 /

O 9.13.1P3

O 9.12.1P2 9.131P6 /'

View Upgrade Advisor Reports

Recommended Action |

rade Recommend

3. ERBEFRNER.

EAHRERAIRA TS RN N EFRERGIRA, CRLEE ¢ ERUEEERNESETE
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Upgrade Advisor - ONTAP

I A\ Attention: Upgrade plans are unavailable for clusters if the nodes or systems of the clusters have not sent AutoSupport in over 30 days. View the affected systems.

3 clusters selected.57 clusters selected
B8 Cluster Name

u Bars '

GrT—

z

Select Target Version

9.12.1P9 Recommended rel

pgrade Recommendation <

X

ease v |ersion @

9.10.1P12

9.12.1P8

9.12.1P8

9.12.1P2

Target OS Version @

Y.131P6

9.12.1P9

9.13.1P6

9.13.1P6

9.13.1P6

4

View Upgrade Advisor Reports

Generate Upgrade PI.

Recommended Action

View Upgrade Recommend..

View Upgrade Recommend..

View Upgrade Recommend

c BRIBEE TR YR REREERHNT R,
° BRI S EIMURIE YRR AR P RIEEFR T EFHNEEFNRA. EEFEHRFS.

Upgrade Advisor - ONTAP

|a

Cluster Name

0O 00000

v vher v

Attention: Upgrade plans are unavailable for clusters if th

Resolve Issue

Some nodes in this cluster have not sent AutoSupport in 30 days or longer and cannot

be upgraded

Enable Autosupport for all nodes in this cluster using the following options:

Set up AutoSupport (2

Manual AutoSupport upload [2

e affected systems.

ps Version @

o
N,

o

9.10.1P8

9.13.1P3

9.12.1P4,9.13.1P4

9.10.1P12

View Upgrade Advisor Reports

Recommended Action

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend

View Upgrade Recommend...

View Upgrade Recommend

Resolve Issue

Resolve Issue

Resolve Issue

Resolve Issue

4. BEERMARITL
o FERTREHEOPRALFAE

I%\ o
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Generate Multiple-Cluster Upgrade Plan @ X
Upgrade recommendations like risk advisory, pre-upgrade check report, updated and enhanced
features report are not available for multiple-cluster selection to generate upgrade plans.

Report Name *

Required

Automated Non Disruptive Upgrade v

PDF -

Cancel
6. BEH*EM o

TR RETE R RS DI,
7. —BEARITRICIA, ERMeIUM reports* TE FEIZALKIT,
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Upgrade Advisor - ONTAP

0O 0O 0D

Recommended Action

FHRONTAP/E. BNHAIT—EAESKMINEREENE. BETRESER, 1550 "'ONTAPAREZHIT

BHRIE"

£ Digital Advisorf EFEHEH/EIY
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g

1. EEERTIE L, ##*Upgrade Advisor’\ T EAAJ*Other Recommendation*,
2. B EEERWUEEREINTIE,

3. WEMRES TR, 2HEEHE UEERAENZHNER,

4. NRBIMEMAA, FREENNEZEUEEERNANTE,

BEERGFAER
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f£F3 NetApp Docker B8 Ansible EH[EI {4

I
1. ¥% Ansible Docker BREHIZE Linux F41:

$ docker pull schmotsl/netapp-ansible

Using default tag: latest

latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:latest

2. 7£ Linux FEH LB 2RAIETT Docker BR{& :

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

(D Ansible BT HAE AR FA—HER,

3. 7£ Linux E#_EHIT Ansible IBEFAt. B EHEREBIT/LNE,

$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

KA KA AR A AR A AR A AR AR A AR A AR A AR A AR A AN A AR A A AR AR A A A A AR A A A A A AR A Ak x K

NREEEMG, HMEZREMMARSLIESEEMSR URL 7 * ¢ hitp://<web-
server>/path/all_shelf _fw.zip* , *: http:/<web-server>/path/all.zip* 1 * : http://<web-

(D server>/path/<SP/BMC>_<version_number>_fw.zip* , i&Hefit * : http://<web-server>/
path/* fEAEHEREZ URL BVRIN. NRE—AEHFERATRANERERE, WAATEsh
£ 8% Li51T Ansible IBEFAF. AFBENFEXH, EH Ansible HEEFMZBRTERKIK
HIEEEE,

4. DEBHEERSHERINES, ARIIREEREMRMREM:


http://<web-server>/path/all.zip*
http://<web-server>/path/*
http://<web-server>/path/*

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOl X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO

WMNREFEA Ansible , MEHEH

TE
1. 222k Python 1 Ansible , AIGfER Pip & Python 3148

$ pip install netapp-lib requests paramiko

Installing collected packages: netapp-lib, requests, paramiko
Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

2. 2% NetApp Ansible FHIEE:

To install the collection only for the current user:
$ ansible-galaxy collection install netapp.ontap

For universal installation:
$ ansible-galaxy collection install netapp.ontap -p
/usr/share/ansible/collections

S chmod -R +rw /usr/share/ansible/collections

3. HafR Ansible ERFMABR AL TFE—BEEHR, ABHNIT Ansible WEEFM. EHFEMRRERLKITIT/L
2NN

$ cd <playbook path>
$ ansible-playbook na ontap pb upgrade firmware disk.yml

Enter your ONTAP admin username: ***x*

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]
R b b b b b b b b b b b b b b b b b b (b b b b b b b b b b b b b b b b b b b b b b (b b b b b b b b b Sb b b b Sb b Ib b I (ab Sb (ab i g
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WREREYS, WMEEEHMRSLIEREHR URL A * 0 http:/<web-
server>/path/all_shelf _fw.zip* , *: http://<web-server>/path/all.zip* #1 * . http://<web-

@ server>/path/<SP/BMC>_<version_number>_fw.zip* , 1&gt * . http://<web-server>/
path/* fEAEHENEZLR URL BN, IIRE—AEBEFERAARNERER, NXmEsH
£RBf LIB1T Ansible IEEFAft, FREEXEREXMH, EH Ansible EEFMPLTERRKY
RIS,

4 DSEHEERSHERIEN, ARIIRSEREMREEE M

::> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAOl X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO0
1.11.2 NAO1 X423 HCOBE900ALO0
1.11.3 NAOL X423 HCOBE900A10
1.11.4 NAO1 X423 HCOBE900ALO0

LRMNITAFFHIFASEHHIAnsF] B E(F)FE)

£ Web AR5523 LT EAFFHIFASE 4014
THESCRHEE, BHFXHRIEETRE Web RS2 Lo

AILUBE ZME IRE Web ARSS28. B XM Python IREE S Web Ar55888VI%ER, BE (£ Python HY

Web HE%%&HO

TR

1. £R7F Web ARSZ2ZMVE R URL . WIRMEEH, MEZREHMARS GIEZE MR URL 3 * © hitp://<web-
server>/path/all_shelf fw.zip* , *: hitp://<web-server>/path/all.zip* 1 * : http://<web-

server>/path/<SP/BMC>_<version_number>_fw.zip* , 154 * . http:/<web-server>/path/* (RIFNEZ
URL .
Ansible IEEF A= B oht@NXXH 2o

EAFFAIFASE 4+ E MBI M+

BREXHHGSEGEMZFENARANEREIE LIF A. EEAKHIIR, HPaai

SMBEREHFXHFRES (WREM)
SRS MBRE B, BEXFROETAENEHN SPBMCIP

RN
UT2—NEEXARARG, HheSHaEmuaEiRE SN
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https://docs.python.org/3/library/http.server.html
https://docs.python.org/3/library/http.server.html
https://docs.python.org/3/library/http.server.html
http://<web-server>/path/all.zip*
http://<web-server>/path/*

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

- clustername: <cluster management LIF-2>
disk fw file: all.zip
sp_nodes:
- hostname: <node hostname 1>
sp_fw file: SP FW 308-03990 11.5.zip
sp fw type: bmc
sp_fw ver: '11.5'
sp_ip: <BMC IP>
- hostname: <node hostname 2>
sp_fw file: SP_FW 308-03991 5.8.zip
sp_fw type: sp
sp fw ver: '5.8'
sp_ip: <SP IP>

LRGP, EERMEEEGESEHAT cluster-1 , MR SP/BMC B EFIERTF cluster-2 .
MBS lPREE RS

NRERBERESR LN BEIGFER, AILUMEREXAFRIBRIEEES

f5en, WMREFEBE cluster-2 LV RHEEEMAER, WA LUERMU T SEEMNEEX 4P MIFR:

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip
shelf fw file: all shelf fw.zip

&R LB R cluster-2 BIFRE F3RERE MR,
WRIE T8I cluster-1 LWV AR ESEH, MAHLENRAEEZRESEH, WA LUERAUTHSHITIIRE

clusters:
- clustername: <cluster management LIF-1>
disk fw file: all.zip

BRI LIEE _shelf FW_file_key FI{EEM cluster-1 F B,

()  FxHFHRmERSLHE,
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fEEFNetApp Docker $31%i51T Ansible playbook

717 Ansible B FA 2 &1, BHFIREIREL * NetApp Ansible * . *zip * X4, #HE
BB ERES X HE Web RSB EETME
Freazal
7£1$£A NetApp Docker $11T Ansible IXB&RF M 2 A, &7 :
* "FEHAFFFIFASESHI"Ansit 2 BinfL 6"
* "{FERAWebiRSB 2T E B 4"

s "ERBEENH"
* HafRE L% NetApp Docker o

TE
1. “IG'E Docker",

2. 117U T %, M DockerHub F132EY NetApp Docker B :

$ docker pull schmotsl/netapp-ansible

Using default tag: latest
latest: Pulling from schmotsl/netapp-ansible
docker.io/schmotsl/netapp-ansible:lates

A% Docker Pull S5 S HIIFAE R, iEE N "Docker Pull X4

3. ¥ Docker BUEIEN R BRIEITHE R I B 2R LIAIT Ansible IBEFAf,

4. SHIESIRENAY Ansible TRBEFAAFNE LRI RERTR, 190 * ETE _playbook_path* o ERIIHAIT
» Ansible IBEFMANE RN L TR —X K,

O BXMRIENEHERE Docker s Lo M0, BHEHMX * BB *, MHITUTEHL!

$ docker run -v <downloaded playbook path>:/<container path> -it
schmotsl/netapp-ansible:latest /bin/bash

BT, thAREEE, BHISEMTIHA2EM bash shell B, BX Docker Run s $HIFAER, 58N
"Docker izfTX14"

6. £/ * ATE R FAR * s S TERBPHITEIEIRERFA -
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$ cd <container path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ****

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

(D MRE—HEBERTENERZE, WLITESNEE LIETT Ansible EEFH. FHEEE
BUBEEXMF, EA Ansible KBS FMBT B RAMAIEE.

ﬁ**?ﬁéﬁz%?ﬂﬂ*ﬁvﬂﬁﬁéﬁiﬁw BES 0 "Ansible WEEFA" BERER (RiE17) THT
Ansible IE&FA, FZ M "Ansible : 10E *%‘t"

$1T Ansible IBEFMS, BEEN "ElFLEIE" AFHITHEINRER,

i&1T Ansible playbook It~ fEEFNetApp Docker &%

I
1. 2% "Python" #1 "Ansible",

2. {8 * pip* REFFFEM Python 3R148:
$ pip install netapp-lib requests paramiko
Installing collected packages: netapp-lib, requests, paramiko

Successfully installed netapp-1ib-2020.3.12 requests-2.23.0 paramiko-
2.7.2

3. [FH * AT ER * <R NetApp Ansible FHIE

To install the collection only for the current user
$ ansible-galaxy collection install netapp.ontap

To do a more universal installation,
$ ansible-galaxy collection install netapp.ontap -p

/usr/share/ansible/collections

$ chmod -R +rw /usr/share/ansible/collections

B X Ansible galxy S SHIFMAER, EE M "Ansible GALAXY 14" B3 NetApp Ansible ZXHER¥AE
B, 133N "NetApp Ansible Collection TIHE"s
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4. {EF * Ansible BEFAR * s 1T Ansible IEEFAf :

$ cd <downloaded playbook path>
$ ansible-playbook na ontap pb upgrade firmware.yml

Enter your ONTAP admin username: ****

Enter the password for your ONTAP admin user: ***xx*

Enter the base URL to the firmware package (using HTTP is recommended) :
http://<web-server>/path/

PLAY [ONTAP Firmware Upgrade]
Rk b b b b b b b b b b b b b b b b b b (b b Ib b b b (Ib b b b b b b S Ib Sb ab b b b b b (Ib b b Ib ab Ib (ab b Ib Sb b Sb Ib Sb (Ib Ib b db (Sb Sb (ab dh g

@ MRE—AKBEERFTRNERZE, WLIESNERE BT Ansible BBEFH. FREE
BB, EA Ansible WEEFMBE B RRMAIEER.

X REWBRFMR * SHEMAER, ESM "Ansible WS FA Y BEREER (E1T) THIT
Ansible IXBEFA, 1EB W "Ansible : IEIET",

PITHEEFME, B2 "B =0 BTFHRITRNRER.
WIEFME RS EAFFHMIFASEH R RIE T

WITICIRBEFAE, UEHEERBNERIIEE,

W EE R

p
1. BIFRE B RERENRE 4

::*> storage disk show -fields firmware-revision,model

disk firmware-revision model

1.11.0 NAO1 X423 HCOBE900A10
1.11.1 NAO1 X423 HCOBE900ALO
1.11.2 NAO1 X423 HCOBE900ALOQ
1.11.3 NAO1 X423 HCOBE900ALOQ
1.11.4 NAO1 X423 HCOBE900ALO

BXHSHIEMER. 15213 {link-with - TXIZ&k} [storage disk show?”],

2. WIFEBBE LRI NVMe Flash Cache Elf5:

::*> system controller flash-cache show
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https://docs.ansible.com/ansible/latest/user_guide/playbooks_checkmode.html

BxXmTHIFMAER. ESHA {link-with - TXIZ} [system controller flash-cache show?,

YRR IR E Rk

p
1. IR RREG S BB

::*> system node run -node * -command sysconfig -v

Thatd, WIS MEERNEGESEEMEIFMESRS . Fl:

Shelf 1: IOM6 Firmware rev. IOM6 A: 0191 IOM3 B: 0191

EXHSHEMER. 1521 {link-with - TXIZk} [system node run’o

2. WIER R E BRI ACP Bl :

::*> storage shelf acp module show -instance

BXMLHFEMERE. BFBAE {link-with - FX£&} [storage SHELF acp module show”]o

3. WIERABEEREFHH ACP E1:

::*> storage shelf acp show

BEXmSNBEMEE. BF2IFE {link-with - X4k} [storage SHELF acp show”],

4. BHACP R (BB) :

::*> storage shelf acp configure -channel [in-band | out-of-band]

BEXmONEMEE. BE2IFE {link-with - TXI4&} [storage SHELF acp configure®],

IETEL3F SP/IBMC E &
RS 40 1228 /BMC B EFAY Ansible ERFMERBH, FHIRET —MNER, ATFRIHEHIZE LERERET &
89 SP/BMC B, WiF5emkE (BEFMREKEFER/IEY) , Ansible EEFARG@EIL1EHEE] SP/BMC £5H]8
SR A SR R A E 1 B o

7E Ansible IRBEFAHAITLERET, @A SP/BMC BRI ER3TMHE - R ERHKFEM L INER. 1R
SP/BMC [Elff / RERSHRAEI 2=k, 153EIE ( Ansible ZBEFA) SFPMARID BHTTIRIE,
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558 API E£UEUE

7 fi#Digital AdvisorAPI RS

Digital Advisor API ServicesBIFl|F§ BoifbiRE TIERBINZR. APl lRZAEBEE * API B
R, ZERERT 100 ZMAREIAP] inR, XERRDN 20 ZMAEBARS XE,
XEE API EJ9 NetApp BFPIRMALE, ENTREARRNX TN, FINRRES, FHEX
X, 48, BTREMAL.
NetApp Digital AdvisorIEfEM REST API id/EZE| GraphQL fEAEFE API &, LURSEE.
RIEMTT B, TS OMEE#1T, RESTAPI # GraphQLAPI ZBl&E—BMNEES, X
C) FENFHAM RESTAPI, #s7EDigital Advisor API BRH .k HmFEREM, HAEE 6 NAMR

B RIZFE R 2T R GraphQL, EEFITHIFTAM API 5K, BEME API RS - 8 —
EFFE/ API

APIZ—EO. AIATREERAE. LUERISZS VB R Digital AdvisorH K EHUERE ZI I+ BIF TR, &
LUdid w5 Y 5 &R S5Digital AdvisorBX & FHIFERMEBR RN RTEERLR, AR, ErILUER
IR ENRIER AN IR B RIS SR, MOiEikE. Digital Advisor APIBREENRIERG. HEIBTF
X ERRIRX AP

FA API EM B RIRS B BNERAESMEMNERMENEERN. e URRENFZRRRITEE RS

S BEHATHRI TR, flal. MRENRGETIVANEFREE. WEDAILIEEIMDigital Advisordi
X T B H X E SR RIER S

API B

I TE IR, AP R UERMERZ BRUEEE R, ABAEMNETRENEASE, REHEN
RBMBIVUARAERE, UEBAFFRBAERERN L, @IRINE, APAUERM API RS EE
SREXRYE R hEFEN s 2e " 1A " APl o

EF—REHR AP ERENNSMERIKTAIRIE, XEMBIZRS ARNFRIRFHITAR, TLERS
&, ERUERAATEUERET APl iR, REHARSITES AP it R5 5 EIFRE BRI B REB0.

fEF3 API
RIEENFHERSER, LA BSERITRETIMCERENE. X UM API BRHIIK AP, UEER

TN EETEREBEUMRREIEIERE, ERAPWRAIEERZE], XE—MBEENAZE, JHREETRE
API 9 T{E[RIE,

4 R F T fEADigital AdvisorAPI fRSSHIS &
A APl RS E RS FEIFE E E,

p

1M > REREEE * &8, B3 CAPILRS * o
2. BEEM

3 EHEEAFRERHARE B ",
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BER BN, NEPETEIE, FR1SEMDigital Advisor APIRIEAG. BRI LIRS, LUETEHITRIZ
APIERMER. Eha] UEAXLESEE API BRPHIT XA " . BIRES VRIS, <HEias
URBRN—A: ipR<L MR <. ERINERRE AP, ZREihR<E (RE—1 API RS - £
RIS hE LURmIZ A TURB — <L) -
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