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E%iﬁﬁ*ﬂﬂﬂﬁiﬁﬁﬂ—ﬁ\$%ﬂ’ﬂ—ﬁﬁﬁ, HIRIENNE B B aEMEIERMIBN HER—ER AR HTTP 453k

JSON &1L

BREERLUET 2T A HTE Web IRER P InflARS 252 B ITEMEMER, BERIIGDAIETZE
JavaScript W& FX"7E (JSON) o JSON B2—FfiTlkingE, BFUAXEAT AR EEIESEN, HBETE
i@#ﬁﬁﬁﬁﬂ’ﬂﬁ?& S8. Astra Control REST API {8 JSON &b &> HTTP iERMML IEX R E S B
Zo

RIFMES

181d Astra Control REST APl , BILUARRBREGIFIRFREFGIES,
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MEEZ L, REST* HiR * XINTFEAEANRIHEE (OOP) EBEESMALENXH * WR *,
ﬁ BY, XEARERILIEMRER, B—AKIR, £5ME REST API IMER{EMRRY, HikEA
"resource” , M7EARSS 28 LFMERVIEN B RSSLBIEIEREEMA "object” o

Astra ZERNE4

Astra Control REST API ff& RESTful I&IHEN, &1 Astra RIRLFIEREIRIETE X AR RER 01BN, —
HAAREIEBRRRLFIFR RN * 5 * o AP RSN ENE RN ZRESHITIEE

Ayt
Astra Control REST API Miims YRR B BB LI TYHIE

BIERREIERRAEN (EEE JSON H)
* SN RREMEEERRER M AR
RFRRBETE2HEERNZHE—H

* RRLOIRRIEENTRIRRELEN

RIREBERN BB ERIET

* SEBIERE Astra BRS4EPRYE RS EIEE R

* BORFYEES —ME—BKEIFER URL #1T171R)

* MRENZREGIAIURES IR, WAILERREN BRERIERAFHRTAN

\ﬁ

HRE
i8id Astra Control REST AP 12 & RUINE BB LUT4HIE:

© —MRRRBEN—AFREGTAES
* RRESEE— I MH—BEKHAEFERN URL

SEHIRRIRTT

BIBEENRRLGIEY, RAHSNEDE—MIRRT. HAMRRTE— 128 {iL UUIDV4 B, ECHY UUIDV4 (B
EERE—BEARTTH, KHOIERLFAINAPIERG. BRHiviERAAIREIAR XEIDIURL Location
HTTPIER AYATER, 7E5|AZREFIES, & LURBUIRA R HERSARTFERTE,

() #RPREERTFRENIEN.
Astra ZRAVBRALEH

£~ Astra Control ZREMER—MBREHHITE Mo

8RR
81 Astra HREFEE FRFITRHEE,

13



22%H Description

[N

type _ﬂlé%uﬁ J\/ :’cg: ﬂjj * J\/ g: *

version —FFR A * FIRARA * BIARAAFIR T

id —MEFE—IRRRT, WA BRFIRE

ToERIE —1 JSON HR, BEaZ3MEE, SIEEFRMASRINE,
TEEUBE R

8 Astra FIRMIHRITTEHE JSON WREE TRAIRAVRE,

ZR5H Description

labels 5% BRRENEFIHISENRSHY JSON 4,
creationTimest JSON Ffis, HE S5~ AREIEMN BRI E)E,
amp

modificationTi  JSON F#f&E, HAEE 1SO-8601 #&AMIETEE, AFienER LR ERHIEIEL

mestamp

Bt JSON Fffeh, HPEEEIBHERNAF ID B UIDv4 1RiRE. MIRZRESHANBRI AN
BrY, HARRBESEELARXRELRT UUID , MIfER * = *UUID,

EERIFA state FBTF4RAFE s BT EAIZ AR E.

HTTP {52

Astra Control REST APHERHTTPLUR B X S R REFIFMESHITIEIE. THIRHT
HTTP SEHERVIFAE B

APl E55F1 CRUD &5
Astra Control REST AP AISEi— NESER, HAGOE T X ARIIRIEIRETE,

R APl 55

/% RESTAPI ﬂﬁﬁ%ﬁzeﬂfjﬂ‘f Astra IRSSEY HTTP iERHITH. B MEREREF inE B REXAIIN, Lt
BRI AN APl 55

S7#F CRUD #2{FfE(
i@d Astra Control REST API f2ftHE8 M HIRLFIMESIYRIRYE * CRU* EEU#HITIAR, BIUMEME, 8%
TEERBRETEI—1 HTTP 75iE. XEAR(EEIE:

Bl

* EEY

© B

* fhipR

14



MFFL Astra BIR, (NZIFHP—EDRF. BUEE "API %" BXEE AP ERNFAER.

HTTP A%

TRETRT APl ZHBEY HTTP AN,

i
FREX

v Lid
PUT

iz

CRUD

32EY

ellfe
B

il

BRI N AT K

THRLCE TS Astra Control REST APl —#2fEEEY HTTP #5k,

Description

ORAREGINESHNREL. EEESESERN, RFERAN * 5
= * 1815

RIFRANS IRV R RG], KEBURLEFURE] Location MMNATK,

fEFRRMHAY JSON IBERIEXEMENAFELA. RAZRBAF RAEHY
ZAE,

IBRINAE FIRSEHo

@ iEE M "RFC 7232" #1 "RFC 7233" BXFMEE ...

v

EE30

Authorization
St
ETAG

gNRILEC

if-Modified-since

SNSRAKAERL, WM

&

&if

0

54

Type fERI%EA

1K MRHER"HARIEM. application/json EContent-
TypeMzARkHiIR[E]l, INRIEIZE ST Astra FIRAIT TR
B, MAREETEP I REIMERN T EREE,

EK BERF AP ZEHIEAEF SR,

v B#BIR[E] Accept TBERIR,

fa] vz BE RFC 7232 FE X IR IH . ZEZE ! JSON FHIRRY
MD5 B +7 i EIRTRAZ R

=P — AR FMIERIRK, W5 3.1 75 RFC 7232 HAPTIASLAE
» HXHF* PUT * iEKo

=Pe — AR FMIERIRK, W% 3.4 75 RFC 7232 HPfIASLAE
, FHZEF*PUT * iEK,

=P — R FMIERIRK, W% 3.4 15 RFC 7232 HPFIASCAE
, FHZEF*PUT * iEK,

v BEMEIERRENTE URL,

UTEWSHEATRRERE. BER EANE BXEAER ...

Description

B &R LR BB F .

15


https://www.rfc-editor.org/rfc/rfc7232.txt
https://www.rfc-editor.org/rfc/rfc7233.txt

B Description

[ipriga Fe RN ER B R [BI1Y 3R L AC R = B
T8 FfaRE I BN SR B IR B R IR AV HEF I

limit PREIRENEE & R B R AR IR E

Bl REIFNESNEGEEMNPE VR RHRE,
count RSN SEN RPIREF RS .

HTTP status codes

TENET Astra Control REST API {EHHY HTTP RS,

W

@ Astra Control REST API i&Xf# M * HTTP APIs* tERRIEIFAE R, 1BEN "2 BXx

HAER ...
v EY Description
200 HE et NellFe i N Ll EE )%
201 BelZ ERINEIENSR, FHEMEMNITKESZREE—ARIRT.
204 No Content RERREEARNE, BEEFEKRMI.
400 BEREIR EEKATEIRBHFESH,
401 RIFIR RRRREEN, BIHITHHEIE,
403 BELE RFEIGER, THRHRIELS,
404 RILE BERP5| ARHE B FE.
409 R ZRHBEWRKRN, HALNREFE.
500 NEREEIR AR5 88 & £ — AR ERTEIR.
503 ARSSAEIA HRTFEMERER, HARS FEARESFLEILER,

URL 8=

FAF@d REST API i7a) ZIREHIENESH URL FNEMERZ MEHRM. bRk
T REXNRERMALIZIT.

P {EJ root

EME REST in R AR IRIIZAIRE Astra 1KF . ALk, URLFBIFRBRRZEBIUAF K
/account/{account id} EF! account id EWKFHIME—UUIDV4AHE, RNEREMIXRERT —Figit, HA
FRERIFHREETHEK .

I R RS

Astra HRiEm D=3

* #Zily (/core)

16



* XENBIEF (/k8s)
* ¥k (/topology)

iEE M "Resources" BXFAER ...

el

X=NEREFPHE—NEHLE—N2/RE, BFEHFrpRERNARZE, RIBAEMEN.. BahEEREES
BT EBRRAS(BIA0 /v1 to /v2)IEFEAPIFRS | NFRBTE R,

HREFIHES
RIERRINRRFERFINES, AJUEREPEARREEMIMATHAS,

Nl
* RIRERE

RIE EREEN . i AYEAYERIR9: /accounts/{account id}/core/vl/userso
* SEEAY URL

MNiESTEEURLA: https://astra.netapp.io/accounts/{account id}/core/vl/
userso

17


https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users
https://astra.netapp.io/accounts/{account_id}/core/v1/users

/}_ﬂ] lﬁ'ﬁm\

&I LR 3@ T Astra Control REST APV RIR. LIBE IR TAstraZfE, B RIRED
@A — N Z N iEs %ﬁ%oTEﬁWTTTEM%W%¢ﬁ%WMBKM?

@ FBFi518] Astra Control FRIERIERZMEE URL BIKEFZME, 1520 "URL &= BX1F4
E8 ...53158 0 "AP| ZZ" HX{EHMA Astra ZRMIm=mNEZFMAEE,

Astra Control REST & RigE

Astra Control REST API Fig( M F EZRRIGTm O N=E, BRTEEIRAERIN, AILUER—E2E CRUD i
£ (B3, REX, FH, MR KipRENER,

* R FIFREREINATRRTH Astra KA. St FHTRINEI HATARAIZTR, HFRIAE.
PIDFR

DR = A R ST M4EHP Astra BITRIIFMRFRR R EMARS .

KRiE RRZso Description

Account 21.12 BIKFRIR, el UEEZTEF Astra Control EiBIMEHHIREME .

ASUP 21.08.  ASUP ZRRFRTE AL NetApp 235351 1HI AutoSupport R4 6,

IEH o 22,08 JEPHRFERTERENATIMEHERHITRS MDIIERIES,

iR 21.04 FIEZREETHAT Astra AR, &8, 2BAFHEERNZE2EXER.

Y 21.08.  ENEIRRSRIEENIFAHEAM TR AT A AN A 2,

=4 21.04 EHRBRRTEBRAPERENMESHE, SRFRAXNBERNNFE.

miTH 21.12 PITHRRRTEEXHZA, ErIUERITSRENAEFNREBZAIHZE
IBTIXEER AR,

Ihik 21.08. XENRERIRRTIEER Astra IhaE, ERIUEHXLEEERBECINIES
TERFEFBH. ARINRIXEF Ri%.

i) o 22.08 HTRKRTAstratBFIKEKE IR, HEihRAXZHFLDAPH,

R 21.12 hook JRZIRFRTSHMIT hook —2EARILFREMRIG, IR SHMITITH
SAEEZMRE, FlUlRTH=ERZ,

TFRIIE 21.08. WRNERRRTA BT Astra K BIIFRTIE,

BN 21.04 BHIERRTEA BN BN Astra B, 1HRINRIZAF R,

L/NER ) 22.04 R FRATEMAIARRGEE X, REEHSMAMGAER, SiEXH
» BMGEFIEMINE,

ResE 21.04 AERERRRTREAFMNMKA ZENXR, BF7TXREZENTEHEZ
5, EBEIREABASMEE AN,

EFIRE ... 21.08. RERFRT—ATREN, BTHERIFE Astra 1K BITHEE,

1T, 21.08.  JTRIEIRKRR Astra P RYERNTT IR,

18



HIR NS
Spe 21.04
SR 21.04
F+4B 22.04
=)= 21.04

RENAREFER

Description

LTHERBRRRABEIRIZS AR Astra Control REST APl BY<hE,
RIFBMZRRTE D ECLA 1 E A A B RIZEAER,

B ARZR, EEILUARREASH B R

FAP #JRZRT Astra FAF BETSIRIBELTE X A BIARI RS,

UEENHAREFRRERRS, BILUAIRSE Kubernetes N AIEF.

Description

AR A RFRNEIE Astra L AREFAMENASRESER
NARFENAFRRIRENBREFNED.

N AREFREBRRRRIRENBREFIIRE,

FRARTENBEERR, BruURESENMSENREFZRTIMNEN
NetApp FRIAITIEEE,

IR RRRERERIPREP AR EN AR R T RIBSIRERIF R

BRI RIRR A LILRIFR E N BRRFMEFER R

Gl

HiR hRZSo
Rz FRERF &R 21.04
Rz FIRE R &1 21.04
Rz FRT2R IR 21.04
WITENES 21.12
awdl 21.04
I FIR

R RZS
Rz A2 21.04
AppMirror o 22.08
EHED 21.08.
= 21.08.
=¥ 21.08.
SRS 21.12
=t 21.08.
HBEEE 21.12
HE=E 21.12
ThEEs 21.08.
T2hEsk 21.08.
Volume 21.04

Description

N FEFRIBRRTRFIE Kubernetes NFETEF, BIEAFLEARS Astra BIEHIL
g,

AppMirror#Z R~ T E BN AER RS X RBAppMirror iR,
D BRFRERTATEMEH Astra EIRMN AR SN S3 =0 K.
TRIRERT Astra & P i A EIEER NN AR A LUEZEIN =,
SRR BRTARZ Kubernetes B2 Kubernetes 5E%,

ﬁﬁ*“—" RIRARIFEIE) Kubernetes SRBFFRMIR N TIR, MR EERIMNIAE

BEHERRTYATHE Kubernetes BIERY Kubernetes &E%,

BEREFMERRRR, EALUhREREFEREEFIHRITAEI. X
LEEfERRrI R ERRMNAREFER.

R A RATIAIR Kubernetes SEEf R {FE AR MR id,
FiEEmZIRR T H Astra BIRNERFNN AEFEANFERSRES.
FHEERFRTELAMHAIMIE RS EERBHEANTRFMHEETE
BERRRTERENARERFXEKH Kubernetes 7%

19



HhZ R G =

BRI LUE R ST EMZRMIE R RS Astra #1Z.

@ XL RN 5 BTk B & 7E Astra Control REST APl &£ X4,

OpenAPI
1@1E OpenAPI it AT LA R HFTHY OpenAPl JSON SCAEFNIEMIAE X 2R

OpenMetrics
1832 OpenMetrics I, ZB]JLAUEIE OpenMetrics FIRIARMK 1515, Astra 6| ROEFEE 2L TH

=}
AEo

20



HiERF =S

RBAC Z£%

Astra REST APIZ 3R T A EHIAa)ITH](Role-Based Access Control. RBAC)R#% T4l
PRI R THEERYIA R R,

Astra A&

S Astra RSN ERE— M AE, BTHREIHITIIZE. XLEABKRRREWHITHY, WTRAR,
Role Description

FrE&E BEREERABHFAENER, HEXALUMIER Astra tKF,

BIER BEERAABHRENIR, HEELUBIERFIMAMKS,

F% 5 I 2EER Astra M AREFIITEZ R,

EEHR XPREEE IR

BEmRATENENIZERE RBAC
@ ItEIHEER TE Astra REST API 22.04 ARFP3| AHY,

NFERAFREBILIACHER, AIUNE— AFE%UEEI‘EFFUﬁﬁFﬁWlHIﬂEI’J R, P S AT XL RE,
MNTRMAR, IBEBWEBE roleContraints BXIFMEE. BEENHEHEAPL

EREAE] Description

2% RR A LGB EECR S " ipRfiEm R TiE. XEREFAEREMERNIAE,

7z REARIIRAT, BIHSIEELREIFIR. XRFAFITEA RS E=IE,

R T EFIR BAaMBTEW UUID , XSRKAFRHINE N omRTE, b, EAIUERES DR
FIRFKILRZ M e R = iE,

Label BET— M, FARVFERIMRELRERNHE=IE,

ERWEE
Astra Control REST API {21t 7 ZM AR A 7EFRED EXNEIBSEA R Z RIS,

PERE
EE UMERA NS N R IREFHEEMREIMREN include B8, FIELAIBSIEMLLESHRIE,

TWERRGE, APl AP AILUEESRM, UHAERSHEMNEXFEREIE R, o filter SHATIERIH
*fFo

S 3
el o

21



Hirp

BEWERFERF, API BRI EXPEERRIRLEINF, o orderBy S¥ATIERMEFR M .

pal
TR LLEE fE A RRE B RREIRY R RS AIEREFIHITATT 1init B

P
YNREERREIR count IREN true. LAEMINANERERAFHZRBETETIIEI DR,

1WA S2 45
Astra Control REST API 12t 7 Z# X #IheE, mIBTFIZErAIEI,

APl resources

AP FRER M T Z M a2 BT S S M SHFRY Astra ThAE.

Type Description

ESE £ Astra MBI FZHRIZRIRGED,

Pyl WANEBBEBEN—/NBDEMN, AHRMLHAF,
RITEA FA P i AR IREN A ZRATE R

HUE APl <42
{ERTLIZE Astra Web SE LUK FBBER APl SHf,

FaZ Al
BEBE— Astra 1KkP . EIENFHEZRUERI M.

KFIES
LHHECEE, ERIZEIKARATA.

p
1. EREHKFTIEERE Astra o

IR AT i s LAFREX Astra 3Z6IBRSS:  "hitps:/astra.netapp.io”

2. BETUEA _ EANEERFFIER * APl access* o
3. ERBHEEN— R EZ NS,
4. 75 * 12> THIAET, % BEShE .

22


https://astra.netapp.io/

B ZeM TIER

AR =Pl

10 LU X EE T eI iZ M43 B FAstra Control CenterZSf Z2HEMZEH, FIFZER
T XETERB A LIS Astra Control Service45&{E A,

(D Netapp FTLUER T BRIZEXETER, ElEREBEERETIER,

—RRER
TERERE Astra TIERZA], ESUEE EEERARETER,

TR
HEWENTIERETREXIHTAR, UWEESSHIFREN IR,

| Description

= gnginv I XETIER, B UERS 5 UNIMfEAR Astra . XEFREERF, FiE
ML

LDAP ECE TR UL G Astralz bl O ECE /9 52 FALDAPRY i % A P # 1T & 3 303iE

FiEDE EA UERAXLETERIBMEER T EEEHNH S3 FiE0 K.

el BEXETIER, ERILURINM4EREFERRNE,

32 TR LURINRZE Kubernetes &8%, LUERIPH X EER B SHNNARER,

SnAih1e]

SRR

ERI AT A RE Astra KPR EXBIFEFo

1. 5IEAF
HITLLT RESTAPI AR,

HTTP 757% Bz
FREX /account/ {account_id} /core/v1/users
Hig S

BR T FE REST AP HRERNSHZI, B curl RAEERU TS

23



e Type Required Description
BE =i £ R LURZE B iR EIRE,

curl ;=5 R[EIFRE AP RIFRE #iE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl =™fl: REFFERFNZF, HEMID

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' —--header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON %Rl

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"

1,
[

"Jane" ,
"Cohen",
"2a3e227c-fda7-4145-a86c-ed%aal0183a6c"

]
1,

"metadata": {}

LDAP &

EFZLDAPEE

Ea] LR R Astralz 0 552 8 B RiA1R] Y (Lightweight Directory Access Protocol
. LDAP)RRSS28EEM. UENIEERAstraFl FHITE A 3IE, LDAPE—MATiARIS 7
B REENITIARENY. BB SH IR E IiEE.
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HXER
* "LDAPH RIS B £ E]"
* "LDAPHRZS3"

K AR
BHME. BECELDAPHRS S UNAstraB PIRMSMIRIE. FERIT/L TR,

@ RETEMANTBERRIAFHITH. BEXEERT. ERURARINFHRITIESE, f
90, ERILATEECELDAPARSS 28 Z B E X AstraF F #14H.

1. BEF "EXRMRE" 7HEED. ZRFMREH.
PEFRLDAPRRSS SR MIF B MEC BRI (BIE R £ 1%).

PATIZER " Astrafc & V£ FALDAPARSS 28" RAstra5LDAPRRSS 88 5 FXo
BELDAPRRS 28 LRI A A, BRENEXER,

FEPRRITHENB TR “FLDAPZK B AIE|Astra” AT B2 FALDAPHITR A IIEN A,

o &~ W Db

ERAM PR
ERAstrafc E NEFRLDAPEHITEMIIEZ AT, ENEE TENMANAstraflEE R, SERGIFEEED,

Xz FFAstraiZ ity
Astra Control'F gl 7 RMEFERIN. RBAstralzhlRIOERE A SZFLDAP SRR,

{XPRREST APIECE

LETARABAstraizi R MY 2 13 E A Astra Control REST APIERELDAP S 163, REIN— M EEAST
2. LDAPHP A& ER1EAstra Web R EM"Users"EIN£EH, Ef1AE SRS REST APISKG(E]
../core/vl/userso

FELDAPRRS 28

ERTNLEAstraG MIIEER. BHEBLDAPIRS 28, HAEIMRASRIAstraizh 0z FiMicrosoftiYActive
Directory,

5LDAPRRSZSBNR2ERE

EAstraPECELDAPARSS 230, IERILUAERE X L 2%, TEXMIER T, LDAPSIMYEZEIEF.

EeERF A

EERRBREEFERLDAPHITEMIIENAR. Alt. EIUBES T NEP—ERBFR. ®WIELDAPARSE S L
EXGXLEM P, BITEEEEAstra (KR ALDAP)R#HITINE. X LU B P IIEERE L EILDAP,
437E A P AR I R PR E

FEYFIRAAstraiTdlR P, B—XFME roleConstraint A™", XRTAFPAZRTF—HERNG
Bzl HEALIARFREmATIE. SN "FLDAPEZE RINEIAstra" BXRIFMAEE ...

LDAPEIE

LDAP{# VIR EE A P 22 (BB FHB A3 ) FN X BXBY & hE,

25


https://datatracker.ietf.org/doc/html/rfc4510
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https://datatracker.ietf.org/doc/html/rfc4510
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https://datatracker.ietf.org/doc/html/rfc4510
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https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4510
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511
https://datatracker.ietf.org/doc/html/rfc4511

Me—EE F R (bt

TEAstraiThl RO ERE R {ER P A BYFRA B FRB At ER N DU E—BY, (EREERIMEBFHR AL EE X
HAstrafILDAPRF, MREEEENBFHY. BEESLMAstraEEMIER. BEER "HIFREF" EXiF4H(E
B, 1Bifir)AstraiE filf 0 3 i 5,

WE] LU E X LDAPRHF 14

Eo] LU LDAPRE P MA R EIAstraizd it BMEE(TH R FLDAPHI RACELDAPARS 2Bt 2 MItt, X
. B DIEECELDAPRR S 23 Z TS AC & B P A4H,

P LDAPAPE XA

WMRENLDAPEHFETZNLDAPA. HEEAstra P AXLEA R T ARNAR. WEAFREHITEHKIERY
BENABRKRERAINN Fl0. MRAAPSET viewer B Sgroup1BEB. EAE member AR
TEgroup2dBIA T member, XETFAstrafEBIERE(MSENE):

* FrEE

* BER

TE R K

AstraXx 60K EA A MASLDAPIRSS SR —R, Eitt. NRIFGHF HARIMEILDAPELMLDAPH
ER. WA REFERE—DHBIETEl. 7 BETEAstraRE A IZA A 34E.

B HAEELDAPEE

EEHEELDAPIRLE ZHl. IS ZALDAPE NI, ttob. BRI LAEXLDAPARS 28 (connectionHost
» NWEERNHITXRMEE BEEN "ZEAHEELDAP BEXIFHAREES ...

REST APIE&#{

LDAPEEE TIERZIAAREST APIRTERAEES. S TAPIEREAILSERASE. NRHITREIFIR. 1§
ZI1 "API 2" BXRIMAEHRSE XHENIER.

K Astrafit & I {EFHLDAPARSS 28

BREBERIZLDAPIRSS S K Astralc B N ERIZARSS s F A S hiRIEREERF. EEEES
BEUTIER, SMNTBREEE—TREST APHERA,

1. INCAIEH

HITLLTREST APIEA. R CAIEHARNZIAstrao

@ P BRZERERN. REHEFRLEAstraflLDAPEI EALDAPSHZ 2BEHITEENR. 47 FEH
TP E,

HTTP 53% iz Y

Tl /account/ {account_id} /core/vi/certificates
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https://docs.netapp.com/us-en/astra-control-center/use/manage-users.html#remove-users
https://docs.netapp.com/us-en/astra-control-center/use/manage-users.html#remove-users
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JSON NI

"type": "application/astra-certificate",
"version": "1.0",

"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

BXBASH. EEEUTEI

* cert @B—NISONFEFFE. HPEEbase644miBHIPKCS-11#&TIEFH(PEM4RED ),
* isSelfSigned WIKEN true I BEEETRM. FIAMEN falseo

curl ;=4

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
—-—-header 'Content-Type:

application/astra-certificate+json'
'Accept: */*!

-—header
-—header 'Authorization: Bearer <API TOKEN>'

JSONIE & 77151
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28

"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



2. RN E R
HITLUTREST AP A LURINZRE FHE.
HTTP 757% 12

¥oLis

Jaccount/ {account_id} /core/v1/credentials

JSON NI

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",
"keyStore": {
"bindDn": "dW1lkPWFkbWluLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

BXBASH. HBEEUTELL

* bindDn M password ELDAPEIEG AP Mbase64 R4 E R, AT LUEIEMIEZELDAPER. bindDn
ELDAPF F By 8 FHB {4k,

curl ;=4

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type: application/astra-credential+json'

-—header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONME R 77451
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"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

EERU TN S
‘o 1d WEEBERLEIIERS BPEM.

3.{2ZLDAPIZERIUUID

HITLUTFREST APIAA LI ZERBIUUID astra.account . 1dap AstraiZhl O H IR B,

@ U TFCURLRGIERERSHIMEIREWRE, ErICmRmES LIRBFIEIRE. ARER

astra.account.ldapo

HTTP 5% B

FREX /account/ {account_id} /core/v1/settings

curl 7Rl
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSONE R 77451

"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}
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4. FEHLDAPISE

HATLLTFREST APHER AEFHLDAPIG B H e ECE. £/ id E—/RAPIHERHRIE <SETTING ID> KL
TURLEZHHE,

@ Eo] U IR EGETIE K TR A, LUEHconfigSchema, IHR1ERFIRHEHB X
FCEF TR FERIIFHAES.

HTTP &% i s

PUT /account/ {account id} /core/vi/settings/ {setting_id}
JSON NI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example, dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

BXBASH. BEEUTEI:
* isEnabled WIZEN true B RIRERE IR,
* credentialld @iEEIBIENEE ZIEAID,
* secureMode Wi&E /) LDAP T LDAPS RIE E—F FHEIE,
* {23 "Active Directory"fEA RN,

curl ;=

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NSRBI MIRBIHTTP 204095z
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5.1 ZELDAPISE

R LU IT AT REST APIEARICZRLDAPIR B HHRIAE .

HTTP 5% B

FREX /account/ {account_id} /core/vi/settings/ {setting_id}
curl =41
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONME 7~
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

by

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
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"port": 686,

"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."

by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": ({
"type": "string",
"description": "Type of search that controls the default group

search filter used.”
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

I

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."
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b
"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a
search criteria.”

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"
]
b
"state": "valid",
}
1,
"metadata": {}

HE state FERPHIE. ZEREE TRAPN—NME

State Description

#HE EEEIZNATENRES. HRTH.

valid BRI REE. SAS currentConfig EMNAILER desiredConfige
error LDAPECE 2R,

B LDAPZ B RNE|Astra

¥ LDAPECE HAstraizdl OB B R IR EHZEF S ,ax‘_rL,LL}f:FAstraHﬁ%LDAP&?}E
HITHRIGIERLDAPREF . E1BRPE®IEAstrat EE— 1M AE. A7 BB Astra
Control REST APIijia)Astras

TR LEdmM AN EAstrask NI AR, EFESENIFIRATIED,
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* RIMFARER AR
ARG EA"

(D LDAPEIRLURFM R B TR DR BB DAPEIB AT R 1

ANFHHES AR

eIl MAstral P R EE— 1M AR, ZABRELDAPEMIIIEEER. MRAFKERL. HESTRHAFPH
EESIERI AR MXMEEREER.

1. NAR

HITLAUFREST AP, AP RINEAstraH {5 RLDAPE B A I IEHRIEIZF.

HTTP 5% B

b Tl /account/ {account_id} /core/v1/users

JSON NI

"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"

BXREASE. EEEUTEm:
s EEPITEI

° authProvider
° authID
° email
* authID ELDAPHFAFRA 3 ##& R (DN)
* email WFEAstrafEXBHIFIERF . L2 —R

INR email EAM— REHIR. MNFRE409MHTTPRRENE,

curl =15l
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curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONME Rz
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7b5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe,ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode": ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-07-21T17:44:182",

"lastActTimestamp": ""

}
2 HARPRMAEYHE

HWITUUTREST APHERURAFRREINERE. BFERAEG E—FHEIBRIAFUUID,
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HTTP 5% B

b-Zi /account/ {account_id} /core/v1/roleBindings
JSON NI
{

"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]

BXBASH. HEEUTEI

* FIRATFHIE roleConstraint & HETARARAstraE—R] BAYIEDL, ERTSBFPAZRF—HERE

g

=l FEARLUOSRPIEX LR =E,

curl 7~

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'
--header 'Content-Type: application/astra-roleBinding+json'

—-—header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONE R 77451
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"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

HARMTEXMNSHESR !

* fH user, principalType FEIERENAR(MAREH)FNBELE,

A INFIGRE 22

TR LINAstrafA N — M Ae. ZABRKELDAPEMEIEEER. NMRBAHERS.

BEMNNEERSE. NWXMEEREER.
1.7 N4

HATLUFREST APIAMA. BARMEIAstraH 5 RLDAPE B A IIHR Iz,

HTTP 5% B

b-Zi laccount/ {account_id} /core/v1/groups

JSON NI

"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",

"authProvider": "ldap",

HESTAFERRIEER

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

BXBASH. HBERUTEI
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c FEUTESH:
° authProvider

° authID

curl 7R~

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' —--header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSONHME 73~
{
"type": "application/astra-group",
"version": "1.0",
"id": "8b5b54da-aeb53-497a-963d-1£c89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
}
2. AR MABEYE

WITLAUFREST APERURAHEZRERE. EFEEE L—TPEIBMERNUUID, ELDAPHITENISIE
[&. BFAMRKAFFEBEEREAstra,

HTTP 5% B

b L /account/ {account_id} /core/v1/roleBindings

JSON NI
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"role": "Viewer"’
"roleConstraints": ["*"]

BXBASH. HEEUTEDL

* B3R TFHIE roleConstraint B HATMRAHIAstralEt—R] BEVIAT, EXRTHAPAZEERRZTEBR
%, HERLUARFAESEZE,

curl =7

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONPME 7~
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",

"modificationTimestamp": "2022-07-21T18:59:4372",
"createdBy": "527329f2-662c-41c0-ada%9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",
"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

HARMTEXMNSHHIESR!
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* B group o principalType FEIERENA(MARHER)RIABHE,

ZHHEELDAP

e LIRIEEZE NAstraiT il RO S BHRITRIIA IEMNEXEIEES, Ele/E
HLDAPE Rt HEBLDAPEEE,

-PUG-AIT"IE/)’;“I_.EQ%B EE'JlD astra.account.ldap Astrai®B., BXIARRIKEIDIIFAEE. FS
BLDAPARS 28", EEN "MZELDAPIZENUUID" BXIFMAEER ...

« "B DAPE {5 I&3E"
* "EELDAPE QIR E"
ZALDAP S A0

ERILIAIT AR REST APHERR 2B E B EAstraZl ZRILDAPSHIRIE, ARG ENR
astra.account.ldap IXE# isEnabled HIXEN falseo

HTTP /5% iz Y

PUT laccount/ {account_id} /core/v1/settings/ {setting_id}

JSON NI

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput

nEe

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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NREARTI. MWZER HTTP 204 REMN, ER]LLERBRNRECEIRE UHIAEN.

EELDAPHWIECE

TR LAATLURREST AP A LA FF Astra 5 LDAPRR S35 28 AViE . HiZAstraREELDAPECE, IIARRKEERR
astra.account.ldap 1S EHMME connectionHost BiakkR.

BB isEnabled ItIh. EHATIKEN false, EBRIUEHRHITERBRAZENEEIE. HWAIUERHTEE AR
g ELLE, 5 _fERT. connectionHost NiEMH isEnabled FER—EEIFBTILE Nfalse,

@ IIRERIER AR Z R MT. EBRIEEIRE. EEMBRPIEESABNLDAPEF A, EEMRE
{EAstraiz fﬁ'J¢lb\¢ﬁﬂLE@Fﬁﬁ$ﬁ?€Astraﬁ§F\ #BF0roleBindings (LDAPZEEY),

HTTP 5% iz e
PUT /account/ {account_id} /core/vi/settings/ {setting_id}

JSON NI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
BARMUTEI:

* EFMLDAPARS 28, MR AN EELDAPEIR connectHost IRBENTE. W LFIFTR.

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NRFAMTN. MEER arTe 204 REMN, EHEILUEEERCREIE UHBIAEN.
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=5+
RS
(BT BB A T R EP RO RS BY.

1ERT

BITIIER "7 H " FERESRENT.

2.5 HER
WITLLTFREST APIER LIPS E = PRVEEES

HTTP 5% KRR
FREX Jaccount/ {account_id} /topology/vi/cloud / {clune_id} /&%

curl 7=f: R[EIFRA EEFRIFRA IR

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON Z#aitH Rl

"items": [

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-alf%94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",

"clusterType": "openshift",

"accHost": "true",



"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [
"default",
"kube-node-lease",
"kube-public",
"kube-system",
"metallb-system",
"mysqgl",
"mysqgl-clonel",
"mysgl-clone2",
"mysql-clone3",
"mysgql-cloned",
"netapp-acc-operator",
"netapp-monitoring",
"openshift",
"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",



"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreqgl",

"trident"
I
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a06%baf89",
"cloudID": "4f1el1086-f415-4451-a051-c7299cdo672ff",
"credentiallID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
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"name": "astra.netapp.io/labels/read-

only/cloudName",
"value": "private"

I
"creationTimestamp": "2022-11-03T15:50:592",

"modificationTimestamp": "2022-11-04T14:42:3272",
"createdBy": "00000000-0000-0000-0000-000000000000"

N E R
&R LB AT Astra BIEAY Kubernetes S8%,
1.5 E R
HITLLTT REST API 1AM,
HTTP 5% iz e
FREX /account/ {account_id} /topology/vi/managedClusters

curl ;=5 R[EIFFE SREFRIFR A $iE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

AN

FIE=
R LATI B E Astratk P E XA AT Y =

158 =
HITULUTFREST APHEARUYIH =,

HTTP 5% BBz
FREX laccount/ {account_id} /topology/v1/Clouds
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curliRffl: REIFFE =R HIE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

FEDE
5938
FERTLIBI A TE Astra BKFITE I S3 77155 B

1. FIH B
WATLUFREST APIER S 57 .

HTTP 5% iz Y

SREX Jaccount/ {account_id} /topology/v1/basstf

curl =f: R[EIFRFETFED EBRBIFRR 23R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

71

HIHEFESR

&I LAG | e] RV TR fESR

1EFER

WITTER "7h " AEEEERN T,

2R

RITIOER "7 hsi FikREEs

3.5 E BRI

HITLLTREST APHER LT S E S B I RV TEESS
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HTTP 5% B

FREX /account/ {account_id
} /topology/v1/clones/<clune_ID>/clusters/<cluster ID>/storageClasses

curl=™fjl: REIFFEFEERIFRB IE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'"Authorization: Bearer <API_ TOKEN>'

JSON %t Rl

"items": [

"type": "application/astra-storageClass",
"version": "1.1",
"id": "4bacbb3c-0727-4£f58-b13c-3a2a069baf89",
"name": "ontap-basic",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",

"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",

"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",

"metadata": {

"createdBy": "system",
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"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

FIBFERR
eI UGt el FRRY TR 6 S U
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1.5 H G

HATLLT REST API #EH.

HTTP 5% iz e
FREX laccount/ {account_id} /topology/v1/storageBackend

curl =f: R[EIFRE RS RBVFRE 2R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends
' -—header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON Z#gitH Rl
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"items": [

{

"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",

"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable",

"id": "46467cl6-1585-4b71-8e7f-f0bc5£f£9dalsb",
"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",

"modificationTimestamp": "2021-07-30T14:26:192"
by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"
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s 325
= EEI«E/JIL
FiaZ Al
TR T EEAstraR EREF PRI AR ERXE TIER.
() NetApp ATLIBERY RAKHXLETIER, RItEMEREERLT (Fh.
—AREE
FEREFIER Astra TR A, BSUEE HEERRLETHR

TR
BERTERETRAMTAR, UWEERSRIMBEN IR

25 Description

IzEh e 22 B XETER, B ENAREFMIERENAER. By HEERE
7 LUK B2 0 M B 52 N FRAE

R AR fRIP Ee AR TERET REBNENFRIPFZENBIER.

wPEMR RN B XLETERNA T NAEMERZENBRER.

25 BN LTERT BT RRMZHENNBER UK EM Kubernetes 1715,

HFSEmM

FREEIFERN, FTREIE—LHMFIEE,

RfENRIERF
RENRAREFE, REEE—ESEW, UTHRSHE JSON BABN—E 0.
RERHRIRTT

BB sourceClusterID SREINRLLERIAN FIIERFIVEE

EBRIRT
BY{E clusterID FNRBRENN AIZFHIER,

* IER—&EBFRER. clusterID # sourceCluster1iD EFHEREME,
* EEE RN, X MESARE clusterID M A BEIREERID,

EEE=Rea )

o namespace EBXASFRIGHENAEFAFR, I, ZENGRTEAREFE, Astra FEIEE,

p=]
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EHHIRER

BRI LA ERAMINE S e IRIB e EN AR backupID B snapshotID parametersfI R IR E
TRER, M Astra FELLIENAREFNED, REMNEDHRE,

TR AR
UTRERENAIEFINREE BN NED

* RIRN AR S SRR EIFE R
* ERNAREFEN, SRIRHERDIIRR,

N FRE R

SN AR

EEI LG SR Astra BIERINARERF. ErRIUEEHITEN BEFRBS&E (TR
1TIbIRE,

1. SIH N FAEF

HITLLT RESTAPI AR,

HTTP 5% iz 2E
FREX laccount/ {account_id} /k8s/v2/apps
Htim NS5

BR T PE RESTAPI HRERNSHZIN, WHERY curl RAEERU TS,

B Type Required Description
(255 &if S Al LU E N iR Bl E.

curl 7=f: IR[EIFRE N AR BIFRR 2R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl =™ REFFENARFHZM, ID KRS

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps?include=name, id
,state' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'
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JSON #iith 7R {5l

"items": [

"mysql n 0
"4dee?2b8fa-3696-4£32-8879-399792£477c3",
nreadyn

"postgresqgl",
"3b984474-e5¢c9-4b64-97ee-cdeb9bcd212e",
"ready"
I
1,

"metadata": {}

SREXN 2R
TR L RER RN AEFRFRE

s

Friaz
TR MEBENRNNAIZFNID, MRFE, ERIUERLTIER 7LV AER
1. SRENN 27

HATLLT REST API #EH.

HTTP 757% BRF
FREX laccouns/ {account_id} /k8s/v2/apps/ {app_id}
HtmAS

BX T FRE REST AP EREANSHZIN, B curl RAEERU TS

B8 Type Required Description
[ FERID i =M, ERRIN AEFIDE,

curl 7=f: R[EIN AR BIFRE EE
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curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

EENARER

TR LETAstraB BN BiEFEREm R TEREERENARERF. TRVAREFERE

SE X ElAstrala. @R LUBE 62 & (DRI IREE R HHEI TR,
1R R =(E

WITIIER "7 Hes 2 = 8" FHikFa R =i,

2R

WAITIIER "7 e FIRRER

3. BN ARER
HITULTREST APIAR LIS B LN TR

HTTP 5% BRF
b-Zi laccount/ {account_id} /k8s/v2/apps
Hg NS

BT P& RESTAPI ARERAMNESEZIN, T EH curl REEFERLLTEE,

S8 Type Required Description
JSON body M, RUHAEEESIENN BRRFRINESH,

JSON NI

"clusterID": "7ce83fba-6aal-4e0c-al9%94-26e714f5ebdo",
"name": "subtext",

"namespaceScopedResources": [{"namespace": "kube-matrix"}],
"type": "application/astra-app",

"version": "2.0"

curl ~ffl: BEIENAER

BTG,
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curl --location -i --request POST

'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header 'Accept: */*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

BUHEIENAER

ERILMBFABERENRENARERF. HRRENAREFESBERRERRI T,

Faazan

EXAEABIUEERNNARFNID, MRBE, EOIUGERLIER 7IHLERE" UERNHERF.
WEREFIRFR, FREMHMEEHMRE. IRETBRESNNRE, MR ARRZ5F R,

1. FRENAIERF

HITLLFREST AP R LURIBR LR BB A2 RF o

HTTP 5% BR1F
B /accouns/ {account_id} /k8s/v2/apps/ {app_id}
Hethim NS

BT FiE RESTAPI IERBANSHRZIN, B curl REIEERMU TS

S Type Required Description
R FAFERID BR1F =0, WRIRERIBRAIR RERF.

curl ~:5: MERENBRZR

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

N 2RI

I HRER
&) A4S E N AR B2 RYIRER.
Tt 2 B

T MAEEYHHERBINAREFNID, MRFE, ERIUERLIER 7LV ARER" UERNARRERF.
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1. 5 RER
HATLUTFREST AP LG HIRER,

HTTP 5% i
FREX /accouns/ {account_id} /k8s/v1/apps/ {app_id} /appSaps
Hithig NS5

BXTFRE REST AP ERERANSHZIN, B curl RAEERU TS

o Type Required Description
[N FERID R =/, FRRAE S IREBRIN AERF.
count &Eif S FM count=true REBHECIEFE MBI TTEIEER 73 Ho

curl 7~ f3: RO FAREFBIFFE RER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl =5l R[EIN FATEFAITERRIFRE RER

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps?count=true' --header 'Accept: */*' --header 'Authorization: Bearer

<API_TOKEN>'

JSON Hithi R fl
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"items": [

"type": "application/astra-appSnap",
"version": "1.1",
"id": "lce34da4-bb0a-4926-b925-4a5d85dda8c2",

"hookState": "success",

"metadata": {
"createdBy": "ab530e865-23e8-4e2e-8020-e92c419%a3867",
"creationTimestamp": "2022-10-30T22:44:20z2",
"modificationTimestamp": "2022-10-30T22:44:202",
"labels": []

by

"snapshotAppAsset": "Oebfe3f8-40ed-4bdc-88c4-2144fbda85a0",
"snapshotCreationTimestamp": "2022-10-30T22:44:337z2",
"name": "snapshot-david-1",

"state": "completed",

"stateUnready": []

1,

"metadata": {}

&

R LAT L 9 E N AR P BRI & 1

FHaaZan

EUTEEEFIHENNNARFNID. NREE, EANERLIER JIHNAERE UEHNEERF

1. FIHE R
HITLLF REST API AR,

HTTP 5% BR1F
FREX laccouns/ {account_id} /k8s/v1/apps/ {app_id} /appBackups
Httm A S

B* T8 RESTAPI IERBANSHRZI, B curl REIEFERMU TS

B Type Required Description
N ID iz ¥E =/ MRABETIEEONRENARER.
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curl =:fl: REINABREFIFAEED

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON i tH {5l

"items": [

"type": "application/astra-appBackup",
"version": "1.1",
"id": "8edeb4ad-fd8b-4222-a559-1013145b28fc",
"name": "backup-david-oct28-1",
"bucketID": "a443e58f-59bd-4d45-835a-1bc7813f659%9a",
"snapshotID": "dfe237cb-57b7-4576-af4d-00ba3a8£2828",
"state": "completed",
"stateUnready": [],
"hookState": "success",
"totalBytes": 205219132,
"bytesDone": 205219132,
"percentDone": 100,
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-
only/triggerType",
"value": "backup"

I

"creationTimestamp": "2022-10-28T21:58:372",
"modificationTimestamp": "2022-10-28T21:58:552",
"createdBy": "ab530e865-23e8-4e2e-8020-e92c419%a3867"

1,

"metadata": {}

AN FRFER B RIR
TR LUASE N FIE R B2 IRER
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FrIaZ a0

g%?ﬁﬂﬁ%ﬁEQUE‘T%,H.’?’\E’\JF_"Z@EF%E’\JIDo NRFE, EIUERLIER JIHNARER" UEHRNATE
Fo

1. BIEIRER

HATLLT REST API i8R,

HTTP 5% iz
b-Zi /accouns/ {account_id} /k8s/v1/apps/ {app_id} /appSaps
Hittig NS5

BXTFRE REST AP ERAERANSHZIN, WHER curl RAEERU TS

o Type Required Description
N FR#ERID B2 =/, RRESRRBNZENBERF.
JSON body p=1i 8 RERBSE. BENUTRA

JSON NI

"type": "application/astra-appSnap",
"version": "1.1",
"name": "snapshot-david-1"

curl = AN ABIZRFEIZIRR

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps' --header 'Content-Type: application/astra-appSnap+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

NN AEFRIEE D

TR LANENBREFEEED. ARERLENERI=ZILNARERF.

FraZan
B NEBRENINAREFNID, MRFE, ERIUERLTIIER "7IHNARER" UBHRNAER.
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1. Q& D

HATLLT REST API #EH.

HTTP 757% BRF
b Tl /accouns/ {account_id} /k8s/vi1/apps/ {app_id} /appBackups
HttmAS

BXTFRE REST AP ERERANSHZIN, B curl RAEERU TS

o Type Required Description
[N FERID B2 =/, MREREZE NN AER.
JSON body p=1i REEDHSE. BENUTRA.

JSON NI

"type": "application/astra-appBackup",
"version": "1.1",
"name": "backup-david-1"

curl ~l: ANARREFEIBED

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups' --header 'Content-Type: application/astra-appBackup+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

B 1R B

&R LA RS N A2 7 KEXAYIRER

FaZal

TR E AT

* BEREBHINAIEFNID, NRFE, EIUERLRIIER "JIHNAER" UEHRNAEF.
* ZRIBRAVIRERY ID » MIRFE, ERILUMEALLTIER "7 IRE" UEIRIRER,
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1. MIFRIRER

HATLLT REST API #EH.

HTTP 757% BRF
B laccouns/ {account_id} /K8s/v1/apps/ {app_id} /appSnaps/ {appsnap_id}
HtmAS

BXTFRE REST AP ERE@RANSHZIN, B curl RAEERU TS

o Type Required Description
[N FERID B2 =/, RRAERBINRENAER.
Snapshot ID iz p=1i TR EMIFRAYVIRER,

curl 7= f3: MIBRR AR RI R MRIR

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appSna
ps/<SNAPSHOT ID>' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

iERE

G RTLAM RS R A AE e REXBY & 173
PAR A

EUTEEUTRSE:

* BEEMNAEFNID, MRFE, ERILUERLIER JIHNARER" UBHRNBER.
* ZMERVEMDEY ID . MNRFE, EALUERALIER "JIHED" UERR,

1. fIBRE D

HITLLT RESTAPI AR,

(D CAUERTAERITEHMRERNES, WA,

HTTP 757% BRF
B laccouns/ {account_id} /K8s/v1/apps/ {app_id} /appBackups/ {appBackup_id
}
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Htth NS K
B* T P8 RESTAPI JERBANSHRZI, B curl REIEERMU TS,

B2 Type Required Description

N ERFID BR1Z =0, MRABERMNRENAIERF.
&7 1D BR1F =0, TMREMFRRE D

SR i b B ARl £ FA a2 ERR A & 17

curl = BIBRN BRI RN ED

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups/<BACKUP_ ID>' --header 'Accept: */*' --header 'Authorization: Bearer

<API_TOKEN>'

curl 7=f5l: £ force EINMIFRN RIEFHENEH

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups/<BACKUP_ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --header 'Force-Delete: true'

sfEME RN AR

reFEN TR

ErrLiEd se fE A N AR R EIE TN AR
Fiazm

EEBUTAX I TERNES:

* RMEANARFENHIRR
* RERFER—SEETRIT
AR EREEA R =R

() =suAEFTRIRMES. TREEHN clusterId JSSONBATEAERENEH,

1R E RSN AR
WITTER JIHNARER" FEREERENNAER. AT RENARERFN REST HRAFTESMHRRE.
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2. RIEN AR
HATLUFREST APHER U= IZ LN FAfE .

HTTP 757% BRF
b -Zi Jaccount/ {account_id} /k8s/v2/apps
Hithim NS

BXTFRE REST AP ERERANSHZIN, B curl RAEERU TS

o Type Required Description
JSON body =/, RIURENAREFNSE. BERUTRE,

JSON N\l

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone",

"clusterID": "30880586-d579-4d27-930£f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a%9633e59173b",
"namespace": "mysgl-ns",

"sourceAppID": "e591ee59-ea9%90-4a9f-8e6c-d2b6e8647096"

curl ~™3: ZPENABIER

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-apptjson' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

MIRER 522N AR

AT LGB MIRIR 2 F2 3T N FIAZ SR B2 A N AT T
Fiazml

EEBUTAA L TERNES:

* ERNAEFRER
* RERFER—SEETRT
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@ BERNAEFEREHMER. EREEM clusterid JSSONBAFEEEIFRH S,
1LEFRERENNARER
RITIER 7 HNARER HERERENNAER. ATRENARZFN REST HAZTESIMNHRE.
2. EFEFERRIRE
BAITIIER "7 HIRIR" HIEEEE AR,
3. RfENAERF

HITLLT RESTAPI AR,

HTTP 753% iz e
L laccount/ {account_id} /k8s/v2/apps
Htim NS5

BR T PE REST AP HRERNSHZIN, WWHERY curl RAEEARU TS

=¥ Type Required Description
JSON body =, RIMEENARERNSH, BESUUTRA,

JSON Nl

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone2",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930£-a9633e59173b",
"namespace": "mysqgl",

"snapshotID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

curl =5l MRIRTZIZN ARERF

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput
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Fraazan

EERUTAXETERNES:

* EANAREFED
* RFERFER—SEETNT

() =sumEFERIRMER. CEEEH clusterld SSONBATBATIRNSN,
1. ERB R ZHIN AER
PATIER "SI B BB RENNREF. AT RRLBEFY REST BARES MARE.

2. EERBERNEN
WITTOER "7 h&E " FEREERNED.

3. BIE 2R
HITLLT RESTAPI AR,

HTTP 7% BR1F
b-Zi /account/ {account_id} /k8s/v2/qpps
Hethim NS

B* T P8 RESTAPI ERBANSHRZI, B curl REIEERMU TS,

B Type Required Description
JSON body 21, REEENARFNES. BEUUTTRA,

JSON NI

"type": "application/astra-app",
"version": "2.0",
"name": "mysgl-clone3",

"clusterID": "30880586-d579-4d27-930f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a9633e59173b",
"namespace": "mysqgl",

"backupID": "e24515bd-a28e-4b28-b832-£3c74db£f32fb"
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curl =:fl: NEMDRENARER

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data QJSONinput

ME TR BERF
Ea LI ME D eI BIE R R R AT

1R ER RN AR

WITTOER FHARER" FEREERENNARER. BT ERNAREFNIRESTHAZEZ M RIRE,
2. R B ERNED

WITTOER "7 h&Ed" FEREERNED.

3. KRN BER

HITLUT RESTAPI AR, iR Et&m (M0TFFR) SRR ID

HTTP 757% BRF
PUT Jaccount/ {account_id} /k8s/v2/apps/ {app_id}
HtmAS

BX T FRE REST AP ERERANSHZIN, B curl RAEERU TS

o Type Required Description
JSON body =/, RIURENAREFNSE. BERUTRE,

JSON 4Nl

"type": "application/astra-app",
"version": "2.0",
"backupID": "e24515bd-a28e-4b28-0b832-f3c74dbf32fb"

curl =3 NERRLERRNBER
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curl --location -i --request PUT
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Content-Type: application/astra-app+json' —--header '*/*!'
-—header 'ForceUpdate: true' --header 'Authorization: Bearer <API TOKEN>'
--data @JSONinput

A& =]
51t & iE)
BTG ET AR A 2

HA

8o
1.57IHa R =8
HITLUFREST AP A AT tHan & =SiE)o
HTTP 753  B#&

FREX /account/ {account_id} /topology/v1/namespaces

curlR™ffl: REIFFE S = EIRIPIE HRIE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl~ffl: REIFFEaRZERIZIR. IRSHEEID

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces?incl
ude=name, namespaceState, clusterID' --header 'Accept: */*' —--header

'Authorization: Bearer <API TOKEN>'

JSON i tH 5l

"items": [
"default",

"discovered",
"022£f924a-ad476-4a79-97f6-472571698154"
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"kube-node-lease",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-public",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-system",
"discovered",
"922£924a-a476-4a79-97f6-472571698154"

"mysql " p
"discovered",
"922f924a-a476-4a79-97£f6-472571698154"

"mysgl-clonel",
"discovered",
"922£924a-a476-4a79-97f6-472571698154"

"netapp-acc-operator",
"discovered",
"922£924a-a476-4a79-97f6-472571698154"

"openshift",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"trident",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

1,

"metadata": {}
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ﬁ;_ll«/{’iuu':l:'nﬁm Astra ik P BYIER], &R LATE ST RGUE NS IR R IR BT HA 1T k1%

1. Bl @Rl
PATLLT REST API M.

HTTP 757% BRAF
SREX laccount/ {account id} /core/vi1/notifications
HtmAS

BR T P8 REST AP ER@ANSHRZI, P EE curl REEFRERU TS,

S Type Required Description
finideas &1 &) BT LA B A i N AR Bl E @A
(257 &1 & WA LOER BN iR B E.

curl ;=5 R[EIFFAEEA]

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl 7=f3: R[EFEMENE ERERBYE) B

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications?filte
r=severity%20eg%20'warning's&include=description' --header 'Accept: */*'

-—-header 'Authorization: Bearer <API TOKEN>'

JSON it fl
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"items": [
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

1,
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

]
1,

"metadata": {}
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&EF Python
NetApp Astra Control Python SDK

NetApp Astra Control Python SDK @— MR, ATRATFEzhEE Astra Control o
ZH SR T R Astra Control REST API ERZEIR, HIFAIUECIREE 2N Eak
FEEER,

@ RTEEEN, RTERISE NetApp Astra Control Python SDK #749 * SDK *

M MEXHETA
SDK &M N AEMERXM TR, Xt T B1Eifi8) Astra Control REST AP| BRI E REIRIIR K351 To

Astra SDK

Astra SDK 12Z0FEBINEE. ©8IE—AH Python 22, BTHKRWIEKE RESTAPI AH, XLEXETIFIFEH
Astra Control ZRHITEIRIR(E, BENERER, &7, REBEMEE.

Astra SDKERHEHN—E 0. HEENRGEHIRM astrasok. py XEERI LG HSN\EIERIFE R H
BEERAXEE,

@ NetApp Astra Control Python SDK* (Z{X SDK ) @ENMHRHEENREM . * Astra SDK*BIgE
XA BZICPython3E astraSDK. pyo

T EEMZ

BR7 Astra SDKX 2z 5. ERJLAER toolkit.py MIZANRIA. IAIASEI@EDIABAERE X/ Python EREXAY
IRITEIRIRME, EREIHRES TEIT. EMAFEIN Astra SDK HIRIEFZIFAZ.

L EIpYE!
ey LB LT A iA1E) SDK o

Python {46

SDK AJMIREX "Python B EIZR5(" BIRA* actoolkit o MIFELFNE—MRAES, HRRIEFEHRSERN. &
WIER * Pip R B EELAREF R S REERIIF R,

TEG. FJLUBI N E XF) FastraSDK.py3 import astraSDK TEMIZAH, IbHM. actoolkit AJILUEEE
RAATIER. HETF toolkit.py (actoolkit list clusters S5#H[E ./toolkit.py list
clusters) o

E8 I "PyPl : NetApp Astra Control Python SDK" BXiF4E 8 ...

GitHub RS
sk, EETLUIM GitHub 3XEX SDK JB{tE8, ZEESFEUTREA:

* astraSDK.py (RAPythonZEHAstra SDK)
* toolkit.py (B TFINRERIERHIZA)
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REMERER
ARENHEHESEERZRMGEN, FEZERZS METNENR,

REETHREE
TR GBS A T ANZ—%RE SDK ¢

* ERESITH "Docker: NetApp/Astra-toolkits.” B, BREFFEVENKIIN. B1F actoolkit

* FAPIpRE actoolkit MPyPIFTEEIPythonifiz

* EPRGiItHUbTFEFEH E NS MZIOPythonXX . LUER] LUEIE PythonZ P iR iHR e
BXEMER, 150 PyPl # GitHub T,

Astra Control IFiEHER

EZFHAstra SDKFRIPythonZEiX 2 FRIINEE toolkit . py A, REAEIZTEZEE Astra ControlBFIHEJREST
APl, AItt, EEE— Astra Ik LUIKR— APl £k, BEE0 "2 BXRIFMAER, BERAHE * N
* — TR EMTIE,

NetApp Astra Control Python SDK FYEK

SDK BB 57 Python FRMHAXAL MRS M. HlU0. ERFEMPython 3. 88 ERMRAS, It5h, EFEE]L
4 Python 48, BXIFMER, BEEN GitHub fFHERETIE S PyPl 24 G101 H,

BERARRMHE
TERET AR BN — LR

* "PyPl : NetApp Astra Control Python SDK"
* "GitHub : NetApp/NetApp-Astra-toolkits."
* "Docker: NetApp/Astra-toolkits."

R4 Python
FaaZ 8l

PythonZ2 a0 B eI —MUR1T A RIES. 1£1F Python BNIREINRES Z MEAIM
BEGHERAZA, BREBRESMEMNFIERMAX M.

73


https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://pypi.org/project/actoolkit
https://pypi.org/project/actoolkit
https://pypi.org/project/actoolkit
https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits

B& T {EF Python E#ZiAia] Astra Control REST APl 29, NetApp ifigit T— NI EEHHEE
(D) . AT AP BB, BB NetApp Astra Control Python SDK" B X #4358

HEEIFR
TENTETIEIT Python FIZRHEAREEE K,

Python 3.
CEERERHAMASH Python 3 o

HithE
WANEEE * 1EK * # * urllib3* FE, &R LIREIFEEZ[ER pip S EM Python EIE T H,

ESHIE

IETRIAS Y TEL A TNRENS 5 IR MEEF341R] Astra Control o fEEAstraiEHliRSZ Y. BN IUEE S InternetFFAE
IBEIER FRARSS https://astra.netapp.ioe

BHER
TEE—AEBKFRRF AP LRENE Astra tkF. ESI "TRELAPI THE" BXIFHEE ...

S JSON A
Python FilZ<{&#i T JSON MIAXHHEEHEERES. TEHERMHE T REIXMHt,

() CEEREFENAKEREFXLTO,

BHER
UTXHEE APl LhEFN Astra 1KF . SR EEARIE X 4HEEEPythonfiiZs -1 (5 --identity) CLIZ#,

"api token": "kH4CA uVIa8q9UuPzhJaAHaGlaR7-no901DkkrVjIXk=",
"account id": "5131dfdf-03a4-5218-ad4b-fe84442b9786"
}

H\HN R
1&B] LUE A LU TFHIZAT ) H Astratk P BN TR F o

() #BR FEZE B JSON MAHHRAL.

#!/usr/bin/env python3
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H H= FH H H FH H = H H H H H FH H

Usage: python3 list man apps.py —-i identity file.json
(C) Copyright 2022 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

no less restrictive than those set forth herein.

import argparse

import json

import requests
import urllib3

import sys

#

Global variables

api token = ""

account id = ""

def get managed apps () :

''' Get and print the list of apps '''

# Global variables
global api token
global account id

# Create an HTTP session
sessl = requests.Session|()

# Suppress SSL unsigned certificate warning
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

# Create URL
urll = "https://astra.netapp.io/accounts/" + account id +

"/k8s/v2/apps"

# Headers and response output
req headers = {}
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{}
{}

resp headers

resp data

# Prepare the request headers

req headers.clear

req headers['Authorization'] = "Bearer " + api token
req headers['Content-Type'] = "application/astra-app+json"
req_headers['Accept'] = "application/astra-app+json"

# Make the REST call
try:
respl = sessl.request('get', urll, headers=req headers,

allow redirects=True, verify=False)

def

except requests.exceptions.ConnectionError:
print ("Connection failed")

sys.exit (1)

# Retrieve the output
http code = respl.status code
resp headers = respl.headers

# Print the list of apps

if respl.ok:
resp data = json.loads (respl.text)
items = resp data['items']
for i in items:

print(" ")
print ("Name: " + i['name'])
print ("ID: " + i['id'])
print("State: " + i['state'l])
else:
print ("Failed with HTTP status code: " + str(http code))
print (" ")

# Close the session
sessl.close ()

return

read id file (idf):
''' Read the identity file and save values '''

# Global variables
global api token
global account id



with open (idf) as f:
data = json.load(f)

api token = data['api token']
account id = data['account id']

return

def main(args):
""" Main top level function '''

# Global variables
global api token
global account id

# Retrieve name of JSON input file
identity file = args.id file

# Get token and account
read id file(identity file)

# Issue REST call
get managed apps ()

return

def parseArgs():

'''" Parse the CLI input parameters '''

parser = argparse.ArgumentParser (description='Astra REST API -
List the apps',
add help = True)
parser.add argument ("-i", "--identity", action="store", dest
="id file", default=None,
help="' (Req) Name of the identity input file',
required=True)

return parser.parse_args ()

if name == ' main J g

''"'" Begin here '''

# Parse input parameters
args = parseArgs ()

# Call main function
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main (args)
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