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HTTP /5% 1z
SREX laccouns/ {account_id} /core/v1/users
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=K Type Required Description
BE &if £ R LURZR B iR EIR{E,

curl ;=5 R[EIFRE AP RIFRE $iE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

curl =™fl: REFFERFNZF, HEMID

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' —--header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

JSON %Rl

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
I
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed%aal0l183a6c"
]
I

"metadata": {}
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2. 8IEBAF

HWITLUFREST APIERBUEIZRF. sIheilAE. MAPRTERER.
HTTP 757% iz YES
v T

/laccouns/ {account_id} /core/v1/users

JSON NI

"type" "application/astra-user",

"version" : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" "jwest@example.com"
}

curl 7=l

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/v1/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

JSON #aith 75l



"metadata": {

"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO0O7dac0a-a328-4840-a2l16-12delobbbd484",

"authProvider": "local",

"authID": "jwest@example.com",

"firstName": "John",

"lastName": "West",

"companyName": "",

"email": "jwest@example.com",

"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-11-20T17:23:152",

"lastActTimestamp": ""
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b-Zi /accouns/ {account_id} /core/v1/roleBindings


https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/workflows/wf_list_namespaces.html
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity
https://docs.netapp.com/zh-cn/astra-automation-2307/additional/rbac.html#enhanced-rbac-with-namespace-granularity

JSON # Nl

"type" : T"application/astra-roleBinding",
"version"™ : "1.1",
"userID" : "dO7dac0a-a328-4840-a2l16-12del6bbd484",
"accountID" : "29elf39f-2bfd4-44ba-al91-5b84ef414c95",
"role" : "viewer",
"roleConstraints": [ "*" ]
}
curl ;=4
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/roleBindings’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
5.0 &R

PITUUTREST APHARURIEERHRBESBFR X, LRGIERIENbaseb4BEIRMENENE, o name BN
Ba Lt—FRENAFNID. BMABMY change B HiEbase64FH#H1THIZ. HAERFR ZEBHATERER
Y BEREZ (true T false) o

@ SBEEAAMBHIIERREAstralZ RO, AFERITIP B, ERALDAPEIZEAstraiz | H 0
BB E Astratz il iR S5 BT AR E I IhRE.

HTTP 5% izt

b Tis laccouns/ {account_id} /core/vi/credentials

JSON Nl

"type" : Tapplication/astra-credential",
"version" : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {
"cleartext" : "TmVOQXBwMTIz",
"change" : "ZmFsc2U="
by
"valid" : "true"



curl 7~

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

HEHLDAPEE

& o] LLZEER Astraiz il .0 5 B 8 B kiR Y (Lightweight Directory Access Protocol
. LDAP)BRSZ 235k LUERIEENAstraFl PHITE AL, LDAPR—MEBTFIAINSH
HNEREETIRENY. BEE W S M I0IERE IiERE,

HXER
* "LDAPH R EE £ E]"
* "LDAPHRZS3"
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Astra Control ‘&I T RMILEER ., REAstralTHFOSEA T HLDAPS DL,
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EX XL, SiTEEEEAstra (RE ALDAP)F#HITIRFIR. XA LUK B IRIEIERE A ZILDAP,

UE B P SARNN A EIRE

EYFIRANAstraizdlh O, B—3FME roleConstraint A™", XRTAPAZEF—HERNG
Z=iE. FERLUARIFIEaRRTIE. B2 "KLDAPEE AINE|Astra" BXIFHAEE ...

LDAPEIE

LDAP{E RV EAR S HE A P 12 (BB FHB A3 Fl X BX B Zh,

Me—ES F Rt

TEAstraizhl O ERE R RER P BBIFRA B FRB A ER L DU E—BY, EAREERIMBFHiF UL EE X
HAstrafILDAPREF . MIREEEENBFHMF. BEESLMAstrafiGE bR, FS0W "HIFREF" BXiFHAE
B\ 1BIARAstradzHill it 3 ih £

R LU E X LDAP B P F14A

SR LUELDAPR F AR E Astraizdl 0. BMEENTH KM TFLDAPH KA ELDAPARS 2t EMItk, X
. BRI EECELDAPIRS 28 2 B TISCEC & FE P A14H,

£ MLDAPAFE X HAERF

MNRENLDAPHFETZ1LDAPLA. HEBEAstrah XA R T ARNAE. WEPEHITE IR
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TEgroup2BIAE member, XEFAstrafEBBEXREH(MNSENK):
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1. RNICAIEH

HITLUTFREST APIAA. BECAIEFHRNNEIAstrao
@ WS BIEHEN. B8 YIEELEAstrafILDAPE L (EHALDAPSH L @ EH I TEEN. AEEHR
TP,

HTTP 5% B
b &3

laccouns/ {account_id} /core/v1/certificates

JSON NI

"type": "application/astra-certificate",
"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUdAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",

"isSelfSigned": "true"

BXBASH. HBERUTHEI

* cert @—NSONFFFE. EFEEbase644miZHIPKCS-1118T0IEFH(PEMZRED),
* isSelfSigned WMIREN true IEPEEEEZM, FRINMEN falseo

curl ;=4

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'

--header 'Content-Type: application/astra-certificate+json'

-—header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONME R 77451



"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



2. RN E R
HITLUTREST AP A LURINERE FHE.
HTTP 757% 12

¥oLis

/accouns/ {account_id} /core/v1/credentials

JSON NI

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",
"keyStore": {
"bindDn": "dW1lkPWFkbWluLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

BXBASH. HBEEUTELL

* bindDn M password ELDAPEIEG AP Mbase64 R4 E R, AT LUEIEMIEZELDAPER. bindDn
ELDAPF F By 8 FHB {4k,

curl ;=4

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type: application/astra-credential+json'

-—header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONME R 77451

10



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

EERU TN S
‘o 1d WEEBERLEIIERS BPEM.

3.{2ZLDAPIZERIUUID

HITLUTFREST APIAA LI ZERBIUUID astra.account . 1dap AstraiZhl O HRNIR B,

@ U TFCURLRGIERERSHIMEIREWRE, ErICmRmES LIRBFIEIRE. ARER

astra.account.ldapo

HTTP 5% B

FREX laccouns/ {account_id} /core/v1/settings

curl 7R
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSONE R 77451

"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

11



4. FEHLDAPISE

HATLLTFREST APHER AEFHLDAPIG B H e ECE. £/ id E—/RAPIHERHRIE <SETTING ID> KL
TURLEZHHE,

@ Eo] U IR EGETIE K TR A, LUEHconfigSchema, IHR1ERFIRHEHB X
FCEF TR FERIIFHAES.

HTTP &% i s

PUT laccouns/ {account_id} /core/v1/settings/ {setting_id}
JSON NI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example, dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

BXBASH. BEEUTEI:
* isEnabled WIZEN true B RIRERE IR,
* credentialld @iEEIBIENEE ZIEAID,
* secureMode Wi&E /) LDAP T LDAPS RIE E—F FHEIE,
* {23 "Active Directory"fEA RN,

curl ;=

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NSRBI MIRBIHTTP 204095z

12



5.1 ZELDAPISE

R LU IT AT REST APIEARICZRLDAPIR B HHRIAE .

HTTP 5% B

FREX laccouns/ {account_id} /core/vi/settings/ {setting_id}
curl =41
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONPE 77 )
{
"items": [

{

"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-€939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

by

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",

13
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"port": 686,

"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."

by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": ({
"type": "string",
"description": "Type of search that controls the default group

search filter used.”
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

I

"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."



Yy
"userSearchFilter": {

"type": "string",

"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"
]
b
"state": "valid",
}
1,
"metadata": {}

HE state FERPHIE. ZEREE TRAPN—NME

State Description

#HE EEEIZNATENRES. HRTH.

valid BRI REE. SAS currentConfig EMNAILER desiredConfige
error LDAPECE 2R,

FLDAPE B RNINZEIAstra
¥ LDAPERE M AstraiThil| RO B IIHEHEERE.

/J \
U La\

Zn] LLUERAstralg{E A LDAP‘EETE

HITHHIIENLDAPREF . S TAF#YIEAstratf BEE— AR, A7 se@idAstra

Control REST APIif[a]Astras

TR LEdmM AN EAstrask NI AR, EFESENIFIRATIED,
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* RIMFARER AR
ARG EA"

(D LDAPEIRLURFM R B TR DR BB DAPEIB AT R 1

ANFHHES AR

eIl MAstral P R EE— 1M AR, ZABRELDAPEMIIIEEER. MRAFKERL. HESTRHAFPH
EESIERI AR MXMEEREER.

1. NAR

HITLAUFREST AP, AP RINEAstraH {5 RLDAPE B A I IEHRIEIZF.

HTTP 5% B

b Tl laccouns/ {account_id} /core/v1/users

JSON NI

"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"

BXREASE. EEEUTEm:
s EEPITEI

° authProvider
° authID
° email
* authID ELDAPHFAFRA 3 ##& R (DN)
* email WFEAstrafEXBHIFIERF . L2 —R

INR email EAM— REHIR. MNFRE409MHTTPRRENE,

curl =15l

16



curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONME Rz
{

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7b5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe,ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode": ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-07-21T17:44:182",

"lastActTimestamp": ""

}
2 HARPRMAEYHE

HWITUUTREST APHERURAFRREINERE. BFERAEG E—FHEIBRIAFUUID,



HTTP 5% B

b-Zi /accouns/ {account_id} /core/v1/roleBindings
JSON NI
{

"type": "application/astra-roleBinding",
"version": "1.1",
"accountID": "{account id}",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",
"roleConstraints": ["*"]

BXBASH. HEEUTEI

* FIRFTFMIE roleConstraint & HaihRAMAstralf—a] BRVIED, EXRTARPAZRT—HERNG
=i, FERILUARIFAEXLESRATIE,

curl ;=4
curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl1/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json'

—-—header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONE R 77451

18



"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

HARMTEXMNSHESR !

* fH user, principalType FEIERENAR(MAREH)FNBELE,

A INFIGRE 22

TR U RNAstrafANEE— M AR. ZARKELDAPEMNIIEEER. WRAFHERS. HESTHAF#HAER

BEMNNEERSE. NWXMEEREER.
1.7 N4

HATLUFREST APIAMA. BARMEIAstraH 5 RLDAPE B A IIHR Iz,

HTTP 5% B

b-Zi Jaccouns/ {account_id} /core/v1/groups

JSON NI

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

BXBASH. HBERUTEI

19



c FEUTESH:
° authProvider

° authID

curl 7R~

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' —--header 'Accept: */*'
-—header 'Authorization: Bearer <API TOKEN>'

JSONHME 73~
{
"type": "application/astra-group",
"version": "1.0",
"id": "8b5b54da-aeb53-497a-963d-1£c89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:5272",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
}
2. AR MABEYE

WITLAUFREST APERURAHEZRERE. EFEEE L—TPEIBMERNUUID, ELDAPHITENISIE
[&. BFAMRKAFFEBEEREAstra,

HTTP 5% B

b L /accouns/ {account_id} /core/v1/roleBindings

JSON NI

20



"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"role": "Viewer"’
"roleConstraints": ["*"]

BXBASH. HEEUTEDL

* B3R TFHIE roleConstraint B HATMRAHIAstralEt—R] BEVIAT, EXRTHAPAZEERRZTEBR
%, HERLUARFAESEZE,

curl =7

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONPME 7~
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",

"modificationTimestamp": "2022-07-21T18:59:4372",
"createdBy": "527329f2-662c-41c0-ada%9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",
"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

HARMTEXMNSHHIESR!
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* B group o principalType FEIERENA(MARHER)RIABHE,

ZHHEELDAP

e LIRIEEZE NAstraiT il RO S BHRITRIIA IEMNEXEIEES, Ele/E
HLDAPE Rt HEBLDAPEEE,

-PUG-AIT"IE/)’;“I_.EQ%B EE'JlD astra.account.ldap Astrai®B., BXIARRIKEIDIIFAEE. FS
BLDAPARS 28", EEN "MZELDAPIZENUUID" BXIFMAEER ...

« "B DAPE {5 I&3E"
* "EELDAPE QIR E"
ZALDAP S A0

ERILIAIT AR REST APHERR 2B E B EAstraZl ZRILDAPSHIRIE, ARG ENR
astra.account.ldap IXE# isEnabled HIXEN falseo

HTTP /5% iz Y

PUT laccouns/ {account_id} /core/v1/settings/ {setting_id}

JSON NI

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra, DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput

nEe

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING

_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

22



NREARTI. MWZER HTTP 204 REMN, ER]LLERBRNRECEIRE UHIAEN.

EELDAPHWIECE

TR LAATLURREST AP A LA FF Astra 5 LDAPRR S35 28 AViE . HiZAstraREELDAPECE, IIARRKEERR
astra.account.ldap 1S EHMME connectionHost BiakkR.

BB isEnabled ItIh. EHATIKEN false, EBRIUEHRHITERBRAZENEEIE. HWAIUERHTEE AR
g ELLE, 5 _fERT. connectionHost NiEMH isEnabled FER—EEIFBTILE Nfalse,

@ IIRERIER AR Z R MT. EBRIEEIRE. EEMBRPIEESABNLDAPEF A, EEMRE
{EAstraiz fﬁ'J¢lb\¢ﬁﬂLE@Fﬁﬁ$ﬁ?€Astraﬁ§F\ #BF0roleBindings (LDAPZEEY),

HTTP 5% B

PUT laccouns/ {account_id} /core/vi/settings/ {setting_id}
JSON HNRHI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
BARMUTEI:

* EFMLDAPARS 28, MR AN EELDAPEIR connectHost IRBENTE. W LFIFTR.

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NRFAMTN. MEER arTe 204 REMN, EHEILUEEERCREIE UHBIAEN.
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=5+
RS
(BT BB A T R EP RO RS BY.

1ERT

BITIIER 7 H " FERESRENT.

2.5 HER
WITLLFREST APIER LIFIHAFE = PRVEEEE

HTTP 5% KRR
FREX laccouns/ {account_id} /topology/vi/cloud/ {clune_id} /&E&%

curl =f: R[EIFRA EEFRIFRA 2R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

JSON Z#aitH Rl

"items": [

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-alf%94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",

"clusterType": "openshift",

"accHost": "true",

24



"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [
"default",
"kube-node-lease",
"kube-public",
"kube-system",
"metallb-system",
"mysqgl",
"mysqgl-clonel",
"mysgl-clone2",
"mysql-clone3",
"mysgql-cloned",
"netapp-acc-operator",
"netapp-monitoring",
"openshift",
"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",

25
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"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreqgl",

"trident"
I
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a06%baf89",
"cloudID": "4f1el1086-f415-4451-a051-c7299cdo672ff",
"credentiallID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{



"name": "astra.netapp.io/labels/read-
only/cloudName",

"value": "private"

1,

"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",
"createdBy": "00000000-0000-0000-0000-000000000000"

fEREERINER:

EAILUAII— 1 58%. EEPIHAstraEE, MAstra 22 11hRFFE. ERTLURINEN &
2 AstraiZi| i FlAstralzHlI IR S EERE,

@ FRFERRMEEZ—(AKS. EKS. GKE) EftfIKubernetesfRFZEY. REERMNEE,

1.5k B kubeconfig X

1R E MKubemetes B2 R 5 AR S5 A SREX—14* kubconfig X 8IS,
2. &% kubeconfig 4t

TEfER* kubeconfig* X Z Bl RZHR1T LA TRIE:

2% MYAMLIR T 5542 9 JSON
MREUEIFR T YAMLE kubeconfig . MEEIE H % AISON,

1Ebase645 3 JSONHITLRED
WIfEbase64 X JSONHF#H1T4RG,

ANl
LT @ Rkubeconfigfile XX 4 MYAMLE%# /9 JSONFH 1Ebase64 HiH I T4RISRY R F) :

yq -o=json ~/.kube/config | base64

3ERR

BITIIER 7" FERBERINERN T,

() mREsswss



4.012RE

WITLLTFREST APIiE R LUE B kubeconfig X {4 81l 72 48,

HTTP 757% iz YES

b Zis Jaccouns/ {account_id} /core/vi/credentials

JSON NI

"type" : Tapplication/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
b
"valid" : "true"
}
curl 7l
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput
5.7 NEER¥

Z%L??L)LTREST APIEBLUSER AN =, BIE credentiallD MIAFEBREMN E—FSHHREST APIEBKE

HTTP /7% iz e
b X /accouns/ {account_id} /topology/vi/cloud/ {clune id} /&E&%

JSON # Nl

"type" : "application/astra-cluster",
"version" : "1.1",

"credentialID": credential id

28



curl 7~

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --data QJSONinput
Vo
I E R

eI LT Y a1 H Astra EIERY Kubernetes $£8%,

1.7IHRE R

HITLLT REST API @,
HTTP 5% i e
FREX Jaccouns/ {account_id} /topology/v1/managedClusters

curl ;=5 R[EIFRE SREFRIFRA $iE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

EIREER
e L BB KubernetesEE 8.  LUEHITEIERIP

1IEREEIENER
PATI/ER "5 &R FHEIFFTENESRS, BM nanagedstate FIEEHMIAN unmanagedo

2. WA LUERTFAESE
WEILRIT IR "7 " FhERBREMES,

() wRrzEssmoBRRRREEEE. NSERRAEEL.
3. IR
AT TFREST APIER I EIREEE,

HTTP 5% B

b Tis Jaccouns/ {account_id} /topology/v1/managedClusters
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JSON NI

"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

curl 7=
curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

=
FIH=
&R AG | H 45 E Astralk P E XA AT A =,

1.5|H=
HITLUTRREST APHAARLGIE =,

HTTP 757% BRF
SREX laccouns/ {account_id} /topology/v1/Clouds

curli=fil: REIFFE ZHIFRE EHE

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

FhEDE
51538
FERTLIFIH R RE Astra P RE X H9 S3 7255 B
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1. FIH B,
HATLUFREST APIER AT H 57 o

HTTP 757% BRF
FREX /accouns/ {account_id} /topology/v1/bassi

curl =f: R[EIFRFETFED ERBIFRB 2R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

ez

FIHFESR

BRI LGt rT FRYE SR

1 EFR

BITIER 7" FERBEERN S,

2.5 REERY

BITIIER "7 e FhtREst.

3. IS E SRR RITRESR

HWITLUFREST APIE R T S E R BN TRV TRfESE,
HTTP 5% B

FREX laccouns/ {account_id} /topology/v1/clones/clones/clusters/storageClasses.<CLUSTER_ID>
<CLOUD_ID>

curlR:fl: REIFFEEFHERBIFAE SR

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>'

JSON Z#itH Rl
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"items":

{

[

"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",

"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",
"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:08%Z",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",

"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",

"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",



"metadata": {

"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []

}

by
{

"type": "application/astra-storageClass",

"version": "1.1",

"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9%a7",

"name": "vsim-san",

"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

lsredird =y

&R A5 ] ARV TEAE S iR

1.5 5%

HITLLT REST API A,

HTTP 5% iz

JREX laccouns/ {account_id} /topology/v1/storageBackend

curl 7=f: R[EIFAFE FEERBIFRE 2R

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'



JSON #iith 7R {5l

"items": [
{
"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable"
"health": "Not applicable",
"id": "46467cl6-1585-4b71-8e7f-f0bc5ff9dalb",
"location": "nalab2",
"metadata": {
"createdBy": "4c483a7e-207b-4£f9%9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"
by
"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [
"10.191.77.177",
"10.191.77.179"
]
by
"protectionPolicy": "Not applicable",
"region": "Not applicable",
"state": "Running",
"stateUnready": [],
"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

TEBANFEERRNLERNSEEFFSHRENAREFN. SIS ASANFBI]
BE. Ak, BILURM—MTHEID. LUEEY B4R A 2 MEHER,

HHSANFHZEAzure NetApp Files (ANF)TEfiEGiREYAstrait BN BRI —INIIEE, &1PX
() emmisst. AR NEEHY EABEXAMERENE R 5. SHTLBRARSN
FETEN. MARTETMIKARR. BE0 Al iz &l BXTMES ...
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1.75MAzure T IFFRIRAT

PITELT REST API #EH.

() CREREFSHAGEREFISONBATE. SIETRIDARSEANbase64(E,

HTTP 53% iz Y

b Tl /accouns/ {account_id} /core/v1/credentials

JSON BN

"keyStore": {

"priVKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"base64":

"fwogICAGIMFWCE1kIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICA17GlzcGxheUShbWU101iAic3ALtYXNOCMELZGV2LXFhIiwKICAgGICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0ogICAgINBhc3N3b3JkIjogIl1lLOThRfkIIVVIkZWZYMOpST
WJ1LnpUeFBleVEOUNNwWTG9DcUJjazAiLA0gICAGINR1bmFudCI6ICIWMTIFIZGY2Yy03NTEYLTQ
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInNN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVmML
TAWMWEtNDNi1iZS04N2J1LTN1ZGR1ODNhY2VmNCIKfQ==""

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
by
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefs5"
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curl 7=f3

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'

2 RIEFERINFEDER
MRFR. BNRARENAERMIFED K.

.EMIENARERF
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