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1. IICAIEH

HITLLTFREST APIEA. ECAIERERINEAstrao

@ W BEANHEN. RELEELEAstrafILDAPEIFHALDAPSHZ B EH TR . 7EEH
TS,
HTTP 5% iz

b Lis laccouns/ {account_id} /core/v1/certificates

JSON # N5l

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMYyVEN",

"isSelfSigned": "true"

BXBASH. BERUTEI
* cert @B—NISONEFFH. HPflEbase644miBHIPKCS-11#&TIEFH(PEM4RED ),
* isSelfSigned WIZEN true I BEEEREMN. FIAEN falseo

curl ;=4

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'
--header 'Content-Type: application/astra-certificate+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSONIME R 77451



"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



2. NN E R
HATLLTREST APIE R LURINSEE 8.

HTTP 5% BRIZ
b &

/laccouns/ {account_id} /core/v1/credentials

JSON NI

"name": "ldapBindCredential",

"type": "application/astra-credential",
"version": "1.1",
"keyStore": {

"bindDn": "dW1kPWEkbWI1uLG91PXN5c3R1bQ==",
"password": "cGFzc3dvcmQ="

BXBASH. HEEUTEI

* bindDn M password ELDAPEIE G A F Mbaseb4/miR 48 E EHE. I LUEIEMIEZELDAPE R, bindDn
ZELDAPH P a9 F B4t

curl 7~

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials'

--header 'Content-Type: application/astra-credential+json'

—-—-header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

JSON/E R 77451



"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

EERU TN S

‘o 1d WEEBERLEIIERS BPEM.

3.1 LDAPIZERIUUID

HATLUTFREST APHAR LI ZERIUUID astra.account . 1dap AstraiZfl RO M H IS B,

@ U TFcURLRAIERE NS HIMmEIRBEWE, ErIOulERTmiEss LUREFIEIRE. AREER

astra.account.ldapo

HTTP 5% iz Y

FREX laccouns/ {account_id} /core/v1/settings

curl 7l
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

JSONE R 77451



"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

4. FEHLDAPIGE

HITLLTFREST AP U EHLDAPIG BEH TR E. /A id E—XRAPIERTHIE <SETTING ID> L
TURLESZEHRIIE,

@ R LIS E IR BN GETIEK#H TR R L IE. LUEHconfigSchema, IHIRIEREMEX
EEFREFERIFARES.

HTTP 53% iz Y

PUT laccouns/ {account_id} /core/vi/settings/ {setting_id}
JSON NI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

BXBASH. FIRUTE:
* isEnabled WISB N true WEABEA L HIR.

* credentialld @iEICIENEE ZIEAID,

* secureMode W& N LDAP B LDAPS RIEL— P HEIE,



* {NZF{E A "Active Directory"fE RN &,

curl ;=4

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

SNRIFRAALT. MIRBIHTTP 204085z

5.1 ZLDAPIRE

R LU IT AT REST APIE AR ZRLDAPIR B HHRIAE .

HTTP 5% iz dES

FREX laccouns/ {account_id} /core/vi/settings/ {setting_id}
curl 7Rl
curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONPE 77
{
"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:20z2",
"labels": [],
"createdBy": "system",

"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",



"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://Jjson-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": ({
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

by



"port": {

"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

b

"state": "valid",

1,

"metadata": {}

#HE state FERPBE. ZERFEE TRAPN—NME,

10



State Description

FE FEEI RN FENRE. HRFTTH.
valid ERRINTERRECE. SAfG currentConfig fEMMNHILAR desiredConfigo
error LDAPERE T2 KL,

B LDAP BiRNZEIAstra

¥ LDAPECE HAstraizfl R OB B IRIIHREER . S0 LIERFAstrald ERLDAPER
HITHRIIERLDAPRERF . B1TBARP&E%IIEAstraR EE— 1 AE. A7 8EEdAstra
Control REST APIij|a]Astra,

TR LR AN EEAstrask N AR, EFESERNIFIRATIED,

* RIMHRERTRAR
* ANINANGRELR"

(D LDAPEIRLE A& BT SR B ML DA T R 1

ANFABERTAF

EeILIAE MAstral P R EE— 1M AB. ZABRELDAPEMRIEEER. MRAFRKERLD. HESTHAFPH
BRI AR XA G1ER.

1.755MER
HITLUTRREST APAA. BB RINEAstraHi5 RLDAPR B IR IHIER.
HTTP 5% iz

b Zi /accouns/ {account_id} /core/v1/users

JSON N\l

"type" : "application/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doef@example.com"

BXBASH. BERUTHEI

11



12

° authProvider
° authlID
° email
* authID ELDAPHFAFBIA 73 ##=&FR(DN)
* email WFEAstraFEX IR BIZMHE—RY

INR email EARM— REHR. MNFRE409MHTTPRRZENE,

curl ;=4

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json'

--header 'Accept: */*'!
-—header 'Authorization: Bearer <API TOKEN>'

JSONME R 77451



"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

2. NRARPARMARYE
HWITUUTREST APHERUEAFAEIERA R, BFEAS - HEIBRIAFUUID,

HTTP 757% iz YEs

bZil laccouns/ {account_id} /core/v1/roleBindings

JSON Nl



"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

BXBASH. HEEUTEDL

* FIRFTFHIE roleConstraint & HaikRAMAstralf—a] BAVIED, ERTAFPAZRT—HERNG
=i, FERILUARIFIEX LSRR TIE,

curl =7

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONPE 77
{
"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z",

"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

HARMTEXMNSHHIESR!

14



* {Huser, principalType FEIERENAR(MARAH)FNBEHE,

AN EAR

TR U NAstrafA N EE— AT, ZARKELDAPEHRIEEER. MRAFHERS. #ESTAF#ARE

BERMNEERNE. NXMEEREER.

1.75304H
HITLUTREST APIAA. B4R MNE|AstrattiERLDAPE B IR IHEHIZRE,

HTTP /53% iz Y

b-Zi Jaccouns/ {account_id} /core/v1/groups

JSON NI

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

BXREASE. HEEEUTEmM:
s FELTEIH:

° authProvider

° authID

curl 51

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

JSONPE Rz =15l

15



"type": "application/astra-group",

"version": "1.0",

"id": "8b5b54da-ae53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

2. NEFMAEHE

HITUUTREST APHERLUBAHERRERAE. EFERE L—PPEIENARUUID, TELDAPHITE(IIE
[&. BFAMRRMNAFRKEEBREREAstra,

HTTP 757% iz YEs

b Jaccouns/ {account_id} /core/v1/roleBindings
JSON BN
"type": "application/astra-roleBinding",

"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "Viewer",
"roleConstraints": ["*"]

BXBASH. HBEEUTEIL

* FIRFTFHIE roleConstraint & HaihRAMAstralf—r] BAVIED, ERTAFP A EH R TE/R
#l. FEAILUFRIFIE iR T8

curl =5l

16



curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
JSONME Rz
{
"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£f428f14c137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]
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HLDAPE 30t HEELDAPEE,

_P‘ﬁAIT/IE;nLEQ%B EE'ZHD astra.account.ldap Astrai®&., BXIAKRIGEIDIIFMAEE. 5SS
ELDAPARSS 2%, BB M "MZELDAPIZENUUID" BXFMES ...
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HTTP 5% B

PUT /accouns/ {account_id} /core/vi/settings/ {setting_id}
JSON NI
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NRFAMTN. MEER T 204 REMN, &R LUERBRIORECEIRE UHIAEN.

SELDAPE QI E
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PUT laccouns/ {account_id} /core/v1/settings/ {setting_id}
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JSON NI

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra, DC=example, dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
BARMUTEI:

° EENLDAPIRSSES. RN EZBAMEEBLDAPEX connectHost B NTE. W LB

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

NRBARTN. MEER 0TTP 204 REIFAN, EHE]LUERERICRECE UHIAEN.
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