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2 Type Required Description

BiE &if £ A LU R BT A R B E,

curl ="f: R[EFFE AP BIFRE IR

curl --request GET \

--location "https://astra.netapp.io/accounts/S$SACCOUNT ID/core/vl/users" \

-—include \
--header "Accept: */*" \
--header "Authorization: Bearer SAPI TOKEN"

CURLRI: REIFFEAFIIRF. HEMID

curl --request GET \
—--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/users?include=firstN

ame, lastName, id" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

JSON #aitH el

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
I
[

"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%aall83a6c"
]
I

"metadata": {}
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curl ;)

curl --request POST \

--location "https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/users" \
-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON NI

"type" : "application/astra-user",
"version" : "1.1",

"firstName" : "John",

"lastName" : "West",

"email" : "jwest@example.com"



JSON #aiH el

"metadata": {
"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO7dac0a-a328-4840-a2l6-12delébbd484",

"authProvider": "local",
"authID": "jwest@example.com",
"firstName": "John",
"lastName": "West",
"companyName": "",
"email": "jwest@example.com",
"postalAddress": {
"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-11-20T17:23:152",
"lastActTimestamp": ""
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b-Zi laccouns/ {account_id} /core/v1/roleBindings
curl =3l

curl --request POST \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON N\

"type" : "application/astra-roleBinding",

"version" : "1.1",

"userID" : "dO7dac0a-a328-4840-a216-12delbbbd484",
"accountID" : "29elf39f-2bfd4-44ba-al91-5b84efd14c95",
"role" : "viewer",

"roleConstraints": [ "*" ]
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b Lis laccouns/ {account_id} /core/v1/credentials



curl 7=f3

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON N\l

{
"type" : "application/astra-credential",
"version" : "1.1",
"name" : "d07dac0a-a328-4840-a216-12del6bbd484",
"keyType" : "passwordHash",
"keyStore" : {
"cleartext" : "TmVOQXBwWMTIz",
"change" : "ZmFsc2U="

by

"valid" : "true"
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b Tl laccouns/ {account_id} /core/v1/certificates
curl ;)

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/certificates" \
--include \

--header "Content-Type: application/astra-certificate+json" \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput
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JSON N\

"type": "application/astra-certificate",

"version": "1.0",

"certUse": "rootCA",

"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

BXBASH. HEEEUTEIL

* “cert @—PNJSONERFHE. H & base64miBHIPKCS-11#& T IEFH(PEMYRED),
s WMRIFPBHEERIEP. NS isSelfSigned G E 7 true’s ZRIAMEN falseo



JSON #aiH el

"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal0-63£f3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}
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HTTP &%=
IWREST APIHERBER LT A MRS,

HTTP 5% iz YEs

b Lis laccouns/ {account_id} /core/v1/credentials
curl 75l

curl --request POST \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/credentials" \
-—include \

--header "Content-Type: application/astra-certificate+json”™ \

—-—header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON NI

"name": "ldapBindCredential",
"type": "application/astra-credential",
"version": "1.1",

"keyStore": {
"bindDn": "dW1kPWEkbWIluLG91PXN5c3R1bQ==",

"password": "cGFzc3dvcmQ="

BXBASH. HEEUTEDL

* “binddn’#1"password  ELDAPEIE R A Hibaseb4/RID4DE EiE. AIIEEMIEZELDAPE R, “binddn®
ELDAPH By EB FHp Ak,

11



JSON #aiH el

"type": "application/astra-credential",
"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada9-2£428£14cl137"

EERU TN S
* ERSIERTBHERREN I,
#3445 HELDAPIRERUUID

AT T REST APIA A LA R Astraiz§l| 0T Astra.account.ldap & B RIUUID,

X
]|
X

@ U TFcURLRBIERE NS HIMEIREWRE. Ea]AcumibRIt mikad LREFREIRE.

22 Astra.account.ldap’o

HTTP5 = % 5=
IWREST APIHEBER LT AR R,

HTTP /5% iz Y

FREX laccouns/ {account_id} /core/v1/settings
curl =41

curl --request GET \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings?filter=na
me%$20eg%20'astra.account.ldap'&include=name, id" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

12



JSON #aiH el

"items": |
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

I

"metadata": {}

547 . EHLDAPIRE

HITLUTFREST AP LI EFHLDAPIE BEH AR, A E—NAPHARHRY id EEA L FURLERRH
Y <setting_ID>"1E,

@ R LU E IR B NGETIE K T AR & IE. LAEHconfigSchema, IHIRIEREMEX
EEFFIREFRIFAER.

HTTP/5 =% =
IILREST APIERER LT A /A MRS

HTTP /53% iz Y

PUT laccouns/ {account_id} /core/v1/settings/ {setting_id}
curl 7=ff)

curl --request PUT \

--location

"https://astra.example.com/accounts/$SACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json" \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

13



JSON N\

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true"

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

BXBASH. HBERUTHEI

* isenabled MWIEE N true. BNFEER R ETEIR.
* “credentialld’ @ 5cEI )RS E EIERID,

* secureMode should be set to LDAP or LDAPS based on your configuration in the earlier stee.

* {NZ#E A "Active Directory"fE N,
WRIFA/MIN. MEIREIHTTP 204MA,
%55 . KWELDAPIRE
&R LUAEHITLLUTREST APIHE B RICZELDAPIR & H B IAF .

HTTP/ &% 5
IHLREST APIERB /R LT A EMiR R

HTTP 5% B

FREX laccouns/ {account_id} /core/vi/settings/ {setting_id}

14



curl 7=f3

curl --request GET \

--location

"'https://astra.example.com/accounts/SACCOUNT ID/core/vl/settings/<SETTING
_ID>" \

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Bearer SAPI TOKEN"

JSON HitHRfl

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:312",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"
by
"id": "12072b56-e939-45ec-974d-2dd83b7815df",
"name": "astra.account.ldap",
"desiredConfig": {

"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users, ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"

b

"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",

"userSearchFilter": " ((objectClass=User))",



16

"vendor": "Active Directory"

by

"configSchema": {
"$schema": "http://json-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."

search.

by
"credentialId": {
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."

enabled

search.

by
"isEnabled": {

"type": "string",
"description": "This property determines i1if this setting is
or not."
by
"port": {
"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "String",
"description": "The filter used to search for users according a



search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
bo
"additionalProperties": false,
"required": [

"connectionHost",

"secureMode",
"credentialId",

"userBaseDN",

"userSearchFilter",

"groupBaseDN",

"vendor",
"isEnabled"

]
by

"state":

}
1,

"metadata":

"valid",

{}

MNP E state’ FER. ZFERBFGABETRFH—NME.

State
FE
valid

error

Description

FEEE M FERS. HERTM.
BERISERECE. H BN HHY currentConfig ILAD desiredConfig o
LDAPECE Z 2R,

FLDAPE B NNZEIAstra

HLDAPEZE S Astralz

Control REST APIif|a]Astra,

TR LiEd MM A N EAstrask N E AT, EFERERIFIRATIED

* AIMABERTAR"

"IN INFNGEELH"

| OB S IR ERRERF . ,u\_JL,(l_TXAstraJI—:ﬁﬁ%LDAPE?E

HITERIIERLDAPRERF ., 1B &EwIifEAstra BEE— 1A, AE7TEE

dAstra

17



(D LDAPEIRLURFM R E B AR DR BB DA AT R 1

ANFHES AR

eI LIRS Mstral P R EE— 1M AR, ZABRELDAPEMIIIEEER. MRAFRKERL. HESI AP
BIRFHIERT AR ML S1ER.

F15 . FMAR
HAITLUTFREST APHAR. ERERPAINEIAstraH 58 RLDAPZ B 1 IWIEIRHIZR,

HTTP 57/ i% 5=
ILEREST APIERBER LT A& iR R

HTTP 53% iz Y

b -Zis laccouns/ {account_id} /core/v1/users
curl ;=ff)

curl --request POST \

--location "https://astra.example.com/accounts/SACCOUNT ID/core/vl/users"
\

--include \

--header "Content-Type: application/astra-user+json" \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON N5

"type" : "application/astra-user",

"version" : "1.1",

"authID" : "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doef@example.com"

BXBASH. HERUTHEI
* BEUTSH

° authProvider

° authId

18



° EBFHRE
* “authld' 2LDAPH A HIE] 23 ¥ & #R(DN)
* “email ¥ F7EAstrad E X HIFTE B P &84 e E—m

MR email BERE—. N=LEREIR. HEMWNAIRE]409 HTTPIREMHE,

JSON ZHitH 7l

"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"
by
"state": "active",
"sendWelcomeEmail": "false",
"isEnabled": "true",
"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

$25%5: RNAFFNABEESE
HITULTFREST APHEBE U AFRFHEISEAE, BEEAEF —FHEIENBEFPUUID,

HTTP/5 &% 5
WREST APHERER LT A 7EMiR S



HTTP 5% B

b Lis laccouns/ {account_id} /core/v1/roleBindings
curl 7=

curl --request POST \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings" \
--include \

--header "Content-Type: application/astra-roleBinding+json" \

—-—header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput

JSON N\l

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

BXBASH. HERUTEI

* LI _EAF roleConstrcont’ BI{EE XA kR ASAstraME— R AYIEDL, ERNEAPAZBEF—HEGRNGRAST
8. HEAILURRIFFE XL R T,

20



JSONPMRZ 7= 15

"metadata": {
"creationTimestamp": "2022-07-21T18:08:24z2",
"modificationTimestamp": "2022-07-21T18:08:24z2",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "user",

"version": "1.1",

"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",

"roleConstraints": ["*"]

HARMTEXMNSHESR !

* “PrincipalType F B user KRB N AP (MARH)RINABLYE,

AINFIGRE 20

TR U RAstrafANEE— M AR, ZABRKELDAPERIIEEER. MRAFAHERS. HES AR #AIES

BEMNEERE. NWXMEEREER.
E1F: AINA
HITLAUFREST APIARA. BARMEIAstraH 5 RLDAPZ B A IIER Iz,

HTTP/5 & 0% 5=
ILEREST APIERBER LT A& MR R

HTTP 5% iz Y

b Zis laccouns/ {account_id} /core/v1/groups

21



curl 7=f3

curl --request POST \

--location "https://astra.example.com/accounts/$SACCOUNT ID/core/v1/groups"
\

--include \

--header "Content-Type: application/astra-group+json" \

—-—header "Accept: */x" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON NI

"type": "application/astra-group",

"version": "1.0",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

BXBASH. HBERUTHEI

s FELITESI:

° authProvider

° authId
JSONPME Sz 77
{

"type": "application/astra-group",

"version": "1.0",

"id": "8bS5b54da-ae53-497a-963d-1£c89990525b",

"name": "Engineering",

"authProvider": "ldap",

"authID": "CN=Engineering, OU=groups,OU=astra,DC=example,DC=com",

"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

22



$28 . NARMABYHEE

HITLAUFREST APHERURKAHEEERE. EFEEF LE—TPEIBMERNUUID, ELDAPHITRNIRIE

[a. BT AMRKIAFFEBEEREAstra,

HTTP/S A iR =
IILREST APIHERER T A A MRS

HTTP 5% B®iZ

b-Zi Jaccouns/ {account_id} /core/v1/roleBindings
curl ;=5

curl --request POST \
--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/roleBindings"™ \

—-—-include \

--header "Content-Type: application/astra-roleBinding+json” \

--header "Accept: */*" \
--header "Authorization: Bearer $API TOKEN" \
--data @JSONinput

JSON AR

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

BXBASH. HEEUTEDL

* L EFF roleConstrcont BY{E 2 2 i kiR ASAstraME—n] B AYIE L,

BrRILGARIFA an & =8,

EXRTAAAZSESZTEINRE. 7

23



JSONPMRZ 7= 15

"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T18:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£14c137",
"labels": []

by

"type": "application/astra-roleBinding",

"principalType": "group",

"version": "1.1",

"id": "2f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-000000000000",
"groupID": "8b5b54da-ae53-497a-963d-1fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": ["*"]

WIRUTEXMNSHNES:
* “PrincipalType FEXHI{E group RNERA(MAREF)RMINBELE,

2HHAEELDAP

e LARIEEE HAstraiz sl RO BHRITRIIALENEXEIEES. BB
FALDAPB RIS IFH EELDAPEE,

ﬂﬁAIT’El;mEQ%B E Astra.account.ldap’ Astrai&EMID, BXIMAIRFIZEIDIFHAEE. BS D
ELDAPARS 2%, 1BE N "IMZ=LDAPIEERUUID" BXFMAEE ...

* "2 /M| DAP S {4 L03IE"
* "EELDAPE R E"
2 HLDAPS HIGIIE

SR LAMAT LI REST APIE AR 2/ E A EAstragl ZHILDAPF A I0IE, LA S Astra.account.ldap’
RE. FHHBisenabled {HI&E N false o

HTTPZ &R =
IIWREST APIERER T A AR S

HTTP /5% iz Y

PUT laccouns/ {account_id} /core/v1/settings/ {setting_id}

24



curl --request PUT \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON N\

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))"

"vendor": "Active Directory"

}

WRFA/MIN. MEREIHTTP 204 MR, &R LLUAERERICERIEIRE UMIAER.

EELDAPHWIECE

ERILAAIT LU R REST APIE A LIBT FFAstra S LDAPARSS 23 RYIERE . HfAstraREELDAPECE. ILARKE
#1 Astra.account.ldap’i&&. Hi&F& connectionHost BY{E,

isenabled MIBEHHINIEGEN false, EEIUEHITEERERAZINEELVE. WA LE#HTEEFAMNISE
E, EE_MERT. NER—EE&IFBEFERR connectionHost 734 isenabled 1% & Hfalse.

@ IHREREM ARG, BEOIZIEEE. ERBRPIEESANLDAPEF A, ESESMIPRE
7EAstraiz il EP:uEP@IJLE’JFﬁEifE;éAstra%R #BF0roleBindings (LDAPZERY),

HTTPZ A iR =
IILREST APIERER T A /AR S

25



HTTP 5% B

PUT /accouns/ {account_id} /core/vi/settings/ {setting_id}

curl --request PUT \

--location

"https://astra.example.com/accounts/$ACCOUNT ID/core/vl/settings/<SETTING
ID>" \

--include \

--header "Content-Type: application/astra-setting+json"

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

--data @JSONinput

JSON NI

"type": "application/astra-setting",
"version": "1.0",

"desiredConfig": {

"connectionHost": "",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups, OU=astra, DC=example, DC=com",
"isEnabled": "false",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
}
}
FEEBRUTSEI:

* EEMXLDAPARSS28. I ALDAP Changing “connectHost R EEBE ATE. W EFIFAT.
* MRFEAMTN. MIREHTTP 204 MR, &0 LOEZEEMCRICE UFRIAER.

3

IhEREF
EA B R E PRI REE
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F15 . ERES
PITIIER P HEFRESEENS.

F2 . HIHER
HITLAUTIREST AP LS HF E =PRI

HTTP/5 &% 5=
WREST APHERER LT A 7EM iR S

HTTP 5% KRR
FREX /laccouns/ {account_id} /topology/v1/cloud / {clune_id} /EE&%

curl 7~ : R[EIFFEEEIFRE HIE

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

JSON #aiH el

"items": |

"type": "application/astra-cluster",
"version": "1.1",

"id": "7ce83fba-6aal-4e0c-alf%4-206e714f5ebdo",
"name": "openshift-clstr-ol-07",

"state": "running",

"stateUnready": [],

"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",

"clusterType": "openshift",

"accHost": "true",

"clusterVersion": "1.23",



"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [
"default",
"kube-node-lease",
"kube-public",
"kube-system",
"metallb-system",
"mysqgl",
"mysgl-clonel",
"mysqgl-clone2",
"mysgl-clone3",
"mysgl-cloned",
"netapp-acc-operator",
"netapp-monitoring",
"openshift",
"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",
"openshift-ingress-canary",



"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-1lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",

"openshift-vsphere-infra",

"pcloud",

"postgreqgl",

"trident"
1,
"defaultStorageClass": "4bacbb3c-0727-4f58-b13c-3a2a069%paf89",
"cloudID": "4f1e1086-f415-4451-a051-c7299cd672ff",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",
"tridentManagedStateAllowed": [

"unmanaged"
1y
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {

"labels": [

{
"name": "astra.netapp.io/labels/read-

29



only/cloudName",

"value": "private"
}
1,
"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",

"createdBy": "00000000-0000-0000-0000-000000000000"

fERRERNER:

TR LURIN— B, (EEAIHAstraBEE, MAstra 22 11fRFFE. ERILURINFEIE &
& Astrafz O FAstraiz Hil iR S RIS BE,

() @AEERREEZ—(AKS. EKS. GKE) 1RfiKubemetesii%HY, FHERMER.

%814 3REXkubeconfig
1S FEE MKubernetes 32 RS ARSS A FREX—14* kubconfig* X 4&l 2,
552 HE&kubeconfig
TEfER* kubeconfig" X Z Ail. NHITLATR(E:
1. B> MYAMLAE T H 4 9 JSON

MR EREIFE N YAMLE kubeconfigX)X 4. MEEREHFEZIRHISON,
2. TEbase64H4RE3JSON:

W 7Ebase64 3T JSON 4 HI TR,

NG|
LT @ Frkubeconfigfile XX {4 MYAMLEE R /9 JSONFH Ebase64 HiH I T4RIG AR F) :

yqg -o=json ~/.kube/config | base64

B3F . ERE
PITLIIER 9= HERERNERFHN .

() erRezmwss
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45 QIEERE
HITLUTFREST APIIA A LUE B kubeconfig X 4 B 2 EHE

HTTP &% =
IWREST APIHERBER LT A MR R,

HTTP 5% i
b Lis laccouns/ {account_id} /core/v1/credentials
curl ;=451

curl --request POST \

--location

"https://astra.netapp.io/accounts/$SACCOUNT ID/core/vl/credentials" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Bearer S$SAPI TOKEN" \

--data @JSONinput

JSON H NI

"type" : "application/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
by
"valid" : "true"

5% AINSEEE

AT TREST APHAALUBERFINEI =, BIE credentialID MAFEEM E—FHHIREST APIEBKE

9

HTTP 7 A im =

IILREST APIERER LT A A MR R

HTTP 5% BRZ

b Tis laccouns/ {account_id} /topology/vi/cloud / {clune id} /£E&%
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curl 7=f3

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters" \

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON H N5

"type" : "application/astra-cluster",
"version" : "1.1",
"credentialID": credential id
}
Par’
FIHZ EEE

eI L5 Y EiH Astra BIERY Kubernetes 5%,
HITLLT REST API 8,
HTTPZ AR R

IIWREST APIHERER T A A MRS

HTTP /5% iz Y

FREX /accouns/ {account_id} /topology/v1/managedClusters
curl =~ REFFEEBMFIEEIE

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/managedClusters"
\

--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

EIREER
A LIEEKubernetes&E8E. LUERITEIERIF
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E1L . AREEENER
PATI/ER "5 8" FHEFFTENESRS, B managedState FIEEFMUIAN unmanagedo

B2 (AIik)EFFER
WEILRIT IR "7 7L FhERREREMES,

() meaEmemmBRRRRMEEL. USERRIAEHEL.

H3L . BIREH

HITUUTREST APIERB LU B IRER,

HTTP75 & iR =R

EREST APIERER T A 7EMIRR.
HTTP 5%  E&iF

b Tis laccouns/ {account_id} /topology/v1/managedClusters
curl ;=41

curl --request POST \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/topology/vl/managedClusters"
\

--include \

--header "Accept: */*" \

--header "Authorization: Bearer $API TOKEN" \

--data @JSONinput

JSON H N

"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

=
B
1R LAT B E Astratk P E XA AT Y =
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HITLLUTREST APHAARAUGIE =,

HTTPJ5 &% =

IILREST APIERER T A A RS
HTTP /5% iz

FREX laccouns/ {account_id} /topology/v1/Clouds
curl’~ffl: REIFFE =HIPRE iR

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/clouds" \
-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"

FEDER

(s epa='y

ISR LASIE AN RE Astra IKP EX B S3 7B 5 B
HITUUFREST AP AT 573 o

HTTP/5 &% 5
IWREST APIERER LT A 7EM iR S

HTTP 5% BR1Z
SREX /accouns/ {account_id} /topology/v1/bassii

curl =™ f: REPAEFED BRIFIEHIE

curl --request GET \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/topology/vl/buckets" \
--include \

--header "Accept: */*" \

--header "Authorization: Bearer SAPI TOKEN"

ez
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I FfESE

TR LAG |t eT RV TEfESR

$15: ®ZERES

RITIER 7IH =

B2 EIRER

" FEREERN T

PITIIER "7 e FhkiREst.

$3F . FIHISESEFRITFESE
HMITLUFREST APIE R Y S ERB N T RITRfESE

HTTP5 =% =

IILREST APIERER T A A MRS

HTTP /5% iz Y

FREX /accouns/ {account_id} /topology/v1/clones/clones/clusters/storageClasses.<CLUSTER_ID>
<CLOUD_ID>

curlRffl: REIFFEFERRIFRE KRR

curl --request GET \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/topology/vl/clouds/<CLOUD ID
>/clusters/<CLUSTER ID>/storageClasses" \

—-—-include \

—--header "Accept: */*" \
--header "Authorization: Bearer $SAPI TOKEN"

JSON #aiH Rl

"items":

[

"type": "application/astra-storageClass",
"version": "1.1",

"id": "4bacbb3c-0727-4£58-b13c-3a2a069%9baf89",
"name": "ontap-basic",

"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
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"isDefault": "true",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

}

"type": "application/astra-storageClass",

"version": "1.1",

"id": "150fe657-4a42-47a3-abc6-5dafba3de8bf",
"name": "thin",

"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []
}
"type": "application/astra-storageClass",
"version": "1.1",

"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",

"name": "thin-csi",

"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",
"labels": []
}
"type": "application/astra-storageClass",
"version": "1.1",

"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",

"name": "vsim-san",



"provisioner": "csi.trident.netapp.io",

"available": "eligible",

"allowVolumeExpansion": "true",

"reclaimPolicy": "Delete",

"volumeBindingMode": "Immediate",

"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

5| HFEE IR
& ey LASI H o] BV EfE IS imo
HITLLT RESTAPI EH.

HTTP/ &M%
IREST APIHERB R T A MR R

HTTP 5% iz S

FREX laccouns/ {account_id} /topology/v1/storageBackend
curl =~ REIFBEFEGIRNPIEHIE

curl --request GET \

--location

"https://astra.netapp.io/accounts/$ACCOUNT ID/topology/vl/storageBackends"
\

-—include \

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN"
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JSON #aiH el

"items": |
{

"backendCredentialsName": "10.191.77.177",

"backendName": "myinchunhcluster-1",

"backendType": "ONTAP",

"backendVersion": "9.8.0",

"configVersion": "Not applicable",

"health": "Not applicable",

"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dals",

"location": "nalab2",

"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"

by

"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

B EEEE S AMSANFHT

TEBANFFERRINAMENEEEFFENITENRARERFE. EX4I52ASANFT)
BEo ALk, BILURM—MTHEID. LUEEY BN RE 2 MEHER,

SISANFZ fEFAAzure NetApp Files (ANF)FEEEiREYAstratt BN 2RIV —INIhEE, &DX
()  emmEsss. AR DB RAIREXAMSHERNS B01 58, R HRE %
SEHTER, AR ETMIIARA. BE0 Al BiRF &l BREMES ...
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$1%: HMAzurei] ERINET

HATULT REST APl 8,
() CEEREFENEEERERISONBATA. S5 THIDAMRSEKNbaseb4E,

HTTP/5 & s 5
WREST APIERER LT A 7EM iR S

HTTP 5% B

b Zis /accouns/ {account_id} /core/v1/credentials
curl =1

curl --request POST \

--location

"https://astra.netapp.io/accounts/SACCOUNT ID/core/vl/credentials" \
--include \

--header "Content-Type: application/astra-credential+json"

--header "Accept: */*" \

--header "Authorization: Bearer $SAPI TOKEN" \

--data @JSONinput
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JSON N\

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"baseb64":

"fwogICAgIMFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUZMGZkZCIsC
1AgICAi1ZGlzcGxheUShbWUi01iAic3AtYXNOCMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0gICAgGINBhc3N3b3JkIjogIllLQThREkKSIVVIkZWZYMOPST
WJI1lLnpUeFBleVEOUNNWTGO9DcUJjazAiLA0gICAGInRIbmFUudCI6ICIWMTFjZGY2YyO3NTEYLTO
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgGInN1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNi1ZS04N2J1LTN1ZGR1ODNhY2VmNCIKEQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
b
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
bo
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acefb"

$B28 . RIEFERNNFHED K
MRFE. BNRARENREFFIFED R,

B3 BEHRENRAER
RITIIER "N AREFCIEED" . FEVIBKAMENTENRE BT BN R,

$£4¥ . TREEMHEE
BEHHBRIEREDE S RITIIER "7 HEN" IEEiER.
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