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* Red Hat OpenShift 28F & 4.6-8, 4.7, 483 4.9

* VMware Tanzu Kubernetes f1& 1.4

* VMware Tanzu Kubernetes Grid Integrated Edition 1.12.2
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@ 1. export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys

2. export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534
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kubectl config use-context <context-of-workload-cluster>
kubectl create clusterrolebinding default-tkg-admin-privileged-binding
--clusterrole=psp:vmware-system-privileged --group=system:authenticated
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kubectl apply -f myapp.yaml
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* "{§ A Cloud Volumes ONTAP 1Zf&/5if %3 Astra 3EH 0"

ERRERIZER X Astra 260

BRI Astra IFH|F0, 1BM NetApp STHFER FHREE, FHRITUTTBRELRIFMEHRRE Astra 2|10
1RSI Astra 260 R LAEA LR (ED BT B EXMIERSRRNIFIZ P L& Astra 260

3tF Red Hat OpenShift I/15%, ERr]LAER "& HiR(ELE" B OpenShift OperatorHub Z%& Astra Control
Center o

BEEMNRNA
* "FHAREZ BT, 1559 Astra Control Center P& )& & ERVIFIE",
* MIRFTE SRR T EITIR A BT AT A,

OpenShift 743 :

oc get clusteroperators

* HIRFRAE APl IRSHIATFIEITIVIRIFBE R A:

OpenShift 7431 :

oc get apiservices

* @it RIEABY Astra FQDN FZ2 AR H IR, XERELRAES DNS fk3528FE—1 DNS ¥ H, H#E
TIEREREEMBZ URL E&H,

XFIES

Astra =5 LR E I FZRFMITUUTIRE:
* 3% Astra AR EE NetApp-Acce (HEENXR) wRATIEH,
* BRI,

* Jultk Astra F=Z=HIROSEGIZ T EOAEIZA P B FER AL EOIA—R R Acc-
<UID_of_installation>. RARNIAFDEMEERE, BXERE U RFEILAF,

* BWENSHAEPRA Astra I=HIF 0 Pod @B IETEIETTo

s 2238 Astra Ul o

(IXPRIER R AstrafiBFE R ERIARIT R (EAP)ARZAS ) AN R EE A6 O E IR AstrafiB ZEH
@ BEVMware T{ER. X7E pcloud % i8] L EfZE Astraiz 0. MARE7E NetApp-Acce ir
TEHAFIREL B T EPFIRNBEE X R TiE L3 E,

@ BNEBNLEIREFHRITU TS LOBEMIERFAE Astra 3550 Pod . kubectl delete

-f Astra control center operator deploy.yaml



@ ﬂﬂ%fﬁfiﬁﬂj’ﬂ% Red Hat B Podman =& Docker 5|2, MAJLAER Podman &${E
Docker i<
-
B Astra ITHIRL, BRITUTSRE:
* T FHf# B Astra Control Centerii {4 &
* Z4ENetApp Astra kubectlififs
* [RBREGRNINEIAS A ER]
* [NEBSMIIEERIEIFMRICE RS TENZEH)
* REE Astra IBHIFFCRIER
* BOE Astra =640
* FERK Astra 1EHIFROFIRIER R
* [BIERGRTE]
* IREFENLGH TR E T4
* BERE Astra =50 Ul

T & FHfi#BIAstra Control Centerfi{5al

1. MFE Astra 1ITHIF 0SB, (Astra-control-center-[version].tar.gz ) "NetApp SZFuhs",
2. \TF#H Astra I=6IHCIEBFIZZ AR zip "NetApp S2iFuhE"
3. (Ai%) FEAUTHLRIHRHMENES:

openssl dgst -sha256 -verify astra-control-center|[version] .pub
-signature <astra-control-center[version].sig astra-control-

center[version].tar.gz

4. RENR{E

tar -vxzf astra-control-center-[version].tar.gz

LHENetApp Astra kubectlffift
NetApp Astra "kubectl &5 TR I E I TS BEM A RAstraiz il BRI E IS B AR EL,

EREHNE

NetApp 3 REICPUSMIHRIERJEMOMRIFRIL T BISIMF, FERITIES 2. ERE T REMCPURIIRER
5o FELInUFIMaciRERZ b, (ERTIUER uname -a S HUE LSS,

HB

1. 5L ET AHINetApp Astra “kubect! i ZHHISCHE. FHE FIRIFRYAICPURIIFI RIX A &)
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ls kubectl-astra/

2. Bt X E I3 554 kubect! SEREFMERINAIE, FLRAIF. kubectl SERFEFEAIF/usr/local/bin’
BRA, B <Z#HEIZIR> B AFREXHNRR:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
BRGNS At E AR
1. B HAstraB R :

cd acc

2. & Astra Control Center B B REBISHRINEIZASHEA R H
() srasmumgmEs, BS0TEOTEEES,

a. EREEMER:

Docker :
docker login [your registry path]

BR:

podman login [your registry path]

b. fEAE LRI MBIRE, RCHRE, HRXLEMREHEXEIAMIEMR:

Docker :



export REGISTRY=[Docker registry path]
for astraImageFile in $(ls images/*.tar) ; do
# Load to local cache. And store the name of the loaded image

trimming the 'Loaded images: '

astraImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
image: //")
astraImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralmage} S${REGISTRY}/S{astralmage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done

BE.

export REGISTRY=[Registry path]
for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image trimming
the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image(s): //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/S${astralImage}
# Push to the local repo.
podman push ${REGISTRY}/${astralmage}
done

NEASHRIEERIEMRIGE SR TEHEH
1. MMREERFEMRFESMIIE, WEERITUTERE:

a. gl NetApp-Acc-operator BRRASTIE]:

kubectl create ns netapp-acc-operator

Mie) &7 :

namespace/netapp-acc-operator created

b. /9 NetApp-Acc-operator SRATEEIE—EH, I Docker EEHIEITUTHZ:
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kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—-username=[username] --docker-password=[token]
MR -

secret/astra-registry-cred created

C. Bl NetApp-Accc (HEENXR) iR TiE,

kubectl create ns [netapp-acc or custom namespace]

MR -

namespace/netapp-acc created

d. 7 NetApp-Accc (HEENXR) R TEEIE—EH, A Docker EEHEITUTHS

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

M

secret/astra-registry-cred created

a. (%) MREHFLEEEERERH Astra IFHIRLEHERE, BERETEEEALHLHERN Astra
IR & T [El 1R kubeconfig TEAINE :

kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom

namespace]

L3k Astra IZHIFRCHEIES

1. YR4E Astra ITHIHFORIEREPE YAML (astra control center operator deploy.yaml) UBZE
TR A AR E
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vim astra control center operator deploy.yaml

a NREFERAEIMREESHINIE, BREERINIT imagePullSecs : [] BRAUTARZA:

imagePullSecrets:
- name: <name of secret with creds to local registry>

b. 3§ Kube-RBAC IR BREHY  [yor registry path] BXDFIUGHENAGERRER F—F,

C. ¥ Acc-operator-controller-manager BREREY * [yor_registry path]” SR ATEFRHEEBGEYEM
REgE L—F,

d.  (FFEHE Astra FUBEFFETNRNZE) 158 NAEXNILLERMRIBER "FEEREREF UNEER
YAML #{TRIEMEN",S
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

2. & Astra ITHIFRCRER

kubectl apply -f astra control center operator deploy.yaml
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MRz 3

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created
deployment.apps/acc-operator-controller-manager created

BOE Astra =600

1.

14

YmiE Astra ITHEIPOBEENXREIR (CR) X (Astra control center min.yaml ) LUH{TIKF,
AutoSupport , JEMRMEMPERE !

@ MREIIMRZFBEHMBENXILE, EoJLUfER Astra _control center.yaml fEAEN
CR., Astra control center min.yaml B2RA CR, ERFAZHTE

vim astra control center min.yaml

() ERHSB Astra BHIRLE, TETH CR BENEML.

(D NREFERAEMRAEZTEIZN, NATRIFR imageRegistry BB secret 17, BMNERE
BERM.

a. & [yor_registry_path] 28 _E—% B F XGRS ER R,

b. ¥ accountName FRERERNESHF KEXHIRA TR,

C. ¥ astraAddress FRHBERNEEN L ZHPEABY FQDN LLIAIR] Astra o 15707E Ittt AR {E R
http © // ® https © //. EFlk FQDN LUEHRFER G455 %,

d ¥ email FRHRERXARINNVIAEER ML, SHIItE B FAREMUE UERER 5455,
e. >|—r AutoSupport B B3 BXH false MFFE Internet EEMIE S, HEBEEZIEEM true F

EElo



f. (ANE) FINSAXEMBPHNEZF firstName MK lastName o &R LATERAP REm B FE
ERITIES E,

g (Ah%) MNBEMNLTEEE, 151 storageClass BERHNB— Trident storageClass &ifo

h. (Ali&) MREHFLEEBTRESH Astra ITHIROEDER, HEALELXET BNIEELESS
kubeconfig BV A, WITELL YAML XA FRI—18 7 astrakubeConfigSecret BIFIFEKIE
HIEHNZBIRFR: "Acc-kubeconfig-cred EEXNEBRZN -

I SERU I BZ—:

= * HifE N1TH28 (ingressType . Generic) * . X Astra I£HIF0OHRIEIAIR(E, BBE Astra iF
whoE, BFEERENOETIZE, LUEFB URL AFF Astra =60

ZRIAEY Astra ITHIFODRESEEMRX (sservice/traefik) IWBHNER CclusteriP, 2R
INREERIEFIMNGE— Kubernetes IngressController/ingress , MERHEBERE, MNREfF
BAL, B8R &EENUHITRETE",

* * RS EHTEES (ingressType : AccTraefik ) * @ SIREFMERE IngressController 34817
Ingress FR, 154 ingressType IRBEN AccTraefiko

X% Astra 17510 traefik MXEPE N Kubernetes T 2 F#as 2B MIARSS

Astra =5 FCMERZEELA "loadbalancer” BIARSS (1 Astra I=HIFR O Es B TIE|HA svC/traefik
) > HERANESERAIEAISNE IP ik, SNREIFE R IFER A TE2E, BEEREE—
2%, MAILUERA MetallB SR EMIMNERARSS fa 3 F 11288 RiZARSZ 2 BECIMNER IP ik, 7EEE DNS
IREERECE T, ERIEA Astra IFHIFCIERE) DNS &g 1 2 F &R IP ik,

(D B X "loadbalancer" IRSZEEFMANONEFEMEE, BFSR "EK",

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
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FeRX Astra $ZHIFROMIRIER R E

1. MREEL—DHPHEKREE, 5L Netapp-Acce (HBEENX) sB=TIE!:
kubectl create ns [netapp-acc or custom namespace]
MR -
namespace/netapp-acc created
2. 7 NetApp-Accc (HEMWBENX) @& =TIEIHFZLE Astra Control Center :

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom
namespace]

) vaansl
astracontrolcenter.astra.netapp.io/astra created
KIERFIRS

(D  meEBERER Openshitt, NWAUEMREHN oc HLRTRIESE

1. BIER B EMINREE RFHY
kubectl get pods -n [netapp-acc or custom namespace]

&1 POD BPREMN A running o BFERYE Pod AJREFRE L #HAIET Al

MBIz 3 -
NAME READY STATUS RESTARTS
AGE
acc-helm-repo-5f75c5f564-bzgmt 1/1 Running 0
11lm
activity-6b8f7cccb9-mlrn4 1/1 Running 0
9m2s
api-token-authentication-6hznt 1/1 Running 0
8m50s
api-token-authentication-gpfgb 1/1 Running 0
8m50s

16



api-token-authentication-sgnb7
8m50s

asup-5578bbdd57-dxkbp

9m3s
authentication-56bff4f95d-mspmg
Tm31s
bucketservice-6£7968b95d-9rrrl
8m36s
cert-manager-5f6cfidbc4b-82khn
6ml9s

cert-manager-cainjector-76cf976458-sdrbc

oml9s

cert-manager-webhook-5b7896bfd8-2n457

6ml9s
cloud-extension-749d9f684c-8bdhg
9m6s

cloud-insights-service-7d58687d9-h5tzw

8m56s

composite-compute-968c79cb5-nv714

9mlls

composite-volume-7687569985-799gg

8m33s
credentials-5c9b75f4d6-nx9cz
8m42s
entitlement-6c96£fd8b78-zt7f8
8m28s
features-5f7bfc9f68-gsinl
8m57s

fluent-bit-ds-h88p7

Tm22s

fluent-bit-ds-krhnj

Tm23s

fluent-bit-ds-15bj]

Tm22s

fluent-bit-ds-1rclb

Tm23s

fluent-bit-ds-s5tédn

Tm23s

fluent-bit-ds-zproév

Tm22s
graphgl-server-5£5976f4bd-vbb4z
Tml3s
identity-56f78b8f9f-8h9p9
8m29s

influxdb2-0

11lm

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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krakend-6£8d995b4d-5khk1l
Tm7s
license-5b5db87¢c97-jmxzc

9m
login-ui-57b57c74b8-6xtv7
7ml0s

loki-0

1lm
monitoring-operator-9dbc9c76d-8znck
Tm33s

nats-0

11lm

nats-1

10m

nats-2

10m
nautilus-6b9d88bc86-h8kfb
8mb6s
nautilus-6b9d88bc86-vn68r
8m35s
openapi-b87d77dd8-5dz9%h
9m7s
polaris-consul-consul-51jfb
11lm
polaris-consul-consul-s5d5z
11lm
polaris-consul-consul-server-0
11lm
polaris-consul-consul-server-1
11lm
polaris-consul-consul-server-2
11lm
polaris-consul-consul-twmpg
11lm

polaris-mongodb-0

11lm

polaris-mongodb-1

10m

polaris-mongodb-2

10m
polaris-ui-84dc87847f-zrg8w
Tml2s

polaris-vault-0

11lm

polaris-vault-1

1lm

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



2.

polaris-vault-2

1lm
public-metrics-657698b66f-67pgt
8m4d7s
storage-backend-metrics-6848b9fd87-w7x8r
8m39s
storage-provider-5££5868cd5-r9hj7
8m45s

telegraf-ds-dwdhg

Tm23s

telegraf-ds-k92gn

Tm23s

telegraf-ds-mmxjl

Tm23s

telegraf-ds-nhs8s

Tm23s

telegraf-ds-rj71w

Tm23s

telegraf-ds-tqgrkb

Tm23s

telegraf-rs-9mwgj

Tm23s
telemetry-service-56c49d689%b-ffrzx
8m42s

tenancy-767c77fb9d-g9ctv

8m52s

traefik-5857d87£85-7pmx8

6m49s

traefik-5857d87f85-cpxgv

5m34s

traefik-5857d87f85-1vmlb

4m33s

traefik-5857d87£85-t2x1k

4m33s

traefik-5857d87£85-vOwpf

Tm3s

trident-svc-595£84dd78-zb816
8m54s
vault-controller-86c94fbfdf-krttqg
9m24s

(AIiE) MR RETR, EUERUTHRSESE Acc-operator BE.

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-

operator -c¢ manager -f

@ AccHost EBUEMERE—TURME, WREK, LERE HBEFZKM. WRATHIERE
EOEMARN, ERILUEEANER TIERBRZIHEM "7 Ul " 5 APl

3. HFFE Pod iz1THY, @I HER Astra 1ITH|FIOMEER REM AstraControlCenter LAIRIGIERER T
B

kubectl get acc -o yaml -n [netapp-acc or custom namespace]

4. 7Z YAML #, " MR HHY status.deploymentState FERLUEE Deploy B, MRIELXK, NMEER
_ﬁ%ﬁ‘:':‘ﬁ'%
RIE1XR/H o

S. BIREVERE Astra 1ITH|FONBERAN—X MR, FEH] status.uuid Bo BN Acc- , FIR
UUID B (Acc-UUID BTERBIF A Acc-9aa5fdae-4214-4chb7-9976-5d8b4c0ce27f) o

20



YAML 1F4(E BERfl

name: astra
namespace: netapp-acc
resourceVersion: "104424560"
selfLink: /apis/astra.netapp.io/vl/namespaces/netapp-
acc/astracontrolcenters/astra
uid: 9aabfdae-4214-4cb7-9976-5d8b4c0ce27f
spec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
status:
accConditionHistory:
items:
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:592"
message: Deploying is currently in progress.
reason: InProgress
status: "False"
type: Ready
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:

name: registry name/astra
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secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:23:5972"
message: Deploying is currently in progress.
reason: InProgress
status: "True"
type: Deploying
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:23:592"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Post Install was successful
observedGeneration: 2
reason: Complete
status: "True"
type: PostInstallComplete
generation: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:



name: registry name/astra
secret: astra-registry-cred
lastName: Admin
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:412z"
message: Deploying succeeded.
reason: Complete
status: "False"
type: Deploying
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:4172"
message: Astra is deployed
reason: Complete
status: "True"
type: Deployed
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
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email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
- astraVersion: 21.12.60
condition:
lastTransitionTime: "2021-11-23T02:29:41z"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
generation: 2
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
timestamp: "2021-11-23T02:29:412"
certManager: deploy
cluster:
type: OCP
vendorVersion: 4.7.5
version: v1.20.0+bafe72f
conditions:
- lastTransitionTime: "2021-12-08T16:19:552"
message: Astra is deployed
reason: Complete
status: "True"
type: Ready
- lastTransitionTime: "2021-12-08T16:19:552"
message: Deploying succeeded.

.0/postAsup



reason: Complete
status: "False"
type: Deploying
- lastTransitionTime: "2021-12-08T16:19:532"
message: Post Install was successful
observedGeneration: 2
reason: Complete
status: "True"
type: PostInstallComplete
- lastTransitionTime: "2021-12-08T16:19:55Z"
message: Astra is deployed
reason: Complete
status: "True"
type: Deployed
deploymentState: Deployed
observedGeneration: 2
observedSpec:
accountName: Example
astraAddress: astra.example.com
astraVersion: 21.12.60
autoSupport:
enrolled: true
url: https://support.netapp.com/asupprod/post/1.0/postAsup
crds: {}
email: admin@example.com
firstName: SRE
imageRegistry:
name: registry name/astra
secret: astra-registry-cred
lastName: Admin
observedVersion: 21.12.60
postInstall: Complete
uuid: 9aab5fdae-4214-4cb7-9976-5d8b4dc0ce27f
kind: List
metadata:
resourceVersion: ""
selfLink: ""

REEANUHITHETE
&R LIRE Kubernetes A28, BT EEXMARSRIINERIAIR, FlUNERFrIHEHFE.

IAREL B NMBTINMIEENOTHIZE (ingressType . Generic) o X5 Astra =&Y EIAIRTE,
EZBE Astra ITHIPOE, BHEERENOEGIZE, UEFHA URL 2FF Astra 1=HIH0.
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NREFRIBIGENOITHIZS, FILUSE ingressType . AccTraefik ) o Astra IFHIFOE
B8 "loadbalancer" YRS (7F Astra IO E B ZEH A svC/traefik ) , FEXRH

@ HoECRIIGRIAYIME IP sk, WNRIEHIIFE R IFER A HTFEES, BEMKREE— N Fias, U
B LUE R MetallB S Eth5MNERARSS T 1 F 181288 /912 AR SS 2 ECIMEB IP ik, TEPIER DNS ARSS25EC
B, ER0E R Astra =570 00EER) DNS ZFfisM fa 2489 IP #ilit, &% "loadbalancer"
RSFERMAONFAEE, BFSW "EXK,

RIBEERHOANOERIZSERE, PERIBFAR:

* nginx NO=HI23
* OpenShift AOZHI28

ERBEHNE
* PR "AOiEHIZE EERE.
* o "AOZE" MBSIERS NOEHISEM R,
* IBERANENT v1.19 M v1.22 Z[8# Kubernetes frZs, €23E v1.19 Flv1.22

nginx N\O#ZHI2s 5B
1. BIERAIAIEREA "8a637503539b25b68130b6e8003579d9" FITF NetApp-Acce (HBEENXR) fZT(d
) TLS TRZEANNES, AFpmR "TLS Z%

2. f£F3 vibetal (fEKuberneteshR B F 2 1.2201ER FEFA)H v R FEEE A BEF A FIEILTE NetApp-
Accc (B E X8R )i B TEPEBANILZIR:

a. WF vibeal BFARZMN, BEBUTRAE:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: ingress-acc
namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:
serviceName: traefik
servicePort: 80
pathType: ImplementationSpecific
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

b. 34F v1 #rEet, EEREUT A

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

OpenShift AT HIZZAIP I
1. SKEUEFRHIKENZRSA, IEHM CA X, LUHE OpenShift BEEMA,
2. BlJ# OpenShift BRH:

oc create route edge --service=traefik

—-—-port=web -n [netapp-acc or custom namespace]
-—-insecure-policy=Redirect --hostname=<ACC address>
—-—cert=cert.pem --key=key.pem

33 Astra 154|400 Ul
RE Astra ITHIF0GE, BEERRINEERNZEHEFE Astra ITHIF0 Ul 5 E R

p

1. ENI%EE8R, BIATE Astra control center min.YAML CR when BY AstraAddress HF{#EHHI FQDN

BT Astra ITHIF O
2. BB BERIEB.
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() cauEBREUREEES.

3. 7£ Astra Control Center &RTIE L, 7 Astra_control center min.yaml CR when HFINERTF
email BB E%RET Astra #2610, FER—RIEE (Acc-vuID) o

() wREANEEIRRER, SERKFEHE 16 55

4 EECBR,

o. IRIER T E Lo

@ MREEERER, BTETER, HEHRSIBEMEMERAFKS, EEKR NetApp 32
FER ARG B M E F B,

6. (Fik) MERINEBER TLS IEBHRKEEBRAN "HIEBMANE (CA) ERMNEEX TLS IEH"

X R TEEHRR

NREMBRS LT Error R, BRI ERT, &k 400 ) 500 SEERAY API N AEE, XEEERTA
EHFENIE,

pg
1. BH0E Astra ITHIFORMER BE, BRAUTREA!

kubectl logs --follow -n netapp-acc-operator $ (kubectl get pods -n
netapp-acc-operator -o name) -C manager

T—%175h
PITUSERERE "R EES"
£ OpenShift OperatorHub &%t Astra =50

IR EEARZ Red Hat OpenShift , MIATLAEA Red Hat IAIER{ER 23t Astra Control Center , fEALLIZE
SREMRE Astra 1£HIFR0 "Red Hat £ AR5 HR" SFEH Red Hat OpenShift 28T &,

RIS BE, ERIUREIZIRERIES RSN "FIRPE" UINERERTHINHER.

BEEMRA
* "FHAREE 7B, 159 Astra Control Center & /& & ERVIFIE",
* £ OpenShift £ 7, HMFEFABEMHRERYILTETRRRFIIRE (Availableis true)

3

oc get clusteroperators

* 7 OpenShift &858, HWIRFIE APl RSB FIEITRARIFAVRE (availableis true) .
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oc get apiservices

* WEEHUEFR LA Astra 12519081 FQDN ik,

* EIHBE X Red Hat OpenShift A28 T SHITIMARE S B & HIA R 17 84 FR,
T

* T FHf# B Astra Control Centerii {4 &

* LZEENetApp Astra kubectliBfs

* [RBREGRINEIAS AR R

* FRENRIERREDH]

* [RRBRIEA]

o 2% Astra ITH|RC

T & FHf#EIAstra Control Centerfi {51

1. M\FE Astra 1ITHIF 0S8 E. (Astra-control-center-[version].tar.gz ) "NetApp SZFuhs"
2. MFE Astra =51 OIEBFIZEARY zip "NetApp SZHFIES"
3. (Ai%) FEAUTHLSRIBRAENES:

openssl dgst -sha256 -verify astra-control-center|[version] .pub
-signature <astra-control-center[version].sig astra-control-

center[version].tar.gz

4. 1ZENR{R:

tar -vxzf astra-control-center-[version].tar.gz

ZEENetApp Astra kubectlififf
NetApp Astra "kubect! s 1 THEHF AT E I T S EBEF A KAstratz il O X A & IAE S I T & B E],

EREHNNE

NetApp AR REICPUZRMFNRIERFRVRMHIRE T #HIX M, ERITIHESZHI. EEETRIENCPUIIIRIER
i, TELinuxfIMaci2ERS E. ERILIER uname -a s SINEILE B,

p
1. B tHe] FIBINetApp Astra “kubect! $#ifF — XX . HiZ MEIERAMCPUIRMIFR RIS 4R !

ls kubectl-astra/
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2. Bk EHI R 5458 kubectl SEREFHARMNME, FUHRAIF. kubectl SEAIEREAIF/usr/local/bin®
BRA, B <Z#HEIZIR> B AFREXHNRTR:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

SRR AN B A AR R
1. B HAstraB % :

cd acc

2. & Astra Control Center B B REBISHRINEIZASHEA R H o
()  sxosmamgmnEs, BS0TEOTOEES,
a BRIEME:

Docker :

docker login [your registry path]
BE:

podman login [your registry path]

b. fEAELHIMIAMBIRE, RS, FHREXLEREHEXEIAMEMR:

Docker :

export REGISTRY=[Docker registry path]
for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image
trimming the 'Loaded images: '

astralImage=$ (docker load --input S${astralmageFile} | sed 's/Loaded
image: //")
astraImage=$ (echo ${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.
docker tag ${astralImage} S$S{REGISTRY}/${astralmage}
# Push to the local repo.
docker push ${REGISTRY}/S${astralmage}
done
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BE:

export REGISTRY=[Registry path]

for astralImageFile in $(ls images/*.tar) ; do

# Load to local cache. And store the name of the loaded image trimming

the 'Loaded images: '

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image(s): //")

astralImage=$ (echo S${astraImage} | sed 's!localhost/!!")

# Tag with local image repo.

podman tag S$S{astralmage} ${REGISTRY}/S${astralmage}

# Push to the local repo.

podman push ${REGISTRY}/${astralmage}

done

BENRER R ETIH

1. R ERRENE, BRBUTEEZ—!

> M Red Hat OpenShift Web &% &

o ¢ L

Latest version

Capabiity heval
= B Faral

netapp-acc-operator x

How to deploy Astra Control

o cepioy Astra Controd Cavtar uing [ Coonabar

Dotumentation

Bpfer 1o At " . 10 comgiete Bhe i
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i. ZR% OpenShift B28F & Ul ,

i. MESEEA, %F * IBERF > OperatorHub * .
iii. 1%+% NetApp Astra Control Center 121ER,

v R RR

° M Red Hat £8&%B R

Red Hat
Ecosystem Catalog

Hardware Software Cloud & service providers S
Help Resources  All Red Hat

Home » Software » OpenShift operators > Astra Control Center

Astra Control Center
Provided by NetApp
Application-aware data management built for OpenShift

Overview Features & benefits Documentation Deploy & use FAQs Get support
Have fe
Overview
i. &R NetApp Astra IZH|H0 "ZE R
ii. eHE * BRBHER * o

() nrErumrEERHETERTR,

a. IR EEFAHRTIEE netapp-ac-operator namespace will be created automatically as part of the
operator install.

b. 3% THER S L 5B
() muFoivs. SMEBREETMEERE,

o AR R,
()  REEET ISR, RAGRTEIEIBERNTHRET,

2. \BEIGHh, %% OperatorHub B FHMIMRIERERINEE,
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2% Astra B5I400)

1. 7£ Astra 1TEIPORERAVIFAE SMERIEHI &R, 7RI API B33 Hi%EE create instances
2. 1A% Create AstraControlCenter Form FE&:
a. IREGHIFAE Astra 1ZHIH0OE R
b. (Fi%) BRAFNEMABEZE. BIRE Bz,
C. B Astra I=HIFRCHIAE, EDIELMAEPHAN http ¢ // Fhttps 1 //o
d. ¥\ Astra F=HIHORRAS; 6190 21.12.60 -
e. MNIKPZH, BFHMFtA SRR K,
f (REBIASOIUERRS,
0. 7£ * BRECEMER * F, MAARHIASRREOTMRIRR, BMELIEFIMAN hetp @ // H https ¢

// o
h. IREERVEMRFZZMIE, BRAEHR.
L IANBEANEF.
 BREZRRY B

k. {REBERIATFES,
l. X CRD ZbIEEIEIN,

3. Jﬁ:'at% Createo

=175
WIER R BEMINRE Astra IZHIFRIOH TR "FIRT R BER. LI, EERAILUEBTHITHRTTHERE "R EIES

o

{#/ Cloud Volumes ONTAP Zf&/[Gim&iE Astra 1650
1&Bh Astra =590, ER]LUER B BIEM Kubernetes &£8##0 Cloud Volumes ONTAP SEAITE RS =IFERE
B AR, EAILTEREE Kubernetes S8 S mIF IR — 1 BEIE Kubernetes S8 EfZE Astra Control

Center o

EHP—HEZEDR, EEILUER Cloud Volumes ONTAP {EAFIE S InKHAITN AEF SR EIRR(F. XA U
¥ S3 FiEn BRECE NED BT

E1f Amazon Web Services (AWS ) F1 Microsoft Azure F{£ Cloud Volumes ONTAP 1Zf&[5ii & 3L Astra
FEIBL, BIRIEENEIFERITUTSE,

* £ Amazon Web Services FEBE Astra IT&|F 0
* 7£ Microsoft Azure EZBE Astra &0y

7£ Amazon Web Services FZBE Astra E5I40)

f&A] LA7E Amazon Web Services (AWS ) AF = LIEENBEIE Kubernetes 8% FEFE Astra 1614100

E8E Astra 1ZHIFR0MX 2B EIE OpenShift B2 & (OCP) &,
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AWSFTHIINEE
£ AWS HRERE Astra IZHIHOZET, BREEHEUTHRME:
* Astra Control Center #Fr]iiE, IFE M "Astra 1= -FOIFRIZEK",
* "“JAE Astra 1ITHIFOBIEXK",
* NetApp Cloud Central account
* Red Hat OpenShift Container Platform (OCP) MR (TEfm&=E%&3IBTFEIE Pod )
* AWS &iE, 508 ID MNZZER, BB R TRIEEMED BRANERESEAINR
* AWS Tk 3842853 ( Elastic Container Registry , ECR ) ihRIFIE R
* Eifjin] Astra Control Ul , FE AWS IEE 72X Route 53 5 H
AWS HYRIEIF IR ER
Astra FEHIFLEELIT AWS 2IEIFE:

* Red Hat OpenShift A28F & 4.8
@ HREEERE Astra I£5R ORIREIFE R ESIMEE A XEP RN E R ZREE K,

BRTIMENERFERZIN, Astra IFHIFROEFTEUTHRR:

Hir 3R

J5i% NetApp Cloud Volumes =/ 300 GB °]

ONTAP FiEE =

TET = (AWS EC2 E3R) SHEDINEYTE, B0 TEE 4 9 vCPU %0 12 GB RAM

AR RS AR53222Y "loadbalancer" AJ AT REENRE LIE TR IEIF IR EREPRIIRSS
FQDN —F Astra 1THIF0EY FQDN $5m 72 £ %5 IP 3ty /5 7%

Astra Trident (£ NetApp Cloud ZRIEHEIE T Astra Trident 21.04 S{EShRZS, 735§ NetApp ONTAP 9.5
Manager 23 Kubernetes 558 HERMRAIENEFEGIR
f&RE)

BRGSEAR R B TRE— I IAENIAE MK, §190 AWS MR FMER, EATLL
& Astra Control Center iZ2MGHEIEENZEMR. EREREERFE
EEZIRBREGEMRAY URL -

Astra FHI L BBV B S SRS RE S B F)— Bt
©) R, TEBHET Rostic KRS HRATIHE
Fo
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At ER
Astra Trident / ONTAP E2& Astra ITHIROERSIB— N EMEEHIGEHIRENRINEES, Astra iT

HIF0EHF LU ONTAP Kubernetes 72152, XEE/ZERZRER
Kubernetes ££8# S A\ 2| NetApp Cloud Manager FBY 83 R, XLEIHRE
HH Astra Trident $21it:

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-Singal-NAS
csi.trident.netapp.io

* vsaworkingenvironment-<>-Singon-san
csi.trident.netapp.io

@ XEBRIRE Astra 6P ORBIZI TR FHE—IZTHNARERF. NRFMREITHEHEMN AR
), BN HEEXEREER,

(D) Aws Em®mSIRTE 12/)\EEH, ZEEBAEIT Docker MIGEMEZH,

AWS ZREHR

THEHREZENTA T Cloud Volumes ONTAP {ENTFERIRREIEA T AWS B Astra 126 RO EIT IR,

TEHFEHANETHEPENTE.

1.

RIRIEEE %R 1AM R,

- £ AWS &% RedHat OpenShift 8%,

2
3. BLE AWS,
4.
5

fidE NetApp Cloud Manager,

. 3L Astra 15550

HRRIEEE RBE IAM AR

BRIEEE BBMNIAMAERINIR. AT LlZLERedHat OpenShift&EEHINetApp Cloud Manager Connector,

ESI s AWS EiE

£ AWS %% RedHat OpenShift 8%

£

AWS %% RedHat OpenShift BEs A &R,

BXREWA, BN "7 OpenShift B2 F A AWS EZLRE&EET,
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ECE AWS

ETR. BAWSEENEIREDIIMGS. IREEC2ITELA. SIBAWS S3EFMHEDER. B2 IEA R EMR(ECR)
DIt EAstrafZfll RO &R, FFX LR EGHEE R HEM R,

R AWS XTI TR, B2 "AWS L33

1. BIERAWSEINMLR,
2. BE EC2 IHELA, XAILIE AWS FEVENARSS 285 VM

3. MNRLHIXAHREET M ITET RH Astra RIEFRENRILE, HBR AWS HRISEFIERLLUAE Astra
BR, BB "Astra FZ=HIFRLER",

4. Z/DBIB— AWS S3 B ESRTFEE 7,
S. B AWS it RIRIEME (ECR) LUEEFTHE AccR &,

MNRAREEECR. MAstraizHl-RLTEE M E & Cloud Volumes ONTAP EABAWS/GIHIE
() mpnsiesie, MBE2RER Astra 2EIRL LI ERIERSEE AWS ECR HiaiR
R, NS MDA .

6. XL Acce BRIGHEIX BIIETE AV EM RO

AWS BEFIUIRE (ECR) ST 12 /IR, HSRBERFIRIBERKR, M
(D »AWSEE#Cloud Volumes ONTAP BIE/FIEEIREIS £ EILREHE. BEELFMES ,
JEERE ECR MHTSHIIE, FER— MR, UBMNIRE R,

LUTFZ AWS ERERBI:
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u ACC - AWS NetApp CVO Deployment

(g

Amazon ECR
Hosting ACC Images

Classic Load

ACC Web Address

OGP Platiorm Cluster B Application Cluster
NetApp CVO Single Node NetApp CVO HA Multiple AZ
; " mvatabiyzone i " Avaianitty Zone B " Avataninty Zone B  Avasiabiiny Zone
! US_EAST-1A ' ' US_EAST-1A ! ' US_EAST-18 : : US_EAST-1C
L‘ E s | Ll : i I._1 i i I__A
! i | Peerng | B oo
“"""I‘"W 1 e { | AmazonEcz | AmazonECZ H I Amazon EG2
~8—Im ? —®-m] — @Il —®-n
TRIDENT orst) : P gl reooa i 3 Tespemt | 4 TV | moea | i
OpenShin Storage | | OpenSnit cvo | Openshit cvo | OpenShit cvo
l Backend | i Storage | : Storage | : Storage |
! ; Backend | : Backend { Backend
ﬂ WysaL i HysaL ; MpsaL ;

BdE NetApp Cloud Manager
£/ Cloud Manager B T{E=SiE], [ AWS HNEE:S, SIBRTEIMNEHSANEER,
¥ZFR Cloud Manager X4 U TS B, BEERUTREA:

* "AWS AfY Cloud Volumes ONTAP i7"
* "{#F3 Cloud Manager £ AWS F8lliEiE 2"
B
1. BEEHRIME Cloud Manager -
2. QIBIT1E=I8)
3. 79 AWS FNNiEiEsS. %E1F AWS 1ERRIERER.
4. FENRIMECIE—TEFIR,
a. {ii&: "Amazon Web Services (AWS) "
b. 248: Cloud Volumes ONTAP HA
5. S\ OpenShift 8%, S£EEERIERINIOIEMN TIERE,
a. JEIF * K8s* > * &RBFFIR * > * EEHFMERS * , TFE NetApp KEHFAES.
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b. £ LM, BT Trident kR4S,
C. iIE FE7 NetApp ENECEFERHI Cloud Volumes ONTAP S£E#77 &,

2 EE BN Red Hat OpenShift £E8 H N EH D ECBRIATEESS, ERILUEFRFMESS, Trident STES A
RII R BhRE,

6. 2 FItkCloud Volumes ONTAP ZFEhRFR A KA ENE,

Cloud Volumes ONTAP AJLUEA BN RIETT, tHAILESARMENETIETT. MREBA HA
, BB TE AWS HIETTH HA RS T R B BT

L4 Astra 5 IF0

BB "Astra 26 RO R

7E Microsoft Azure EBE Astra EHI4 0y

& ] LATE Microsoft Azure 28 = EHEERBEIE Kubernetes 558 EE[E Astra I£HIH10

AzurePERBITNRE
£ Azure HFERE Astra I£HIFOZHl, ERBEHREUTFRME:
* Astra Control Center ¥ R]IE, IHEE "Astra 1= OIFEI K",
* "JIE Astra =HIFORIER",
* NetApp Cloud Central account
* Red Hat OpenShift #28F& (OCP) 4.8
* Red Hat OpenShift Container Platform (OCP ) R ({Efm&=E%&3IATFEIE Pod )
* BERATRIRFME D BRMIEESI R Azure KB

Azure FYIREIFIEEXR
HRIEIERERE Astra TR OBREIFIER S MR E A XA PRV E AR ZRE R,
BRTIFIERVRIFRERZIN, Astra iIT¥FIFOVAEELTEIR:

BEE N "Astra IZHIFOIZEFIREK",

A 3K

5% NetApp Cloud Volumes Z=/1> 300 GB A H

ONTAP ZERE

RAITE (Azure ITEEX) BEHEDLINMEHBTS, 87MTRE 4 1 vCPU #ZI0F 12 GB RAM
k=Rt ARZ52E 8 "loadbalancer” FIATFRENREL X EFNREIFIRERBPIIARS
FQDN ( Azure DNS Xig) —Fhig Astra 3=HI90H FQDN $8@7 2% 1P #htpy 75 5%
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HF 2K

Astra Trident (£ NetApp Cloud ZIEMEAZER Astra Trident 21.04 ELE ShRA< LUK NetApp ONTAP 9.5
Manager F2I Kubernetes &£8f HESMRARAEEF#EGIR

B 2E)
BIGEAR EURAE— I IENERERE, Bl Azure BIEME (ACR) ,
&BI LU Astra Control Center I E2BREIEXFZ MR, BRERMHE
R S BIRBRECEA AT URL ,
() CEEERELHILRNESHE Restic B,
Astra Trident / ONTAP &1 Astra FEHIFRDER AR — MR B IR B NI, Astra 12

&R0 LT ONTAP Kubernetes 722, XEEFMEXZEEE
Kubernetes ££8¥ S A\ 2| NetApp Cloud Manager FBY8J3ER, XLEINRE
B Astra Trident 32 :

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-Singal-NAS
csi.trident.netapp.io

* vsaworkingenvironment-<>-Singon-san
csi.trident.netapp.io

@ XEBERIRE Astra IZHIRORBIZITHIRFHE—IZTHNARERF. NRFMREITHEHEMNARRE
7, IEHENMEEXERRER,

Azure ZPERHA
TEEBENBTIERT Azure B9 Astra 1T§ RO L IEITTE,
THIFHANAB T HEPESINTE,

1. 7£ Azure &% RedHat OpenShift &£,
Bl Azure FIRH,

RIS EE BIERY IAM X R.

ACE Azure,

A& NetApp Cloud Manager,
ZEMEE Astra I=HIFD,

© o & W DN

£ Azure %% RedHat OpenShift 5£28f

F—H 27 Azure ER%E RedHat OpenShift 8%,
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BEXLEWA. E2 N _EMRedHat Y "7EAzure_E 22 OpenShiftEEEE" M "LEEAzurelk A",
Bl Azure FIRA

ZE/DOIE— Azure FIRZH,

@ OpenShift AIRERBIEB OMERIRAE, PRTXLEZIN, BERENX Azure BIRE, HEN
OpenShift 314,

Ta e E IR T AR R RAN BATN ATERF OpenShift S28¥ KR4,

WREER BN IAM R

BRIEER BBHNIAMAERINIR. AT ZLERedHat OpenShift&eEFINetApp Cloud Manager Connector,
BB "Azure FEIEFIAUR"S

BdE Azure

TR, BAzureECE NI EMNLE. I9BITTERLA]. GlEAzure Blob& 28, BIZAzure B2/ EMR(ACR) LU
BAstrafTHll FIOBRER. FRFXEIRGHEX R I EM =

28 Azure XXHESER I TSR, BN "7E Azure %% OpenShift E£8f"

1. BIEEAZzUre EHANLE,
2. BEHELG, XALIZE Azure FRVEHARS 288 VM 6

3. MIRLHIFE KRS ET SFMTIET = Astra RIKZIRERILAR, IE7E Azure LR FISEBLLUAHE
Astra B3R, BB "Astra =6 HER",

4. =L 4l —MAzure BlobF 28 LITFEE

5. BIETFEKF . BRE—NFHEIKFROIEZZRAE Astra IZ2HIR0 S EHNE 2R,

6. RIEEFEDEIARIFMENZ .

7. B2 Azure BEFEMR (ACR) LUEEFTE Astra IR,

8. Docker #E3i% / HIFRA Astra 28] 0REIZE ACR iH1E,

9. BINLUTHIZ, ¥ Accc BMGHEIXEIFMR:

az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

°
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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259%
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[] azurecioudmanager Go fo Local Ul A
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a. if&: "Microsoft Azure" .
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Cloud Manager Account
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BEZ—!
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2. TEFTFFRY * RINEERE * BHO%, 1% kubeconfig.yaml XHEEHENME kubeconfig. yaml XHEHARS.
() kubecontig. yaml XHRINEE—MEBIEHZIE .

STEP 1/3: CREDENTIALS

&) Add cluster

CREDENTIALS

Provide Astra Control access to your Kubernetes and OpenShift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.

Upload file  Paste from clipboard

Kubeconfig YAML file s 4 |
Credential name
Mao file selected =t

@ NREBIEBSH kubeconfig X, MNNREEPEX *—* L TFXTE, 5N
"Kubernetes X 14" HXBIE kubeconfig XEHER.

3. BIREERBF. RIAMERT, ERBMENET NERNEZIT,
4 FEERIEEFME
S. EEREATFIUL Kubernetes EEBEHITEAEZS, REIEIF * HiZ * o
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fﬁ Add cluster STEP 2/3; STORAGE
L ———

CONFIGURE STORAGE

Existing storage classes are discovered and verified as eligible for use with Astra. You can use your existing default, or choose to set a new default at this time.
Applications with persistent volumes on eligible storage classes are validated for use with Astra
Default Storage class Storage provisioner Reclaim policy Binding mode Eligible
L] basic-csi csi.tndent.netapp.io Delete

thin kubernetes.iofvsphere-volume
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TUE X It K EBX,

S. MR EFEKubernetesEEE R NEIAstra ControlZBIEH, NIEFEM* Kubernetes cluster* Tl E 1T R 1E,
MIIRAPEFE— NI EEB SR F RN EEE G SRR INEAstra Control EIEAR,
6. ERE N AstraBiEZEIRHZ RAIKubernetes EE BEAIER EIR R A /)N
EFRIEREN. BAKXRBRTEAFEREEEZAEMZONARE T A, A/NB TIEAFHIER
EZT R, BNMARETFILEAFNARIERER, 8 MERENASBNFTEREREHES
M ENARE. ZOMBEERRER AT =5
7. EEET A
a. FINT SRS UARIR b AstradiBIZ B EEBEM T 5 = ith,
@ EFRIBEH BRI 28], IR RINEI R8P E A T3 ZE Astra Data Storefy
(S F =
b. FrftBEE N T EMNEEGBHERAFNEAT AR E,
C. EEFHPATFHNEAT RMFAFEEFPIRAT 25,
8. ({X[FRAstra Data StoreSTZ Al )N E B T RIPEBITE B,
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AT TENERAEDIE= 5, HlE0. NRENZEA

@ 79" astra.datastore.protection.domain’. NIB] LLBIEE LI FIRE
. astra.datastore.protection.domain=domainl,astra.datastore.protectio
n.domain=domain2 # astra.datastore.protection.domain=domain3e

9. ELBEEEML:
a. 3 \Astra Data Store NEBEIRRVEIRIPHINL, ZMUS TET SIPHIAETFR—F W Lo
b. EF X EERMEMEUENEEAERMINIC, HE PRI TRE,
C. MNRATEMEIAFIRNEIERLSS P, FRIEEAM X,

10. EEABEHEF B UFFARE,

%

RINREE. BRATERRTIRPETA Available R, HETEHILEES,
() CTEEERHFRELEETER.

ERMAEEEDIR
B LU B A INBIONTAP FAstratiEZEEESImE | NAstraizhl RO EIE,

p
1. MEERSEIHERSAN:
° MMEBIR*: MBRIEESR. NEREHERPEE—IHE. ABNEHEE D HEE AR,
° MR
i EAMSMXIEA, %EEF* G~
i. EFREEHPLUNGER DEFEE REEF RN REBEEMINE G,
2. %R - FERMA ¢ ETE,
3. IRIBEWHETMITIUTIRIEZ—:
° * Astra BUBTFAERE * .
i. %% Astra Data Store*,
i. ERTETEERFEET—F
iii. HEIASIRIFAME BHIEEFE RINTFEME SR
° * ONTAP * :
i. J%4E* ONTAP *,
ii. 5\ ONTAP BIE R EIEHIZE * #Hiz *
iii. HEIASIRIFAE BHIEEFE RINTFAE SR
7

BIHREESIRFETN available UE, HETHEEREER.
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() rcAERERmRELEETER,

ANTFED ER

MREBEMNARFIKALEE, NEEBEHRENARER, WATURNNRFMED ERIZHIZRF. Astra
Control =R XLEE N EFEELE XN REFHED EBRH.

AINTFEDEREY, Astra Control R — N FED BRATIC ARINEE D BRIERT. EEIRME— M EED RN
RNENFET Bo

NREBRNAREFEETKA L FEEIIR &R, WAFEEMEDT .
ERAUTE—FEIEREE:

* NetApp ONTAP S3

* NetApp StorageGRID S3

* J8H S3

@ BA Astra 1THIH0 T 1 Amazon S3 fEIBA S3 IFEDERIRIER, (B Astra 1ZH|FOATEER
Y iFEMZIEF Amazon S3 BIFRE W R FMEHN .

BXUNMEIER Astra Control API FINTEE ERRYIRBE, 1520 "Astra Automation #1 API 58"
g
1. FEMSHEIEH, EFF S
a. JFEFR M.
b. EIRIFAEDERIEEY,

FIFES RS, WEEEREES BIRIEE, FhRRERFRIERNTE. 6
() 0, UIIES NetApp ONTAP S3 fEREFHES StorageGRID &1E; (B, XHELER
RSB LA 55 B TR R AR A R RS
. BIERH IS BB U NIV 7155 BB PRI AT A0 A

FEDEZMANTERETARHAMUE, EAUEEEIREMNNERZUE, BT
W EEEERIPREHHIEET.

d. 3\ S3 IR = BYRFRIY IP bk,

e. NREHF BN EFREDEMAFIERDIMRINFMESIER, 181%E MMake this bucket the default
bucket for this private cloud %Il

() tlemE— A EESRRABRIET,

f O BITRMBLE FEER.

49


https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/

N0 S3 5I)EE
BB ARAN S3 AR,
p
T B " 3HEES, BRI 5 ERIA * ETR.
a. £ Astra Control FRINERERTR, UESHMEEX DT,
b. @AM BT MR P EIR A RN/ ID FIHZE Ao

BEEIATEESE

& A LUE R E B BRIA TR B

T

1. fEAstraiEHl\Web Uldr, EREEF,

2. (R TIE b IR BEENVEEE

3. AR ¢ 1F6E ¢ RmIME,

4. EFRTEER R,

5. EREIRBE NBIAMEMTEMELAR(E S,
6. EFEIGE REIAE

T—#Rfar
WE, BEERFHREEANME Astra 260, BIRFFIAFER Astra 126 RORIN A2 F HIEE R

.« "SI

* "FAEEN AR

* “RIFNFRERE"

* "efENAERE

.« "EIEEA"

* "%E#%%| Cloud Insights"

* "AINBEEX TLS IEHR"

THEZERE
* "“{&Fg Astra Control API"
s "EX0ja)"

ANEBFRIRIRF1F
ERMER A, NHERBEIRRM. BEMLSTAMNE, MURREHDESTRNE Astra 5P,

50


https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2204/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/us-en/astra-automation-2204/index.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2204/release-notes/known-issues.html

R Z AR R B EK
* LUFREIRER Z—!

° JBTOpenShift 4.6-8. 4.7. 4.83k4.9HyEEEE

° {EFRKE1iE{TRancher 2.2.8, 2.0.95%2 65 8%

° i&fTKubernetes 1.20%!1.23/Y5 8¢

° i&fTVMware Tanzu Kubernetes Grid 1.4895E8%

° &fTVMware Tanzu Kubernetes Grid Integrated Edition 1.12.2895 8%

BEEEHPE—IEZIIETR, #AE/LE 1 GB RAM Al HFiB1TENRS

WMNREITHIEE 1 OpenShift 4.6 , 4.7 T 4.8 £EEERMAREITELR, NNHEREEH
@ Astra Trident HREBINEE, HEIE B Astra Trident "5 B8" {653 Astra Trident B FEFIN
EIRE,

* {FHACE T BYAstra Trident StorageClasses "z FHIZEEIR" (M FEMRRENERHEEHNED)

* £%17 ONTAP R4 LIRBMBRAFMAF ID , BFER Astra I£HIR L& B MNERXBER. F
ONTAP & 21THIZITULTE<: export-policy rule modify -vserver <storage virtual
machine name> -policyname <policy name> -ruleindex 1 -superuser sysm -—-anon
65534

* B RE XM Astra Trident volumesnapshotclass 3R, EE I Astra Trident "1 " 5/ Astra Trident

B AR E R,
* MRIZ{N Y Kubernetes SE8EE X T — 1N EAINTFAESE

I

BITHEBIG
BITUTHERNSE, UBRENEEEESFHRINE Astra IZ2HI5 00

g
1. ¥ Trident ARZS,

kubectl get tridentversions -n trident

YNIRTFTE Trident , EFBEEMTUATRABR L

NAME VERSION
trident 21.04.0

YR Trident REE, EREIXVUFUTASHE L

error: the server doesn't have a resource type "tridentversions"
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(D NRAKRLE Trident HEEMIRAFZERMAY, WEBILLERMRAE Trident , AIGBH
£24%1%, BEI "Trident X" XA, BS.

2. WEFMREARTIEEFERASZIFMN Trident IREHIEF. BEFEFBFRNA csi.trident.netapp.ioo A
ST RA:

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

SIREIE R AT kubeconfig
PITXEL B2 F], EREENITEN LEEEBUTREA:

* BRE kubectl v1.19 E SRS
* BFEM L TXEHEERNPRAYESD kubeconfig

p
1. 0T eI ARSS KA -

a. 8RN asacontrol service-account.yaml HIBRS M St

RIEFEBR PRI R =6, WMREULAHITTER, WNEU TS EPNAEBRIENR.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astracontrol-service-account
namespace: default

a. MRS, :

kubectl apply -f astracontrol-service-account.yaml
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2. (FN%) SNREBHEAREIER POD R2HIK, ZRIETRIFEIZRKF POD S AW Pod BaEHAIHHIZLL
root AP B17151T, IBEANEEEIE—THEEX POD REXREK, LUE Astra Control BETSSIEFEIE Pod -
BXUHA, BSN "SIEEENX POD Z25HE",

3 RINTAIRIR TR EERNR:

a. glE—1 ClusterRoleBindingm N, ZXHER N astracontrol — clusterrolebind.YAML

o

RIERZRE RS IKF BHERNEMRZ IR =E,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default
a VAKEAGHE:
kubectl apply -f astracontrol-clusterrolebinding.yaml
4. FIHARSSIFZY, ¥ <context>' BMAERFEHNRENER LT

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTAR:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]
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secH M HAFPENTENRI I 0 Fke FELARTHIF, asacontrol service-account-
dockercfg-vhz87 MZE5|/9 0, asacontrol service-account-token-r59rk BIE&S|HN 1., 1E5H
e, I TFEE "token" —iEAHARS A BFFHERS .

S. ¥R TFFRR4ER kubeconfig :
a. 8l# create-kubeconfig.sh X FLATHIAFKD token index BAIEHRMIE,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S S S S e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=S (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify

kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp
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# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW_CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes EEE$RIA S,

source create-kubeconfig.sh

6. (*®A%&*) ¥ kubeconfig Efn B NEBNERENZR. FRIPEREEE,

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

T—SRfta?
WINRR T REMRAHE, CESEERE FNER

THREZER

* "Trident SZA4"
* "{@H Astra Control API"
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ANBEEX TLS if$H
EoI LRI AN BEER TLS iEH, HEESRARIEEMANME (CA) R8I TLS iEH,

BEENRA
* ZET Astra IR0 8 Kubernetes 528%
o WEE FMI&S Shell #H1TEIEIGE, LUBTT kubectl B

* CA RV E AEATIER XM
MR EERIES
MFRIENBEZER TLS IEH.

1. £/ SSH , UEBEAP SHERIIFEE Astra 2519087 Kubernetes §8%,

2. f$M LX—FTﬁﬂ“/v\?ﬁZ’—E‘J:'iETﬁE:H?éH*E’\J TLS $H, H¥ ° <Acc-deployment-namespace>" i}y Astra
Control Center ZpEm & =I5

kubectl get certificate -n <ACC-deployment-namespace>

3. AT ar L MIFR H Al LR AMIES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ANFTIES
AIN—1EH CA ZRBYHT TLS IEH.

1. FERUTHLER CA RN ETARPMEBXHCIERN TLS A, HIEHES <> DS BmNENE
8

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FRAUTHSHMRAIREEBEBENABRENX (CRD) X, #¥ spec.selfSigned HENH
spec.ca.secretName , US|EEERICIERN TLS Z1A:
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kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. ERAMU T e TR G LI TEFT A B R B EM U RS R E AR IFIRIBES, HIE <Acc-

deployment-namespace>" &9 Astra Control Center ZE &5  ZIa]:

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. EAUTTRBIBIE certificate. yaml X, RESHRSMUEBERAENNER:
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. AU Ta<LMRFHEL, WIEEEEERIBIEBURRSEREECIZMEEENSH (FINEFR, &
£:0%i8), £R1T#(LE HEAR] DNS &#5) -
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. FERUTHSFRAIREZ N CRD TLS ETUAIERFBNEREH, HEES <> S ESTENEK
SESH
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

#
#
#
#
#
# name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. {#F3 Web 'S 28:% ¥ 2l Astra =50 RISRE P kit

9. WIBEPIFAEERESEBREMNIEPHIIEAS B ITE,
10. SHIEFHIGERSNE Web N E2BPRIFPEIERT,
BIEEEENX POD 258
Astra Control EEF HEIRMEE FOIEMEIE Kubernetes Pod » MNREEHMERMIREIM POD £ FHERR
HFRIEEFF POD 3¢ 81 Pod A28 HHY#HIZLL root BF 191517, NEZECIZERKIMHIRIE POD Z25HKEE, LU
& Astra Control BEIZRIFEF EIRIXLE Pod o

ps
1. REBIE—IREIMETEOINMEN POD R2HEE, HIGHRFEXMHH, fli:
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. /3 POD R2HRERGIEF AR,

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. KR fAedERIRS K,

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*
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B X Astra =5 H0RYE D[R]

MRERERRET RRERE, LELRSEEIREE,

BER
UTETRAEEER Astra I26IHR OB A EEE RN E t—Le R ERE . WEEZWA, BHKAR
astra.feedback@netapp.com
517] Astra =R
* f+422 Astra Control URL ? *
Astra = HRE RSt S I U S MAMEE AR URL o
3FF URL , 7EX5I28H, 7E%%E Astra Control Center BY, 7E Astra_control_center_min.YAML B E X GETRE X

(CRD) Xf4H spec.astraAddress FEXHMNZIRENTEREHEZ (FQDN) . BFHMEFRETE
Astra_control_center_min.YAML CRD B9 spec.email FEXHI&ERIE,

* REESRIHERETIE. MAERAREFERE *
{ERTLLBEFRER NetApp YEBEXf (NLF ) BHBHAFREIAIE.
SR

* NEMSHES, #HE * ik * > * ¥FAlE .

* R * FMYFERE " o

* BT EAOYERE AL * R o

* REESAIHERETIE. RESNEEEuRER -

AILL, SERTERIHERR A AT E i SR AR AL

A} Kubernetes 528%¥
* 1E500%] Astra Control [§, FREEA Kubernetes EBFRNTIET 8. RIZEAN? *

ALV TR SR A e, XL 2% H Astra Control BEi& M. TR TS 1E Astra Control R
AW, BREFLED AR IETBEI TS IFME&EIER, EWrILIEA kubectl get nodes apLIUEFTT
R S ANETTIR R,
s AMAEMRECEEIRERE? *
1. "M Astra Control BUH B IEN FHIEFE".
2. "M Astra Control BUEEIEEEE"

* M Astra Control HfflBf Kubernetes &£8%f5, NBREFMBIEsREFABR? *
M Astra Control RfIBRERB R SMERNAILE (NBERRFMXAMERE) #HITEAENR. XixEEE AN EE

R 1TRYE Astra Control tREBS &5 ERIE /5L R, H Astra Control SIRRAIK A M FER DR ETE Astra
Control F, BT EIRR,
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@ mE R E A EMIPREREZ AT, IHIAAM Astra Control FIBREERE, WRITEELIEH Astra
Control BIEREREM T AMIFRESE, NnIgE=3ER Astra Control TP H LA 4 R E R,

* BUHEEE RN ES BRI MEEBEPEIZ NetApp Trident ? * M Astra I=HIROEUH EIEZERERY, R=BIM
SEBEPENR Trident . BENH Trident , EFEE "IFLIE Trident XKAARBI LU T T ERFHITIRCE"

BIENHRER
* Astra Control @& RJLABREN BIEF? *

Astra Control " =EBEN AIEF. NAREFLINEIZEE Astra Control Z5h,
* {FLEM Astra Control EEENVAIEFG, NARFEAKEMFARER? *

EANA SN REEGEBIEF. NAREFNBIERZTH, MEEERFNERTIERENARFHETZNX
BRI EAEHEIRIR,

* Astra Control @& AJ LAEIEIE NetApp EE LN AIEF? *

;é_?:i"* Astra Control ] LR IfEEAIE NetApp FENN R, BET/E2EIEFERIE NetApp FAEHILN AT
Fo

s EEBMNIZEIE Astra Control 8? * R, BARMIZEIE Astra Control X8, RANER—1 " RANHE
F"o

C BITIRREARIEERN Pod EEFMNEBERFEIRE? * NIRSENBREFTHN Pod A FETIRAAEENRE
, M Astra Control To7£BIEF IR DT T2,

HIEEIEIRE
* BRKA REFERCIZRE, ENREML? *
FEXRLERT, Astra Control REED, fEHEFRIEZFBHEIRRE,
* WM AR ERAZ N PV . Astra Control EBRAFHEXL PVC BIRREBM&END?
EHo Astra Control 3N AZFHITRIRIRIZFEIEHNERINATZRF PVC BIFRAE PV RIIRER,
© BEAUEEBTHMEOSTREFMEERE Astra Control BIZAYIREE? *

A Astra Control SlIi2BYRIBFI &9 REE(E A Astra Control HITEIE,

63


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

RS B

HRINFRE © 2023 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

64


http://www.netapp.com/TM

	入门 : Astra Control Center
	目录
	入门
	Astra 控制中心要求
	Astra 控制中心快速入门
	安装概述
	设置 Astra 控制中心
	有关 Astra 控制中心的常见问题


