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KFUIAES
Astra =6 IO RET IZIERIT UL THRIE:
* BAstratAFREEH netapp-ace (BEEXHRN)iFE T8,
* BIEEEAMKS,
* B RIAEIEA P B FEME BN R MRS, RASAZAFPAEERXERIVIFMENMEEAE,
* EENISHATEPRA Astra =50 Pod @& ETEIETTo
* & Astra Ul o

(IRPRIE R AstraiiB T8 R AR 2 (EAP RS MR BRI IR 0 IR Astra B TE
() HEMVMwareT{ER. BNE LEBBAstralZ$lRl pelound HEFE. MAR netapp-ace
HIRIEST M BHABHHESAREE XSRS,

@ BINEBNLZESETRITUTHE S, LUBRRBRFIEAstraisHl#0\Pod: kubectl delete

-f astra control center operator deploy.yaml

@ NREFEHANZE Red Hat B9 Podman A& Docker 5|2, MBI LER Podman s E
Docker #5%,

PIE

BRI Astra 1ITHIF0, BRITUTTE:

* T FHfEE Astra Control CenterZi &

* Z4ENetApp Astra kubectliBfs

* [RBREGRNINEI A AR ER]

* [REBESHTIEERIEMRIZE F R TEFZE ]
© RI Astra 1I=HIFFMRER

* BRE Astra 3=HIH0

* FERK Astra IEHIFROAIRIER REE

* BIERFRE]

* EEFENLUHIT R E T4

* ZF3| Astra 1ZTHF0 Ul

T & HfEEAstra Control Centerii {41

1. "F&j Astra Control Center #1486 (astra-control-center-[version].tar.gz) "NetApp 32k

o

2. M\FE Astra =8I0 CIEBFIZEABY zip "NetApp SZHFIES"
3. (Alik) FEAUTHLSRIBRSENES:


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-

[version].tar.gz

4. RENR{

tar -vxzf astra-control-center-[version].tar.gz

ZHNetApp Astra kubectlifif
NetApp Astra kubectl ST T ERITSHEM A KAstraizdl OB X8 E IES PR ERIBTIE]L,
BEENRA
NetApp A A EICPUZRMFRIER AV EMHHRE ZH#H GBI M. ERITIHES ZA]. BREETHRENCPUFIRIER
i, TELinuxFIMaci2ERZK L. B LIEA uname -a BFWREIEENG S,
i

1. B AT FHEYNetApp Astra kubectl ¥ Z#HHEIXHF. HiZ MRIERAMCPURMFIEXXHRIRIR:

1ls kubectl-astra/

2. BXHEH R SIEXHHERNAIE xubectl SEAERF. ELRFIF. BER kubectl SEREFAITH
/usr/local/bin BR. B <binary-name> EHNFEXHFHIRZFR:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIS NN B A E AR
1. BB ETHBNT BINF
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Docker

1. B HAstraB & :

cd acc

2. [substep_image_local registry_push]{§Astratsl ik B R G HR A DIE % EIAHE A R,
FETR A, EHITU T EIRIE:

° Fbundle_file i /9Astra ControfRZSEXXHHIZFR(FI0. acc.manifest.yaml) o
° ¥¥my_regRegistryEif A1 DockerfFi#EEEHIURL,

> ¥my_registry userZFiiAREF &,

> FEmy_registry_tokenEiR M FRAVIZR S R,

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

Podman

1. BRIEMER:

podman login [your registry path]

2. BT TS, #2BRFR T AYIR R fi<your_registry>:

11



You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/
${PACKAGEVERSION}/${astralmageNoPath}
done

FNEEBBSHIEEREMTRISE SR TR E

1. S Astraiz b O ENEEFFIKUBECONFIG:

export KUBECONFIG=[file path]

2. NREERREMRFEZSMIIE, WFEERITUTRE:

12

a. gl netapp-acc-operator BRRSTI(E]:

kubectl create ns netapp-acc-operator

)



b

namespace/netapp-acc-operator created

. NEIEETA netapp-acc-operator SR T, A0 Docker FE2HEBITU TR

@ S{IfF your registry path M5&E5FtEi LEMREGR(E LA (FI40.
[Registry_URL]/netapp/astra/astracc/22.08.1—26)o

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker-username
=[username] --docker-password=[token]
) vaansl

secret/astra-registry-cred created

(D ég%&iﬂi%%%ﬁiﬁﬂﬂﬂﬁ%ﬁ% =TEl. WEFEBEEHLESRZTREEMEMHR T ENE

C. B netapp-acc (HBEENER)MHETIE,

d

a.

kubectl create ns [netapp-acc or custom namespace]

MR TR -

namespace/netapp-acc created

- NBIEEA netapp-acc (HEENXER)IRT(E, 70 Docker (EEHIZITIATE<:

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
--docker-username=[username] --docker-password=[token]

)i

secret/astra-registry-cred created

EHIFRIOER B = EHR M kubeconfig E/IMZ :

(FIE) WNREHRBEIREEH Astra ITHIFOBEHERE, BHRARTEEERALLHSIHERIN Astra

13



kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]

L3 Astra IEHIFRCHEIES

1.

EREFH:

cd manifests

2. fgEEAstraiThl IR IER S FZYAML (astra control center operator deploy.yaml)lA5|RIERY

14

AHEMRANE R,

vim astra control center operator deploy.yaml

() UTHBBRE—MRIHYAMLTEL

a. MNREFEERIMREESDIIE. FEEBIIEIAIT imagePullSecrets: [] HALUTE

2
e

imagePullSecrets:
- name: <astra-registry-cred>

b. Bk [your registry path] o kube-rbac-proxy RIRIGHEXEFMREE R E—H,

C. B4 [your registry path] . acc-operator-controller-manager JFMRGIEXE MR
?%':F' _t_ﬁo

d. (XFHEA Astra FUBFETNRRAVELE) BERE XML B RIAER "FiE i ERF UL FEE N
YAML #{TRIEMEN",
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

3. 2% Astra 1ITHIFRCMRER

kubectl apply -f astra control center operator deploy.yaml

15



Mie) Rz 7~ f51) -

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created
deployment.apps/acc-operator-controller-manager created

4. IIFPod 2B IETEE!T:

kubectl get pods -n netapp-acc-operator

BdE Astra 6190

1. 4g48Astra Control CenterBE X EIR(CR)X (astra control center min.yaml)#{THK
F. AutoSupport . FMRMEMHNERE:

astra_control center min.yaml BFIACR. BRTAZHLE, REMBAR "CR
(D) wanEEEE DR EHFEERSBASaEEIEY, NRENFERELHEEY
RE. WoJLUEA astra_control center.yaml fEAEMACR,

vim astra control center min.yaml

@ y\g%uﬂﬂ%ﬁﬁ FLEMRAEEZIRN. MATER secret TN imageRegistry BMZRER K
¥

a. B [your registry path] El E—FPRMEGEEEZIREMRER.

b. B accountName FRH. RRESHKF XEXIZFR,

C. B astraAddress ?Emg?‘fﬂu”'_g%qjﬁﬁ?r:lﬁlﬂAStraE’JFQDNE'JTT_'—?"f%o B70fER http:// 3%
https:// kR, EHItk FQDN LUIEARER G408
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- Brf email FRBIFIARVIAEIES AL, SHILLE FHRAF it TR ER FEP 5.

. Bif enrolled FAFI§AutoSupport F#ZE false WFARAEBInternetEZRFFREHILR true WFE
L=

- SNRERIMBEREIRRE. BRUTITARME spec:

spec:
crds:
externalCertManager: true

- (AIE)ARIMBF firstName FIEK lastName SHKPXEMNEBEFRN, ESAIUERFRREHPIZEISHES
HATLES B,

. (AIE)E D storageClass MREBMLEFTE. NAS—Trident storageClassE/FISEEo

- (FANE) MRERBEBAEREGH Astra ITHFOBEER, FELEBEXET BENltERECEEs
kubeconfig VAT, BIFEUYAMLXX N —1 R AR F R RIRHE AR

astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"

. SERU T BZ—:

» > HENIEHIZE (ingressType : Generic) * : X& Astra ITHIFULHEIBRIAIRIE, BFE Astra iF
F0GE, BEERBENOEHIZE, UEFER URL AFF Astra 176510,

ZRiIABYAstra Control CenterZZEFIFIKEHEMX (service/traefik)MIZEE ClusterTP, IEERIA
REBREFIMEE— Kubernetes IngressController/Ingress , UUEEEKRHRE, MNREFEA
AA, EBN "RERNETRETE"

* RS 1 H T 28 (ingressType: AccTraefik): I1REFR L E IngressControllerdy 8)ZIngressi®
TR, 1BIRE ingressType to AccTraefike

G EEAstraiTHl I traefik MX{ENIKubernetes loadbalancerZE R AYARSS
AstrafZ | OEA SR A "loadbalancer"MIARSS (sve/traefik )« HERANE S EIRIIHIEIAISMERIP
sk, WMREHIFBERFFER AT FEEES, BERKREEE— 128, el LUER MetalLB S EM

SMERRRSS ta B 128 A2 AR SS D BCHMNER IP dthiik, 7EPNER DNS ARSZ2RECES, ENREA Astra 1251
FROGERRRY DNS & MR T BT ETRY IP ik,

@ B X "loadbalancer" [RSZEEFMANONFEMEE, FSR "EK,
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apiVersion: astra.netapp.io/vl

kind: AstraControlCenter

metadata:

name: astra

spec:

accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"

astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"

ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

FeAk Astra FEHIFROFIRIER RE

1. 40%

kubectl create ns

BE L= RERNITIRIE. 15EIR netapp-acc ((BEX)@H

e Bz 73~ 151 -

namespace/netapp-acc created

2. ixrhZEAstraizHlH0 netapp-ace (BEENX)FRTIE:

kubectl apply -f astra control center min.yaml -n

namespace]

MEI T3 -

astracontrolcenter.astra.netapp.io/astra created

18

[netapp—-acc or custom namespace]

=8

[netapp-acc or custom



ERGIRES
()  mBEEBERES Openshitt, MATLUSBREH oc HOMTRIESE.

1. BIFREBEMNEEMERAA N

kubectl get pods -n [netapp-acc or custom namespace]

B PODRVREN N Running. HERYE Pod AJRERE 173 $9BYATIEL
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MRz 31

NAME READY STATUS RESTARTS
AGE

acc-helm-repo-6b44d68d94-d8m55 1/1 Running O
13m

activity-78£99ddf8-hltct 1/1 Running O
10m

api-token-authentication-457nl 1/1 Running O
9m28s

api-token-authentication-dgwsz 1/1 Running O
9m28s

api-token-authentication-hmggc 1/1 Running 0
9m28s

asup-75£fd554dc6-mo6gzh 1/1 Running 0
9m38s

authentication-677904c85d-92gds 1/1 Running O
8mlls

bucketservice-7cc767£8£8-1qwr8 1/1 Running O
9m31ls

certificates-549fd5d6cb-5kmd6 1/1 Running 0
9m56s

certificates-549fd5d6cb-bkjh9 1/1 Running O
9mb56s

cloud-extension-7bcb7948b-hn8h2 1/1 Running O
10m

cloud-insights-service-56ccf86647-fgg69 1/1 Running 0
9m4d6s

composite-compute-677685b9%b-7vgsft 1/1 Running 0
10m

composite-volume-657d6c5585-dng79 1/1 Running O
9m49s

credentials-755fd867c8-vrlmt 1/1 Running O
11lm

entitlement-86495cdf5b-nwhh? 1/1 Running 2
10m

features-5684fb8b56-8d6s8 1/1 Running 0
10m

fluent-bit-ds-rhx7v 1/1 Running O
Tm48s

fluent-bit-ds-rjms4 1/1 Running O
Tm48s

fluent-bit-ds-zf5ph 1/1 Running 0
Tm48s

graphgl-server-66d895f544-wohijd 1/1 Running O



3m29s
identity-744df448d5-r1lcmm

10m

influxdb2-0

13m
keycloak-operator-75c965cch4-z7csw
8mlb6s

krakend-798d6df9%6f-9z2sk

3m26s

license-5fb7d75765-f8mjg

9m50s
login-ui-7d5b7df85d-12s7s
3m20s

loki-0

13m
metrics-facade-599b9d7fcc-gtmgl
9m40s
monitoring-operator-67cc74£844-cdplp
8mlls

nats-0

13m

nats-1

13m

nats-2

12m

nautilus-769f5b74cd-k5jxm
9m4d2s
nautilus-769f5b74cd-kd9%gd
8m59s

openapi-84f6ccd8ff-76kvp

9m34s
packages-6£59fc67dc-4g2£f5
9m52s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m
polaris-consul-consul-server-2
13m

polaris-keycloak-0

8m7s

polaris-keycloak-1

5m49s

polaris-keycloak-2

5ml5s

polaris-keycloak-db-0

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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8mb6s

polaris-keycloak-db-1

5m49s

polaris-keycloak-db-2

4m57s

polaris-mongodb-0

13m

polaris-mongodb-1

12m

polaris-mongodb-2

12m
polaris-ui-565f56bf7b-zwr8b
3ml9s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6d86d66444-2wbzl
9m30s
storage-backend-metrics-77c5d98dcd-dbhgb
9m44s
storage-provider-78c885f57c-6zcv4
9m36s

telegraf-ds-212m9

Tm48s

telegraf-ds-gfzgh

Tm48s

telegraf-ds-shrms

Tm48s

telegraf-rs-bjpkt

Tm48s
telemetry-service-6684696c64-gzfdf
10m

tenancy-6596b6c54d-vmpsm

10m

traefik-7489dc59f9-6mnst

3ml9s

traefik-7489dc59f9-xrkgg

3méds
trident-svc-6c8dc458f5-jswcl
10m
vault-controller-6b954£f9b76-gz9nm
1lm

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



2. (AR NIRRT ETH. EBAIUME acc-operator AU THSIER.

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

@ accHost RENIMERE—TUEIE. WREW. RERE BEAFAZKK. WRASHETRE
EREMARN, ERILOESANER TIERBRZEEM "7 Ul 1" APl o

3. EFABPodiEITH. MIFRER TN (READY A True)HIRENVE R ElAstraizfl RO BRI — R4

kubectl get AstraControlCenter -n netapp-acc
Mie) &7 -

NAME UUID VERSION ADDRESS
READY

astra ACC-9aabfdae-4214-4cb7-9976-5d8b4dc0ce27f 22.08.1-26
10.111.111.111 True

@ SHIUVIDE, ZH acc- FIRUUIDME (acc- [UUID] B&E. 7EUbRfIh. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

RERNUHITHETE
A AR E Kubernetes NO#EH28, AT EEXMARSBVIMEIAIR, FIGNsEEFHrIAEHTE,

LEIRED IR NAT WAL ENCOIEHIZS (ingressType:Generic) o X2 Astra ITHIHOAIRRINIRTE. 282
Astra IZH|FR0GE, EEBREENOEHIZE, UEFER URL 2FF Astra #2216l

NREBAREIGENOESIZS. ATLUEE ingressType:AccTraefik), AstraiFdllf O vERAZER
79"loadbalancer"BIARSS (svc/traefik )« HEKRAHSDECRIIARIAIIMRIPHILE, WNRERIIFIE
@ AFER N TR, BEEREE— 28, WAILER MetallB stEMINIBARSS fa 2 F 1
B NZARSS I ECIMER P Hutk, 7EIEE DNS ARSS2ZECE R, ERE A Astra 125 0aEER) DNS
ZIrEmAEHTEE P #hlt, B X "loadbalancer" IREZEFFANORFAEE, BB "ER",

RIBEFEANANOEHIZEELE, SBSBFRARE:
* Istio A
* nginx NE %28
* OpenShift A& HI28

i

ERBHNE

3
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* FREE "AITHIZE" N EE,
* o "AOZE MBELIESAOEHIZEITNAY,
s BERZENT v1.19 F v1.22 Zi8]8Y Kubernetes hikas, BFE v1.19 # v1.22,

Istio A\ E
1. BE&Istio N,

() ST BEER BN EEXHHSsto
2. 996 NFIEIRSE TSI RRFR O 1S AR 1,
ERIDERCAS B EE SIS, ARESUTHAstrakth(FQDN).

HORBI:

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048
-keyout tls.key -out tls.crt

3. BIFER%A t1s secret name A kubernetes.io/tls FTLSERAZREPMIES istio-
system namespace WTLSHIZEHFRIA,

Ll
kubectl create secret tls [tls secret name]

--key="tls.key"
--cert="tls.crt" -n istio-system

BRI SIUAD spec.tls.secretName TEHIEMt istio-ingress.yaml X4

4. EPEEBEENZIR netapp-ace (HBENXHR)ETEIERVIbetal (TEKuberneteshR 45K F 3 1.22891%
RTFEFER)IVIARLEENEFAAIIEN:

Hid:
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apiVersion: networking.k8s.io/vlbetal
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
serviceName: traefik
servicePort: 80

WNFVIFRI. EEEU TR

kubectl apply -f istio-Ingress.yaml

Wi



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. BEIRZE AstraiFilF it
6. BN

kubectl get ingress -n netapp-acc

Mie) &7 :

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

nginx AOZHI2S8945 B
1. BIEXRE M Akubernetes. 10/t 1s] PR TLSEREHFIEP netapp-acc (EEXHEN)HRT
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18l PR "TLS &A%
2. EHEEENZIR netapp-acc (HBENXHRM)GHEZTIE vibetal (TERF T 1.2289Kuberneteshk &+ E,
FR)H vl EFASEMR IR RIRAEE:

a. WFAvibetal EFAERI. BIREBUTREFITIRE:

apiVersion: extensions/vlbetal
Kind: IngressClass
metadata:

name: ingress-acc

namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:

serviceName: traefik
servicePort: 80

pathType: ImplementationSpecific

b. o v1 #ERM. BIEBUTRAFITIERME:
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

OpenShift AOTH23895 8
1. FREERBHIRENZER, IEPF CAXE, LU OpenShift BREFE.
2. BlJ# OpenShift B :

oc create route edge --service=traefik

--port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

EFE Astra #=FH50 UI
T Astra 1ITHIFILE, BEEREVABTEINZFBHERE Astra IZ£H1300 Ul 5B,

PR
1. ERE 2. MATEPEARIFQDN astraAddress f£H astra_control center min.yaml CREYE]
BRET Astra I=HIFD,
2. IR RIER BEZIER.

() caEBREaREEES.
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3. TEAstra Control Center&RIIHE L. MIANERAFHE email £ astra control center min.yaml
CREYj8] 8% T Astra =610, FEE—XRM4ZEES (acc-[UUID]) »

() MRERAWEBIRRER, ERRKPEHE 15 95

4 JECBER
O. IRIERT BRI,

@ MREBREXER, BTIETER, AEHARCIZEMEMEERERAFIKS, BER NetApp X
FER )RS B M E # B,

6. (Hik) MERIMBEBER TLS IEBHRBEBRN "HIEBMANE (CA) EBRHNEEX TLS IEH"

X RIFEHITEEHR

MREEARSATH Error IKE. BEILMEEHE, &k 400 F 500 SEEIRRY APl NS, XEFERER
IR EHERNE,

p
1. Bi0E Astra ITHIFORMERBE, BRAUTHREA!

kubectl logs --follow -n netapp-acc-operator $(kubectl get pods -n
netapp-acc-operator -o name) -cC manager

T—%175h
WITLASEREE R EES

:allow-uri-read:

T f#PODL 2RI R

Astraz OB I PODR 2 2RB&(PSP)Z A R IRE, @IPODR 2K, ] LAPRGIMIL A A eARE I8
A AR X LR 2T LI B WPLEAR,

HLEKubernetes7) &R (HIUIRKE2)BIERIAPOD L 2 SRBEIRHI 14258, 7E L ZEAstra Control CenterBt< 131 a]

=}
o

TR LAE R MR RS B AR BIK T R AstralZh RO CIERPOD R 23R8, HECEPODL 25K, UEER
FHiAstratzHlI O INEERYIER MR IEFAFR AR,

HAstraiz il O R ENPsps

AstrafZh| RO ZE L EHEIEIEZNPODL 2 HRER, HR—LEXAMRN. Hp—E2EREREEICIE
B9, BIEREIFEMIER.
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ERFEHELIZAIPsps

FELEAstraim B OHREL AstraiZBlF MR ER AL E—TMBENXPODREEKE. — N ABMHNKRMN—
MRoleBinding. 3R AZFFEAstrals %Uqﬂlb\nn%ElEﬂﬂPﬁB%Astra$ SHIRIOARSS

RN RABUTEM:

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFES VOLUMES

avp-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false B3

kubectl get role

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%

kubectl get rolebinding

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

ERIEEREIEIZRIPsps

EEMDIRERRE. AstraiFBlP OB — e SPODL£HKEE. — ClusterRole3f &R —*RoleBinding.E1/]
THRHENHER. ZIERTERIMNGE TEFHIT,

MRBMNRAEGUTREGE:
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kubectl get psp

NAME

SELINUX
VOLUMES
netapp-astra-backup

RUNASUSER

RunAsAny RunAsAny
kubectl get role

NAME
netapp-astra-backup

PRIV CAPS
FSGROUP SUPGROUP READONLYROOTES
false  DAC_READ SEARCH
RunAsAny RunAsAny false *
CREATED AT

2022-07-21T00:00:002

kubectl get rolebinding

NAME
netapp-astra-backup

SR EIEHAE eI AIPsps

AGE
62s

ROLE
Role/netapp-astra-backup

BIREERY. AstraiTf| P ORER EEE P RENtAppEIFIRIER, MEERECIEPodREHE
B&. ClusterRoleXf&#RoleBinding* &R, LU{E7EAstra Control Centerdp & =8| P EF & NARS -

MRBEMNREEGUTRELE:

kubectl get psp

NAME
SELINUX
VOLUMES

RUNASUSER

netapp-monitoring-psp-nkmo

RunAsAny RunAsAny
kubectl get role

NAME

netapp-monitoring-role-privileged

PRIV CAPS
FSGROUP SUPGROUP READONLYROOTES
true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny false *
CREATED AT

2022-07-21T00:00:002Z

kubectl get rolebinding

NAME
AGE

netapp-monitoring-role-binding-privileged
monitoring-role-privileged

ROLE

Role/netapp-
2mb5s
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R TR Z BB AMEERE

FLIRIREFNetworkPolicy iE KPR Hen & Bl Z BRI E. AstraiTHlFOMRIER. AstraizdIOFIER
FVMware vSpherefJAstrati & T ARMN G TiEF, XERRGETEFNRS FEEZEBRLILBE. ER
RLL@E. BRITU TSR,

g
1. RipRAstraiz A0 dn & == (8] FEYEfAINetworkPolicy 2R |

kubectl get networkpolicy -n netapp-acc

2. 3 F LR e iR B E MNetworkPolicy R, IEFERA U TS EEMIPR, R<object_name>EiR iR B R
AYRFR:

kubectl delete networkpolicy <OBJECT NAME> -n netapp-acc

3. MATHEIRX M4 LB EAcc-AVP-network-policy X %R, L7 FiE B FVMware vSpherefAstratfifF iR S
BAstraizdlROIRS A HIER, BIES<>HHESBRANEHREFNER:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN FOR VMWARE VSPHERE NAMESPACE NAME

4. LU &R 4 RECE Acc-operator-network-policy X & LUEAstraiz il M2 5 BES 5 Astradz il il
RSB HITIBE. BIES<HHEESERAEHEFHNEER:
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

name: acc-operator-network-policy

namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL

CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

HERZ TR R

FLEIRIE [ ResourceQuotasHlLimitRanges 3 R 3k BA L 65 == [8) PRV IR & B8 ERIFTE A BCPURIN
Fo AstralmhlHORIGERARH. ALAFEXLERRNER, BEEREMITEIREAstraiTh OB

=S a] bR,

O LUER T BRRMBIBRX LR EFRS, EXLERFP. GPRHSIEREGSEH,.
TE

1. TENetApp-Acccn & Z 8] PIREN R ACER -

kubectl get quota -n netapp-acc

Mie) &7 :
NAME AGE REQUEST
pods-high 1l6s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. IR MIBRPRE FRECET -

LIMIT
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kubectl delete resourcequota pods-high -n netapp-acc

kubectl delete resourcequota pods-low -n netapp-acc

kubectl delete resourcequota pods-medium -n netapp-acc

3. #ENetApp-Acccin & == 8] P IREXPRBISEHE:

kubectl get limits -n netapp-acc

Mie) 7 :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. AN ERR ST

kubectl delete limitrange cpu-limit-range -n netapp-acc

:allow-uri-read:

8 OpenShift OperatorHub &%t Astra 1=l H0

WNREFHRZE Red Hat OpenShift , MATLAER Red Hat JAIER{ER &% Astra Control Center . 1FHILIRIE
FTEMRE Astra 12H|F0 "Red Hat £ R4 E " I fEA Red Hat OpenShift 28 F 5o

TR ES R, ERIUREIZIRERELBLUSTR "#IRPE" URIERESENINHER.

lu\ﬁ'ﬁgmm%
s "FHAZREE 7 B, 159 Astra Control Center SFZ /&K IEIIFE",

* 7EOpenShiftSeB¥ . HIRFIAEEHRERIIA T BTV RIFAVRE (available A true) :

oc get clusteroperators

* T£OpenShift&eB# . WIRFIEAPIRSZIIATEITRRRIFIVIAE (available A true) :
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oc get apiservices

* FEEEERIOH A AstratE S ORI FQDN#EL,
* JREXXYRed Hat OpenShift& 23T QI BN RFIGEMNR. UHITAAENLZED R,

* IREBHPEFTIEPEER. WFEBRITRERE RFHFSE ZF. AstralZHROMAIRESS
FIEREEE,

-
* TEFHf# B Astra Control Centerii {4
* Z4ENetApp Astra kubectlififs
* [RBREGRINEIAS AR K]
* FRENRERREDH]
* [RRIRERA]

o 223t Astra I5IH0)

T# AR EIAstra Control Centerii {4l

1. F# Astra Control Center 48 (astra-control-center-[version].tar.qgz) "NetApp 2#Fihm

o

2. W& Astra $ZHIHROIEBFIZEAR zip "NetApp ZHFUA"
3. (Alik) ERAUTEHLEIERAENES:

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-
[version] .tar.gz

4. $RENBR(R

tar -vxzf astra-control-center-[version].tar.gz

ZEENetApp Astra kubectlififF
NetApp Astra kubectl 88 THRE AT T BT S B MARAstrat=dlHOE XV E IES PR8I EL,

EREHNE

NetApp AR EICPUZRMFIR{FRFRIR IR M —HHIX1F. ERITIESZr1. EFETRENCPUNIRER
48, TELinuxHIMaci®fFRSE L. ERILIER uname -a BTWRELESHIE<,

p
1. B tHE] FIBINetApp Astra kubect 1 i Z#HBISXMH. FHic TRIERAFCPUSRMIFRE XX HHHIETR:

35


https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/cert-manager-prereqs.html
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
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1ls kubectl-astra/

2. BXHEHRSIVEXHHERBIME kubectl SLREF. FEURAIF. BER kubectl SLRAERUTH
/usr/local/bin BF. B <binary-name> FHAENXHAIZFR:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIG RN B AL F AR
1. ABR5 | BB RS BINF
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Docker

1. B HAstraB & :

cd acc

2. [substep_image_local registry_push]{§Astratsl ik B R G HR A DIE % EIAHE A R,
FETR A, EHITU T EIRIE:

° Fbundle_file i /9Astra ControfRZSEXXHHIZFR(FI0. acc.manifest.yaml) o
° ¥¥my_regRegistryEif A1 DockerfFi#EEEHIURL,

> ¥my_registry userZFiiAREF &,

> FEmy_registry_tokenEiR M FRAVIZR S R,

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

Podman

1. BRIEMER:

podman login [your registry path]

2. BT TS, #2BRFR T AYIR R fi<your_registry>:
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You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.
podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/
${PACKAGEVERSION}/${astralmageNoPath}
done

BEHRER RETUE

1. BSHRMERRENE, BRAMUTEREZ—:

38
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netapp-acc-operator
(B3

Capabity heval
How to deploy Astra Control

Documentation

e fer 1o At

.. ZRE OpenShift Z28F & Ul

i. MMIESEA, EF * IZBEFF > OperatorHub * o
iii. 1%#% NetApp Astra Control Center 121ER,

v R RR

° M Red Hat £ &% B R

Latest version Awire Coavtend i an epplication  samre daty
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Red Hat
Ecosystem Catalog

7y % s
Hardware Software Cloud & service providers 7
Help Resources All Red Hat

Home » Software » OpenShift operators > Astra Control Center

Astra Control Center
Provided by NetApp
Application-aware data management built for OpenShift

Overview Features & benefits Documentation Deploy & use FAQs Get support
Have feedback?
Overview
i. & NetApp Astra TG "ZE R
ii. Pe8% * BBEHMER -

() mresERaERRRTERTR.

a. EFIRERTS R TIEIE netapp-acc-operator R TEIGEIRIER R EIIZR BoIEIE,
b. AR FrhEl B ehitt A SRS,
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manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do

echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"

root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image

docker tag $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image

docker push $SGCP CR REGISTRY/$image
done < astra-control-center-22.04.41.manifest
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HA\ 1ﬁ 1E_FT_GCPI:F|J:'??E,J HA’{kIl.:\*D -'-|-_-||-/n\ B%llk%s\o

223 Astra 550

TEEEATAE "Astra 1T IO REH A",
(D)  ccremEmsIEins BLL,

1. 4 DockerZ A LURENE T Astraiz il RO R A IR (& :

kubectl create secret docker-registry <secret name>
-—-docker-server=<Registry location>
-—docker-username= json key

--docker-password="$ (cat <GCP Service Account JSON file>)"
—-—-namespace=pcloud

7£ Microsoft Azure & Astra 1ZHIH ()

& B LATE Microsoft Azure AF = EFEERBEIE Kubernetes 528 2[5 Astra 181710

AzurePFRBITNRE
7 Azure HEBE Astra 1=HIF 02 BT, BEBERHEUTFRE:
* Astra Control Center ¥ 8]IE, HEEI "Astra IR0 IFEI Z K",
* “HE Astra IZ=HIFOBIEKR",
* NetApp Cloud Central account
* INRFEAAIZO0CP. NFIRed Hat OpenShift Container Platform (OCP) 4.8

MREREHA

* WREAOCP. MRed Hat OpenShift Container Platform (OCP )R (£ 85 & =814k 31 B FtlIZPod)

* BERTRIREES BRAIEZSENSIRN Azure iR
Azure RURIEIFRE K
HRERZERE Astra I£6RONIREIFER S IR E B XIS BDRME A T RE K,
BRTIMBEMRIFERZIN, Astra ZEHIFOEZTEUTRIR:
BESI "Astra IZHIREEIFRER",

A 3Kk

f5i% NetApp Cloud Volumes Z/1 300 GB AJ A

ONTAP =R =2

RITA (Azure iHEEX) SHEDINMEHTR, BT RE 4 1 vCPU #Z0F 12 GB RAM
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R
AR553E "loadbalancer" BI TR E N E R X EURFIMRER FRIARSS

— & Astra #=HI5R0E FQDN f5MA7 3F 1P #hitay 75 7%

RHEMAIER Astra Trident 21.04 HEZhRZA LSz NetApp ONTAP 9.5
B B EER

S MEE— " IMENEREMR, 590 Azure BaSEMET (ACR) ,
AT LU Astra Control Center #Z2 M EHEIX T Z MR, BEERMHE
5 BRMG EEEIAYBRIESEARAT URL o

() CEEEREHILENESHE Restic B,

Astra IZHIFRODERBIE—NEEEHBEIREARINERESL, Astra iF
&R0 1L ONTAP Kubernetes 7252, XEEZMEXZEEE
Kubernetes ££8# S A\ 2| NetApp Cloud Manager FBY 83 R, XLEINRE
B Astra Trident 32 :

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEBRIRE Astra 26 OB IZITHIRFE—IZTTHNARERF. NRFREITHEHMNATRR
7, IEHEN AR ERRER,

Azure ZFERIR

TEEENBTIERT Azure B9 Astra 1IT§ RN R IEITTE,

TEHFEHANATHPESNTE,

1.

o o & W DN

7 Azure £% % RedHat OpenShift ££2%,

Bl Azure FIRH,
HRIGEE BIERY IAM X R.
ACE& Azure,

A& NetApp Cloud Manager,
ZEMECE Astra I=HIF0,
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7 Azure %% RedHat OpenShift 52

FE—F B Azure %% RedHat OpenShift ££&%,
BXRLENAE. 52N _EMRedHats Y "7EAzure_E 22 OpenShift&EEs" M "L Azurelfk A",
B2 Azure &5

Z/DEIE— Azure FIRLH,

@ OpenShift FIRERBIE B SR IRH. FFRTXLEZI, BENENX Azure BiRH. EESNR
OpenShift 314,

TR e R EOIRT AL R IRAN BATN ATZRF OpenShift S28¥ R4,

WIRICEE BI5HY 1AM 1R

BREER EBNIAMAERNINIRE. B Z%ERedHat OpenShiftsEE¥FINetApp Cloud Manager Connectoro
BEEM "Azure EIEFIRE"S

BE2& Azure

BTk, BAzureFeENOIREMNSE. RBITHELG. 8l#Azure BlobZ 28, BIEAzure B2 MR (ACR)UFE
EAstralZHFORE. FHREXERGHEEE L EM o

IR Azure XHESERUA T E R, 152N "7E Azure £%23% OpenShift 525"

1. BlIEEAZzure BN
2. BFEITELH, XEILLE Azure FHIEHARSZERE VM 6

3. NREHIARB MRS ET M TIET R Astra SRAEZFIRERILES, 51T Azure HEECLSLFIZER LUK E
Astra XK, FEN "Astra 5L ER",

4. =0 g)E—MAzure BlobR 28 LITFEE 1

S. BIEEFMENKF, . EHRE—MFHEIKFREZZRAE Astra 1ITHIR 0D BIE 2.

6. BIRTFEMES ERIAIRIPRER IV E R,

7. QI Azure REEMER (ACR) LUIEEFE Astra 1261500,

8. 79 Docker #Ei% / HIFFE Astra 5§50 BERIZE ACR A1,

9. BNLUTHIZ, 3§ Accc MMGHEXEIEFMR:

az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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<policy name> -ruleindex 1 -superuser sysm —--anon 65534

* Astra Trident volumesnapshotclass HEEREXMHNR, 15BN Astra Trident "15F3" {3 Astra
Trident BRI EIRER,

* RGN Kubernetes S28¥E X T — M EAIATRESR,

ot

BITHENEG
BITUTARKRE, UHRENSEEEESITARINE Astra 25150,

TE
1. #7 Trident hizZs,

kubectl get tridentversions -n trident

YNRFFTE Trident , BRI MFUTABHIHL
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NAME VERSION
trident 21.04.0

9NR Trident RFE, ERBEIRMTFUTAETR ML

error: the server doesn't have a resource type "tridentversions"

(D INRAKRLE Trident HERMRAFZERMAY, WEBILLERMRAE Trident , AIGBH
£24%1F, BEI "Trident X" XA, BS.

2. WEFMREARTIEEFERZZIFN Trident IRcHIZF. BLEFEFBIRNA csi.trident.netapp.ioo 1A
SR

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

BIZEIE R AT kubeconfig
PAITXEL R R, BRERENITEN LAESUTRE:

* kubectl BREEVI 19 EBRA
* BFEM L TXEHEEGNPRAYETD kubeconfig

g
1. IO TR eI ARSS KA -

a. gIERAMIBRSBIKF XM astracontrol-service-account.yamlo

RIEFEFEBRMM R TE, MRELSHITT BN, WEEUTTRANARRBEN.

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. VARSI

kubectl apply -f astracontrol-service-account.yaml

2. (FNE) SNRERHEAFRGIER POD R2HIK, ZRIETRIFEIZEKFN POD S Pod B2EHRIHHZLL
root B B171E1T, IBAEEGIE—TMBEEX POD REXRE&, LUE Astra Control BETSSIEFEIE Pod -
BXR, BER "CIEEEN POD ZEHEE",

3. N T AT REFEHEERNR:
a. gl clusterRoleBinding X B astracontrol-clusterrolebinding.yamlo

RIEFRZAE ARSI FHERNEMRZ TR =E,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account
namespace: default

a. NASEABHE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. FIHARS KA. Bif <context> EAERTEMNTENERIFIE:
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kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HWHRERNEMT U TRA:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

FRENTENZERS| secrets FEFILIOFkL, FELENREIF. MZES| astracontrol-service-
account-dockercfg-vhz87 N0, HALIEZRS| astracontrol-service-account-token-
r59kr ¥ H1. EHEHET, IBFES "token" —IERIARS K BIRAZES,

S. ¥R FFRR4E R kubeconfig :
a. B create-kubeconfig.sh X4 &# TOKEN INDEX 7ELA FRIABIF L. (EREMRE,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=S (kubectl get secret ${SECRET7NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)
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# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. FKEYEFIEEHNEF Kubernetes £E¥1I# <

source create-kubeconfig.sh

6. (*Hik*) ¥ kubeconfig Ean & NEHNERNEM. RIFEEFERE.
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chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

TSR
WA T REARA S, CEDEERE TFIEE

THREZER

* "Trident 344"
* "{@ A Astra Control API"

AINEENX TLS iE$H
SR AN BER TLS IEH, HIEEBMARIEBHIANIE (CA) FRH TLS iEH,
TEBNARAR
* RET Astra ITHIF0EY Kubernetes 528
* WEE FEIRITAISR S Shel B IRIFIR kubectl #7
* CA Y E B AFIIEPR X4
PR BEERIES
M ENBEZER TLS IEH,

1. SSH , UBERFBMERIILE Astra ITHIFI0OH Kubernetes 584,

2. FHUTHS *r—_zfﬁ EHS HEHEPREXATLSZE$H <ACC-deployment-namespace> f#HAstra Control
CenterZfEan B =ia]:

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA LT e S MIbR 2 A RERZRANES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

A NFIES
AII— N8 CA ER AV TLS IEH

1. FEREUTHLER CAPMERZHMIERXXHCIEN TLS 11, HEES <> DRSS NHENIE
IS
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kubectl create secret tls <secret-name> --key <private-key-filename>

-—-cert <certificate-filename> -n <ACC-deployment-namespace>

2. fER LT as <SRG

spec.ca.secretN

kubectl edit

RIEEBEBRTENEREN(CRD)XHHEN spec.selfSigned BN
ame B5|BERICIEMNTLSEH. BHRITUTRE:

clusterissuers.cert-manager.io/cert-manager-certificates -n

<ACC-deployment-namespace>

#spec:

# selfSigned: {}

spec:
ca:

secretName: <secret—-name>

3. fERMU T ar<FRG!

deployment-name

BRI E RS ERUNERRT EARFIIEIER. ARHFHITER <acc-
space> fffAstra Control Center2BE s & =/a]:

kubectl describe clusterissuers.cert-manager.io/cert-manager-

certificates

Status:

Conditions:

-n <ACC-deployment-namespace>

Last Transition Time: 2021-07-01T23:50:277

Message:
Reason:
Status:
Type:
Events:

4. 632 certificate

Signing CA verified
KeyPairVerified
True

Ready

<none>

.yaml filefE AL T RANGES <> SUFEERAENNER
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFREL, BIIEEEERIBIEBURSSEREECIZIREEENSH (FIMEHF, &
£:die), £2iT8IEHEAF DNS &#5)
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. FERUTHSFRAIREZ N CRD TLS ETUAIERFBNEREH, HEES <> S ESTENEK
SESH
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

#
#
#
#
#
# name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. {#F3 Web 'S 28:% ¥ 2l Astra =50 RISRE P kit

9. WIBEPIFAEERESEBREMNIEPHIIEAS B ITE,
10. SHIEFHIGERSNE Web N E2BPRIFPEIERT,
BIEEEENX POD 258
Astra Control EEF HEIRMEE FOIEMEIE Kubernetes Pod » MNREEHMERMIREIM POD £ FHERR
HFRIEEFF POD 3¢ 81 Pod A28 HHY#HIZLL root BF 191517, NEZECIZERKIMHIRIE POD Z25HKEE, LU
& Astra Control BEIZRIFRF EIRIXLE Pod o

ps
1. REEOIE—IREMHETEOINMEN POD R2HEE, HIGHRFEXMHH, fii:
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. /3 POD R2HRERGIEF AR,

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. KR fAedERIRS K,

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

*

73



B X Astra =5 H0RYE D[R]

MRERERRET RRERE, LELRSEEIREE,

1R

UTETRAEEEER Astra 26RO AT EEE R H— LR BUR iR s, WFEZWA, BHKER
astra.feedback@netapp.com

517] Astra =R
* f+422 Astra Control URL ? *
Astra = HRE RSt S I U S MAMEE AR URL o
3FF URL , 7EX5I28H, 7E%%E Astra Control Center BY, 7E Astra_control_center_min.YAML B E X GETRE X

(CRD) Xf4H spec.astraAddress FEXHMNZIRENTEREHEZ (FQDN) . BFHMEFRETE
Astra_control_center_min.YAML CRD B9 spec.email FEXHI&ERIE,

7]
* RIEEERIHMEMITRNE, R ERATEIFAE? *
@A) LUBITIREY NetApp PFRITEXHE (NLF ) BB TEEIFENIE,
BB
* MEMISAZA, &EF * KP * > * 7FaHE *
* EEE T AINFENE * o
© RS E T EBYITFRIES M FERE * A0 ¢ o
* RIEEERIHMEMRITAIIE. RERNEEENARER? *

AJLL, R LAE R ERR T PIEN X S IR B2+ Tk,

A1 Kubernetes 5%
* 1E700%] Astra Control [§, FREZEA Kubernetes EE RN TIET 5. RIZEAN? *

ALV EM TET SR MEIM A, XEe(= B35 H Astra Control BENA . WNREFT S 1E Astra Control R
AW, BREFLEDN RS IEEE TS IFMNMEIER, EEr] UIERRIEH TET SANZETTIRR kubectl
get nodes TR
s WA EMRBECEEIRERE? *
1. "M Astra Control BUH B IEN FHIEFE".
2. "M Astra Control BUEEIBEEEE",

* M Astra Control HfflBf Kubernetes &£8%f5, NEREFMIBIEsREFABR? *
M Astra Control RfIBRERB R SMERNEE (NBERERFMXAMEHE) #HITEAENR. XixEEE LN EE
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FFHITHIES Astra Control 1RERS &S ESRE TS /EER, H Astra Control 8B K A MFERIDMIRETE Astra
Control #1, BELEER,

@ EETEEEM A EMPRERE 27, BIAZ& M Astra Control FHIFRERE, NRIEERHIE Astra
Control BIEREREM T EMIPRESRE, NRIgESIERY Astra Control TP H L& 4 [RE Al #,

* EUHBIRERNET EIMER PR NetApp Trident ? * M Astra #5450 BUESIRERMN, REBIM
B RENE Trident o EIENE Trident , BHE "1HIEIE Trident SXHEFRBY LU EHITIR(E"
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