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ERATTERTERE Astra 570,

E R4 Astra Control Center, iEM NetApp ZHFER THRESR, HHUITUTIBEENIMEHRRLE Astra
Control Center Operator #{1 Astra Control Center, #&R] LUER IR (ED BT B BXMEIZ @ XIFEHLE Astra
EEIH

3FRed Hat OpenShiftifii. ErILUER "&AREL " £/ OpenShift OperatorHub &% Astra Control
Center,

BEENRA
s "FFHaZIE 7B, 15 Astra Control Center ZPEEFIZHIIFIE",

c NREBEEMEFRIERFERBEPODEZ L ER. 1BAKPODE RN EIFAstra Control Center&3=a9
2, 1BE2N "7 HEPODZ L HREEES",

* RSB RERHIL T ETRARFEAA.

kubectl get clusteroperators

* WRFIE API IRSHATFEITIRERFERIA:

kubectl get apiservices

* HRIEITXIERRAstra FQODNAI BRIt &R BY, XEAEERIAER DNS ARS5288HE—1 DNS 8, &E
TIEREEREEMZ URL B,

* IREBHPEFTIEPEER. WFEBRITRERE RFHFSE ZF. AstralZHROMAFAIRESS
FIEREEE,

XFUES
Astra IZHI ORISR HRITUUTIRIE:
* ¥AstrafAF REEIF netapp-acc (ETEXHAM) A T8,
* BIEBIAKF,
* BUBGABIEAF BT BIA—REREE. RARANZARSEREAERIVIFMENMEERE.
* EEBNEMEFRA Astra 15190 Pod REEEIE T,
© RE Astra Ul .

(RTREFAIR AstraliETE R R S5 I 0 CEAP R A) R G A I O IR Astra B 7
() HEmVMwareTfef. B LBBAtralZHIHl poloud HBEL MAE netapp-ace
HR(ESE BS TR RIS E TR EE X AP EZEL

@ BIEBNREIIZFHRITUT L. LUBERBIERFAE AstraizhlF0Pod: kubectl delete

-f astra control center operator deploy.yaml
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@ ﬂﬂ%fﬁfiﬁij’ﬂ% Red Hat B Podman =& Docker 5|2, MAJLAER Podman &${E
Docker i<
-
B Astra ITHIRL, BRITUTSRE:
* T FHf# B Astra Control Centerii {4
* Z4ENetApp Astra kubectlififs
* [RBREGRNINEIAS A ER]
* [NEBSMIIEERIEIFMRICE RS TENZEH)
* REE Astra IBHIFFCRIER
* BOE Astra =640
* FERK Astra 1EHIFROFIRIER R
* [BIERGRTE]
* IREFENLGH TR E T4
* BERE Astra =50 Ul

T#;HfREIAstra Control Centerii {8

1. "F&j Astra Control Center #4868 (astra-control-center-[version].tar.gz) "NetApp Sz#Fiks

o

2. MFE Astra =8I CIEBFIZEABY zip "NetApp SZIFIES"
3. (Ali) FEAUTHLRIBRSENES:

openssl dgst -sha256 -verify AstraControlCenter-public.pub -signature
astra-control-center-[version].tar.gz.sig astra-control-center-

[version].tar.gz

4. $REVARM

tar -vxzf astra-control-center-[version].tar.gz

ZiENetApp Astra kubectlifift
NetApp Astra kubect 1 ST IR AT AT SEBAIFRASTal It LHEEHE IS FA BRI,

EREHNE

NetApp AR ECPULRMAMHRERZBVERHRM BRI, ERITILES 281, BFER T HERICPUTIEIER
48, TELinuxMIMaciRfFRZE L. ERILIER uname -a BTWERESHIES,
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TR
1. 5 AT AINetApp Astra kubect 1 ¥ Z# G, HIZ TRIERAMCPURMFIFR X AR FR:

1ls kubectl-astra/

2. BXHEHE SIREXHHEENAME kubectl LAER., 7ELRAIF. BER kubectl SLRERUTFH
/usr/local/bin BR. B <vinary-name> FHAEXHRIRIR:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

R ARG AN E A E A 2R

1. ABBRSIETHBNHD BINF



Docker

1. B HAstraB & :

cd acc

2. [substep_image_local registry_push]{§Astratsl ik B R G HR A DIE % EIAHE A R,
FETR A, EHITU T EIRIE:

° Fbundle_file i /9Astra ControfRZSEXXHHIZFR(FI0. acc.manifest.yaml) o
° ¥¥my_regRegistryEif A1 DockerfFi#EEEHIURL,

> ¥my_registry userZFiiAREF &,

> FEmy_registry_tokenEiR M FRAVIZR S R,

kubectl astra packages push-images -m BUNDLE FILE -r MY REGISTRY
-u MY REGISTRY USER -p MY REGISTRY TOKEN

Podman

1. BRIEMER:

podman login [your registry path]

2. BT TS, #2BRFR T AYIR R fi<your_registry>:



You need to be at the root of the tarball.
You should see these files to confirm correct location:

acc.manifest.yaml

R

acc/

# Replace <YOUR REGISTRY> with your own registry (e.g
registry.customer.com or registry.customer.com/testing, etc..)
export REGISTRY=<YOUR REGISTRY>
export PACKAGENAME=acc
export PACKAGEVERSION=22.08.1-26
export DIRECTORYNAME=acc
for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do

# Load to local cache

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image (s): //")

# Remove path and keep imageName.
astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

# Tag with local image repo.

podman tag ${astralmage} ${REGISTRY}/netapp/astra/${PACKAGENAME }
/${PACKAGEVERSION}/${astralmageNoPath}

# Push to the local repo.

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}
done

NEB B HIWIEE R EMFRIZE 05 R =B N E A

FihAstrafz 0 EHEEFFIKUBECONFIG!

export KUBECONFIG=[file path]

2. MREEAREMRFZIHIIE, WEEHRITUTEE:

a. gl netapp-acc-operator BRRASTIE]:

kubectl create ns netapp-acc-operator

Mie) 7 :



namespace/netapp-acc-operator created

b. ABI3E%A netapp-acc-operator R ZTIE, A0 Docker 5 EHEITIUA L

@ S{IfF your registry path M5&E5FtEi LEMREGR(E LA (FI40.
[Registry_URL]/netapp/astra/astracc/22.08.1—26)o

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker-username
=[username] --docker-password=[token]
) vaansl

secret/astra-registry-cred created

(D ég%&iﬂi%%%ﬁiﬁﬂﬂﬂﬁ%ﬁ% =TEl. WEFEBEEHLESRZTREEMEMHR T ENE

C. B netapp-acc (HBENXHR)IHETIE,
kubectl create ns [netapp-acc or custom namespace]
MR TR -
namespace/netapp-acc created
d. JBIEEA netapp-acc (BEXEHR)RT(E, A0 Docker FEFHIBITUTEH:

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
--docker-username=[username] --docker-password=[token]

)i

secret/astra-registry-cred created

a. (A%) MNREFBEHELRIERGH Astra 6P OBEEHEE, BHRFREEEEHLLHSIBERIR Astra
EHIFRIOER B = EHR M kubeconfig E/IMZ :



kubectl create secret generic [acc-kubeconfig-cred or custom secret
name] --from-file=<path-to-your-kubeconfig> -n [netapp-acc or custom
namespace]

L= Astra 1TH|POERER
1. ERER:

cd manifests

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIEHY
A AR Z A,

vim astra control center operator deploy.yaml

(D) UTSEmERE—MTIHYAMLTAL

=8
4

a. NREFEAIMREESHRIE. BB MAIAIT imagePullsSecrets: [] FHAUT

imagePullSecrets:
- name: <astra-registry-cred>

b. B4 [your registry path] o kube-rbac-proxy HFIUEHIXEIMREREH F—HF,

C. B} [your registry path] . acc-operator-controller-manager JFBRGIEXE MR
'TéEFl _t_io

d.  (FFfEHE Astra FUBEFETNARNZE) 158 NAEXNILLERMRIEER "FEEREREF UNEER
YAML #{TRIEMEN",S
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apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your_ registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect
command :
- /manager
env:
- name: ACCOP LOG LEVEL
value: "2"
image: [your registry path]/acc-operator:[version x.y.z]
imagePullPolicy: IfNotPresent
imagePullSecrets: []

3. 2% Astra 1ITHIFRCMRER

kubectl apply -f astra control center operator deploy.yaml



MRz 3

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created
deployment.apps/acc-operator-controller-manager created

4. IIFPod 2B IETEE!T:

kubectl get pods -n netapp-acc-operator

BOE Astra 15§50

1. 4g4BAstra Control CenterBE X FEIR(CR)XM (astra control center min.yaml)#{THK
F. AutoSupport . FMRMEMHNERE:

astra control center min.yaml ERACR. BEREFAZHMEZE, 2EREXNR "CR
(D) auRELEE UREATHFRERSEAsaS L. NRENFRBERMBEEN
RE. BOILU#EA astra control center.yaml fEAEMACR,

vim astra control center min.yaml

@ y\g%@ﬂﬁﬁﬁ ALEMRAEEZTN. MATMER secret TR imageRegistry BMZER K
Mo

a. B [your registry path] El_E—SHRMEEXZIREMRER.

b. BEZ accountName FHE. RNESHKF XKEXHZR,

C. B astraAddress TE‘F‘]EEJU”'_%%q:'ﬁﬁazlﬁlﬂAStraE'JFQDNE’J—T—?“_r%o 1E70MER http: // 3%
https:// kA, E&Itk FQDN UEARFER G405
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d. B8 email FRIBFBGANYIAEES ML, SHILBFERAFUEITERER F55 5,

€. B enrolled AT AutoSupport EZE false WTFAEEInternetFIZFHREIES true WFE
L=

L MMRFEAIMNBEREIRSE. BB UTITHRMNE spec:

spec:
crds:
externalCertManager: true

9. (AIIE)AINRF firstName FIHEK lastName S XA, ERIUERFR REPIEISEE
HATLES B,

h. (A[3%&)FH storageClass MREBHLEFTE. MAS— Trident storageClass&FIEE Eo

L (A)ik) WMIREHLEERTERESH Astra IFHIFOBEE, FREELXHT ENLERCEZES
kubeconfig VAT, BIFEUYAMLXX N —1 R AR F R RIRHE AR

astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"

J ARz —:

» > HENITHIZE (ingressType : Generic) * : X& Astra ITHIFULHEIBRIAIRIE, B0 Astra iF
FR0GE, BEERENOEHIZE, UEFER URL AFF Astra 1=HIH10,

ZRiIABYAstra Control CenterZZEFFIREEMX (service/traefik)MIZEA Cluster1P, IEERIA
REBREFIMEE— Kubernetes IngressController/Ingress , UUEEEKRHRE, MNREFEA
AA, EBN "RERNETRETE"

* RS 1 H T 28 (ingressType: AccTraefik): I1REFR L E IngressControllerdy 8)ZIngressi®
TR, 1BIRE ingressType to AccTraefike

G EEAstraiTHl I traefik MX{ENIKubernetes loadbalancerZE R AYARSS
AstrafZ | OEA SR A "loadbalancer"MIARSS (sve/traefik )« HERANE S EIRIIHIEIAISMERIP
sk, WMREHIFBERFFER AT FEEES, BERKREEE— 128, el LUER MetalLB S EM

SMERRRSS ta B 128 A2 AR SS D BCHMNER IP dthiik, 7EPNER DNS ARSZ2RECES, ENREA Astra 1251
FROGERRRY DNS & MR T BT ETRY IP ik,

@ B X "loadbalancer" [RSZEEFMANONFEMEE, FSR "EK,

10
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apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
astraKubeConfigSecret: "acc-kubeconfig-cred or custom secret name"
ingressType: "Generic"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"

= VAN 0 = r7—>

SThk Astra ITHE|IROFIR(ER LR

1. NREE L —T PR RITIIRIE. BB netapp-ace (BENX)RATIE:
kubectl create ns [netapp-acc or custom namespace]

Mie) 5z 7~ 451 -

namespace/netapp-acc created

2. EHRREAstraiFHIH 0 netapp-acc (HBENX ) ETE]:

kubectl apply -f astra control center min.yaml -n [netapp-acc or custom
namespace]

Mie) Rz 7~ £51) -

astracontrolcenter.astra.netapp.io/astra created

11



IERGRS
(D)  wmmEEERER Openshitt, WALUERAZH oo HSMTRIESE.

1. BIFR B EMINTEE RRA M.

kubectl get pods -n [netapp-acc or custom namespace]

S PODRPIRSN A Running. HPERLE Pod AJRERE /LS #HHYRTIEL

12
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NAME READY STATUS RESTARTS
AGE

acc-helm-repo-6b44d68d94-d8m55 1/1 Running O
13m

activity-78£99ddf8-hltct 1/1 Running O
10m

api-token-authentication-457nl 1/1 Running O
9m28s

api-token-authentication-dgwsz 1/1 Running O
9m28s

api-token-authentication-hmggc 1/1 Running 0
9m28s

asup-75£fd554dc6-mo6gzh 1/1 Running 0
9m38s

authentication-677904c85d-92gds 1/1 Running O
8mlls

bucketservice-7cc767£8£8-1qwr8 1/1 Running O
9m31ls

certificates-549fd5d6cb-5kmd6 1/1 Running 0
9m56s

certificates-549fd5d6cb-bkjh9 1/1 Running O
9mb56s

cloud-extension-7bcb7948b-hn8h2 1/1 Running O
10m

cloud-insights-service-56ccf86647-fgg69 1/1 Running 0
9m4d6s

composite-compute-677685b9%b-7vgsft 1/1 Running 0
10m

composite-volume-657d6c5585-dng79 1/1 Running O
9m49s

credentials-755fd867c8-vrlmt 1/1 Running O
11lm

entitlement-86495cdf5b-nwhh? 1/1 Running 2
10m

features-5684fb8b56-8d6s8 1/1 Running 0
10m

fluent-bit-ds-rhx7v 1/1 Running O
Tm48s

fluent-bit-ds-rjms4 1/1 Running O
Tm48s

fluent-bit-ds-zf5ph 1/1 Running 0
Tm48s

graphgl-server-66d895f544-wohijd 1/1 Running O
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3m29s
identity-744df448d5-r1lcmm

10m

influxdb2-0

13m
keycloak-operator-75c965cch4-z7csw
8mlb6s

krakend-798d6df9%6f-9z2sk

3m26s

license-5fb7d75765-f8mjg

9m50s
login-ui-7d5b7df85d-12s7s
3m20s

loki-0

13m
metrics-facade-599b9d7fcc-gtmgl
9m40s
monitoring-operator-67cc74£844-cdplp
8mlls

nats-0

13m

nats-1

13m

nats-2

12m

nautilus-769f5b74cd-k5jxm
9m4d2s
nautilus-769f5b74cd-kd9%gd
8m59s

openapi-84f6ccd8ff-76kvp

9m34s
packages-6£59fc67dc-4g2£f5
9m52s
polaris-consul-consul-server-0
13m
polaris-consul-consul-server-1
13m
polaris-consul-consul-server-2
13m

polaris-keycloak-0

8m7s

polaris-keycloak-1

5m49s

polaris-keycloak-2

5ml5s

polaris-keycloak-db-0

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



8mb6s

polaris-keycloak-db-1

5m49s

polaris-keycloak-db-2

4m57s

polaris-mongodb-0

13m

polaris-mongodb-1

12m

polaris-mongodb-2

12m
polaris-ui-565f56bf7b-zwr8b
3ml9s

polaris-vault-0

13m

polaris-vault-1

13m

polaris-vault-2

13m
public-metrics-6d86d66444-2wbzl
9m30s
storage-backend-metrics-77c5d98dcd-dbhgb
9m44s
storage-provider-78c885f57c-6zcv4
9m36s

telegraf-ds-212m9

Tm48s

telegraf-ds-gfzgh

Tm48s

telegraf-ds-shrms

Tm48s

telegraf-rs-bjpkt

Tm48s
telemetry-service-6684696c64-gzfdf
10m

tenancy-6596b6c54d-vmpsm

10m

traefik-7489dc59f9-6mnst

3ml9s

traefik-7489dc59f9-xrkgg

3méds
trident-svc-6c8dc458f5-jswcl
10m
vault-controller-6b954£f9b76-gz9nm
1lm

1/1

1/1

2/2

2/2

2/2

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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2. (AE)NRRTETH. EAIUME acc-operator AU THSIER.

kubectl logs deploy/acc-operator-controller-manager —-n netapp-acc-
operator -c manager -f

@ accHost RENIMERE—TUEIE. WREW. RERE BEAFAZKK. WRASHETRE
EREMARN, ERILOESANER TIERBRZEEM "7 Ul 1" APl o

3. EFABPodiEITH. MIFRER TN (READY A True)HIRENVE R ElAstraizfl RO BRI — R4

kubectl get AstraControlCenter -n netapp-acc
Mie) &7 -

NAME UUID VERSION ADDRESS
READY

astra ACC-9aabfdae-4214-4cb7-9976-5d8b4dc0ce27f 22.08.1-26
10.111.111.111 True

@ SHIUVIDE, ZH acc- FIRUUIDME (acc- [UUID] B&E. 7EUbRfIh. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

LB N IT BT
EAILIRE Kuberetes \CHEHIEE, AT EEAMSMINEIAIE, FINERHHHTE,

IR EL B fT%TﬂDﬂlﬂ%)\D?z%‘J%ﬁ (ingressType:Generic) o X Astra 1THEIFOHIBRINIRIE, B2
Astra #=HIH0E, BEBERENCEHEIZE, LUEFH URL 2FF Astra 2610,

NRERAIGENOITHIZS. FILUEE ingressType:AccTraefik)o AstraiThlCMERALE!
/3"loadbalancer"89BRSS (sve/traefik ) #Eﬁﬁﬁﬁ@ﬂ_hﬁlﬂE’J?I\i‘BIPiﬂ!iJJ:o WRIERIRIR
@ AIFERN TR, BEREKREE—TE28, WaILUER MetallB St EMIMNIBARSS fa 2 F- 1
2 NZARSS D ECIMER 1P ik, TEAEF DNS ARSZ2[ECER, ERZE 7 Astra 1=HIH/00%EERY DNS
ZFFiEm A E R IP #illk, BX "loadbalancer" IRSZEFEEFMANONEMAEE, SR "EK,

RIEEERENADEHIZEEE, PBESBRARE:
* IstioAd
* nginx N1z H28
* OpenShift N[O#EH125

i

ERENAE

I
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* FREE "AITHIZE" N EE,
* o "AOZE MBELIESAOEHIZEITNAY,
s BERZENT v1.19 F v1.22 Zi8]8Y Kubernetes hikas, BFE v1.19 # v1.22,

Istio A\ E
1. BE&Istio N,

@ IR ED B REER"BIA"ECE X EBE Istioo
2. PENRXUEEELCZFRRRVIEB T BEAX .
TR LMERCAZR BT R, [BARYIIAstrattitit(FQDN),
an <l

openssl reqg -x509 -nodes -days 365 -newkey rsa:2048
-keyout tls.key -out tls.crt

3. BIFER%A t1s secret name A kubernetes.io/tls FTLSERAZREPMIES istio-
system namespace WTLSHIZEHFRIA,

Ll
kubectl create secret tls [tls secret name]

--key="tls.key"
--cert="tls.crt" -n istio-system

BRI SIUAD spec.tls.secretName TEHIEMt istio-ingress.yaml X4

4. EPEEBEENZIR netapp-ace (HBENXHR)ETEIERVIbetal (TEKuberneteshR 45K F 3 1.22891%
RTFEFER)IVIARLEENEFAAIIEN:

Hid:
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apiVersion: networking.k8s.io/vlbetal
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
serviceName: traefik
servicePort: 80

WNFVIFRI. EEEU TR

kubectl apply -f istio-Ingress.yaml

Wi



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: istio-system
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC addess>
secretName: [tls secret name]
rules:
- host: [ACC addess]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

5. BEIRZE AstraiFilF it
6. BN

kubectl get ingress -n netapp-acc

Mie) &7 :

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

nginx AOZHI2S8945 B
1. BIEXRE M Akubernetes. 10/t 1s] PR TLSEREHFIEP netapp-acc (EEXHEN)HRT

19



18l PR "TLS &A%
2. EHEEENZIR netapp-acc (HBENXHRM)GHEZTIE vibetal (TERF T 1.2289Kuberneteshk &+ E,
FR)H vl EFASEMR IR RIRAEE:

a. WFAvibetal EFAERI. BIREBUTREFITIRE:

apiVersion: extensions/vlbetal
Kind: IngressClass
metadata:

name: ingress-acc

namespace: [netapp-acc or custom namespace]
annotations:
kubernetes.io/ingress.class: [class name for nginx controller]
spec:
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- backend:

serviceName: traefik
servicePort: 80

pathType: ImplementationSpecific

b. o v1 #ERM. BIEBUTRAFITIERME:

20
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apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC addess>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

OpenShift AOTH23895 18
1. FREERBHIRENZER, P CAXE, LU OpenShift BREFE.
2. Bl OpenShift B’ :

oc create route edge --service=traefik

--port=web -n [netapp-acc or custom namespace]
--insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

ERE Astra =550 Ul
S Astra BEIELE, ERBRBAGIEROBEHERT Astra SHIH0 Ul {5 EIR.
WE

1. fEXYEE8H. MANTEPEAAIFQDN astraAddress fEH astra_control center min.yaml CREY[E]

R RET Astra ITEIH 0
2. HIRRES BE R,

() cauEBRENREEES.
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3. TEAstra Control Center&RIIHE L. MIANERAFHE email £ astra control center min.yaml
CREYj8] 8% T Astra =610, FEE—XRM4ZEES (acc-[UUID]) »

() MRERAWEBIRRER, ERRKPEHE 15 95

4 JECBER
O. IRIERT BRI,

@ MRERERER, ESIETER, FERRSIBEMNEMEREAFKS, TR NetApp 32
FER )RS B M E # B,

6. (Hik) MERIMBEBER TLS IEBHRBEBRN "HIEBMANE (CA) EBRHNEEX TLS IEH"

X B T R HEER

NREEARSZMTH Error RS, ErILWERE, & 400 F 500 SEEIRR API lENAE, XEEFEER
TRERERNNE,

p
1. 210E Astra ZHIPOMRER BE, BRAUTREA!

kubectl logs --follow -n netapp-acc-operator $(kubectl get pods -n
netapp-acc-operator -o name) -c manager

T—Z178h
HITISEREE e B 5",

:allow-uri-read:

T EPODZ £ SRER R

Astrafz= il LiEBIPOD R £ 5RB&(PSP) S FFINRIR G, BIPODR LMWK, &R LRSI HRLE A - si4BENITTT
AU ER 2T IR B MPLEAR,

FLKubernetes7? KR (FIUNIRKE2)HIFIAPOD R £ ZRESPRHIMEIZ 58, TEREAstra Control CenterBt = H IA)
i

&) AR LA R (HAYE BARBISR 7 f#Astraiz bl RO EIERIPOD L £ 5RE8. HECEPODR 2RI, LIEER
FHiAstrafz= RO BN MR HFA TR,

HAstraiz P OLERIPsps

AstraiZhl| RO ZE L EHEIEIEZ N PODL 2 5HRER, HR—LEXAMRN. Hp—E2ERERFECIE
B9, BRIEERE I EBIER.
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ERFEHELIZAIPsps

FELEAstraim B OHREL AstraiZBlF MR ER AL E—TMBENXPODREEKE. — N ABMHNKRMN—
MRoleBinding. 3R AZFFEAstrals %Uqﬂlb\nn%ElEﬂﬂPﬁB%Astra$ SHIRIOARSS

RN RABUTEM:

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFES VOLUMES

avp-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false B3

kubectl get role

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%

kubectl get rolebinding

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

ERIEEREIEIZRIPsps

EEMDIRERRE. AstraiFBlP OB — e SPODL£HKEE. — ClusterRole3f &R —*RoleBinding.E1/]
THRHENHER. ZIERTERIMNGE TEFHIT,

MRBMNRAEGUTREGE:
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false

kubectl get role

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:002

kubectl get rolebinding
NAME ROLE AGE

netapp-astra-backup Role/netapp-astra-backup 62s

SR EIEHAE eI AIPsps

BIREERY. AstraiTf| P ORER EEE P RENtAppEIFIRIER, MEERECIEPodREHE
B&. ClusterRoleXf&#RoleBinding* &R, LU{E7EAstra Control Centerdp & =8| P EF & NARS -

MRBEMNREEGUTRELE:

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTE'S
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false

kubectl get role

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:002

kubectl get rolebinding

NAME ROLE

AGE

netapp-monitoring-role-binding-privileged Role/netapp-
monitoring-role-privileged 2m5s
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EepR =TIl Z (B2 FBMEEE

R LEIRIB (2 FANetworkPolicy & KPR F 8r & TR Z BIBRE. AstraiT®lFRiEIER. AstraizlhOMIER
FVMware vSpherefJAstratfifH & i F ARG R TEIF, XLERRGFRTEITHNRS BEEZEBRILEE. BER
RBILEE. BRITUTSE,

B
1. HBRAstradzHiFRCER & = Bl P RV ERINetworkPolicy KR -

kubectl get networkpolicy -n netapp-acc

2. 3F ERaREIIEMNetworkPolicy R, 1HER U TSR EMER, i&<object_name>EiE /7R B R
o= i

kubectl delete networkpolicy <OBJECT NAME> -n netapp-acc

3. ML TFHRIBREXH LB & Acc-AVP-network-policy X5, LA 1Fi& B FVMware vSpherefJAstratf 4 iRSS
MmAstrai=HlFOIRSZ ZHIERK, FiES<>HIERBRAEIMEHIHER:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN FOR VMWARE VSPHERE NAMESPACE NAME

4. [y FELJ\-F RS 14 SR EZ B Acc-operator-network-policy JW R LUEAstraiZ fl F0MRVE R BENS 5 AstraiE il HH il
RSBEFITEE. BIES<>HHEEBERANEHEFTNER:
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

THBR R RPR

R LIRS {FFResourceQuotasHILimitRanges ¥ R K BA L 85 % == [8) PRV ZR IR & B &8 _ERIFTE A ACPURI
Fo AstraimflHORIGERARE. ALFAFEXLERFNER, BREEREMITRIREAstraizH 0B 6s
=ia kR,

SR R U TS BRRABIPRXLEACRARS], EXLERFIF. aIRHSERERSEH.

T
1. fENetApp-Acccin & = ia IR BN JRBCEN -

kubectl get quota -n netapp-acc

e 7 -
NAME AGE REQUEST LIMIT
pods-high l6s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRBIRMIRATE HIRECER

26



kubectl delete resourcequota pods-high -n netapp-acc

kubectl delete resourcequota pods-low -n netapp-acc

kubectl delete resourcequota pods-medium -n netapp-acc

3. #ENetApp-Acccin & == 8] P IREXPRBISEHE:

kubectl get limits -n netapp-acc

Mie) 7 :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. AN ERR ST

kubectl delete limitrange cpu-limit-range -n netapp-acc

:allow-uri-read:
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