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CREDENTIALS

Provide Astra Control access to your Kubernetes and Open&hift clusters by entering a kubeconfig credential.

Follow instructions on how to create a dedicated admin-role kubeconfig.
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CONFIGURE STORAGE

Existing storage classes are ered and verified as eligible for use with Astra. You can use your existing default. or choose ta set a new default at this time.
Applications with persistent volumes on eligible storage classes are validated for use with Astra
Default Storage class Storage provisioner Reclaim policy Binding mode Eligible
[ ] basic-esi csi.tndent.netapp.io Delete

thin kubernetes.io/vsphere-volume

6. EFMEXER, IR—VIESR, BEF * FMESRE
“

EBRBHN * EELRD * RE, REEXRN * EFEIEIT * . EERINAMN Kubernetes 8%, INIEIETE Astra 1T
Hh O EFITER,

AINETE Astra TR0 EENER G, NERTRERRTERRE/LDFRVEYE, TELbZAT,
BHERRZERABHIER— * BIERIERSKHERY * £, EIURBLRR, ERhH

@ Astra ZHIFROIRIG IERSEY, RIRHRE R, MRPERER /LD HARER. BERES
BEHIZTT oc get pods -n netapp-monitoring ERER. BEETEFLFIRERBEU
VAR L iR) .

AN NNTF 1 = i

TR LUAINTFfE/RiR, LAGE Astra Control BERSEIREH IR, ERIUERESE LHEFMEER. BRI LUERN
BEfEfER.

IR Astra Control FREVTFESSBHENFHEEIRAITERE, ERILAEXAMSE (PV) MEFMEERZ BRI
%, HRGHEMEMERET.

1B Astra Data StoreZf EFFERIER
s EE A NNKubernetesi BIEF £ TR EITEEEE

JAstra Data Store7INKubernetesiz FH&F" EBiHHHAstra Control BI2f5. WEEIEETRA
unmanaged RIMHEHTIRF. FETR, BUIRNE SR Astra BIREFHEINTEERHIG

(D) Kubemetes HAIEFERBTRR. EAILMBARERN * G * AITIBF, HEEN
BY"Actions"3E. AIEIEIE Manage, F "HINEE", EMEEIRKEZE unmanaged B
KubernetesSEB¥ MR MRG. f&0] ISR IN S iR,

¥AYAstra Data StoreZf EFFERAER
c KEHE "ELEEIENZLEERRA" E|Astra Control AT ARV E


https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html

s EEAINEATFEENKubernetesEE%,

* 8B 1% Astra Data StoreiFr]iE ZpE F| A {#Astra Controlif B &,
IR

* [BREEFEEIR]

* fERIMEEERIR]

HEFMHIIR
] AEBEF I Astra$iBF M H BB XX EIE S o
P
1. NMEEBRFEHFEESM:
° MMEBIR*: MBRIEESR. NEREHERPIEE—IHE. AT NGRS D HEE R,
S N =1 Rl
i EAMSMXIEAR, %EEF* G~
il 3EHE * R0 Y o
2. E*EPE-EI-EHIEIE* Astra Data Store*ZPE1E,
3. EFRBEEFEMAstra Data StoreZRX
a. i NAstra Data Store N FATZFERIZ R
b. AR BERBMAstratiiBIZHERIRR N,

@ NREFE R LEERERRE. AJUER ARG ERZREASHER "NHEE
2 HERE,

4. 4R SeAi_ EfERYAstra Data StoreiFRJIE. BE R ARINVFAIE ST HEE A TN ARF RN,

BEESTEMNRAYAstra Data StoreiF R 5 &R IKubernetesSE 8 X B, F B XL X BXRVEERE

@ NEETR. NRLEESEER. o LUEERINEEETUEEARNINEAstra Control EIE
R, XtTFAstra Data StoreiFe]iE. SIRFANEMER Z BREBIIXEE. ERIUERASHT—
TUE X I K BX,

S. MR FEFKIEKubernetesEEE R NEAstra ControlBIEH, NIEEM* Kubernetes cluster* Tl E 1T R 1E,
MIIRAIEFE—NINE B FIEFRINKEERF G E B AN EAstra Control EIEH,
6. AEHAstraf B EEIRH A TRNKubernetesEEEHE R — MER K/ R LUEIFR LTI Z —:

° YNERIF1%EFR "Recommended Kubernetes worker node requirements’ . 1RIBZRIIFAIERIFHIRNEE
FE—TMMKENEIIER

° YNERFIEFR “Custom Kubernetes worker node requirements’' . ERSMER T SFAENZOBINER

7o BERIUBTRERPRASZOMANFEFEIRERNT R

EFERES, BAKRE TEREERAGESREFENRONAR TR, /N TIFREE
EEZTR. BNRETFANEAITHATEFERR. SMENIRIETSBZRNT AR
T RE. XENTRRESITHRBIAE. ROMNBERRIE


https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-packages-acc.html

7. EEET A
a. 0T SRS LARIR 2 b Astra$UR A EE B¥ A0 T S55th,

@ EFRMEREBERM Z AT BIFUIATE RINE S EF P2 A T EZ Astra Data Storefy
s TR,
b. FHELES N TANBE(GB)HERATFHNRATREE,
C. REEEHPATHRAT RBEATEETHNRAT R

8. (1XPRAstra Data StoreTeE ¥ AIIE )i N\ 2 A FRIFIHAIIR B R ZE TR,

NENMTENEREDCIRE=HE—IRE, Hla0. NRENZEZHRN
astra.datastore.protection.domain. f&AILIBIZELL TR

@ astra.datastore.protection.domain=domainl,astra.datastore.protection

.domain=domain2, # astra.datastore.protection.domain=domain3s

9. EEBEBIEMLK:
a. 1 NAstra Data StoreAEREIRRVEIRIPHINE, Ztt 5 T RIPHEAHI FR—F W Lo

b. W EIRMEBAEIEMNEEAERRINIC. HERMHITIRE.
C. AR TFFERRINEIEMLS Pt FRIEIERIM X

VAN wm bl

10. ERREHEFMBE UFBERE,

=

RN REGE. FEREETRER available ERTIRPHEPRESURENERERESo

() rcAERERmRELEETER,

ERIEFEREm
R U B R IONTAP HAstra BT (77 /G S| NAstraE bl D BT,

5
1. EBIRRERR LS
© WERIRT WARBESD, WEEEREREEE— SHE AR ERES AR FI,
- W
L NSRS, 5 EH
i EREERDLINER DAR BT, RESE R REREIE R,

2. %R - FRUE * ETF,
3. IRIEEmAERNITUTIRIEZ—!
° * Astra FUREMERE * -

. 3%&$#* Astra Data Store*,
i. EEZEWEERFEET—F .



iil. iASiIEAME SHIER RINFEEEE.
° * ONTAP * :

I 378 ONTAP Hik#FE* T —%,

ii. I NONTAP £EFEIRIPHIIIFNEIE R EIR,

SRR N IRV P IR HA ontapi EONTAP 58 FRYONTAP RAEERH
BRABRERIFAG . MRETRIERShapMirrorE§). BERBAIAIRIAE ontapi
M http EATAIONTAP £8 LRAF, BEI "EEAFIKF" BXFAEE ...

il. JEHE * B o
v. HINEIRIFA(E BHER RINEFEER
&

FEiRERER available BEHEEBMFIRPIVKT.

() rcUERERmRELERTER,

NINTFE D B

MREBEMNAEFNKALEE, NEEEEERENRRER, WEIMINKRFMEDRIRHEERF. Astra
Control ¥ XLEE ) BT EFETEEE B RIEFMHE DR,

ANFAEERET, Astra Control ZRE—NMFED BRITICARIAEFE D ERIETRAT. ERIENE M EED RN
RERNFED ERo

MRBRNARREFREMKA L FERERE &£, WAREFEI R,
ERUTME—TFiED ERRE!

* NetApp ONTAP S3
* NetApp StorageGRID S3

* BA S3
@ Amazon Web Services (AWS)F#1Google Cloud Platform (GCP)fsE @ S37E it 77 ER R EY,

* Microsoft Azure

@ EIA Astra =50 T Amazon S3 fEIBA S3 IFE ERIRHRE, (B Astra =60 A]
BE R 1FFE RT3 Amazon S3 BIFTE W RIFAEHI S,

¢ Microsoft Azure
BXUN{AEER Astra Control AP ANINTFEEDEREYIRER, 1ES I "Astra Automation #1 APl 5 E"

p
1. EAMSHKES, &EF &


https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/ontap-sm-classic/online-help-96-97/concept_cluster_user_accounts.html#users-list
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/us-en/astra-automation/

a. &S Ao
b. FERRFME T EREEL,
ANNTFEDEREY, ImERIEMNEFEDRIEHRER, ANZREEFRHERNERE. )

() 0, UIIES NetApp ONTAP S3 fEREFHES StorageGRID &1E; (B, XHEER
R LA 55 B TR R AR A R RS

C. SIBFBIFME D ER B IRSNINE 128 77 ER B MR A Al ik By (e) @t ik

ERESBEMNNSRHRETAZNMSE, B RNEEESMINERZMUE, L&
B EER B RIP R 2R
d. 3\ S3 iR = BYR IR IP bk,

e. NRFLBINFREOEMAFMERDEAFEDEL. 1B%P Make this bucket the default
bucket for this private cloud &Il

() clEmE— M EESRRABTIET,
TR RS E

N S3 141 EE
FERARAN S3 A ER,
]
1M " DB " FHEEAR, % * R~ = ERIME * Ek,
a. 7£ Astra Control PEINEREZ TR, UESHEMEEX DT
b. @i KENMGBI LR RBIAR RSN AIR] 1D FIHZEZ R,

BERIATFIESR

S A B RE BN E S,

T

1. fEAstraiEHlF\Web UlHr, EREEF,
TEETE L. ERETRER,

R * 170E * EIE,

prit e el et 1|
EREIZE AN ENEER R RE,
EFRE B NBIAES

© o & W BN



=T EHA?
5, EEBFHGEBITNE Astra RHIF, EIAIFHAER Astra EBITRDMN AIZF SRR,

. “EIHE P

C FHAEEN AR

* “RIFR AR

* "TERER FAERE"

. "EETEEE]"

* "%&#%% Cloud Insights"
* “HRINBEX TLS "

THEEZ(ER
* "{§5F Astra Control API"
s "Bl

AINEREFHIRTIR S
TR 2§, MRRARAIES M, CEIGETARIE, LBREBEREITRNE Adra 51T,

AN ZBIFERAEHNER
HIREB BB FFMANER "W AEFERHER

WMRETIHXIEE = OpenShift 4.6 , 4.7 5§ 4.8 EREFNMNIEBEIHTERR, NNHBREEH
@ Astra Trident HREBINEE, FENEHH Astra Trident "i5ER" 858 Astra Trident /2 BFINIX &R
&,
* {FHECE T BAstra Trident StorageClasses "z #FHI7EEEIR" (W TEMRREERE N ER)

* 7E%17 ONTAP R LIRERBRAFMAF ID , BFER Astra 126 OEHFEIRNBIERF.
TEONTAP 832 1THIZITUU T <!
export-policy rule modify -vserver <storage virtual machine name> -policyname
<policy name> -ruleindex 1 -superuser sysm —--anon 65534

* Astra Trident volumesnapshotclass HEIEREXHIMNR, 1EEN Astra Trident "5 FF" {EF Astra
Trident 5 AR & IRIR,

* BHIRIEIN Kubernetes SR8 X T — MR,
BITARNE

BITUTAMGE, URRENEHTEETRMNE Astra 155150,
SR


https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-users.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/protect-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/clone-apps.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/manage-notifications.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/zh-cn/astra-control-center-2208/use/monitor-protect.html#connect-to-cloud-insights
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/us-en/astra-automation/index.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/release-notes/known-issues.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#application-cluster-requirements
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/zh-cn/astra-control-center-2208/get-started/requirements.html#supported-storage-backends
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html

1. 7 Trident iRZs,

kubectl get tridentversions -n trident

SNSRAFTE Trident , ERBEIRMFIUTATHEL

NAME VERSION
trident 21.04.0

YR Trident REE, BREEBIIXEMTFUTREEL

error: the server doesn't have a resource type "tridentversions"

@ WMRARE Trident REMIREAR BRI, NWEBLLZEZIIRAH Trident , ASB4
SUR1E, EBN "Trident XX14" HXE, 1BEEM.

2. WEFEMREARTIEEFERZZIFN Trident IRoHIZF. BLEFRFBIRNA csi.trident.netapp.ioo 1A
SRLLTRG:

kubectl get sc

NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

thin kubernetes.io/vsphere-volume Delete
Immediate false od

SIEZEER A kubeconfig
PITXESREZA], BHRERENTENLAEEUTARSA:

* kubectl BREv1.195EShR4s
« BfFJED) E R EIE G RAYELRD kubeconfig

p
1. RN R B ARSS K

a. BB AMIARSIKF X4 astracontrol-service-account. yamlo

RIEEBR PR R =6, MRELAHITTER, WNEU TS RPN AEBRIENR.
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<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ARSI

kubectl apply -f astracontrol-service-account.yaml

2. (FN%) SNREBHEARGEIER POD R2HIK, ZRIETRIFEIRKFN POD AW Pod BaEHRIHHIZLL
root AR B17151T, IBANEEEIE— T BEEX POD REHREK, LUE Astra Control RETSSIEFEIE Pod -
BXUHA, BEN "CIEEENX POD Z25HE",

3 IR TR EERNR:
a. g clusterRoleBinding X BIEAR astracontrol-clusterrolebinding.yamlo

RIEFREHEZ RS IKA EHERNERZ B =8,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. MAKRATBHE:

10



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. FIHARSE K ZRE., B <context> FERERATENLEMIEHIFIE:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTARS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

PENTERNES| secrets FEFILA0F R, ELERRAEIF. BMERS| astracontrol-service-
account-dockercfg-vhz87 FH0. HABIEZES| astracontrol-service-account-token-

r59kr ¥A1, EREP, IBTES "token" —IARIARS KA BIRHIRS [,

S. ¥UWIFFRR4E R kubeconfig :
a. B create-kubeconfig.sh X4 & TOKEN INDEX 7ELAFRHIABF L. (EREMRE,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")

TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \

11



--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW_CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes EEE$ I8 <,



source create-kubeconfig.sh

6. (* 7%k *) 3% kubeconfig Efp B NEEME BN ZR, RIPEREE,

chmod 700 create-kubeconfig.sh
mv kubeconfig-sa.txt YOUR CLUSTER NAME kubeconfig

T—TRHA?
MNRR T XEFRE NG, BEDESENE RIS
THREZER

* "Trident 244"
* "{@ A Astra Control API"

AINBEEX TLS IEP
EALMMIENEES TLS IEH, FEEBRAEIERMAN (CA) BHH TLS IEH,

BEENAR
o ZET Astra #8708 Kubernetes 528%

° WER FEInITHA S ShelllVEIRIAR] kubectl Ap S
* CAHETREZHHMIERXX S

bR EERIEH

IR BB R TLS IEH.

1. £/ SSH , UEEAFPBMNERIITE Astra 5508 Kubernetes 584,

2. FREU T vgﬁ EHS HEHEPBREXATLSZ$H <ACC-deployment-namespace> f#HAstra Control
CenterZfEan B =ia]:

kubectl get certificate -n <ACC-deployment-namespace>
3. AU Tar<HIFRHaI LR ZANIES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>
kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

13
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ANDFTIES
AIN—NEH CA B2 BIFH TLS iEH.
1. FERUTHL(ER CA RN ERZHMIEPXXHCIEFN TLS i1, HEES <> DRSS NHENIE
IS

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FRAUTHSHRFIREEEEENERENX(CRD)XHHEN spec.selfsigned BHH
spec.ca.secretName E5|BAFICIETLSEA. BHRITUTIRE:

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. AU TSN RGImE MMM ENE T ERUNRERETEASHFRIDER. ARHTER <acc-
deployment-namespace> {#fAstra Control CenterZfZEdn 4 =] :

kubectl describe clusterissuers.cert-manager.io/cert-manager-—
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:27%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. 8I8 certificate.yaml filefEf LU TRENGES <>FESMUFHEERANENHES
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFREL, BIIEEEERIBIEBURSSEREECIZIREEENSH (FIMEHF, &
£:die), £2iT8IEHEAF DNS &#5)
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. FERUTHSFRAIREZ N CRD TLS ETUAIERFBNEREH, HEES <> S ESTENEK
SESH
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

#
#
#
#
#
# name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. f£F Web X523 52 Astra 1= OBIERE 1P ik,
0. WIBERFAERRESELRMERBRIFMAE B LA,
10. SHIEBHBLERSNE Web JI 5P HEEET,

BB ENX POD Z£RER

Astra Control EETEHEIBMEE FOIEMEIE Kubernetes Pod » MNREERHERMIREIM POD £ FERR
PRI POD 3¢ A 1F Pod A2sHHY#HIZLL root AR 1517, NEECIZERSIMHIRIER POD £2%HEE, LU
f& Astra Control BEfBBIEFME IR XL Pod .

p
1. REECE—IRHIMEMETEOAMER POD 2 K8, HREFREEXMHSF. Hia:
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apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: astracontrol
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged: true
allowPrivilegeEscalation: true
allowedCapabilities:

— LI |

volumes:

I o |

hostNetwork: true

hostPorts:
- min: O
max: 65535

hostIPC: true
hostPID: true
runAsUser:

rule: 'RunAsAny'
selLinux:

rule: 'RunAsAny'
supplementalGroups:

rule: 'RunAsAny'
fsGroup:

rule: 'RunAsAny'

2. /3 POD R2HRERGIEF AR,

kubectl-admin create role psp:astracontrol \
--verb=use \
--resource=podsecuritypolicy \
--resource-name=astracontrol

3. KR fAedERIRS K,

kubectl-admin create rolebinding default:psp:astracontrol \
--role=psp:astracontrol \
--serviceaccount=astracontrol-service-account:default

18
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