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Hih=aEd72
* {£ARedHat OpenShift OperatorHub& % : £ "& RIS E" FHOperatorHubTEOpenShift £
L AstraiTHl i

* f£ACloud Volumes ONTAP [SIRfEAF =R i "XLETFE" 7B Cloud Volumes ONTAP
&5 ImAIAmazon Web Services (AWS). GoogleZ ¥ & (GCP)Z{Microsoft AzureF R &4 Astraiz il #

Lo

A XAsta Control CenterZZE 3 120YE R, 1BS W "IN,
Feaz i
* "FHAREE BT, 1559 Astra Control Center P& /& & ERVIFIE",

s NREBEEMEFRIENFEREPODZEHRAL. 1BEHEPODLZ £ RN EITAstra Control Center&2EaY
2, 1EE0 "7 HEPODZ L ERIES",

* HIRFRAE APl BRSHIATFEITIVIRIFAERIA:

kubectl get apiservices

* BREITXEABIAstra FQDNAJ BB B L& BY . XEIREEBYAER DNS fRSS328FHE—1 DNS KRB, HE
TIEEEREEMZO URL B,

* MREBHPEFFIIPEER. WEBRITRERE FHERGI R X, AstralFflF OMA T HELE
BOMIEREER. RIABERT. Astraizhlh OSEREREREH CRIEBEERS,

AR A HEAN RIS FEEAER NDiIEFlP0. WTNRAREFERNMETERERE. B
HATUCIRE,

XFIES
AstratZhl| il T3 F2PT BB AT LU T R4
* BAstrafAFREESF netapp-ace (HEEXHREMN)HEZNE,
* BIEZRIARIAstra ControlFiE & EIERKF,
* BB BT A AR EERE. RASALAFP PREXRERIIVIFIENMEEAE.
* HEFTEAstralZ i R0 Pod Y IETEIETTo
* RREAstraizH R OUL

@ 15/70MBRAstra Control Centeriz B R/F(fflg0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\ LLEE e il BRPod.
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B
B Astra ITHIPL, BRITUTSE:
* THEHIEEAstraizHl i
* Z¥#NetApp Astra kubectlifs
* [RBREGRINEI A AR ER]
* NEBEMKEIEERIMRIEE S TENEHA
* RE Astra 1=HIFROEIER
* B2E Astra ITHC
* STRX Astra =6 ROFIRER R R
* BIERFRE]
* & EFENLUHIT R E T4
* EF3| Astra 1=HIF0 Ul

THFIRENAstraiz | Fl,

1. #F "Astra Control Center FETAE" T H.
2. F# & Astra Control Centerf93i{4 € (astra-control-center-[version].tar.gz) o

3. (BIERE) T HAstraiZH R ORIIEPNERZ | (astra-control-center-certs-
[version].tar.gz) AR ENER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-
control-center-[version] .tar.gz

IEHE BRI verified OK WIFRING.

4. MAstra Control Center$fl4h 1 P12 EX A4 :

tar -vxzf astra-control-center-[version].tar.gz

ZHNetApp Astra kubectlifity
& LUEFINetApp Asta kubectdn S THEMHIG IR HEX B A tiDocker i EE

FaZ Al

NetApp FI AR ERCPULRMIFIRIER SR (G —HFIS M. EHRITIES 2RI, BRE T RERICPUMIRIE
R,
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NREEMTRRBERLETIRN. "HREESZESHIRA" ERMXES B2,

p
1. 5 tHe] FABINetApp Astra kubecttfiF Z#HIX . FHid MRIERAFCPUZRRMIFRFRRISI AR R

(D) kubectiffffERiarfy—H%. HAMERFRIXHARS kubectl-astras
1s kubectl-astra/

2. BIFMHM —#HEIXE B R YRR EHFED RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIG RN B AL AR
1. ABRS | BB RS BIN
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Docker

1. Efvtarbal IRE R, BREFIXHMER:

acc.manifest.bundle.yaml
acc/

2. ¥Astra Control CenterBRf& B RHRVIR M G ARGHEIX B A E MR, EIB1TZAI. EHITUATE#R
push-images W<
° ¥§<BUNDLE_FILE> &t /5Astra Contro 4B XX HFHIEZ R (acc.manifest.bundle.yaml) o

° ¥&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfZiEFERIURL; 530 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° ¥§<MY_REGISTRY_USER> Ei#ft hHF &,
° ¥<MY_REGISTRY_TOKEN> &1t /7 M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. Efvtarbal FIRE R, BREFIXHFER:

acc.manifest.bundle.yaml
acc/

2. FREEMR:

podman login <YOUR REGISTRY>

3. EBHEBETUTHMEERNPodmanhR A BEX BB Z —, $§<MY_FULL_REGISTRY_PATH>
RABEEAFERNVEFEENURL,

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

NEASHWIEERIEMRRISE SR TEEH

. S Astratz Bl O FEVIEEFRIKUBECONFIG:

14



export KUBECONFIG=[file path]

@ EERZEZA. BRRENKUBECONFIGIEME L AstraiThl O EIEE
£, KUBECONFIGREEBE— 1 LT,

2. MREERREMRFZI M, WHEEHRITUATEE:

a. gl netapp-acc-operator mRa=TE:
kubectl create ns netapp-acc-operator
Mie) 7 :
namespace/netapp-acc-operator created

b. JEIE% A netapp-acc-operator BB T, 0 Docker EEHEITUTHL:

@ S{IfF your registry path M5&5FtEi EERMEGR(IE LA (FI40.
[Registry URL]/netapp/astra/astracc/23.04. 2-7) o

kubectl create secret docker-registry astra-registry-cred -n netapp-

acc-operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
Al

secret/astra-registry-cred created

@ MREENEREMFRRTE. BFEMEIBGRTE. AREHREMBEZTERIE R,

C. 8l netapp-acc (XBEXMAB)IETIiE),

kubectl create ns [netapp-acc or custom namespace]

e Rz 73~ 451 -

namespace/netapp-acc created

15



d. ABIEZH netapp-acc (HEEXTHRM)GHRTIE, 70 Docker 5 EFHIBTUTHZ:

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]

—-—docker-username=[username] --docker-password=[token]

M

secret/astra-registry-cred created

T Astra 5| PIORER

1. ERER:

cd manifests

2. YpiBAstraiTHIP CMREREFZBYAML (astra_control center operator deploy.yaml)A5|FEEH

16

ZAHLERFRANE Ao

vim astra control center operator deploy.yaml

() UTSBRRE—MTEOYAMLTH,

5
P

a. NREFEERIMREESDIIE. FERBIEIAIT imagePullSecrets: [] FRAUT

imagePullSecrets: [{name: astra-registry-cred}]

b. T [your registry path] o kube-rbac-proxy B GHEXEEMRE RS —F,

C. B4 [your registry path] . acc-operator-controller-manager JFBRGIEEEFMERE
ﬁ‘:F' J:_ﬁo

<strong>astra control center operator deploy.yaml</strong>

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager

name: acc-operator-controller-manager



namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: [your registry path]/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080

- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: [your_registry path]/acc-operator:23.04.36
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081



initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi

securityContext:

allowPrivilegeEscalation: false

imagePullSecrets: []

securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. LRI Astra 1=HIHICRIES

kubectl apply -f astra control center operator deploy.yaml

Mie) Rz 7~ £51) -

namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.

netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader-election-role created

clusterrole

clusterrole.

created

clusterrole.
rolebinding.

rolebinding

.rbac.authorization.k8s.
rbac.authorization.k8s.

rbac.authorization.k8s.
rbac.authorization.k8s.
created

io/acc-operator-manager-role created

io/acc-operator-metrics-reader

io/acc-operator-proxy-role created
io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding

created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding

created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. BIFPod BB IETEIBIT:

18



kubectl get pods -n netapp-acc-operator

BOE Astra =690

1. 4gi§Astra Control CenterBE X ZIR(CR)XfF (astra _control center.yaml)#{THKF. Z#F. MR

MEMNEEE:

vim astra control center.yaml

() UTSBERE—MTEOYAMLTH,

2. BEREHRIALL TR E

<code>accountName</code>

EERE ... == Type

accountName B accountName F string
ffd. RRES5Astra
Control Centeriit P Bk
&2, ReEE—

“NaccountName,
<code>astraVersion</code>
EEIRE ... == Type
astraVersion BB Astraizdl L, string

AR7s, THRAUIZER
TIEMIRIE. EALE
RFnsetaz.

ANl

Example

ANl

23.04.2-7

19
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<code>astraAddress</code>

IETEIRE ...

astraAddress

(=3 =}
B~

Type

B astraAddress fg string

REENEEsHh
ia]Astratz il HhiCy
BIFQDN (F2iY)3k Pt
BFRTHR, IHutAF
E X WNEITEERH O
HEAstraiz®lc. F
BEEESTREMNAE
23 ERIFQDNILIP
kAR "Astra 154

’B\g*"o

AR BMER
http:// B https://
st Stk FQDN
UTEREER E4PE,

<code>autoSupport</code>

ANl

astra.example.com

BEATTRNERRFRE LB ESSNetAppE ah 215 FATEF NetApp Active 1Q LUK BRI & IX 1L
B, FEOENER(RO442). FiEFRIEHYZER K.

[EFIRE ... f£A ...
autoSupport.en MBZ—
rolled enrolled B{ url

WILESETF R

autoSupport.ur HWEBEZ—
1 enrolled 8f url
WTHEEFER

B

B enrolled F
Fi&AutoSupport
EIEE) false Xt
FAREAInterneti®
ERARBI R
true X FBEEE
bR BNIKE
true AIFBEER
B L% EINetApp
LIRSS, Bk
RN false
RN =MNetApp
RIXEAZHFER

o

HURLATFHEE
% R R IX L

Type Nl

mRE false (LL{ESER
IANB)

string https://suppor

t.netapp.com/
asupprod/post/
1.0/postAsup


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup

<code>email</code>

IETEIRE ...

email

<code>firstName</code>

EEIRE ...

firstName

<code>LastName</code>

EERE ...

lastName

=12 Type

B email FRFBRFEK string
INBVHIIEE IR G ithit,

S I 1t BB F BB LA
EHER BB, It

BB FHER I B YD

KPR ER &, BT
BRIV FHTEAstra

ControlF UL E|E 4@
o
BE Type

SAstraffk F XKEXBIERIA  string
THIEEERNRTF. B
RERRE. L ERRY

2B ERERFRE
AR o

5ES Type

5Astratik 2 XEXRIERIA  string
VIR EESRRER, B
RERE. IR ERRY

BB ERERFRE
AR o

ANl

admin@example.com

ANl

SRE

Nl

Admin

21
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<code>imageRegistry</code>

BEATRNERENX THEAstralBIZFIRIR. Astraizhl R OE 1 E S MAstratz=hl i Helm 7 i E

RV A SRR EBOER R

EEIRE ...

imageRegistry.
name

imageRegistry.
secret

&£/ ... =S Type

Required ERRHEEMEEYR  string
BIEMERNBR &
—. BNER
http:// 3%
https:// FMER
=Y v 8

MREHWMANT BT EIMREEM string
fFER. MAED RFITHHIIIE
imageRegistry. BIKubernetes®ZH
name' requires SRE=E YIS

a secret.

IMPORTANT: If
you are using
a registry
that does not
require
authorization,
you must
delete this
‘secret T

imageRegistry
BN LERFEM,

Nl

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

IETEIRE ...

storageClass

=12 Type

B4 storageClass ff} string
{E3R B ontap-gold B
—1MAER TREMSE
BAstra= IRz g A
THo IBITAZE kubectl
get sc UAEEEKE
HIMBEEFESLR, BNE
BEXAFREMAN—E
FAstra=ixmRIFEAESE
(astra-control-
center-
<version>.manifes
t). FEAFAstra

PV, MIRKIZE. M=
ERIRINTEES,

R MREETHA
k. EHIRER
— BB

%o

<code>volumeReclaimPolicy</code>

EEIRE ...

volumeReclaimPoli
cy

== Type

X HAstrafIPViIEEE] string
WERES, RLEERESIGE

7 Retain fiFRAstrafg
REAKAMSE, FiLbE
BRIEE N Delete fifl
BRAstrafaflBRK&K A M

E. MRKIZEILE.
N=REBPV,

ANl

ontap-gold

il

* Retain (XZEZIA

f8)

* Delete

23
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<code>ingressType</code>

IETEIRE ...

ingressType

=12 Type

BEAMUTAOREZ  string

Generic
(ingressType:
"Generic")(EKIN)
MREEEFERZ—
ANOEH R A EEA
EBE2HAOEHIZE.
BEFERLED, &
EAstraizdlPE. &
RERE "\izHzE"
LUERURL AT Astral®
B

AccTraefik
(ingressType:
"AccTraefik")
NREARHLEREND
=HIZS. BEALLE
I, XIGEBEAstraizl
0 traefik MIX{E
JIKubernetes

loadbalancerZE U HIAR

5o

AstrafzZHl-RICERSER
H"loadbalancer"BIARSS
(sve/traefik ) HE
KRAESEC RIS
ZRIPHuNE, FNERERIIR
15 78 VF{oE AR a3 -1
25, BEEREE—
Fias. MIBJLAfE
FEMetalLBag E fth 4N ERAR
S EH T2 ZRS
PESMERIPHBLE, TER
&% DNS fRSS2RECEH,
1ENE A9 Astra 1555
ICNERERY DNS Z#/EM
T E Y IP ik,

AR BX"load¥F#
2" FIENARSSSEEAIF
MEE. BEER "EX

o}

i}

* Generic (XEERIA

(=)

* AccTraefik



<code>scaleSize</code>

EEIRE ... == Type
scaleSize BRIANER T, AstrafdfE  string
B AMEHA)
scaleSize BY Medium
, AITEHARREIE K S

RS, HEBEBZPEIF
USSR, $H
scaleSize EN
small AfEE =R
FIEIRSHREIAEE,
BEEARSERIN, LUR
i\@%%o

R “Medium ZpE
B2 A£9100Pod (R
BIERN TIERE)

o 100 NPodEF—1=
FTRM=ENTEDTS
&), BEFREREE
R IR AR e TERY
FPODMWLEIRHIPRH.
LTEREZEREME
F Y,

<code>astraResourcesScaler</code>

EEIRE ... BES Type
astraResourcesSca AstraControlCenteriZjR string
ler ﬁE%UE"JTfLEﬂSIﬁo RN

BERT. Astraizfldil
SHITERE. H HAstra
R RZEETIRET
RIRBER, B XFHED
&. Astraizhl OB
AR ITEN BIERF 1
HAY BMIEmMeFiE
FREFHIIETT,

BE. EEAR/NNFF
RINHEREVER
T. CRFE&RN
astraResourcesSca
lar AJIGE N Off, Itk
BRERZEARIRIER.
HATER/NERE L
EE.

BTN
* Small

* Medium (XEZIA

(=)

il

* Default (XEEIA
B)

* Off

25



<code>additionalValues</code>

° 3 FAstraliF|HOFICloud Insights i85, FRANBER FTEZRATLSIERRIE, &n] LUE S EFRM
LR EBS KA Cloud Insights SAstraiz RO ENEBMNZ EER 7 8BS B A TLSIEBIIIE

additionalValueso

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

BIEATIRINEFRRE T Astradz il RO 401 b FECRD.

®

EHERE ...

crds.externalCert
Manager

crds.externalTrae
fik

TETTRREZ R BHERNENECEIEE 7 ERNEMEEMAORE,

== Type

WMRFEAIMEPEPREE HRE
5. IEHITER
externalCertManag

er to true., BRIAE

false fEAstrafZHlIHC
EREHEREBCH
IEREEZECRD,

CRDE&EAEEAY
R, ZEE(1TESF
MR EMER D, &
A LAEA IR E R Astra
EHlfR oA HES. 15
TOXLECRDE B AstraiE
FIRO MR BT
RRENEE,

ZINBE R T, Astraizfl #R/RE
FRICVE RS

B Traefik CRD, CRDZE
EECENNR. ©E
el mERN
HithZf 5y, Er] LUER
AR B AstradEs gl
RHES. B8RX
teCRDIGHAstraiz
DM EBHEIERY
EMNEE,

<strong>astra control center.yaml</strong>

ANl

False (WEHNFRINME)

False (W{ERERINME)

27



apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
"ASTRA VERSION"

"astra.example.com"

astraVersion:
astraAddress:
autoSupport:

enrolled: true

email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues: {}
crds:
externalTraefik: false
externalCertManager: false

FeAk Astra FEHIFROFIRIER RE

1. NREFE E—FRERAITIARIE. BB netapp-acc (HEEX)HETIE:

2. FhREAstratTHH 0 netapp-acc (HBEEX)dHR

28

kubectl create ns

e Rz 73~ 451 -

namespace/netapp-acc created

kubectl apply -f astra control center.yaml -n

namespace]

MR TR -

H?

EIK

[netapp-acc or custom namespace]

[netapp—-acc or custom



astracontrolcenter.astra.netapp.io/astra created

@ AfER HiERIRORIERE BEEE %iREIo R/ D "ER" RERR EHRER DKM Astra
EHPORELEERIET. BEN T—7 RESHMRSNERXNESHER.

gJIIE/%éF’ikIL.\
1ER] LAfE A kubectlfB R IIERIVRS. WMREESIEEA OpenShift , WA UERREFR oc s LHITRIES

g;Ro

p
1. BRI ERERENSEIIREEXNESHE

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

(D) AR s LRER BERTARE LS,
2. BEADBROEIRENFHPOETAL,
(D) aEIREFEBRREERE 251 AR B,

3. WIFR B EMIhREFE RGN,

kubectl get pods -n [netapp-acc or custom namespace]

F1"PODHYREN A Running. BFEBRL Pod AJRERE /153 #HAIETE,

29



30

MRz 31

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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32

9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (ALE)NBREZETH. ErILUME acc-operator AU THSIER.

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

@ accHost REIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHIETRH
EREMRM. BRI USRIHEIEIEM "EUIRRINSEETIER" APl o

S. TEFEPodiZ 7Y, WIFRFERTEY (READY /I True)HIRENVE R EAstraiThil O EFE AR E R
B:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

Mie) &7 :
NAME UUID VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.04.2-7 10.111.111.111
True

@ EHIUVIDIE, FEA acc- [FERUUIDME (Acc- [UUID] TE. 7EURFIP. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

RERNUHTHETE

TR LU E — 1 Kubernetes N\[1EH128. AT EEXMARSHVINGIAR], SNREFANIEIIAME. M TR
HT ANOIEHIZEMIEE R ingressType: "Generic" fEAstra Control CenterB7E X & EH
(astra_control center.yaml) . SARIEE. WARFEFHALIRIEL R ingressType: "AccTraefik"
7£Astra Control CenterBEXZJEH (astra control center.yaml) o

#BE Astra IZHIF 0, BREEEREANCOERIZE, LUERER URL AFF Astra #2610,

RESBARMEANANOEHIZREETMR. AstraiThil 0T R ZMENITHIZEEE, XEGESERETUT
BNZHIZE LB RGP

* Istio A

* nginx N1z H25

* OpenShift A[O& 4128
FaZ

* FRE "AOIEHIZE" NESPE,

* o "AMZE ELIES ANOEHIZZ I,
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Istio A\ORYF I8
1. EeElIstio Ao

() RS E BEER BN REXHS st

2. PENRRULEREL QPR AVIE BT BEAX .
TR LUERCAZ RN B R R, RARYIIAstrattitit(FQDN),

R

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. BIEEHH t1s secret name HE! kubernetes.io/tls FHTLSEBZEAFIEP istio-system
namespace YTLSHIZHFMR,

CESgaN
kubectl create secret tls [tls secret name] --key="tls.key"
-—cert="tls.crt" -n istio-system

BZEARMN SILAR spec.tls.secretName TRt istio-ingress.yaml X

4. FEFHEBNIEEIR netapp-ace (HBEX I ZMN)GHETIE (istio-Ingress.yaml FELREGIFFER):
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

S WAEX:

kubectl apply -f istio-Ingress.yaml

6. WENOKS:

36

kubectl get ingress -n [netapp-acc or custom namespace]

Mie) &7 :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. SERAstraiz il Rn R,

nginx \O#=HI23895 58

1. QIEEREVAIEEH kubernetes.io/tls FMITLSETRAZIAMIUEP netapp-ace (HEENX R H
iBl. dNARFmAR "TLS Z5A"

2. EHEPEENZIR netapp-ace (HBEXMEM)HBTIE (nginx-Ingress.yaml TELRFIFER):

H}

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80

pathType: ImplementationSpecific

3. MEEN:

kubectl apply -f nginx-Ingress.yaml

(D NetAppRinginEHIBRENHE, TFRLE dacnonset.

OpenShift AT HIZZHIP I
1. SREGERFHIRENZSA, IEFHF CA X, LU OpenShift BEIfEMA,
2. Bl# OpenShift BRH:
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oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

EFE Astra #FH50 UI
& Astra I£5IR0E, EBREERAEERNZIEHERE Astra 15190 Ul 5 B4R

p

1. fEXYE287. 3NFQDN (81 https:// Bi%R) astraAddress fEH astra control center.yaml
CREYa] fBRET Astra =60

2. MRHIURT. BEDEEBIES.
() cauEsREaREEES.

3. #EAstra Control CenterZRIIHE L. BNERATFHIE email EH astra control center.yaml CREY
i8] BT Astra =60, RERVIRIZERRS (ACC-[UUID]) »

() MRERAWEBIRRER, ERRKFHHE 15 95

4 JECER
O. IRIERT B,

@ MRXZREFE—RER. BETIETEE. HEERCIZEEMEMEERBAKS. BERKR
"NetApp XZHF" L,L*%'E'ﬁfﬂ (UR=RHEUS

6. (k) MERIMBEBER TLS IEBHRBEBRN "HIEBMANE (CA) EBHNBEENX TLS IEH"

X RIFEHITEEHPR

yﬂ%ﬁ&f—mﬁ%fi:qu Error '{klu\\ Iu\jl’l*ﬁgalh\o ﬁ*ﬁ 400 EU 500 %WE’\J API uﬁ]F—“Zfﬁﬁgo ﬁt_—b'ﬁ%:%\ﬁ
TR EBPERNE,

eI
* BI0E Astra ITHPORMERBE, BRAUTASE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* B & Asta Control Center CRAVEEIH :

kubectl get acc -n [netapp-acc or custom namespace] -o yaml
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T—=F175h
* (AIE)RIBEEHIFR. STRREGRIE "TCED R,
* BUTLASERERE R EES"
FCESMPIE R E RS

W%MMWH%$ﬁ¢E@TE%AE$\W SERIT RIS B, LUFAstraizH i
SRERCHIEPEIEE,

TR
1. HIABREIE P EIRES

kubectl get pods -A | grep 'cert-manager'

Gl vaans
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. NRIEIEH/ZEAX astraAddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

MR T3 -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. fERTATAE R EIEEA:

kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n

<cert—manager—namespace>
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MR TR f3 -

secret/selfsigned-tls created

4. B8 clusterIssuer X BT, BEEEMNGRATIEIE cert-manager PodMI &R

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

e Bz 73~ 151 -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S. R EE ClusterIssuer BIEMiEEI. Ready AN True EHEIREZA]:

kubectl get ClusterlIssuer

Mie) Nz 7~ £51) -
NAME READY AGE
astra-ca-clusterissuer True 9s

6. 5TH "Astra iZHlFRLREI R B "Astra? SHIF OB YAMLAFRRECE S B HAh. &R LIERCRD
BELETERERSEZINIRERN, EUIERERESTRIEPZE. MUEAstrai=hIROEISIRFISMNBERE
2%,

£/ OpenShift OperatorHub &3 Astra =50

WNRIE(FHRIZE Red Hat OpenShift , WATLAEER Red Hat IAIEIE{E 5 &4E Astra Control
Center ﬁﬁ?ﬁt?ﬁﬁf’ﬁf%ﬁkﬁz Astra 1Z%H0 "Red Hat £ 7245 H =" 2 A Red Hat
OpenShift 28 F Ao
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SERILRIET BE, BHITUREIRILRERESBUSTER "FRTE" LUIELERTHINHE R,
FFaZ Bl
* HWEMIEFHRRMG: "FHRZEZ A, 15 Astra Control Center S E AZBAYIFIE",
* BTN RFREEHEERFAPIARSS
° fEOpenShiftEEB . HRFIEEEHZERIATEITIREBHFIVRE:

oc get clusteroperators

° 7EOpenShiftseB¥ . HIRFIBAPIRRS L FIBITIRNR RIFAVIRE:

oc get apiservices

* * FQDN#hE*: SREXEUIR O H Astraiz il O BIFQDN#EE,
* * OpenShiftifR*: FREXFIRed Hat OpenShift A28 F &M ERIRFIARINIR. UHITAARN LRSS &,

* BECEIIPEESR. MREHPEFTIIREES. NWEFEERITEEIRME FIRFHDE" XiE. AstraizHl
FOMAERERCHIEREER. FIABER T, AstraiZflROSELREELZE B CHIEREESS,

* * Kubernetes A\[O#E#l28*: SR ZBIKubernetes N[zl 28 1 SR BB X BRSSHISMERIAIR]. BlaNsEB Ay fa &
T, WEBBHIGE N SAstraligHh OB SR

a. SIBIRFREnR=TE):

OC Create namespace netapp-acc-operator

b. "FIGE" ERATFENAORHISEEE,
B
* TEFIRERAstraiTHH0
* Z%ENetApp Astra kubectlififs
* [RBRGRINEI A AR ER]
* FRENRERREDH]
* [RRRIEA]

* &k Astra =HIFRL

TEHFHIRENAstraiZ )

1. # % "Astra Control Center FETIE" T iH.
2. R E&Astra Control CenterfVHf4 & (astra-control-center-[version].tar.gz) o

3. (BIER]E) T HAstraiZH RO RIIEPFERZ | (astra-control-center-certs—
[version].tar.qgz) AR ENER

41


https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

AT BRIl verified OK WIERINE,

4. MAstra Control Center$fl4f 1 32 EX AR :

tar -vxzf astra-control-center-[version].tar.gz

Z%HNetApp Astra kubectlifift
1&B] LAEFANetApp Asta kubect®p <1 THEH IS IS HEIX B A D ockerfF i

Fraz Al

NetAppA] AR CPUSRITHIRIE R Srir (i — B X . ERITILES ZHI. BRE T RIERNCPUNMIRE
R

TR
1. 5 tHe] FABINetApp Astra kubecttfiF Z#HIX . FHid TRIERAFMCPUSRRMIFRFRAISI 4R R

(D) kubectiffffERiarfy—H%. HAMERFRIXHRTP kubectl-astras
1s kubectl-astra/

2. BIFHHM —HEIXE B R YRR EHED RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIS R IN EI A AR
1. AB2R5 | BB RS BIN
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Docker

1. Efvtarbal IRE R, BREFIXHMER:

acc.manifest.bundle.yaml
acc/

2. ¥Astra Control CenterBRf& B RHRVIR M G ARGHEIX B A E MR, EIB1TZAI. EHITUATE#R
push-images W<
° ¥§<BUNDLE_FILE> &t /5Astra Contro 4B XX HFHIEZ R (acc.manifest.bundle.yaml) o

° ¥&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfZiEFERIURL; 530 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° ¥§<MY_REGISTRY_USER> Ei#ft hHF &,
° ¥<MY_REGISTRY_TOKEN> &1t /7 M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. Efvtarbal FIRE R, BREFIXHFER:

acc.manifest.bundle.yaml
acc/

2. FREEMR:

podman login <YOUR REGISTRY>

3. EBHEBETUTHMEERNPodmanhR A BEX BB Z —, $§<MY_FULL_REGISTRY_PATH>
RABEEAFERNVEFEENURL,

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.04.2-7

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ;

astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded

image: //")

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.04.2-7/image:version

HEIRERRETIE
1. R ERRENE, BERBUTEEZ—!

> M Red Hat OpenShift Web =44 :
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i. ZR% OpenShift B28F & Ul ,
i. MMIESREA, %EF * IZERF > OperatorHub * o
iii. 3#ZRFH1%EFENetApp Astra Control Centeriz B R,

° M Red Hat £ SR LB F:
i. 3% NetApp Astra IR0 EEH,
il. R * EPEHMER *

Red Hat

Ecosystem Catalog Hardware Software

Latest version

Capability level
© Besic Install

dource

Certified

Provider

NetApp

Repository

N/A

Container image
N/A

Created at

]

Support
NetApp

Cloud & service providers

@ netapp-acc-operator x

How to deploy Astra Control

Refer to Installation Procadure to deploy Astra Control Canter using the Operator

Documentation
Refe

t operators > Astra Control Center

Astra Control Center

Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits

Overview

1. SERY * REIRIER * TUEHLRIRIER:

®

Documentation Deploy & use

BIERBEFB SRR TE R A A,

FAQs Get support

Have feedback?
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a. lﬁ%ﬁ%fﬁﬁﬁ% ?I‘Eﬂﬁ netapp-acc-operator ’néﬁ% ?I\E—Pﬁ&?ﬁf’ﬁﬁf-'t%ﬁ*qugﬁﬂﬁugo
b. &$ZFhak Bt &R,

@ BNFaptE, STEEREBIT—MREREA.
C. R RE
@ NREEFE T FEIRUERE, RAERBRTERELBEINFIRETI,
2. \EHlEH, ¥E OperatorHub EEHIMNREREMRINLLE,

3t Astra 510

1. MAstra Control Centeri@&{EGHI* Astra Control Center”3EIR-EHBYISHI S F. EFE A
##£AstraControlCenter*,

Project: netapp-acc-operator

Installed Operators > Operator details
netapp-acc-operator
4+ 2340 provided by NetApp Actions =
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces O Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 52ff Create AstraControlCenter REFER:

a. REHIFE Astra IZHIF OB TR,

b. FAstrai= il H R INARES .

BRARZABEXR. BiREBZEFEE.

d. #N\AstrafZ= | F/OFQDNS PN, 1ELESD http:// B https:// FEMIEFEEH,
e. i \Asta Control Centerfixzs. f5141023.04.2-7,

f BAFBFR, BFEREMItAEERE K.

0. FERMBEIULREE Retain, Recycle 3 ‘Deleteo ERIAEN Retaino

h. JEERENRT BRI,

3]

FNBR T AstralEREAM(HA) scalesize B Medium, AJTEHAREE KZH
(D) 5, HBESIBBUEATR. B scalesize (£ Smal AER SHFER
SMERHE, BEBRSHI, W ERE
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* Generic (ingressType: "Generic")(EXIA)

MREEARERS— P AOEHISREBELEEREE SHNDOEHIZE. FERLLED, 2BEAstraiz ]
hibE. BREERE "A\OiEHIZE" UERAURLAF Astrai=hlHil,

* AccTraefik (ingressType: "AccTraefik")

NREAFLEEENOIEHRE. IBEAIEDT, XFEE AstralEhlhid traefik MXE

JIKubernetesfi"loadbalancer' £ &R S3
Astrafz il CE B R A "loadbalancer"fIBRSS (sve/traefik )« HERAESERIAIEBISMERIPHE
it, MREHIMRE AT FERAHTERS. BERKREE—FEes. WolUERMetalLBaE I MEBARSS

AT 28 I ARSS 7 BCIMEBIPHEILE, 7EAER DNS ARS2BEER, ERIG A Astra F=HIH0IEER
DNS & #Riam i 3 FE&8Y IP ithilk,

() B auTHENENESRLOIMER. FEN ER,

a. £ * BRGIEMER * 1, MASHERRECEMKRIZE, BLED http:// B https:// FEHILFERTR,
b. IIREERNREEMRFTESHRIE. FWAREEH.

() nReERmIRERESHRIE. R RS,

c. MANBERMEF,
d. BEERRY R
e. IRAIARiESE,

() mERETRAEEL. EHERCER—BERMTINEEE,

f. X CRD AR E LT,
3. FEERYAMLIEIUBE B EERMIEE,

4. %R ... Createo

B FMRER
MNREERAEMREESHIQUE. IBTEOpenShiftEEE: FRIE—1NEA. AREFRRNZZEHRZI Create
AstraControlCenter iﬁ?ﬁ&o

1. FAstraizhlh R ER SRR R T|E):

oc create ns [netapp-acc-operator or custom namespace]

2. EltapR TR EIRERA:
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oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Controlf¥ 3z #FDocker; &R A%,
3. ERHPNESFES 6EAstraControlCenterR B FES,
T—%178h

FeRY "FIFRDE" BERMIER S BMINREAstralzhl RO, BIRE—MNOERIS(EIE)HEREIUL TN EiF
BERNT "REMES" TREERE,

7

{#£/ Cloud Volumes ONTAP Zf&/Gim&iE Astra 1THI9 )

{&£Bf Astra =800, Eo]LUEABEIER Kubernetes ££2%F1 Cloud Volumes ONTAP 52
GITEEEIMEHREIRENAIER. A LIIENEF Kubernetes E8f S =R —1NBEE
I2 Kubernetes S£8$HZB2& Astra Control Center o

FEHP—MEESR, EAJLUEER Cloud Volumes ONTAP {EAEEfEIR RN TN A2 F HUREIRR(E, EIERTLL
¥ 83 FE D RECE NE D BT

E7EAmazon Web Services (AWS). Googlez=F & (GCP)#Microsoft Azure#{#FHCloud Volumes ONTAP 1=fi
[Ein&EAstraizHR 0. IBRIBENIMERITUT I E,

* 7 Amazon Web Services FEBE Astra =&
* £Google Cloud Platform/EEE Astraiz il #ils
* 7£ Microsoft Azure FEBE Astra #ZHH0)

&0 LUE B B E1EKubernetes 85 (5I#00penShift A28 F & (OCP)ER AR EEN BiER. REEERE
FIOCPEE A BT I KERE Astraimhl ity

7£ Amazon Web Services FZBE Astra =540

&R LLTE Amazon Web Services (AWS ) AF = EIEERNBEE Kubernetes 8% FEE Astra 1261710

AWSFREERINEE
£ AWS HERZE Astra 5102 8T, BBEEHREUTRE:

* Astra Control Center IFRJIE, IS "Astra 1= OIFRIZE K",

* "JHE Astra ITHIFOHIER",

* NetApp Cloud Central account

* YNRMFEAOCP. MIRed Hat OpenShift Container Platform (OCP)A PR (fE8p & == a1k 3 AT £IEPod)
* AWS &EHE, 517 ID MHEER, BERATRIBFMED ERMEZBIINR
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* AWS k38R 285348 ( Elastic Container Registry , ECR) ihBIF1& R
* Eifin] Astra Control Ul , FE AWS £E 53 X#1 Route 53 %H

AWS BYIRIFIFIRER

Astra ITHEIFROEE LT AWS 12EIFIR:

* Red Hat OpenShift 28 F & 4.8

() ®REmmte Asra BEIRONIBIETEHRIFEE 5 XA IEAR A A RER.

BRTIMENZRERZIM, Astra iITHIRONEEEUTER:

HiF

517 NetApp Cloud Volumes
ONTAP A2

TERE (AWS EC2 E3R)
kR
FQDN

Astra Trident (TENetApp BlueXP
F{EIKubernetes 8% & I B9—2B
RE. LFiFFCloud Manager)

BRIGSEM =

ZK
%) 300 GB AJH

SBHZEDIANERTE, 8MEE 4 vCPU #ZiI0# 12 GB RAM
fR53358 "loadbalancer" A AT EENRE RXEIRIEFIREEEPAIERSS
—H¥g Astra 1=5I5R089 FQDN (M A ETEE 1P kA £

REHBIET Astra Trident 21.04 EShRZA, FI& NetApp ONTAP 9.5
HEBRSEAFEGIR

BTRE— T MENTAE MR, FI0AWS MR FFMER, BT
¥ Astra Control Center 132G HEIXEZEM K, EREIREERKMSG
T EEIRYBREEMRAY URL -

Astra IS DL B S B MAE 8535 I —
® BILNE, AHRRET Rosto HREHHTRIRAN
Fo
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HF 2K

Astra Trident / ONTAP E2& Astra I=HI|ROER S B—NEMEEHIGHISENRINEES, Astraizihl
FUSZFF L FONTAP Kubernetesfz i, XLEFESREEE K Kubernetes
£S5 N\ ZEINetApp BlueXP (W FI#RACloud Manager)B 8lI32#, XLETh
BEE Astra Trident 1211 :

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEBRIRE Astra 6 ORBIZI TR FH—IETHNAIERF. NRFMREITHEHEMNARRE
F, BN MEREXEREER,

(D) Aws Em®mSIRTE 12/)\EEH, ZEEBAEIT Docker MIGEMEZH,

AWS ZFEHTA
TERBENABTIF Cloud Volumes ONTAP {ENTZEEIRZEIE AT AWS B Astra 1THIFUL TR,
TEHIFANAETERENTE,
1. BREEE BB IAM AR,
2. £ AWS %% RedHat OpenShift £&%,
3. BEEBEAWS,
4. BB EHFAWSHINetApp BlueXPs
5. RILFEATFAWSHIAstraizEldity,
HIREES BIEH IAM AR

WIRIEEE BHBHNIAMAGFIRE. B &R %ERedHat OpenShiftsEE#FINetApp BlueXP (UAFI#RAICloud
Manager) Connector,

B2 Wi AWS EiE"
£ AWS %% RedHat OpenShift 8%
7 AWS %% RedHat OpenShift A28 F A% R,

BEXALREHA, E2N "7E OpenShift BEEFAHR AWS 2ot
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ECEAWS

ETR. BAWSEENEIREDIIMGS. IREEC2ITELA. SIBAWS S3EFMHEDER. B2 IEA R EMR(ECR)
DIt EAstrafZfll RO &R, FFX LR EGHEE R HEM R,

RER AWS XTI T B, B2 "AWS L33

1. BIERAWSEINMLR,
2. BE EC2 IHELA, XAILIE AWS FEVENARSS 285 VM

3. MNRLHIXAHREET M ITET RH Astra RIEFRENRILE, HBR AWS HRISEFIERLLUAE Astra
BR, BB "Astra FZ=HIFRLER",

4. Z/DBIB— AWS S3 B ESRTFEE 7,
S. B AWS it RIRIEME (ECR) LUEEFTHE AccR &,

MNRAREEECR. MAstraizHl-RLTEE M E & Cloud Volumes ONTAP EABAWS/GIHIE
() mpnsiesie, MBE2RER Astra 2EIRL LI ERIERSEE AWS ECR HiaiR
R, NS MDA .

6. XL Acce BRIGHEIX BIIETE AV EM RO

AWS BEFIUIRE (ECR) ST 12 /IR, HSRBERFIRIBERKR, M
(D »AWSEE#Cloud Volumes ONTAP BIE/FIEEIREIS £ EIREHA. BEELFMAS ,
BRI ECR MTSHIIE, FER— TR, UEMMIRE R,

LUTZ AWS ERERBI:
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u ACC - AWS NetApp CVO Deployment
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Hosting ACC images
OGP Platiorm Cluster B Application Cluster
NetApp CVO Single Node NetApp CVO HA Multiple AZ
' " mvalaomyzone U aveeaomy zone | T avetapmy zone | T avasanmy zone
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~®—'n | —9-m —@-m ~@ -
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_ cvo i ' I : ! :
Oponshin Storage | | OpensShitt cvo | Openshift Vo | OpenShif cvo
l Backend | i Storage | : Storage | : Storage |
i ; Backend | : Backend { Backend
ﬂ WysaL i HysaL ; MpsaL ;

Classic Load

ACC Web Address

Ao E1EFHFAWSHINetApp BlueXP
fEANetApp BlueXP (LAgI#F/ICloud Manager)BIZ2 T{E=SE). [MAWSHINEREZS. IR TIEIFEHSNEE.
FRERBlueXPX ST L T B, BERUTHA:

* "AWS AfY Cloud Volumes ONTAP i7"
* " FABlueXPTEAWSH ! i iE 128"
B
1. B EEARMEIBlueXP,
2. QBT fE=IE,
3. 79 AWS RINZEEER. & AWS ERIRERERF,
4. RIENEIFELE— N TIEFIE,
a. fiiE: "Amazon Web Services (AWS)"
b. 2.8: Cloud Volumes ONTAP HA
5. S\ OpenShift 8%, S£EEERIERINIOIEMN TIERE,
a. JE$F * K8s* > * SEBEFIR * > * KEHIMIEE * , TE NetApp EEHEMES.
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b. & FE A LAMAsta=IRhRZA
C. iIE FE NetApp ENECEFERFHI Cloud Volumes ONTAP S£E#7Z1E,

2B SN Red Hat OpenShift 2857 W H D ECEAIATFAES. BRI LUERFER,
Asta=HEERTE S AN A I EF HEIRE,

6. 2 FLtkCloud Volumes ONTAP ZREZRRFR A KA ENE,

Cloud Volumes ONTAP AJLUEA BN RIETT, tHAILESARMENETIETT. MREBA HA
, BB TE AWS HIETTH HA RS T R B BT

RIEERTAWSH Astraizfil &ty
ERIBHRAE "Astra 1T OREBI
(D AwstEmEmSIEiEBRAR,

7£Google Cloud Platforms1Z8E Astraiz i H(s

BRI LAI7EGoogle=F & (GCP)AE = LIETER B EEKubernetesfEgE L EFZE Astraiz A,
GCPFEEHITHEE

EGCPHE B Astraiz Bl L Z i, BHREHEUTEME:

* Astra Control Center IFA]IE, FE "Astra =R OIFRIZE K",

* "JAE Astra I£HIFOHIEXK",

* NetApp Cloud Central account

* WNRFEAMIRZOCP. MJIRed Hat OpenShift Container Platform (OCP) 4.10

* INRFEAOCP. MRed Hat OpenShift Container Platform (OCP)A PR (fE8n & == a1k 3 AT 8EPod)
* GCPARSIKF . BB CIRFMED BRAIEZIEMIINR

GCPHYIR{FIFREK
() ®REEEEE Astra REIR ORISR RIS B AR EARER,

BRTIMENIRIFEERZIN, Astra IFEIFROEFTEUTHRIR:

¢4 3Kk

5% NetApp Cloud Volumes Z/1 300 GB AIH

ONTAP ZfiEA =2

TET R (GCPITEEXR) SHEDINEYTE, 80 TEE 49 vCPU Z0FH 12 GB RAM
A= AEEIETS AR52 258! "loadbalancer" AJ A FRBENRELEZNRIEIMRERFPRIRS
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A1
FQDN (GCP DNS[X1%)

Astra Trident (fENetApp BlueXP
F{ENKubernetes 5 Ef & I A —EF
&%, LIEiFF/ICloud Manager)

BRISCEM =

Astra Trident / ONTAP B2 &

2K
—HRE Astra =HI50HE) FQDN f5R G ETE IP #thitpy757%

REHAE T Astra Trident 21.04 HEShRAS, FH¥& NetApp ONTAP 9.5
REBMREIENFEGR

B EBENMAENTAEMEKR. FlaGoogle Container Registry. &I LA
#&Astra Control CenterfdZBRGHEIEEIZ MR, BREREEGREGE L
R B RREIEMRAY URL -

() CEEERESHILURREEHN Restc B,

Astra ITHPOEKEIB—NEERFHIEHIGENRIAEFESL, Astraizhl
FRIOZIFTERFONTAP Kubernetes5E 853 A\ EINetApp BlueXPHIBY Bl HY
LA FKubernetesTz i, XLEINEER Astra Trident fefit:

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEERIRE Astra 26 ORBIBITHIRFE—IZTTHNARRRF. MRMEETHEHEMNARR
7, BN ERRER,

GCPERE MR

TE#ER T EGCPHRCloud Volumes ONTAP {EATFiEfEInHY B EIEOCPERE L RFEAstralz RO RI 12,

TEHFEANATEFESIMNT R,

1. 7Z£GCP_LEZ%RedHat OpenShift&EEf,

BIEGCPI E M EINTAE =0
HREARR BB IAM AR,
FEEGCP,

JIGCPEZENetApp BlueXP,

o o A W N

7EGCP_t % #tRedHat OpenShift&Ef

ZAEERTF GCPHIAsta Control Centero

B—H BTEGCP L Z%#RedHat OpenShiftsE %,
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BXRLENE, EEIUTRE:
* "TEGCPHZEOpenShiftEEEE"
* "BIEGCPARS K"

SIEGCPIEMENE =

ZE/D8IE—GCPII B M EIAFATE = (Virtual Private Cloud. VPC),
(i)  Openshitt FTEER IR E MR, Itsh, FHEMEXGCP VPC, S5 OpenShift i,
EEI BB T A SR RAN BT FBI2R OpenShift EBARA,

HRIEEE R 1AM R

BRIZEE BHHNIAMAERNIR. AT L ERedHat OpenShift&E 2 INetApp BlueXP (LAFIFR I Cloud
Manager) Connector,

FS N "Y1 GCPEREFIAR",
FcEGCP

E TR, BGCPEEENEAIEVPC., REITEIMF]. 27 Google Cloud Object Storage. BJERATFILE Astraiz il
FC\BR{&IGoogle Container RegisterF i X L BRI HEZ B LS E M R

RIBGCPXIETAA T B, 1EZIEGCPH R EOpenShiftéas,

1. ZEGCPHIBIE—1GCPIBFVPC. ZIMBMVPCitIBEFEAEECVORIHIOCPEEE,
2. BEEITELG, RS20 EGCPHIENARS2RFHVM,

NREFIEBERS E T RMILIET RRYAstrai R FRERLE. FECCPHRENLFIER LA EAstra
Ko 1ES N "Astra 1THIFLER"

Z=/D I —1GCP Cloud Storage Bucket L ATZ &= 170

BIERTFED BRI FR RN Z R,

Bl Google R 23 /M R UILEFTE Astraiz il Ao 0B,

JIFRA AstraizfilFuCBR{&I% B I T Docker#/HIAYGoogle B 285 AR 1A 1R A PR,

w

N o o &

i BRI B AcceBRIGHEIX B E AR 2R -

gcloud auth activate-service-account <service account email address>
--key-file=<GCP Service Account JSON file>

AT E— P Astraiz sl 0B B XA U EBGoogle G E MR I B,
ANl
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manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image
docker push $SGCP CR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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C. MAIRIEIESRETEIGIT, ARUIMREIZERESR,
3. AN ESE— TR,
a. iiE: "GCP"
8. Cloud Volumes ONTAP HA
4. 2\ OpenShift 8%, EEIGEZIIERINICIZEN TIEIFIR,
a. JEIF * K8s* > * RBFYIR * > * EEHFAMER * , TFE NetApp £EHFAES.
b. £#G5 LA, i Trident k4,
C. i FERA"netapp"tENECEFEFHICloud Volumes ONTAP EEBFFAEA
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Asta=INNEESES AL IEFR EIE
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Cloud Volumes ONTAP RI LI EABEN T RIa1T. WAIUESTRMYHA)RIET. REEH
HA\ 1ﬁ1E_FT_GCPI:F|J:'??E’JHA’{klu\*Djﬁun B%llk%s\o

ZiEATGCPAJAsta Control Center

TEEEATAE "Astra 1T IO REH A",
(D)  ccremEmsIEins BLL,

1. 4 DockerZ A LURENE T Astraiz il RO R A IR (& :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

7E Microsoft Azure FZEE Astra ZHIH ()

& B LATE Microsoft Azure A8 = EIEERBEIE Kubernetes 528 2[5 Astra #3100

AzureFFRBITNRE
£ Azure HEBE Astra 1=FIF 02 ET, BEEHEUTERME:
* Astra Control Center ¥ ]I, SN "Astra 1=l FROIFRTE R
* "JIE Astra I=HIFIORIER",
* NetApp Cloud Central account
* YNRFAOCP. MI}IRed Hat OpenShift Container Platform (OCP) 4.8
* INERFERAOCP. MRed Hat OpenShift Container Platform (OCP)A R (fE8n & == a4k 3 AT 8EPod)
* B AT RIEFE D ERFNEZSRINRAY Azure E1E

Azure FUIR{EIRIEEK
HFRIEEEFERE Astra IT6HIF O IRMEIR R R EIFIR B B XEPHRIANE R Z RE R,
MRTHENERERZIN, Astra IBHIROEEBEUTER

/2N "Astra ITH|ROIEEIFEEXK",

A4 3K

f5i% NetApp Cloud Volumes Z/1 300 GB 7] A

ONTAP ZiE A=

RITE (Azure itEEXR) SHEDINMEBTHR, BT RE 4 1 vCPU #Z0F 12 GB RAM
AR TS ARZZ3EA! "loadbalancer” AT FREENRE R X TNRIEMMIRERPIIIRS
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At
FQDN ( Azure DNS Xig)

Astra Trident (fENetApp BlueXP
F{ENKubernetes 5 Ef & I A —EF
IRE)

BRISCEM =

Astra Trident / ONTAP B2 &

2K
—HRE Astra =HI50HE) FQDN f5R G ETE IP #thitpy757%

REEMBIBEM Astra Trident 21.04 KEEARAS LK NetApp ONTAP 9.5
NE SRR BIEEE G m

BB E— T NENEREMER, FI90 Azure ResiEMR (ACR) ,
BT LU Astra Control Center MZUEHEXENZ MR, BEERMHE
BrRGg _EEEBIRRG A REY URL o

() CEEERESHILURREEHN Restc B,

Astra ITHPOEKEIB—NEERFHIEHIGENRIAEFESL, Astraizhl
FRIOZIFTERFONTAP Kubernetes5E 853 A\ EINetApp BlueXPHIBY Bl HY
LA FKubernetesTz i, XLEINEER Astra Trident fefit:

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEERIRE Astra 26 ORBIBITHIRFE—IZTTHNARRRF. MRMEETHEHEMNARR
7, BN ERRER,

Azure ZFERLR

TEEBENABTIERT Azure BY Astra 1T RO R IEITTE,

TEHFEANATHEFESIMT R,

1. 7 Azure £& % RedHat OpenShift ££8%,

Bl Azure &BJE4H,
HRRIEEE BB 1AM R,
BoE Azureo

o o & w N

7 Azure t%% RedHat OpenShift £

HAzureEt ENetApp BlueXP (LLEI#FACloud Manager).
REMEEIERATAzureMIAstratThl iy,

F— 27T Azure E& % RedHat OpenShift &%,
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BXRTLEHE, BEUUTARA:
* "7E Azure £&%E OpenShift 85",
* "RE Azure tKP"

Bl Azure ZIRA

ZE/DRIE— Azure FIRAE,

@ OpenShift AIRERBIE B SR IRH, FRTXLEZIH, BENENX Azure BiFH, BTSN
OpenShift 314,

TR e R EOIR T S LR R IRAN BATN ATERF OpenShift S28¥ R4,

WIRICEE BI5HY 1AM 1R

BREER EBNIAMAERNINIRE. B LlZ%ERedHat OpenShiftSEE¥FINetApp BlueXP Connector,
BEEM "Azure EIEFAE"S

B2& Azure

BTk, BAzureFeENOIREMNG. RBITHELG. 8l#Azure BlobZ 28, BIEAzure B2 MR (ACR)UE
EAstralZhFORE. FHREXERGHEEE L EM o

1RIR Azure XHESERUA T E R, 152N "7E Azure £%23% OpenShift 5225

1. BlIEEAZzUre B
2. BFRITELF, XEILLE Azure FHIEHARSZERE VM 6

3. NREHIARB MRS ET M TIET M Astra SRARFIRERILAS, 51T Azure FEECLSLFIZER LUK E
Astra XK, EBN "Astra ZH|FLER",

4. ZE/bgIE—MAzure Blob B LUEHEER 1D

S. BIEEFEMENKF, . BMHRE—MFHEIKFREZEZRAE Astra 1ITHIR LD BRINE 2.

6. BIRTFEMES ERIA IR PRIV E R,

7. QI Azure REEMER (ACR) LUIEEFE Astra 1251500,

8. 79 Docker #Ei% / HIFfE Astra 56|50 BEIZE ACR A1,

9. BNLUTHIZ, 3§ Accc MMGHEXEILFMR:

az acr login -n <AZ ACR URL/Location>
This script requires ACC manifest file and your Azure ACR location.

o il *
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manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image repository>
ASTRA REGISTRY=<source ACC image repository>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/$image $AZ ACR REGISTRYY/Simage
docker push $SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest

10. i&E DNS X1,
J9AzurefC ENetApp BlueXP (L ET#77ICloud Manager)
fEABIueXP (LARI#R/ICloud Manager) I TIE=E]. [MAzure ™ NEE::. IR TIEIMEHSNEEE
RIEBlueXPX TR A T T B, B2 "AzureFFEIBlueXP A"
FFoaZ B
ERFTER IAM PRF1 A AR Azure BKF
ig%

1. BRI EIBlueXP,

2. ZILERT Azure BUEIZZS. 5B "BlueXPIHEEL",
a. 3%&$% * Azure * fERIRIHIER,
b. %8\ Azure £iE, BIENARERF ID, BERIEZHMBR (FAF) ID.

0 "MBlueXPr.fEAzure 6| 32 1EZE:",
3. MRIEIZRSSIETEIRTT, RETIRENZEESS.
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Cloud Manager Account Worl pace Cor : o

Connectors Add Connector | Manage Connectors

Q t X

AZUTE | WESIUSZ | W ACTIVE

[] azurecioudmanager Go fo Local Ul A

Azure | centraluseuap | = Active

[[] evo-aws-connector Go to Local Ul A

AWS | us-east-l | ® Active

] ovo-connector-gep Go to Local Ul &

Google Cloud | us-eastd | = Active

TestazHA Goto Local Ul 2

Azure | westus? | = Active

azure-connector Goto Local Ul 2

Azure | westus? | w Inactive

e &

4. REMNTIFMEEIE— D TIEFE,

a. if&: "Microsoft Azure" .

b. #)X\: Cloud Volumes ONTAP HA ,

Cloud Manager Account

netapp.cor

Canvas Replication Backup & Restore 3 3 il e Compute Sync All Services (+9) +

Add Working Environment Choose a Location X

[ 1]
= aws [ =]
Microsaft Azure Amaion Web Services Google Cloud Platform On-Premises
Choose Type

o
©) @ ® ®

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files Kubernetes Cluster

Q, if you want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

. A Openshift 8%, SEIFEREENNISIZN TIFIFIR,
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a. JEFE * K8s* > * SEBFTIR * > * EEHFMIER * , BF NetApp EEHFAER.

Cloud Manager

count
netapg.com-05. Workspace-1

Canvas Replication Backup & Restore. K8s ata Sense File Cache Compuite Sync All Services (+9) w

Cluster List » Cluster Detalls »

targetazacc [Aupdate Kubeconfig Connect to Working Environment

Status Cluster Version Added by volumes VPC Date Added Trident Version  Pravider
{~) Running V1.21.6+bbBdS0a Import 3 - April 14,2022 v21.04.1 =I Mm”"
1 Working Environments Q
¥  Provider = B : s * Capacity
testHaenvaz ) B M westus2 10.0.0.016 0,00 used of 500 GB avaiiable
1-10f1
3 sterage Classes Q
Storage Class ID % Provisioner % Volumes ¢ Labels
managed-premium | gl 0
tridant.
Xe1HS5pd-ha
vsaworkingenvironment-xr1hsSpd-ha-nas i NetApp 3 den e AT aetre
trident netano loforotocol=NAS +1 9

b. FEEE LAMNAsta=IHhRZAN.
C. i2 FE7R NetApp ENECEFEFRY Cloud Volumes ONTAP SEE£1Z (&3S

IIRERE BN Red Hat OpenShift S8 H D ECERIATEESS, BRI LUEFRTEESE
Asta=TINEERTES NN AT IEF EHHRE

6. 12 FitkCloud Volumes ONTAP ZFERRFRE XA EEME,

7. Cloud Volumes ONTAP RILUMEAEN T RialT, WAIUESAMIFIE TiEiT. NREBAHA, BFIET
T_ Azure EP 1—_|-E,J HA &ﬁ*ﬂjﬁl \I:lB%)Ikn_.\o

LI EIE R FAzurefIAstraizE| by
RBRIREZRE Astra 1610 "2,
fEF Astra =510 Azure TZED R, BB & E Astra =G| OHRINTEFE D EL

LI AL B AstraiT |l
IRIBEAVIFIE. RIEAstralZhlFO G REEE#HITHMEE,

HEFRRIRIRS!

R LIRS {FFResourceQuotasHlLimitRanges ¥ R 3K BA LE 85 % == [B) PRV ZR IR & B &8 _ERIFTE A BCPUR
Fo AstraiFflHORIGERANRS. ALFAFEXLERFENER, NMRENIMERAXMHAEREE. WEEM
TR R EAstrai=H 0B 5 8 = 18] R IR X L 2R,

TR UER U TP B RAMM PR LGRS, EXERFIP. b ERES<LEH,
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-
1. 7EPIREGARECEN netapp-acc (BEXRAR)dnRTE]:

kubectl get quota -n [netapp-acc or custom namespace]

e 7 -
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRBIRMIRATE HIRECER

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EFIRENRHIEE netapp-ace (HBEEXZFR)MRAT(E):

kubectl get limits -n [netapp-acc or custom namespace]

Mia) 7 -

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. AN ERAR BT



kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom
namespace]

Ean R T2 8B AMERS

FLEIRIE(FE P NetworkPolicy #3315 R [R Hl &n ?‘E?ZIEHE’J}ITTEO AstraiZ il CRE G F Astraiz Fl L F AR E /Y
RTER, XERFEHRTEFPHNRSEERBFILERE. EBALERE. BHRITUTESE.

S
1. BipRAstraizHlA O dn & == (8] P EYEfAINetworkPolicy & |

kubectl get networkpolicy -n [netapp-acc or custom namespace]

2. JWF _EiRE<IR[EIAIE MNetworkPolicy 3R, IBFEBU T <IEEMBR. i&[object_name] & iR EIF R
& HR:

kubectl delete networkpolicy [OBJECT NAME] -n [netapp-acc or custom

namespace]

3. MAUTHREBEXHLEE acc-avp-network-policy fiFAstatfiffiRsSEAsta Control CenterfRS3 & H
BEROHR, BES<>HHNESBRANECIMERNESR:

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-avp-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <PLUGIN NAMESPACE NAME> #
REPLACE THIS WITH THE ASTRA PLUGIN NAMESPACE NAME

4. NAUTERXHEHUERE acc-operator-network-policy S iFAstraiZEhld O {ES 5 Astraizhil il
RS HITBENTR. BES<HHNEEBERANEIFEHRNER:
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: acc-operator-network-policy
namespace: <ACC NAMESPACE NAME> # REPLACE THIS WITH THE ASTRA CONTROL
CENTER NAMESPACE NAME
spec:
podSelector: {}
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: <NETAPP-ACC-OPERATOR> #
REPLACE THIS WITH THE OPERATOR NAMESPACE NAME

AMBEX TLS IEH

AIAMBR T Astraizhll FiOxE Nizhl2ERE (I(NER LA E )M Webil 5 28HWeb UIS A I0IEER B
BTLSIEH, TR LURMERMERNBER TLS IEH, HIFHBRARIEBMANE (CA) ERM TLS IEH.

AINNBEZIEBATRMERvE:E:

s BITHTTPSIEZ | Astraiz$ld.\Web Ul

@ * BEANEHIZRRE(NY ingressType: "AccTraefik" BMEEFIKE
astra control center.yaml &% Astra Control CenterHRig] 4 a3 %)

BEHREVATLSIE BRI A T X EEREITR P IIERTIER,

FroaZ Al
© RET Astra 1THIH0H) Kubernetes &8%
© WEE EEBITHE S Shel lIEIEISIR kubectl B
* CAHHEABERAMIER XX

MIPRBERIES
BRI ERNBER TLS IEH.

1. SSH , UBERFPBMERINLE Astra ITHIFI0H Kubernetes 584,

2. FARALTHSEME., TS HFHEBXEXMTLSEH <ACC-deployment-namespace> fEFAstra Control
CenterZfEdn B =Ia):
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kubectl get certificate -n <ACC-deployment-namespace>

3. AT e L MIFR S Al R EREAFIER:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERBLITRMFIED

AIN—1NE CA TR BIHT TLS iEH,

1. FERUTHLER CARNETARPMEBXXHCIERN TLS B, HIEES <> dHSHRSEmNMENE
ISH

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FHUTHSHRGIREBEREENEZRENX(CRD)XHFHEN spec.selfSigned BA
spec.ca.secretName E5|FTRIGIZENTLSZ A, FHRITUUTIRIE:

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

#spec:
# selfSigned: {}
spec:

ca:

secretName: <secret-name>

3. ERAMU T e TR G LIS IR A BN R B EMUNERE R EESIFIRIBER. ARE#HITER <acc-

deployment-namespace> {#FAstra Control CenterZpZEan & =il
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kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. B8 certificate.yaml filefE L TRENGHES <>HRSAUFHEERABENIES

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: <certificate-name>

namespace: <ACC-deployment-namespace>
spec:

secretName: <certificate-secret-name>

duration: 2160h # 90d

renewBefore: 360h # 15d

dnsNames:

- <astra.dnsname.example.com> #Replace with the correct Astra Control
Center DNS address

issuerRef:

kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFIREE, BIEEEERIBIEBURESFEREELIZIREEENSI (FIMEF, &

£:m9iE), £2iT8IEHEAT DNS &#%)
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kubectl describe certificate -n <ACC-deployment-namespace>

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61hO0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. FERUTHSFRAIREZ N CRD TLS ETUAIERFBNEREH, HEES <> S ESTENEK
SESH
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kubectl edit ingressroutes.traefik.containo.us -n <ACC-deployment-
namespace>

tls:
options:
name: default
secretName: secure-testing-cert
store:

H H= FH H H= FHE

name: default

tls:
options:
name: default
secretName: <certificate-secret-name>
store:
name: default

8. {#F3 Web 'S 28:% ¥ 2l Astra =50 RISRE P kit
9. WIBFPFIFAE SRR SEBREMNIEPAIFAS S ITH,
10. EHIFRHIBLERSNE Web M8 22hAIFRHEIRSEF,

% B Astra IT&7A0,

ZEEAstra Control Center. BRE|UIHERZLGE. BEZLEIFANE. MMIEE. B
BHIiE. SIBEMEUSRINERED L.

5
* 7NN Astra $=HIFR/CEY I RTIE
* f§EFHAstra Control & B T B EIENIFE
* [RINEEEE
* TEONTAP T#fi#ifaim/E A & Ik
* [RINTEfEER]
* RINTEfEDER]

70 Astra =55 C\BYF BT IE

L2 Astra Control CenterfY. BZERAIELIRIF I, NREEFEIT(HAstra Control Center. M E] LABKIS
ﬂ:tfq;ko

AT LUEEF Astra Control UISEZRINFETFR]E "API",

Astrafz il OFAEE BKubernetes CPURTTINIECPURIR. HitEHECAFTE S EKubernetes &M T 1T
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https://docs.netapp.com/us-en/astra-automation/index.html

RHBICPUH R, WAIEEFVCPUERE., XN EIFIENFAER. 551 1T

@ INREHIRFIZKEBIITAIH CPU Byt#l, N Astra =5IOSR LS EIRM N AR, B

REN, RETER.

() EErneTERSEEETE. SN BT,

FreaZ Al
* JhaHET &I Astra Control CenterS2fjl,
* BIERAENR,
* & "NetApp FEIHEXH" (nif)o
1
. BFE Astra 1=HI.0 Ul
AR P > FENE Y,
R ARINFENE * o
AR ST HAIFAHEX S (NLF) o
WEHE * ARINFENE * o
° BKF * > * FENHE * TEZRAFAIEHER, FIHABRE, FrIEFSIS, kP 1D FfEMARY CPU #it,

—_

a > W DN

@ NRERETEMIFEHE. HFEFRMAutoSupport ZEHIE. EREREFEMEENKFID. Lhgs
TEAstraz il 0 & £ MR RS E R R,

fEF Astra Control/E& AT £ B EIERIfIE

TEARMERZ AT, MBFRFEEUTHRSZ G BEMSTRENE. URREHEESFRNEIAstraizHl it
HeZEHEEAE,
FreaZ Al

* HBREEDPHN TN AEEEBESUNFMIREIEF. LWEPodA S BiHEFEHITR H,

© BRIMRR S RVEIF IR ER" IEF FAstra TridentflAstratZE &=,

* —NhRZSEYAstra Trident "2 Astraizfil| i 275" B %%

@ &I LA "EfE Astra Trident" B Asta= ImEEB T (FohaFEHBHelmER)3K tridentctls
EREHFARKAstra TridentZ B, BEF "ZiF0F0H. EmRMEVEE"

° BECEAstra=imfFEiERin: HAEVEE—MAstra=iR{EfEfgn "CifE" T5EE L,

° BEEcEAstra= iRz . BAEDE—DAstra=infFiE "EE" & L. NRECE TRIAFMHE
XK. FHRERHE—RBRIMUENEFES.

° BREHECE" Astra TridentEREBITHISZMESIRBE . SREBITHIZBONA "ELL" LUER LITEAstra
Control Bl REE, ZFE/D—Astra Trident VolumeSnapshotClass B4 "EE" HEERNIT.

* * Kubeconfig accessible*: &R LLiIA] "cluster kubeconfig" XX B FF—1 L Xt
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* * ONTAP EiE*: BMEETZHAONTAP R4 LISEONTAP EIRUNBERAFMEBFID. LB FEAAstraizhl
FLEDILERN BIEF.

EONTAP s3 2 1THIEITIA T a <!

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *{¥Rancher *: 7ERancherff 5 EENFHZERFEER. FBXRancherig{#iIkubeconfig)X 4HRIN FITER
%Eﬂkl}dﬂzﬁl LUERESEE L TFX. MAZERancher APIIRSS88 E T3, X#ERILUFZ Rancher API
RS2 L HH RS e

BITUTARKNSE, UBRENEEEESFHRINE Astra 251500

g
1. ¥e&Astra TridenthRZs,

kubectl get tridentversions -n trident

NRFEAsta=TINRE. ERBRIRMFUATRE L

NAME VERSION
trident 22.10.0

WMRAstra= IR FEAREE. WEEREMFUTAREHL:

error: the server doesn't have a resource type "tridentversions"

@ NRKRE Astra—iﬁﬁ:U/Ef_Eit EHMRA R B e=AThRAS. MR E?E;z Astra—ﬁ#‘a?UiﬁEE’\JﬂE’i
HhRAs. SAEELEEIRE, iESM "Astra Trident 44" HXiHBE, EFSR

2. HaRPodIETEIETT:

kubectl get pods -n trident

3. Eﬁm?‘f%%%EET‘TEE%’“x‘S'Z##EI’JAsta_*”‘GEE}J&F“o BLBIZFRFRN A csi.trident.netapp.ioo 1A
LA
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kubectl get sc

e Sz 73~ 451 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h

BIE— N ERINEEE A kubeconfig

TR LUEZE N Astraiz i PO BIR B RNEER AR, XFEAstraiZh P OISEFRNRIES R, MRS R B

By FeliE— g Ihrkubeconfig. LAPR#IAstra Control3f HEIERIEEEHIMNFR,

ezl
EFTRIRES R PEZA. BHERIENBEENEHAEFGUTER!

* BEREkubec G TEV1.23EShRAE
* kubectlif A1 2 {EHAstraiTH ORI BB ERE

(D HTFURESE | ERBEMETAsrafSHIsR OHERH#Tkubect 1T,

© BERECIIMRER EIE IR EEMERRYE RN kubeconfig
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p

1. BIEARSHKF
a. BB ARSI X4 astracontrol-service-account.yamlo

RIEFE BRI R TE, MRELSHITT BN, WEEUTTRFNARBRNEN.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. ARSI

kubectl apply -f astracontrol-service-account.yaml

2. fEFAstra Control EIR B TR I RIKAREIZ— N IRAVEREF FA 2

a. B3 clusterRole XHBEHH astra-admin-account.yamlo

RIEFEZREBAMM R TE, MREUSHITT BN, WEEUTSRHPNARBRNEN.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

— T %0

resources:
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LI |

verbs:

get
list
create
patch

Delete Resources

Necessary for in-place restore and AppMirror failover

apiGroups:

mww

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.io
snapshot.storage.k8s.io
trident.netapp.io

resources:

configmaps

cronjobs

daemonsets

deployments
horizontalpodautoscalers
ingresses

jobs

namespaces
networkpolicies
persistentvolumeclaims
poddisruptionbudgets
pods

podtemplates
podsecuritypolicies
replicasets
replicationcontrollers
replicationcontrollers/scale
rolebindings

roles

secrets
serviceaccounts
services

statefulsets

tridentmirrorrelationships



- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:

wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
- imagestreams/layers
- imagestreamtags
- imagetags
verbs:

- update

Use PodSecurityPolicies
apiGroups:

- extensions

- policy

resources:

- podsecuritypolicies
verbs:

- use

a. NARgEfAE:

kubectl apply -f astra-admin-account

.yaml
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3. NEEABLESRISIKFHNERAGHE:
a. g clusterRoleBinding X BEIEHR astracontrol-clusterrolebinding.yamlo

RIEFEFEZ RS IKF RHERNEEZ M E =8,

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. MAKRABHE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. FIHARS KA. Bif <context> EAERTEMNTEMNERIFIR:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

HWERERNEMTUTRA:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-vhz87"},
{ "name": "astracontrol-service-account-token-r59kr"}

]

PENTENES| secrets FEFILI0F K, ELEEMRAEIF. BHIZFS| astracontrol-service-
account-dockercfg-vhz87 0. HAEIEZES| astracontrol-service-account-token-
r59kr FH1. EEF, B TEE "token" —EMARS KA ZFHZRS],



S. U FFRR4E R kubeconfig :
a. Bl create-kubeconfig.sh X TOKEN INDEX TELAFHIABIF L. A ERBNE,

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

H H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME}
\

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \

—-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 Jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-
context ${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \



rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
-—-token ${TOKEN}

# Set context to use token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
view —--flatten --minify > ${KUBECONFIG7FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. SREXETFIEE N T Kubernetes EEE¥MIA <,

source create-kubeconfig.sh

6. (AIi%k)¥&FkubeconfigEsr B NEBMAE X Z M,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

TRta?
e, EEWABRTRLAREM. GEMIPES FI%EH,

EIIES 3

EAREENAER, BRI Kubernetes SRBFH R EMENITRERRHAITER, BTN Astra #=HIFR0AIN—

NERE, ARERIER Kubernetes N ATEFo
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BT, TREMERERME Astra ITHIFROHITERZHT, Stl Astra I2HIPOEEHEE
FRIEMVEREE, ERIX Kubemmetrics HUBMEEEE X BXEIE LURBUEITMBEHIFRE R, B4
taREHITEIR,
Freaz i
* IR ZAT, BEEHNITLOEMNRE sliERHES,
-
1. NMEBRER R SM:
° M"Resource Summary"HI"{§ 84R"F. M"Clusters"&HEHIEEFE"HNN"
© HEMSMXER, I ER. ARMERHITEPEZFERMESE
2. IETARARINERF B OF. L% kubeconfig. yaml JARSSKENERIAZR kubeconfig. yaml X&

() - xubecontig.yaml XAFMANEE—MEBHEREIE"

BB CH kubeconfig file. EREEENX*—* L TFXITER, BEEMN "Kubernetes 14" B
(D) 6IEMER kuveconri X, MRMEGEMNEIRERMAELIETkubeconfig HAiTHE,
ESMIELLS B _E R Nkubeconfig.
3 ERMEEAT. BMERT, SESMSOHENEROET,
4 R T—5 .
S. EFEA T ItKubernetesEEBFRIBIATFAIER . AEEEFE T

()  EmsE— 1 EONTAP ISR IS IASa S AL,

6. EEMXER. WR—VER. BEEF R

#R
ERRENEERRE. ARENBITIVIRE . WE. EIEEERAstralzhPOEEER,

FINETE Astra ITHIF O EENERE, BEKITIRIERFEZE/ L2 FHI6E, FLHbZ i,
BHEREENIEHIER— * WIERERSKERK * F4. ErTUZEIEE, RAY

@ Astra IFHIFROIRISIEFPIRSES, RIZE RGN, NRPIER F/L0 AR, 1BRESE
B¥HIB1T oc get pods -n netapp-monitoring fEAER. BHEEEERITRERAEU
VIR iRl R,

EONTAP 7FfEf5imE B & 210k
Astrafz | sh O At T AT ONTAP ST 5 IMEAHETR

s EFEIENSMIIE:. EBFAENIRIONTAP BRFHBEFRBMERE, ENERAMEXNTEERAE(
Yadmingvsadmin). LARSONTAP fRAISRAFRE .

* ETIERHEMIIE: Astrafzh ORI LIERRRTRIERSONTAP £EHITERS. BNERE iR

IER. BN AECAIEBHIRER)(GEN).
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TR LUEEEMNERR. UENM—FEHIRIERETEES —MBPRIESE. — RIS MIIES X
BRETFRENSHEIE
ASRAIEHIFFIOFEEERSCEMNZIE admin 5SONTAP [Gim@E. BRERTENTIEXAE. 180 admin,

XIFR] AR S RKHIONTAP iR ARFIFRE . XLEMRAFIRER AFFIIREAPI. LUHKRFKBIAstraizhl R OhR S
Ao

@ ALAIEBENXZE2ERABHIEEATAstra Control Center. {BAREISGX P,

TS IHE X A0 T FrR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIREXBUANX AN FHEERENE—(IE, ENEHEREH—FE THREENTE, Alt. XE—IX
HEERRITHEE. BHKubornetesE1ZiE & 18 RHITo

BRAEFIEBNSHIIE

AstraizHIsR O E] UERIER S MBI EHIONTAP iR TiEE, ENERRENXPHNUTER.
* clientCertificate: FFUHIES,
* clientPrivateKey:*EXMIFAEH,

* trustedCACertificate: EJfECAIER. MIRMEMAAIE CA, MLIURMHEILEE. WMRAFEMEIE CA,
] A BBt ig B

TR LUER AR RERIERZ —!
* BERIUED
* B=RHIUEBH
ERBERIEBRASHRIE
HANTIEREEUTIE,

p
1. £ EPHIEBMEH, £ME. BB QAR (Common Name. CN)IZEAONTAP AP, LUHITEHK
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iEo

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REFAPMNEFPIFIED client-ca MFEONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. HIAONTAP Z2BERABXZIHEBSHRIES %,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

4. FRERIGERBMRE MR, ¥<SVM ManagementLIF> and <vserver name> Bt A EIELIF IP
FMONTAP &#R, EABRLIFRVBRSZ HKBKIRE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-

name>"><vserver-get></vserver-get></netapp>

5. R LE—HIF1BRIE. {EAstra Control Center UIRRINTZ(EE K.
FRE=FItBEEEHRIE
MREHEE=FIUEP. NEIUERUTTBISERETIE B S D IRIE,

TR
1. £ AAEAMICSR:

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

2. FCSRfZEEIWindows CA (5=74CA). REIAFH#ER & IEH,
3. FTHERIEBHBEHEM R 7 ONTAP signed_cert.crt
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4. MWindows CA (38=7CA)SHIRIEH.
5 AIXHEA ca root.crt
MiE. BEBEUT=XXE:

° fAfA: ontap signed request.key (XEONTAP FRSZZRIEBINETH. RERS/IEPET
B, )

° R ontap signed cert.crt (TEONTAP HtEFRJ9_server certificATE o )
° RCAIEH: ca root.crt (TEONTAP Ht1#FA_server-ca certificZ7E_o )
6. 7ZEONTAP FREXLEJFH, EMHRE server fl server-ca ONTAP ERYIEH,

F4(E 2155 IsSample, yaml
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# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.
security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
certificates {yln}: n



The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—-connect <ONTAP CLUSTER FQODN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—FENREEZFIRIED. USSIEZEEE, Astaizhlh O ERLLTIESONTAP #1TiEE,
8. 7TONTAP LA MHZER PRIt

84
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the

below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.
The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only
certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{

"records": [
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{
"uuid": "f84e0a%-e72£f-4431-88c4-4bf5378b41lbd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d03%a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039ea50375c"
}

}

bo

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a%b-e72f-4431-88c4-
4pf5378b41bd"

}

}

}

1y

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

o

9. #£Asta Control Center Ul RINTE &G IR Hie A TE:
° BFURIEH: ONATP_TEST client.prom
° FA$A: ontap_test_client.key
° A[{SCAIE+: ONATP_signed_cert.crt
IEER =y
1EEI ORI ONTAP FiEfaim AN ElAstraiz bR O LU EEE FR,

IR Astra Control FREVTFESSBHENFHERIRAITEIE, ERILEXAMSE (PV) MEFMEERZ BRI
%, FRGHEMEMERET.

REFRRESIERSMIIEERE. BRI LUSIMABONTAP i Eim RS Astraizfl RO U B IR E 2R,

p
1. MEMSHMEENEBRSD. EF EiE
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2. 3%&$F*AHm e,
3. EARIMNEEEIRTIEAERIE 2O H, EFE* ONTAP %
4 FEER TRz —:
- FABEREIRE: MAONTAP £ EIBIPHINSIEREIE, SENNSEHTEMNER,
BEHAGNERNBPSAES ontapi EONTAP £8 FAIONTAP ZRABIESRGTE
@ BRPERIFNAE. NREITHRIERSnapMirrorE4l. ENAES admin"AEHERF
EE. ZAEAEAIHRGE ontapi M http. EEMBIRONTAP £8 F, 1580 "E
IEONTAP XHEHBEFKF" BXIFHER ...
o FERIEP: EEIEP .penfile. IEBFH . key X UBIEBIMA NS (AT E)o
S R FT—H
6. HiNGIRIFAE BHEER - BB,
&

[Ei5R R online BEREEBNTIRPIVRZ.

() rcaEREREmRELESTER,

AINTFEDER

&) LAE A Astra Control UISGRINTFAEIER "API"s MNRBENMNARRFMKAILEE, NEBEERRENA
EE@‘, TR INA RIFE D IR HIZER . Astra Control RRXLEF N EFHEETEEX NN RFHEIE

NREERN AEFRENKA G EE TSR, WIXFEAstra Control FEREFEDE. MAREFIRER
DA R EFE I,
FHaZ Al
* A] MEAstraiz Bl O BRI S B RV TEE 59 B
* FiED ERERE.
* BEUTERENEESE:
> NetApp ONTAP S3
> NetApp StorageGRID S3

o Microsoft Azure

° @A S3

@ Amazon Web Services (AWS)#1Google Cloud Platform (GCP){E & S3T=fi# 57 ER K EY,

@ BIRAstraizfl Pt % Amazon S3TERERASIEME N ERIRERE. BAstraizflP Ol gER L35
B #FAmazon S3MIFRE W RIFMEMHINE,

p
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3. EERTFME KB,
ANEFEDEREY, IBERIERBEFED BRIRMIER, HAZRHEFRMERNEIE. fl0
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4. I NIVBTEE S B2 FRA ATy (e ik

Tjﬁﬁﬁﬁ&%ﬁ]ﬁﬂ I‘ﬂﬁfﬁiﬁ ETASMIE. ERILREERENINERAMIE, hEid
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6. EMEFRER T, EERINEERIAE AR,
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i, 3 RENE BT AR R RIS SR TA1E] ID AR,
° NREFEMERIME:
L ERBRATEMESBENIIEER.
7. %$F ... Addo
NINTFAED BB, Astra Control 2 ERRINFED BRISTRARIE—NMFHEDE. BoIENE—
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