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1. $FEARAIPOD
kubectl -n netapp-monitoring get pod | grep Error
ERETERMFUTARABESL

NAME READY STATUS RESTARTS AGE
telegraf-rs—-fhhrh 1/2 Error 2 (26s ago) 32s

2. EFBHERRAIPod. B <pod name from output> FEAZFMPODMYEFN:

kubectl -n netapp-monitoring delete pod <pod name from output>
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* ARFEHNEBENNAER, XENAEFEREA om, FEEHELECE

* AXIHEA Helm 2 EWN BIERF

* {ERE L SnapshotiZ il 2sik A<AIKubernetes 1.2558 B S iR A EE B A IRIB AT RE S 5T
* MR Astra Control Center SEfIHRIE], SFPFIIREBRIGER=IRE

—RE PR
* LDAPRIF A14E R
* Astra =& 0FH S3 FEDEAIIRETARE
* Astra IZHIROFRRIIEE N RIRRS SFRNNIFHAE S
* 5 Postgres Pod I &G EESHHPE
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[l —EE¥ T~ BEFM > Astra Control Center {5 &IE

MREEIES— Astra Control Center SLI_ERIERE, WEAHITEIR "EUEEEER " 5 — XL LEEBZ
g1, ZCMFTERIEFIHITEIR, NEEPRBREERS, HITUTHSURIITNEHETRTEIR.

oc get pods n -netapp-monitoring

tbEp R =B RARRIEITEM Pod , SELGRTERNNEFT. MREFE-TN true , NMERFREE,

Astra iZ=HIROTEEER N an R ERERIERE

MREZXRNECEFEENERRRIVESR, MIIREEEK, NRKFEH Kubernetes Ao & X4 AVEEEFERIA
ZFR, Nthie) @R R F & E1EAR A Kubernetes IFIEH,

ERIRBIRERER, BRITLATRIE:

1. 4838 kubeadm-config Ao BRET:

kubectl edit configmaps -n kube-system kubeadm-config

2. BQ clusterName FER{EB kubernetes (KubernetesBIERIARIR)IEE NHE—RIBE X &R,
3. #RiBkubeconfig (. kube/config) o

4. MNEFEEZTR kubernetes —RIBEENX RN (xyz-cluster U TFRAIFER). EXMINHFITEN
clusters fl contexts ZARAIFFRRAIERS :



apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERDb2tCcjZ5K3E2Njk4eQot LEXAMpLEORCBDRVJUSUZJQOFURSOtxxXxxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
name: kubernetes-admin@kubernetes

current-context: kubernetes-admin@Rkubernetes
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2, FERERTRERKRN, FEA Astra Control REIEFIZE PR Kubernetes %A,
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° Google AR

° AzureXEHEER

o "Cloud Volumes ONTAP"
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° INRIEIETEIFHAstra Control Center. NBBE RN IHEIFATIE
° "YNRIEE M EAstra Control Center. iHEMIFRIIES 4"

* g3t Astra $EHI "

* "HATHMALER E SR

e FER—EAIRIRE RS

SER—ERAES U RER:

* FANYFETE"

© S AT R IR
* RANEERE
e

© AR R

e {5 Astra 1THIF0

5ERXAsta Control Centeri@ &G, i5{#EHAsta Control UIEE "Astra Control API" BFFABIEMERIPNAIEE. 1B
HITLL T R(E:

"EENARER" EXEEENAR.

* "RIPLERER" BEFRPREUNRES. REMNTIBNBER.

* "EIEKF" AP, . LDAP. FEiEE,

* "(A]E)iE#ZEICIoud Insights": BEB XARBITIRTAIIETT.
BXFEAEE ...

* @A Astra Control API"
* "FHE Astra IEEIF0"
* "JXEXA X Astra ControlF9ZEBh"

RMR
PEHTRIUT Astra ISl O RETR Y —:

s “ERIERIERE Astra I£HIHC"
* " (3NRfEA Red Hat OpenShift ) &£/ OpenShift OperatorHub &2 Astra 1FHshL"
* "{§H Cloud Volumes ONTAP 7Zf#/gimZ& 3t Astra 550"

RIBEMIFIE. REAstralThlP O G REREEHITHMEE
o "REFECE AstraiF "
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fERMRERIER X Astra I£HIF0

BREAstraizh 0. IEMNetApp FFihR THREAHRITUTIR, ErRILUEALE
BRED BT BEXWMIER SR XIMZ %3 Astra 2600

BT RE MRS TE
* {£ARedHat OpenShift OperatorHub& % : £ "& RIS E" FHOperatorHubTEOpenShift £
L AstraiTHl i

* f£ACloud Volumes ONTAP [SIRfEAF =R i "XLETFE" 7B Cloud Volumes ONTAP
&5 ImAIAmazon Web Services (AWS). GoogleZ ¥ & (GCP)Z{Microsoft AzureF R &4 Astraiz il #

Lo

A XAsta Control CenterZZE 3 120YE R, 1BS W "IN,
Feaz i
* "FHAREE BT, 1559 Astra Control Center P& /& & ERVIFIE",

s NREBEEMEFRIENFEREPODZEHRAL. 1BEHEPODLZ £ RN EITAstra Control Center&2EaY
2, 1520 "PODZLRFH"

* HIRFRAE APl BRSHIATFEITIVIRIFAERIA:

kubectl get apiservices

* BREITXEABIAstra FQDNAJ BB B L& BY . XEIREEBYAER DNS fRSS328FHE—1 DNS KRB, HE
TIEEEREEMZO URL B,

* IREHPEFTIEREER. WFEBRITELERE FIRFGSE XF, AstralZf| FOMAZZIHRE
BHOHIEREER, RABERT. Astraizflh OSEREREREE CHIEHEESS.

E?E;E?ﬁiﬁﬁ:é&ﬁﬁﬁ':F'E.‘B%Aﬂfﬁﬁ HiEdlFRt. WFHAEFERMELERERE. EiY
TR (E,
B
B Astra ITHIPL, BRITUTSE:
* THEHIEEAstraizHl ity
* Z&ENetApp Astra kubectlffifF
* [RBREGARNINEI A A ER]
* NEESMKEIEERIMRIEE S TENEHA
* ZE Astra 1ITHRORIER
* B2E Astra ITHIHC
* SEAK Astra =6 OFARER L&
* BIERFRE]
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* EEENLUH1T T T 1)
* Z 53 Astra #=HIF0 UI

@ 15/70MBRAstra Control CenterizBR/F(fflg0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\ LLEE e il BRPod.

TEFHIZEAstraiZ il il

1. & B &Astra Control CenterfJ3X {4 € (astra-control-center-[version].tar.gz) "Astra Control
Center FE{TIE"s

2. (BB RE) FHAstraiz PO BIEPHE R E (astra-control-center-certs-
[version].tar.gz)AWIFD ZBHNE R,

BRAUERFARER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz
LB B R verified oK WIERING.

3. MAstra Control Center{fi%8 1 2 EVAR {5 :

tar -vxzf astra-control-center-[version].tar.gz

ZEENetApp Astra kubectlififf
1&E] LUEAINetApp Asta kubect@n ST I BUGHEIE R A DockerfF i .

FIaZ Al

NetAppA] AR CPUZRIIHIIRE R Srir (i —#H B X . ERITILES ZHI. BFEE TRIERNCPUNIRE
AR

NREEMTRMRERLRETIEN. "HREESZESHIRA" ERMXESRZ A,

B
1. 54 BT FIRINetApp Astra kubectififF —#t i 4 :

(D) kubectiffffERiarty—3%. HEMERBICHRT kubectl-astras
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ls kubectl-astra/

2. BiRERAFCPUSRRMPR BN G ELRIRE. HEEEHEN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRGAR N A AR 2=
1. ABBRSIETHENHT BIRF:

23
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥§Astra Control Centerf {4 B RPN A EIREHXEIAHITM TR, FITIT2HI. IHETUTEIR
push-images Bi<:

° ¥§<BUNDLE_FILE> & }yAstra Contro 43 E XX HHIE IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc.manifest.bundle.yaml
acc/

2. FREIMER:

podman login <YOUR REGISTRY>

3. EHEHBITUTHMWNEERRIPodmaniRABEXKIBIAZ— R<MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

NEASHWIEERIEMRRISE SR TEEH

. S Astra Control CenterE A& & kubeconfig:

25



export KUBECONFIG=[file path]

() ez ran. SEMREKubeconfigHEREZSEAstra Control CenterfI£ERt,

2. MREERREMRFZIMHIIE, WEEHRITUTEE:
BRASR

a. gl netapp-acc-operator BRRASTIE]:
kubectl create ns netapp-acc-operator

b. 783 netapp-acc-operator B8R E(E, 70 Docker 5 2HZITUTH<:

@ S{IfF your registry path M5&5tal LERMEGR(IE LA (FI40.
[Registry URL]/netapp/astra/astracc/23.07.0-2 5) o

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—-username=[username] --docker-password=[token]

@ MRFEAEREMIFSRTE. BEMEIRaRTE. ARENREMBRTER
Ao

C. 8 netapp-acc (BEXRHD)HETIE,
kubectl create ns [netapp-acc or custom namespace]
d. AEIEZEA netapp-acc (XBEEXHRM)EGFRZTIE. 0 Docker EEHBITUTHS:

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] --docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]

L& Astra 15RO E R

1. BB R:

26



cd manifests

(/7

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIERY
A F AR Z A,

vim astra control center operator deploy.yaml

() UTSEERE—MOIHYAMLTAL
a MBEERIGEREBESHIE. BERNBINT inagepullsecrets: [] EALUTHS:

imagePullSecrets: [{name: astra-registry-cred}]

b. 2 ASTRA IMAGE REGISTRY o kube-rbac-proxy SFBEGHEEFMRIEEHR E—F,

C. BB ASTRA IMAGE REGISTRY , acc-operator-controller-manager JFBREGIHEEE MR

Rep F—5F,
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RBF LUIREX R f5|Astra_control_cCenter_operator_Deploy, yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.07.25
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532

terminationGracePeriodSeconds: 10

3. LIk Astra 1EHIHRILMRIESR

kubectl apply -f astra control center operator deploy.yaml



FRFFAF S :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. BIFPod B B IETEIEIT:

kubectl get pods -n netapp-acc-operator

ECE Astra 5HIHU0
1. 4g4EAstra Control CenterBE X FEIR(CR)M M (astra control center.yaml)B{THFP. Z#r. JFMER
MEMPERE:
vim astra control center.yaml
() UTSBRRE—MTEHYAMLTHA,

2. (BEEHIALTIRE:

30



<code>accountName</code>

IETEIRE ...

accountName

<code>astraVersion</code>

EEIRE ...

astraVersion

=12 Type

¥4 accountName F string
fFER. RTESAstra

Control Centerfft = x<Bx
&M, ReeE—

“~accountName,

5SS Type

EEREMAstraiF s string
kA, EJITUIZER
TEAEE. BAALE
AR,

<code>astraAddress</code>

EERE ...

astraAddress

ES Type

BT astraAddress #§ string
MEEX HEshIh

ia] Astrafz il Rt
HIFQDN (3iY)3k|Pthilk
HFRFH, Lttt F
TE X ANRIfEER O
HE|Astraf=HIFO. FH
B5EERREMNAE
TS Ac ERYFQDNELIP
#tABE "Astra =5
IDEK"

AR B7ER
http:// 3 https://
#atrh, E%)itk FQDN
UERFER 45 %E,

ANl

Example

Nl

23.07.0-25

ANl

astra.example.com
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<code>autoSupport</code>

TR AT RAMMENERRREE RS S 5NetApptY E 532 571 T2 £ Digital Advisor LA #3HER & 1% 1L
B, FEOERMER(IrO442). FIEHEEHNSER K.

EEIRE ... fERA ...

autoSupport.en HWEBEZ—

rolled

W

=S Type

EIES false Xt
FAREAInterneti®
B R BRI S
true WFBE&EE
he. BIRE
true RIFBER
IR A IZEINetApp
LIRSS, BIA
RN false M

RTA=MFNetApp
RIXEAIZHFEL
o
autoSupport.ur HEZ— LtCURLAFHEE string
1 enrolled 8f url RBEIEBIKRIE(
WA T B B

<code>email</code>

ETEIRE ...

email

<code>firstName</code>

EERE ...

firstName

32

== Type

B email FRFBRFER string
INBVHIIEE IR At

S I/ 1t BB F BB LA
EHRER BT B, It

BB FHER A B EYD

Btk FPRIER %, BT
BRIV FHTEAstra

ControlF UL EIE &
o
BES Type

SAstrafk F XEXRIERIA - string
PIREEANET. B
RERE. L ERRY

2B ERERFRE
AR o

B enrolled A #H/R{E
enrolled 5% url FiFAutoSupport
TEFE

Nl

false (LENER
INE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

ANl

admin@example.com

ANl

SRE
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<code>LastName</code>

IETEIRE ... S

lastName

Type

5Astratik 2 XEXRIERIA  string

VIR EERRER, B
RERRE. LA ERS
BB ERERFRE

AR o

<code>imageRegistry</code>

ANl

Admin

BEATRIERENX T HEAstra BIZFIRIR. Astraizl 0@ Es fAstralzhl i Helm 7 E

RS 2RBRIR IR R

ETEIRE ... fEA ...

imageRegistry. Required
name

imageRegistry. WRENBMANF
secret frER. MAHEDR

imageRegistry.

=4 Type

TE IR BRIG AT AR
BGEMERNBFR &
—%, BNER
http://
https:// FMR
= 8

B @& EM  string
RHITEHIIE
BYKubernetesZ 4R

string

name' requires ENEZY N

a secret.

IMPORTANT: If
you are using
a registry
that does not
require

authorization,

you must
delete this
‘secret {TA

imageRegistry
ElEre=2 ST S

Nl

example.regist
ry.com/astra

astra-
registry-cred
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<code>storageClass</code>

IETEIRE ...

storageClass

=12 Type

B4 storageClass ff} string
{E3R B ontap-gold B
—1MAER TREMSE
BAstra= IRz g A
THo IBITAZE kubectl
get sc UAEEEKE
HIMBEEFESLR, BNE
BEXAFREMAN—E
FAstra=ixmRIFEAESE
(astra-control-
center-
<version>.manifes
t). FEAFAstra

PV, MIRKIZE. M=
ERIRINTEES,

R MREETHA
k. EHIRER
— BB

%o

<code>volumeReclaimPolicy</code>

EEIRE ...

volumeReclaimPoli
cy

== Type

X HAstrafIPViIEEE] string
WERES, RLEERESIGE

7 Retain fiFRAstrafg
REAKAMSE, FiLbE
BRIEE N Delete fifl
BRAstrafaflBRK&K A M

E. MRKIZEILE.
N=REBPV,

ANl

ontap-gold

il

* Retain (XZEZIA

f8)

* Delete



<code>ingressType</code>

IETEIRE ...

ingressType

=12 Type

BEAMUTAOREZ  string

Generic
(ingressType:
"Generic")(EKIN)
MREEEFERZ—
ANOEH R A EEA
EBE2HAOEHIZE.
BEFERLED, &
EAstraizdlPE. &
RERE "\izHzE"
LUERURL AT Astral®
B

AccTraefik
(ingressType:
"AccTraefik")
NREARHLEREND
=HIZS. BEALLE
I, XIGEBEAstraizl
0 traefik MIX{E
JIKubernetes

loadbalancerZE U HIAR

5o

AstrafzZHl-RICERSER
H"loadbalancer"BIARSS
(sve/traefik ) HE
KRAESEC RIS
ZRIPHuNE, FNERERIIR
15 78 VF{oE AR a3 -1
25, BEEREE—
Fias. MIBJLAfE
FEMetalLBag E fth 4N ERAR
S EH T2 ZARS
PESMERIPHELE, TER
&% DNS fRSS2RECEH,
1BNE A Astra 15855
CVERERY DNS Z#/35M
A ETFERY 1P ik,

AR BX"load¥F#
2 FIENARSSSEEAIE
MEEE. BEER "EX

o}

i}

* Generic (XEERIA

(=)

* AccTraefik
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<code>scaleSize</code>

EEIRE ... == Type
scaleSize BRIANER T, AstrafdfE  string
B AMEHA)
scaleSize BY Medium
, AITEHARREIE K S

RS, HEBEBZPEIF
LR, $H
scaleSize EN
small AfEE =R
FIEIRSHREIAEE,
BEEARSERIN, LUR
i\@%%o

R “Medium ZpE
B2 A£9100Pod (R
BIERN TIERE)

o 100 NPodEF—1=
FTRM=ENTEDTS
&), BEFREREE
R IR AR e TERY
FPODMWLEIRHIPRH.
LTEREZEREME
F Y,

<code>astraResourcesScaler</code>

EEIRE ... BES Type
astraResourcesSca AstraControlCenteriZjR string
ler ﬁE%UE"JTfLEﬂSIﬁo RN

BERT. Astraizfldil
SHITERE. H HAstra
R RZEETIRET
RIRBER, B XFHED
&. Astraizhl OB
AR ITEN BIERF 1
HAY BMIEmMeFiE
FREFHIIETT,

BE. EEAR/NNFF
RINHEREVER
T. CRFE&RN
astraResourcesSca
lar AJIGE N Off, Itk
BRERZEARIRIER.
HATER/NERE L
EE.

BTN
* Small

* Medium (XEZIA

(=)

il

* Default (XEEIA
B)

* Off



<code>additionalValues</code>

(D mAstrafls L CRAMEUFHME, LFILE23.07RE I E MDA

additionalValues:
polaris-keycloak:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° X FAstralizH|HOFICloud Insights iB{5. FRINBER FTRZRATLSIERRIE, &n] LUE S EFRM
LT EBS R A Cloud Insights 5Astraiz O ENERMZ ELR 2 BMBE B A TLSIEBIIIE

additionalValueso

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false
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<code>crds</code>

BIEATIRINEFRRE T Astradz il RO 401 b FECRD.

®

EHERE ...

crds.externalCert
Manager

crds.externalTrae
fik

TETTRREZ R BHERNENECEIEE 7 ERNEMEEMAORE,

== Type

WMRFEAIMEPEPREE HRE
5. IEHITER
externalCertManag

er to true., BRIAE

false fEAstrafZHlIHC
EREHEREBCH
IEREEZECRD,

CRDE&EAEEAY
R, ZEE(1TESF
MR EMER D, &
A LAEA IR E R Astra
EHlfR oA HES. 15
TOXLECRDE B Astraiz
FIRO MR BT
RRENEE,

ZINBE R T, Astraizfl #R/RE
FRICVE RS

B Traefik CRD, CRDZE
EECENNR. ©E
el mERN
HithZf 5y, Er] LUER
AR B AstradEs gl
RHES. B8RX
teCRDIGHAstraiz
DM EBHEIERY
EMEE,

ANl

False (WEHNFRINME)

False (W{ERERINME)



EFH~fAstra_control_cCenter.yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
polaris-keycloak:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

FeRX Astra $ZHIFROMIRIER R E

1. NREFE E—DRERFITIARIE. 158 netapp-acc (HBEX)EHR

kubectl create ns [netapp-acc or custom namespace]

H}

2. IxhZEAstraizHlH 0y netapp-ace (BEENX)FZZTIE:

Hi

EIK
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kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ AfER iz %Uqllb\?sﬁ{’ﬁmil—rﬁnbﬁ MRER, R "ERK" RERR BHRERT KW Astra

EHRORELEERIET. BER T—T RESHHRFSNERXNESER.

g_lliE%élb'{ku_,\
EnT LAfEAkubectm LI RTINS, WREEEIRNER OpenShift , Ma] LUERREZER oc #n

g;ko

p
1. IR EIRRERENSEIINBHRXNESHE

kubectl get acc [astra or custom Astra Control Center CR name]

[netapp-acc or custom namespace] -o yaml

() AR HEsRLRER AT SRS EE S S,
2. BEEHBROERENFHRNEDDL,
(D) caEIREFESRREERT 25k AR EHRL.

3. WIFEREMIhREME RAA M

kubectl get pods -n [netapp-acc or custom namespace]

B PODAVRAN A Running. HERYE Pod AJRERZE /153 #9BYBTIE],
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R AR R 2P R

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

43



44

9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (B]iE)WE acc-operator BFHITHENBE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

@ accHost REIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHIETRH
EREMRM. BRI USRIHEIEIEM "EUIRRINSEETIER" APl o

S. TEFEPodiZ 7Y, WIFRFERTEY (READY /I True)HIRENVE R EAstraiThil O EFE AR E R
B:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
e Nz -

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.07.0-25
10.111.111.111 True

@ EHIUVIDIE, FEA acc- [FERUUIDME (Acc- [UUID] TE. 7EURFIP. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

RERNUHTHETE

TR LU E — 1 Kubernetes N\[1EH128. AT EEXMARSHVINGIAR], SNREFANIEIIAME. M TR
HT ANOIEHIZEMIEE R ingressType: "Generic" fEAstra Control CenterB7E X & EH
(astra_control center.yaml) . SARIEE. WARFEFHALIRIEL R ingressType: "AccTraefik"
7£Astra Control CenterBEXZJEH (astra control center.yaml) o

#BE Astra IZHIF 0, BREEEREANCOERIZE, LUERER URL AFF Astra #2610,

KBS REFEANNOIZHEIZREEMR. AstrafZhlR O iFSMENITHEEEE, XEgEdRREHfT &
w R NEHISRRENTRAID B,

Friaz Al
* FRE "ADIERIEE" N EERE,
* o "AMOE" NEEIES ANOERIZEI AT,
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Istio AT &
1. E2Blstio Ao
() warEs® BEER R REXHSSBsto.
2. e NRX IR AR FT BANE BT T BHA
EAINERCAS B R EEEIER. AREUFHAstraltit(FQDN).
Al

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. B3E%H t1s secret name A kubernetes.io/tls FHTLSEAZEAFMIES istio-system
namespace YTLSHIZHFMR,

Al
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

ZERRMN SILAR spec.tls.secretName fEHEMHt istio-ingress.yaml X

4. FEFHEEBENIEEIR netapp-ace (HBEXHBW)IHBZTIE (istio-Ingress.yaml fELLREIAS
F):

46



apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

S WAEX:

kubectl apply -f istio-Ingress.yaml

6. WENOKS:

kubectl get ingress -n [netapp-acc or custom namespace]

Mie) &7 :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h
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7. SERAstraiz il RIn R =,

nginx \O#=HI2Z895 B

1. QIEEREVAIEH kubernetes.io/tls FMITLSETRAZAFMIUEP netapp-acc (HEENX R R
=i8). WHPFFIA "TLS ZA"

2. EHEPEENZEIR netapp-ace (HBEXHWEN)MBZTIE (nginkx-Ingress.yaml fELREIAE
F):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific
3. ZA®EN:

kubectl apply -f nginx-Ingress.yaml

(D NetApp@ilinginxZHIBRENHE. TFRRE dacmonsets
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

OpenShift AT HIZZHIP

1. SREGERHIRENZSA, IEHF CA X, LU OpenShift BEfEMA,
2. 672 OpenShift 28

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

ERE| Astra IFHI90 UI
T Astra 170G, BEERENABTEINZBHERE Astra I£H1300 Ul 5B,

|

- TENILEEEH. JIAFQDN (84F https:// BI%R) astraAddress £ astra control center.yaml
CREY(E] f8%3E T Astra £

2. IREBIMRTR. BEZEERIUEHR,

_\\eF'

() caEBREaREEES.

3. TEAstra Control Center&RIIHE L. MIANEAFHE email £ astra control center.yaml CRBY
i8] BT Astra I=HIH0. RERVIRIRERRS (ACC- [UUID]) »

() MRERAWEBIRRER, ERRKFEIHE 15 95

4 JECBER
O. IRIERT BT,

@ MRXZREE—RER. BETIETENE. HEERCIZEMEMEERRBAKS. BERKR
"NetApp 25" IRIGEIEME R,

6. (k) MERIMBEBER TLS IEBHRBEEBR N "HIEBMANE (CA) ERHNBEEX TLS IEH"

X R TEEHRR

MREEARSATH Error IKE. BEILMEEHE, &k 400 F 500 SEEMARY APl NS, XEFERR
IR EHERNE,

i
* BI0E Astra ITHPORERBE, BRAUTAS:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f
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* B Asta Control Center CRAVHIH :

kubectl get acc -n [netapp-acc or custom namespace]

T35

* (AIE)RFBEMIFE, THREFRE TLEDE

* BATULSERERE "R EES"

FCEIMERIEREIERE

ﬁD%Kubernetes BHEEFETIIPEIES. WEERITLaRDE. U EAstraizHld

SLRECHIEFEESR.

p
1. WINEREIEHEIEE:

kubectl get pods -A | grep

Mz -

cert-manager essential-cert-manager-84446f49d5-sf2zd

Running 0 6d5h

cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt

Running 0 6d5h

cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg

Running 0 6d5h

2. NOIBIEH/ZE$AN astradddress FQDN:

'cert-manager'

1/1

1/1

1/1

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out

tls.crt

M3 -

Generating a 2048 bit RSA private key

'tls.key'

writing new private key to

3. fERSATE MBI FEI2 2R :
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n
<cert-manager—-namespace>

MRz TR pf -

secret/selfsigned-tls created

4. B8 clusterIssuer X BT, EEEMNGRATIEIE cert-manager PodMI&RE:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

i) Sz 73~ 151 -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S. IFREE ClusterIssuer BIEMIEDI. Ready WA True EMEIRIEZA]:

kubectl get ClusterIssuer

e Sz 7~ 151 -
NAME READY AGE
astra-ca-clusterissuer True 9s

- FEAK "Astra £ PO TR EDE"o ﬁ—’\ "Astra? SHFOERYAMLIVFRRECES B B, &R LIERCRD
BELUIETERERSEZINIRERN, EUIERERETTRIETE. MUEAstraizHlROEISIRFISMNBERE
Has.
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£/ OpensShift OperatorHub &3 Astra =50

WNRIEFHE Red Hat OpenShift , MBI LA#EH Red Hat IAIEIR{ER %% Astra Control
Center . {FRILLIRIEDEMLEE Astra 1TF|i0 "Red Hat £ FRSGHR" SfEF Red Hat
OpenShift 28 F &,

SERIIRETBRE, EHIUREIZIZERESBUSTER "SSP E" URIEREZRTHIIHER,
Feaz i
s HEMIBFIHESM: "FFa%RE 7|1, 15 Astra Control Center P& /EZERIFE",
* BTN R ERHEERFAPIIRS :
° fEOpenShiftsEdErh, MIRFIAEEHZERIA T BTV BIFIRE:

oc get clusteroperators

° 7EOpenShiftseB¥ . HIRFIBAPIRRS L TFIEITINRE RIFAVIRE:

oc get apiservices

* * FQDN3iiE*: SRERFIEF L B Astraiz fil O BIFQDN#EE,
* * OpenShifttfR*: FREXFIRed Hat OpenShift A28 T &M ENRFIARINE. UHRITIRNRESE,

* BECEIIPEESR. MREHPEFTIITEES. NWFEEBRITRERE FIRFHDE" XiE. AstraizHl
FOMAERERCHIERERER. FAABR T, AstraiZflROSELREREZE B CHIEHEESS,

* * Kubernetes N\[#Z#128*: WMNREAIKubernetes N1 Hl28 A R EIEXARSZBIIMNER AR, BHIaNEREFAY A
T, MEEBEHIGENSAstraizdF OB & ER:

a. SIBIRFRanR =8

OC Ccreate namespace netapp-acc-operator

b. "FRIGE" EBRATFENAOEHISREE,
g3
© TEFHIRENAstratZHIF L
* LZEENetApp Astra kubectliffs
* [RBREGRINEI A AR ER]
* FRENRERREDH]
[ REIRER)

2% Astra ITH|RC
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THFIRENAstraiT |l

1. F#; & Astra Control CenterfVEi {8 (astra-control-center-[version].tar.gz) "Astra Control
Center F&ETIE"S

2. (BIERE) FHAstraiZFI RO ANEPHERZE (astra-control-center-certs-
[version] .tar.qgz) ARIEREZBHER,

BRFUEEFAESR

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz
BN R R verified oK WIERING,

3. MAstra Control Centerf45 €] HHZEVIRIER :

tar -vxzf astra-control-center-[version].tar.gz

ZIENetApp Astra kubectlififF
1A LAfEFINetApp Asta kubectdn S 1THEMHIG B G X B A Docker 2 fi# .

FaZ Al
NetApp Pl ARERCPUSRIMIFRER SR (G4 —#HHIS M. EHRITHAESZRI. EFE T RERICPUMIRIE
R,

p
1. 5 AT AINetApp Astra kubectd&fE Z#HISC . HIZ TRIERFMCPURIMIFR RIS 4 Z K.

@ kubectiiifhE StarBH— 889, HAMEBFIX XS kubect 1-astrao

ls kubectl-astra/

2. BIEMR IS oh B AT HES BN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra
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REBRGAINE AL AR
1. NBRES | BB RS BINF
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥§Astra Control Centerf {4 B RPN A EIREHXEIAHITM TR, FITIT2HI. IHETUTEIR
push-images Bi<:

° ¥§<BUNDLE_FILE> & }yAstra Contro 43 E XX HHIE IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc.manifest.bundle.yaml
acc/

2. FREIMER:

podman login <YOUR REGISTRY>

3. EHEHBITUTHMWNEERRIPodmaniRABEXKIBIAZ— R<MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar)
astralmage=$ (podman load --input ${astralmageFile} | sed
image: //"')

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralImageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar)
astralmage=$ (podman load --input ${astralmageFile} | sed
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /${ PACKAGEVERSION}/${astraImageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

HEIRERRETIE
1. R ERRETE, BB TEEZ—!

> M Red Hat OpenShift Web =44 :
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i. ZR% OpenShift B28F & Ul ,
i. MESEEA, %F * IBERF > OperatorHub * .

®

iii. ¥EZEFEEFENetApp Astra Control Centeriz & R,

Latest version

Capability level
@ Basic Install

dource

Certified

Provider

NetApp

Repository

N/A
Containerimage
N/A

Created at

e

Support
NetApp

° M Red Hat £ SR ZEHR:
i. 3%&3% NetApp Astra =650 2 E /"
il. EFR * EREFHEA *

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

perators » Astra Control Center

FERILLITE R REEFA K ZIAstra Control CenterBY KBk 2,

@ netapp-acc-operator x

How to deploy Astra Control

Refer to Installation Procadure to deploy Astra Control Canter using the Operator

Documentation

o

Help Resources All Red Hat

Astra Control Center

Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use

Overview

FAQs Get support
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() srrsEmREERHSTERTRE,

a. iﬁ%*ﬁ?@f’ﬁﬁﬁ%?ﬂﬁﬁ netapp-acc-operator Tﬂéﬁg ?I\E—Jjg?’f?ﬁﬁf’ﬁﬁﬁ%ﬁ$5¢§ﬁb@ugo
b. EZFFrhs Bt R,

() muFmie. SMEBREETMAERR,

()  nREEETFHIEER, ROOGRTEIEIRERNFHRET,
2. WiE$IaT, $5) OperatorHub REHHIMMERE ML,

2% Astra B5]300

1. MAstra Control Centeri®fE5IH9* Astra Control Center*itI-EHHRYIEHI S H. EF*6l
j#AstraControlCenter*,

Project: netapp-acc-operator »

Installed Operators > Operator details
netapp-acc-operator
i 23.40 provided by NetApp Actions ~
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 52pf Create AstraControlCenter FREFER:

a. fRERIFEE Astra ITHIFLBE T,

- HAstratZHlI R R IIRE

. BRANZABZEF. BIREBhZFEE.

. BWINAstraizHl O FQDNELIPHEIL, JELEY hitp:// B https:// EHIEFEA,
- BINASRAIZHIFRCKR s, 14023.07.0-25,

f RAMKF B, EBFHRF A EIE R % K.

R ERLIYERR Retain, Recycle B "Delete. ZAIAEN Retaino
ERERENTT RBA/.

o (o

o

(0]

J @

ZANBRT. AstralBERS I AM(HA) scaleSize By Medium, AJTEHAFRIRE KZEK
() s, HHBZVEEUTAAR, 8 scalesize /£ Small AVER ER/FTEMR
SMEIEHE, BEBESHL, WA ERE,
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Vi YNME-SitH
* Generic (ingressType: "Generic")(FKIA)

MREEEEAS—INOERISNFEEREB SHANDIEH . BEALED, &iZFAstralzhl
Fibja. BREERE "\DEHIEE" UERURLAF Astraizflls it

" AccTraefik (ingressType: "AccTraefik")

MRERFEERENDITHIZE. BERLIEDT, XIEEEAstratTHlH L) traefik MXE
FIKubernetesiy"loadbalancer"Z£ B AR 53,

AstratZ= il OMEA LR A loadbalancer"BIARSS (sve/traefik )« HERAHSECAIHIRIBIIMRIPHY
Uk, MNRERIMRARIFER L E T EE. BEREKREE N FE2E. WelLIfERAMetalLBELE thIMEARSS

B TR NIZARS S ECIMEBIPHENE, 7EPUEE DNS RSB EECEF, ERIE A Astra IHIHCMERH
DNS & #R{5m A HFERY IP ik,

() B auTER e ESLRORREE. BB B,

a. 7 * BRGUEMER * B, BMARBERECEM KRR, BLED http:// Hhttps:// FEHUEFERF,
b. {IREEAREEMRFIES M RIE. FRNREER.

() nRCERNIRERESHRIE. FEH RS,

c. MANBIERNEF,
d. BEEHRRY Eo
e. IRIHEIATFIE,

() nRBETRAEEE. ERERCER—BERMTINEEE,

f. X CRD RMIEEEI,
3. EERYAMLIE B E IR EIZIEE.

4. %F .. Createo

S EMEREH
MREFERIMREESDIIE. BEOpenShiftEEdf LEIE— 1M ZH. REEPRNZEZEHRABIR Create
AstraControlCenter REFEL,

1. AAstraizlR R ER SRR R T8

oc create ns [netapp-acc-operator or custom namespace]

2. fElkEr R =R IR
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oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Controlf¥ 3z #FDocker; &R A%,
3. ERHPNESFES 6EAstraControlCenterR B FES,
T—%178h

FeRY "FIFRDE" BERMIER S BMINREAstralzhl RO, BIRE—MNOERIS(EIE)HEREIUL TN EiF
BERNT "REMES" TREERE,

7

{#£/ Cloud Volumes ONTAP Zf&/Gim&iE Astra 1THI9 )

{&£Bf Astra =800, Eo]LUEABEIER Kubernetes ££2%F1 Cloud Volumes ONTAP 52
GITEEEIMEHREIRENAIER. A LIIENEF Kubernetes E8f S =R —1NBEE
I2 Kubernetes S£8$HZB2& Astra Control Center o

FEHP—MEESR, EAJLUEER Cloud Volumes ONTAP {EAEEfEIR RN TN A2 F HUREIRR(E, EIERTLL
¥ 83 FE D RECE NE D BT

E7EAmazon Web Services (AWS). Googlez=F & (GCP)#Microsoft Azure#{#FHCloud Volumes ONTAP 1=fi
[Ein&EAstraizHR 0. IBRIBENIMERITUT I E,

* 7 Amazon Web Services FEBE Astra =&
* £Google Cloud Platform/EEE Astraiz il #ils
* 7£ Microsoft Azure FEBE Astra #ZHH0)

&0 LUE B B E1EKubernetes 85 (5I#00penShift A28 F & (OCP)ER AR EEN BiER. REEERE
FIOCPEE A BT I KERE Astraimhl ity

7£ Amazon Web Services FZBE Astra =540

&R LLTE Amazon Web Services (AWS ) AF = EIEERNBEE Kubernetes 8% FEE Astra 1261710

AWSFREERINEE
£ AWS HERZE Astra 5102 8T, BBEEHREUTRE:

* Astra Control Center IFRJIE, IS "Astra 1= OIFRIZE K",

* "JHE Astra ITHIFOHIER",

* NetApp Cloud Central account

* YNRMFEAOCP. MIRed Hat OpenShift Container Platform (OCP)A PR (fE8p & == a1k 3 AT £IEPod)
* AWS &EHE, 517 ID MHEER, BERATRIBFMED ERMEZBIINR
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* AWS k38R 285348 ( Elastic Container Registry , ECR) ihBIF1& R
* Eifin] Astra Control Ul , FE AWS £E 53 X#1 Route 53 %H

AWS BYIRIFIFIRER

Astra ITHEIFROEE LT AWS 12EIFIR:

* Red Hat OpenShift Container Platform 4.11%F4.13

() ®REmmte Asra BEIRONIBIETEHRIFEE 5 XA IEAR A A RER.

BRTIMENZRERZIM, Astra iITHIRONEEEUTER:

HiF

517 NetApp Cloud Volumes
ONTAP A2

TERE (AWS EC2 E3R)
kR
FQDN

Astra Trident (TENetApp BlueXP
F{EIKubernetes 8% & I B9—2B
RE. LFiFFCloud Manager)

BRIGSEM =

ZK
%) 300 GB AJH

SBHZEDIANERTE, 8MEE 4 vCPU #ZiI0# 12 GB RAM
fR53358 "loadbalancer" A AT EENRE RXEIRIEFIREEEPAIERSS
—H¥g Astra 1=5I5R089 FQDN (M A ETEE 1P kA £

BL&HECEAsta Trident 22. 10 EShRA. HRENetApp ONTAP 9.85%
EEhRABIEEMEERAWSERR]]

NetAppiefft 7 —MEMR. "I FIREXAstraizhl 0 A BBk A< BRE |
http://netappdownloads.jfrog.io/docker-astra-control-

prod
TEEX A NetAppZ#FE8I7]. FREVA KT Astraizhl RO R E3 F2 P fE F Ltk
BOEARAVBLEA,

MRIETEIHRINetApp BRI EMZR. MMM EBFMENFAEEMER. F
ANAWS Elastic Container Registry (ECR). {&&] LU Astraiz il i iE
BUSHEXENZ AR, EREEREERFE LEEIRMEEMRAN URL

o

Astra IR L BB B S BN RE S )] — B
©) A, TREBRT Roslc KRS HITERTTE
Fo
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HF 2K

Astra Trident / ONTAP E2& Astra I=HI|ROER S B—NEMEEHIGHISENRINEES, Astraizihl
FUSZFF L FONTAP Kubernetesfz i, XLEFESREEE K Kubernetes
£S5 N\ ZEINetApp BlueXP (W FI#RACloud Manager)B 8lI32#, XLETh
BEE Astra Trident 1211 :

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEBRIRE Astra 6 ORBIZI TR FH—IETHNAIERF. NRFMREITHEHEMNARRE
F, BN MEREXEREER,

(D) Aws Em®mSIRTE 12/)\EEH, ZEEBAEIT Docker MIGEMEZH,

AWS ZFEHTA
TERBENABTIF Cloud Volumes ONTAP {ENTZEEIRZEIE AT AWS B Astra 1THIFUL TR,
TEHIFANAETERENTE,
1. BREEE BB IAM AR,
2. £ AWS %% RedHat OpenShift £&%,
3. BEEBEAWS,
4. BB EHFAWSHINetApp BlueXPs
5. RILFEATFAWSHIAstraizEldity,
HIREES BIEH IAM AR

WIRIEEE BHBHNIAMAGFIRE. B &R %ERedHat OpenShiftsEE#FINetApp BlueXP (UAFI#RAICloud
Manager) Connector,

B2 Wi AWS EiE"
£ AWS %% RedHat OpenShift 8%
7 AWS %% RedHat OpenShift A28 F A% R,

BEXALREHA, E2N "7E OpenShift BEEFAHR AWS 2ot
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ECEAWS

ETR. BAWSEERHEIZREMNE. 1GEEC2ITE LA LUK BIZAWS S3EMEDEL. tNRTEIAIR NetApp
AstaiZ LG EM T, BIREELE— Elastic Container Registry (ECR)3EtE Astra Control Centerf{&
s FERXLEMURIEIX B2 AR

RER AWS XTI T B, B2 "AWS L33

1. BIERAWSEINMLR,
2. E EC2 IHE LA, XALIE AWS FEVENARSS 283 VM o

3. MNRKHIXRAHREETRMITET RH Astra REFRERLE, 1HEHR AWS HHEFIZEELUKE Astra
ER, EBN "Astra FZHIFRLEK",

4. EDRIE—N AWS S3 ZED R RIFHESE D,
S. (AIE)ANR T EIAIR] NetAppBRg iz, BHRITLUUTIRME:
a. BJZAWS Elastic Container Registry (ECR)LAE&EFf& Astra Control Centerfff&,
MNEARBIZEECR. NAstratZ&IF LT EMEE Cloud Volumes ONTAP BEABAWS/FiH

REBHA IR IS SR, MRERINER Astra 12610 AN EIEREREHE AWS ECR
IHIEAER, M= SFEHIREER o

b. YAIER HIEHIFOEGHEEEIEE X8V EMRR,

AWS BMBSEME (ECR) SIS 12 )\HETH, HSMBERRIEREAN, M
() #AWSEECloud Volumes ONTAP EIBIHEEMETA R £ ILFEHEA, BEE AT ,
EBRIE ECR BITHHWIE, HER— T, MRS SRR,

LUTFZ AWS EBERBI:
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u ACC - AWS NetApp CVO Deployment

(g

Amazon ECR
Hosting ACC images
OGP Platiorm Cluster B Application Cluster
NetApp CVO Single Node NetApp CVO HA Multiple AZ
' " mvalaomyzone U aveeaomy zone | T avetapmy zone | T avasanmy zone
! US_EAST-1A ! ' US_EAST-1A ! ' US_EAST-18 : : US_EAST-1C
i [ {:} i VPC ; i {:} i ; | i::} ; : 3::}
| b paed || bk O ;
“"""I‘"W 1 e { | AmazonEcz | AmazonECZ H I Amazon EG2
~®—'n | —9-m —@-m ~@ -
TRRDENT i : o | . : Tespe | . : Teer | .
_ cvo i ' I : ! :
Oponshin Storage | | OpensShitt cvo | Openshift Vo | OpenShif cvo
l Backend | i Storage | : Storage | : Storage |
i ; Backend | : Backend { Backend
ﬂ WysaL i HysaL ; MpsaL ;

Classic Load

ACC Web Address

Ao E1EFHFAWSHINetApp BlueXP
fEANetApp BlueXP (LAgI#F/ICloud Manager)BIZ2 T{E=SE). [MAWSHINEREZS. IR TIEIFEHSNEE.
FRERBlueXPX ST L T B, BERUTHA:

* "AWS AfY Cloud Volumes ONTAP i7"
* " FABlueXPTEAWSH ! i iE 128"
B
1. B EEARMEIBlueXP,
2. QBT fE=IE,
3. 79 AWS RNNZEEER. EF AWS ERIRERER,
4. RIENEIFELE— N TIEFIE,
a. fiiE: "Amazon Web Services (AWS)"
b. 248: Cloud Volumes ONTAP HA
5. S\ OpenShift 8%, S£EEERIERINIOIEMN TIERE,
a. JERE * K8s* > * SEBEFIR * > * KEHIMIEE * , TE NetApp EEHEMES.
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gcloud auth activate-service-account <service account email address>
-—-key-file=<GCP Service Account JSON file>

LRI AS TR E— P Astrafz il g i0E B3 A ISR GoogleBREGEMR LB
]l

manifestfile=astra-control-center-<version>.manifest
GCP_CR REGISTRY=<target image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag $ASTRA REGISTRY/S$image $GCP_CR REGISTRY/$image
docker push SGCP CR REGISTRY/$image

done < astra-control-center-22.04.41.manifest
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kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="S$ (cat <GCP Service Account JSON file>)" --namespace=pcloud
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6. BIETFME D AP R R,
7. (RIE)UIRITIETRIE) NetAppBRIEUEMER, BHITLUUTIRIE:

a. AllEAzure 25T AIR(ACR)LUIITE Astaiz il 0B E,
b. J9FrEAstra Control CenterBf{%1& & Docker¥EiX /M EXRIACRIAIRIAN PR
C. {ERLUTHIZEAstra Control CenterBfu& X Bt AR

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

PN LT/ Il

manifestfile=astra-control-center-<version>.manifest
AZ ACR REGISTRY=<target image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image"
root image=${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag SASTRA REGISTRY/S$image $AZ ACR REGISTRYY/Simage
docker push S$SAZ ACR REGISTRY/$image

done < astra-control-center-22.04.41.manifest

8. i&E DNS Xig,
HAzuref2 ENetApp BlueXP (LLHI#i}Cloud Manager)
fEEFABIlueXP (LAFiFF/Cloud Manager)BIFE2 TE=IEl. [AAzureMINEIERS. IR TEFIEH S NEE
&HEBlueXPXIESERR L T H B, 1S "Azure R EIBlueXP A"

Faazai
EFFRERY 1AM AR A B %R Azure 1K
S
1. B EIEARMEIBlueXP,
2. RIERTF Azure BUEZ2R, BB "BlueXPHEEE",
a. 3E&$F * Azure * fERIRIERER
b. i\ Azure EiE, BIIENATRERF ID, ERHERHAMER FAF) D,

EFE I "MBlueXPr.7TAzure Bl 2 iEE2E",
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3. MARIERSBIETLIETT, ARTIREZERS.

Accaunt Workspace Ce ¢ i

Cloud Manager

Connectors. Add Connectar Manage Connectors

Q : x

AZUTE | WESIUSZ | W ACTIVE

] azurecioudmanager Go to Local Ul A

Azure | centraluseuap | ® Active

[[] evo-aws-connectar Go to Local Ul 2

AWS | us-easts] | ® Active

] cvo-connector-gep Go to Local Ul 2

Google Cloud | us-eastd | = Active

TestazHA Goto Local Ul 2

Azure | westus? | = Active

azure-connector Goto Local Ul 2

Azure | westus? | m Inactive

e &

4. REMNTIMEEIE— D TIEFIE,

a. if&: "Microsoft Azure" .

b. #X\: Cloud Volumes ONTAP HA ,

Account

Cloud Manager

Fetapp.cofm

Canvas Replication Backup & Restore KB Data Sense i e Compute Sync All Services (+8) «~

Add Working Environment Choose a Location X

-]
- aws D =

Microsaft Azure Amazon Web Services Google Cloud Platform On-Premises

Choose Type

°
® ® ® ®

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files Kubernetes Cluster

Single Node High Availability High Availability

)

Q, Ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here
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5. |\ OpenShift &£8f, SEEIRIEZZNENIRNICIEN TEIFIR,
a. JEFE * K8s* > * EEFYIR ¥ > * EEIFMER ¥, EFE NetApp EEHFAES.

Cloud Manager

Canvas Replication Backup & Restore K8s ata Sense File Cache Compute Sync All Services (+9)

Cluster List » Cluster Details »

targetazacc [ Update Kubeconfig Connect to Working Enviranment

Status Cluster Version Added by Valumes VRC Date Added Tridant Version Provider
(~) Running v1.21.6+bbads0a Import 3 " April 14,2022 v21.04.1 =.' ’A":’fﬁ“"‘

1 Working Environments

~  Provider ¥ s : = | Capacity

testHaenvaz Y | B westus? 10.0.0.0118 .00 used of 500 GB available

1=-1of1

3 Storage Classes Q
Storage Class 1D % Provisioner = Volumes ¢ Labels
managed-premium m= 0
trident
Ke1HSSp-ha
vsaworkingenvironment-xr1hsSpd-ha-nas 1 NetApp 3 e
tridentnetano.loforotacel=NAS 1 9

b. {EFFE A L AAsta=IRhRZ,
C. iIE FE7 NetApp fENECEFZERH Cloud Volumes ONTAP £E#721E,

LR EIE SN Red Hat OpenShift SE8¥H D ECEAIAF S, @RI LURRTFESS
Asta=TZNEERTES AN A IIZERBHNRE,

6. 2 FLtkCloud Volumes ONTAP ZFERRFRE XA ENE,

7. Cloud Volumes ONTAP RILU//EN BT RIzTT, BRIMESHAMERRETET. IREBA HA, BIET
£ Azure HFIE1THY HA IRESH T 2 BB R,

REMEEIER T AzurefYAstraizHlHil

FREBIRERSE Astra I£6IH0 "R A"

fEF Astra 3ZHIF RN Azure IZED R, 1BB M S E Astra &6 OHRINEE D EL

RESEIE AstraiTislFy

RIBEHIFIR. LEAstralTh|P O ERIBEEEHITHMAIE,

THBRZ TR PR

R LIRI5 @ FResourceQuotasHlILimitRanges X R 3R BA L ap & =B PRV R IR & A% 8 ERFRE R FHCPUFIKN

7o AstrafZflFORIKERARS. FEATEXLETRIER, MREHFERAXMANERE. WEEM
T R Astrafz fillFR 0B a5 2 == 8 R PR L R TR
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TR LUMER U TP BERMBERXLETMBE, EXLERGIP. aSRbRUEREHNLEMH,

il
1. EHFREGRRECEN netapp-acc (HBEEXZIR)inRZZNaE):

kubectl get quota -n [netapp-acc or custom namespace]

MRy :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRBIRMIERATE HIRECER:

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods—-low —-n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EHIREVEHSEE netapp-acc (BIEEXE)ipE=iE]:

kubectl get limits -n [netapp-acc or custom namespace]

e R :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. B AFMIFRR ST E -
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kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

ANEEX TLS IEH

AIAMBR T Astraizhll FiOxHE Nizhl2ERE (I(NER LA E )M Webil 5 23HWeb UIS 1 I0IEER B
BTLSIER, EEIUMRIENBEESR TLS iEH, HEEBRNBRIERHMANME (CA) ERE TLS IEH,

IR BERIEB A TR RvERE:

s BFHTTPSEIEZIAstraiz il hit\Web Ul

@ * FEANEHIZZAE(NSE ingressType: "AccTraefik" BEBEFIKE
astra_control center.yaml fER#Astra Control CenterfRiB1 4 a3 %)

BEHREVATLSIE BB E R A T X EEREITR P IIERTIER.

FaZ Al
* RET Astra 1TH|FI0B Kubernetes 5£8#
© WEE EEBITHE S Shel IEIEISIR kubectl B
* CAHWE AEIAMIEBXXHE

HipREE RIS
BRI ERBER TLS IEH.

1. £ SSH , UEEAFBMNEREIEE Astra 508 Kubernetes 2%,

2. FRUTHSEER., ERSYURNEPXBMNTLSEH <ACC-deployment-namespace> {#FAstra Control
CenterZfE @ B =ia):

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA LT e S MIPR 2 A RERZRANES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERSLITAINFIIES
AIN—E CA BRAVH TLS IEH.
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1. FERUTHLER CA RN ET ARPMEBXXHCIERDN TLS B8, HIEES < DSBS AMENE
8

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FAUTHSHMRIREBEERBENERENX(CRD)XHHEN spec.selfSigned EA
spec.ca.secretName E5|FLRIBIENTLSE . BHITUTIRE:

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. AT e MR FIRE I BB EMURERER AT RILER. ARHTER <acc-

deployment-namespace> {FHAstra Control CenterZfEan % gl :

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Moy :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. Bl certificate.yaml filefE LU TFRENGHES <>HM SAUFEZSRAENNES
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFREL, BIIEEEERIBIEBURSSEREECIZIREEENSH (FIMEHF, &
£:die), £2iT8IEHEAF DNS &#5)

kubectl describe certificate -n <ACC-deployment-namespace>

Mie) &7 :
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Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417%
Revision: 1
Events: <none>

7. ERU T e LR BHIRIBTLSFAECRDLUERFNEREARR. HIFES PR SUMFEBRAELNESR

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. AU Tar LM RAIZREE AN CRD TLS IEBLUEMMENERER, HREES < hpy S U ESIRAEN
HIER:

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:
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tls:
secretName: <certificate-secret-name>
9. {EF Web ' 285l Astra 540 EIERE 1P shlit,

10. BIBEHIFME S BT S ELEMIERRIFME BT,
. SHIEBHRERSANE Web X EEHRIEHEIERF,

B Astra IT&/00,

¥ Astra Control Center. BEREIUIHEEBLG. BEEZLEFOIE. ANEE. B
BRI, BIEEMEUNRARNEFEE D K.
£5

* 700 Astra =5 HCEYIFRTIE

* f§EfHAstra Control & i T B BRI IR

* [AINEEEH

* ZONTAP 7Zfi#fain/E A & (9 %IE

* [RINfFfE R

* [RINfFRESER]

RN Astra 3= FROBITFRIIE

ZiEAstra Control CenterfY, BERZZEMR NI EARIFRTE, SR EEFEIFEAstra Control Center. BT LBk
[ligag

& B LAfERE Astra Control UIZZNINFTIFRIIE "Astra Control API"

AstrafZFIFOFPIEE A Kubernetes CPUETTNIECPURIR. HitE D EAFFE S BKubernetesEBE N TE T
HMBICPUZR, WFrLERFVCPUFHESE, BXINMANTEIFNERMFAERE. FEW "Fa

@ NREMLEIEKEEIIFAIR CPU Brt#k, N Astra =50 EIEEEENNBRERF. B

SEH, KETEE.
() EErneTERREEETE. BN BT,

FraZ Al
* JiRIF LRI Astra Control CenterSEffl,
* EIERAENR.
* & "NetApp FAIEXH" (nif)s

p
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https://docs.netapp.com/us-en/astra-automation

1. &R Astra 1=§I90 Ul o

Q‘ % W N

PERR M > < FRNE *

R * AN elE ¢

FE RS FHAFIEXX M (NLF) o
R ARINFETE * o

° BKF * > * IFENE * TESTRFANEER, FEEE, FRHEFSIS, K ID FEEAR CPU 8,

@ NREFRETHEMIFRIHE. FEFRMAAutoSupport ZXEE. EREREFMEEHIKSID. LuES
TEAstratZ il i & PR R HIE.

{EHAstra Control/ & A TEE B IEIfIE
TERMEEZE. NHFRABEUTHRE N, BIENIZITARKRE. URRES S ESIFRINEIAstraizHlH

HelEEHEERAE,

ez Al

* BIREETHNTED A BEEEYNEMEIECIIERF. WEPodE] LS EifEiEH TR B,
s BHIER G EEMIRER" iE B T Astra TridentflAstraiz 0y

* MRBFEAH5|BAALEIEPMAN(CA)RIKkubeconfigile X RIMNERE. HE U TITHRME cluster
kubeconfig"SX 4FEIER ST, XHE. Astra ControfERI ZRINEEES:

insecure-skip-tls-verify: true

— MNRZSHIAstra Trident "= Astraiz bl 1 Bk

@ BT LA "ERE Astra Trident" B Asta= s Bz B/ (FoIFERHelmER)H tridentctl,
EREYFRAstra Tridentz Fil. 1HEF "SRR, EinflEVELE"

o BEdEAstra=InEERIR: HNEDEE— MAstra=imiFElEan "B E" TEE .
° BEcBAstra=iHfEEYE: MMEVE—PMAstra=ipiFEHX 'BEE" TERE . NREE T RIAEE

XK. BAHERER

eME— BB RIMTERNFESS.

° BREHAE" Astra Trident&REBITHISSFEIRBRE: SREBITHIZBBHLNA "ELLE" LUER LITEAstra
Control 8RR, ZE/D—Astra Trident VolumeSnapshotClass B4 "ZE" HEERMIT,

* * Kubeconfig accessible*: f&R]LLIAIR] "FhilEE kubeconfig" BB "ETE L ZEHREIACERY",

* * ONTAP &#B":

CEETEFFHONTAP £4 LIKEONTAP EIRUNMBAAFMEBFID. LAEFEHAstraiz il

FOERIER F“ 2.

7EONTAP 7

THIEITUA TS
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export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *{¥Rancher *: fERancherffiZHEIEN AIEFEEIT. 15{E2ARancheriZ Hkubeconfig )X 4R HIR FHIERF
EBIA LT, UWEREHITE LT, MARERancher APIIRSS 28 LT3, XA LU/ Rancher API
RS 28 LM EFH IR S EAE,

1. ¥ & Astra TridenthZs,

kubectl get tridentversions -n trident

NREFEAsta=TIEE. EFBFIRMUTUTAETR ML

NAME VERSION
trident 23.XX.X

NRAstra=ImFEAREFE. WREREMUFUTARETNEL:

error: the server doesn't have a resource type "tridentversions"

@ NRRLFEAstra=IHEBEE N L ERIRES T E &M, MHE E?E#%Astra:ﬁﬁ“ﬁﬂﬁféﬂ’\]?ﬁ
has. SAISHRHSIRIE, BEESM "Astra Trident 318" BXREHE, FEN

2. HyRPodIETEIETT:

kubectl get pods -n trident

3. EﬁETﬁ%?EIEE SIEE AR IFNAsta= IR IREITEF, ICEIZEFRAMNA csi.trident.netapp.ios 1B
LT

kubectl get sc

o) Rz 73~ 451 -
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NAME PROVISIONER RECLATIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
B3R S8+ fA Bkubeconfig

&R LLEE S9Astra Control Center8 2B RNRHT ENREIER AR, XFEAstraizh| g BT HIIRE
S8, ARNEEEPEE T kubeconfig "&Z 242"

MREERGROFRLEUTE—ER. WiIRES BAIF B Z— S IRAkubeconfig:

* BZFEERFIAstra Control ¥t H BIEHIE B IR

s BERZNE. FERREFERTEREREEEREIAAsta Control kubeconfig, &5 MITEEEYIFIE AR fEER g —
IMENERABRKEER

FaZ Al
EERIRES R ZRZA. BRERENBEEENEEHREFUTER:

* BR%Ekubec™MF BEv1.23 EShrA
* kubectlif R EEHAstraiz bl P ORI SRV EES
() ATFUHERESE . CRBEMETAstralEbRLERE Tkubect B,

* BERECI RIS EE N REEMVERBYERNkubeconfig

p
1. BIZARSS KA

a. BB ARSI X4 astracontrol-service-account. yamlo

RIEFEBR PR A =(E, MREULAHITT B, WNEU TS RPN AEBRIENR.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl

kind: ServiceAccount

metadata:
name: astracontrol-service-account
namespace: default

a. ARSI
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kubectl apply -f astracontrol-service-account.yaml

2. 8IEEUTEE BBNRNEREATRZ—. LUFEEE HAstra Control EE:
- FIREEAE: AR S HAsta Control BB ER TR RIKAR:
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BRATR

i. I# clusterRole X, a0, astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N I |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs

- daemonsets

deployments



- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

— secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:
wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale



- imagestreams/layers
- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

i. (& FOpenShiftEEBH)TEREMINMILFAZR astra-admin-account.yaml XHEHZE #
Use PodSecurityPolicies 243,

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use

iil. N FRSEREAE:

kubectl apply -f astra-admin-account.yaml

c U RMNERAG: hABEEERAstra ControlBIEMNEENY BANR,. NREFEAZSMAME, HAT
SEE AT R EREEERIZAIAAsta Control kubeconfig, AT LAERLL A, BNEEIFES, JEH
— MAENERAEEREIER:

@ LU FARA ClusterRole PEE—NE M Kubbernetesifile B XBEFETEMIFIERIR
BH. iE%&IlKubennetes$) & kB o
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BRATR

i. QI# clusterRole X, a0, astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

B I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

T %0

verbs:

—_ T %0

ii. NFRSEEAG!

kubectl apply -f astra-admin-account.yaml

NEHABIESIRSIKFPINERABYE:
a. 8l clusterRoleBinding X BEIAR astracontrol-clusterrolebinding.yamlo

RIEFERIFRCZIRS K IHEAR AR MR =06,

<strong>astracontrol-clusterrolebinding.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. MAKRATBHE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBRFHNALEEA:

a. SIERAMSHNZ XY secret-astracontrol-service-account.yamle

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. AL HEEA:

kubectl apply -f secret-astracontrol-service-account.yaml

O BIRLHEEARIARME. BEAMEIRSZIKS secrets AT RAIFHNRE—TT):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILARSIKFZEIL. B <context> FRAGEHATENRENIEMRIFE:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTTENES| secrets FEFILIOF kK, ELERREIF. BWERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEitHP. B TRSIKFZERNRSIRS. £ F—FH. EREFELRSIRES.

7. YW R4 kubeconfig :
a. B create-kubeconfig.sh X & TOKEN INDEX 7ELAFHIAMF L. FRIERNIE,

<strong>create-kubeconfig.sh</strong>

# Update these to match your environment.
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Replace TOKEN INDEX with the correct value
from the output in the previous step. If you
didn't change anything else above, don't change

+H H= H H

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—-context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \
——context S{CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}"')

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

#f Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials S${CONTEXT}-${NAMESPACE}-token-user \
—-—token S${TOKEN}

# Set context to use token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
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—user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp
rm $ {KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes EEE$ 1<,

source create-kubeconfig.sh

8. (AIik)¥&kubeconfigEE dn & N EEEHIE B X B Ko

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

T—HRHA?
WE. EEMIANER T XEFHRRMG. BEMFES FiN5Ei

ANINEEEE

EFAEIENAERE, B30 Kubernetes EE¥HISHERITE SR TEIR, IR Astra I58Id 07w IN—
NEBE, TRERIMIER Kubernetes N FTERF.

BT, TREMERERME Astra ITHIFROHITEEZHT, Stl Astra I2HIPOEEHEE
FRIERVEERY, ERIX Kubemmetrics #EMSE B R EXSIE LERBUEITAI M IZHEIFRZ R, RTRT4])
yafRErHITEIE,
Fraaz i
* IR ZAT, BEEHIITOEMNRE sliER TS
-
1. NMEBREER R SM:
> M"Resource Summary"HI"§ B4R"F. M"Clusters"&HEHIEEFE"HN"
° HEMSMXER, EFEER . ARMERTTEPIRE RIMER
2. IETARRINERF B OF. L% kubeconfig. yaml YARSSKEMERIAZR kubeconfig. yaml X&
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() - xubeconfig.yanl XHEREA—MERNKREIE

BB 2 kubeconfig filed. EREEEN*—* L TFXItHR, 1SN "Kubernetes X14" &
XEIERIE R kubeconfig X, WMREFEANEREEAELIE T kubeconfig iRz,
HENEIT B _EEaihbkubeconfigo

3. FRHERET. RNERT, EEBF=EERT NEENRT.

4 FJE T,

o. R EATFIttKubernetesSEEBFIBINTEEIE. ARIEFT—H%

() mmsE— 1 EONTAP iSRS IIASIa S I EE,

6. EHEMXER. MR—VES. BEEF R

:i:
R
ERRENEERMRE. ARENBITIRIRE . ME. EIEEEMAAstralzh RO EEER,

RINETE Astra ITHIFROAREENER G, HEGTRERRTEER/L2FRVETE, TELbZal,
BHEMREERIEHIER— ”*hﬁfﬂk OERWY * FBH. ERIUZBRLLR@E, EAY

@ Astra =0 ﬁ?%EEﬁ#kUET, D] R IRIE BT, SNRIPJEHEIR /LD HAREN. BREE
EtHIBIT oc get pods -n netapp-monitoring EREER. BEETEHRIFRERBEU
VeI LiR) .

TEONTAP 7ZfiE/qin/=a A & 4130k
AstrafZ s ORI T FFIRTONTAP Sl T8 HIIEAIET :

c ETERNSMIIE: EEMENRNONTAP BFRMARZMER, ENERMEXNEEERAE(
Yadmingvsadmin). LARSONTAP iRAHISmRAFRE .

* ETEBNSMIIE: AstratZhlFROE A LUERFIRRERIERSONTAP 3 #1TEE. ENERZF K

IEH. BAMEECAIERENRER)(EIN).

EALHEEEHRNEG . UEN—MERIEEEZ G —MBNWIES A —RNZHF—MEHIES

7o

BRETFRENSHEIE
ASRAIEHIRLEERESCENERE adnin SONTAP Gim@(E. ENERTENTIEX AR, FIE0 adnin,

XA URRS R EIONTAP IRAEFIRE . XLEMRAATEES AFINEEAPI. LU KA Astratz il 0 kR 2S5

Mo
@ FUSIEEENXZEERABFHIFEEATAstra Control Center. {BARENGXIEM,

TEIHE X A0 T FrR
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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIREX B UAN SN FEEIRENE—E, CIEAEHEREM —RETHETIENTE, Alt. X2—IX
AEIERNITIRIE. HKubornetesKTEEBIERAIMIT.

BRETFIEBNSHRIE

Astraiz | O] UERIEB SHIAIMAERIONTAP Eim# TiEE. ENERRE X FRMAUATES.
* clientCertificate: BFFIHIEH,
* clientPrivateKey: XEXHIFAEH,

* trustedCACertificate: BJfSCAIEP., MRFEATE CA, NATIRHEISE, MNRFFERAE CA,
M a] LAZBE I IS E

TR AR AR RERERZ—!
* BERIES
* B=HIUEB
ERBERIEBRBSHRIE
HANTEREEU TSR,

p

1. EREFHIERNER, £RA. B8 A AR (Common Name. CN)IEEANONTAP AR, LUHITHNLE
iEo

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REFRPMNEFIHIEPD client-ca FHFEONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—name>

security ssl modify -vserver <vserver-name> -client-enabled true
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3. HIIAONTAP Z£ERABIFIEP DI -

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FRERIGERMEE NI, ¥<SVM ManagementLIF> and <vserver name> B A EIELIF IP
FIONTAP B#F, B IHfRLIFEVARS RERIRE /) default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. fEA Lt —5%hFkEMME. 7EAstra Control Center UIFRRINTEME S,

EREZHIEREASHRIE
MREWEFE =R WAUEAU TS EREETIERNS NI,

SIE
1. &R FAFAFICSR:

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

2. ¥5CSRf%#Z|Windows CA (5=75CA). ARENTHER BRI+,
3. FTHERIEBHEHME 7 ONTAP signed_cert.crt

4. MWindows CA (35 =75 CA)SHRIEH.

5. R H#HE ca_root.crt

ME. BEBAUT=1XXMH:

° #A$A: ontap signed request.key (XEONTAP FARSZFIEPINIEH, RIERSIIIEPNTE
EIIFE+H, )

° FRIEP: ontap signed cert.crt (FEONTAP HtB#R/I_server certificATE _, )
° RCAIEF: ca root.crt (TEONTAP HtE#77_server-ca certifict7E_o )
6. TEONTAP X FH, £ HMHLE server Ml server-ca ONTAP ERJIEH,
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EFHSAMPLE.YAML

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate



certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—EHABZFPRIEE. USLMEFEERE, Astaishld O ERLSIE 50NTAP #1TiEE.
8. TEONTAP LA ALERT P ImIEH:
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EFHSAMPLE.YAML

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate’s CA and serial number for reference:

CA:
serial:

The certificate’s generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{



"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}
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R, EEXRRN. HIEEESETIEIEEHIZIONTAP £8 FR KA NS, SRR IERERZ
ZhKubernetesS{ONTAPEEE AT A HITE IR, {EEIMIEHIREEFAIsES BBULR R AR,

BT RINAISESINEER. 1521 E/HSnapMiroris RGN FHEF EHI2 T2 R4,

TEERTIHHHNEHNERIRRES ERTZRIN LR,
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BENIRIFHIEEFZISIEFEEDR. HMSIEFHEDERHEITER:

Scheduled Backup
 Hubernates Cluster A ™
App Pericdic Astra
Mulienaetes — backup of —*| Controf Center
Resources K8s resources
L% A -
OMTAP A B
Periodic
App Volumes — Backip
L &

Restore
{ Kubernetes Cluster B
Bstra Create App
— e Kubernetes
Confrol Center IeaEiiEsS e
“ONTAP B
53 Bucket —— Restore ——» App Volumes.
b

S—rmE. EFREIEFZIONTAPRTERE. AGHIEEZ=BEKubrenetesiZ R :
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Replication Relationship

{ Kubernetes Cluster A fia { Hubernetes Cluster B i
App Periodic
Kubernetes — backup of —» Astra
S i M o
ONTAP A i ONTAP B g
Ty
SnapMirror >
App Volumes App Volumes.
SnapMirror -
% 4 N, S
Fail over
Kubernetes Cluster B M
Astra Create App
— —_— Kubernetas
b~ o
ONTAP B ™
App Volumes
. £

VRIS IS, RIBRIE

WNRFRNEYER. 28 UERINSFRIFHIN BIEF 25— Asta Control CenterSEf5IBY. & BEARINFTN FHIER
TN AREFFRIPIEEGIINRE. &9, EAEREE).

¥Fe]

7£EBZE Astra Control Centerfy, E2ZZE—1MHRANIOKIE(HRRIFETIE. RIHAF4. 800
MNCPUETT, NRLEEEFLASHEKAIEGE. HEEAHRETEIFRIUE. MBI
MNetAppIR1F AR R G IF el IE S Se 21 Bl ik,

AT LGB L T A2 —IRENF AT IE:

* NRIGIEFEIEAstra Control Center. HEFZESHRAVIHEFEIEF EEITEFRARBITLEER. 15
S NetAppEx 2 LA IE R RBYFHEIF RIEX o

s "NRIEBEMFEAstra Control Center. E4ERBNetAppiFaliEX 4 (NLF)" &R EINetApp iFibs FH SR
F|"Systems" (R4 )8 TR IF AL,

BXONTAP FERIHFIFRITFENENIFAER. 85N "SHHFMEER"
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@ HRRENFRLEE DB RFIEHNENCPUE T, WNRAstra Control CenterHFI EIEFCPUETT
MO TR B S Rl iE R AV B FECPUS TR, (8T & N A HiF aliiE.
THEARFrIEM ST 2 AT IE

#EEHAstra Control Center R HERATUTALIFRIIE, WHEhRIFAIIERISEI S S 21T AIIEAR R RYZhREFN4S
M. BREINORK, WEEERGE. FETEI IS SeSREHITTE R

R IEEIER
WMNSRSETIAYER HHJAstra Control CenteriF R IETHR. M LA T IHEERIUIFIAPITHEENSE AT FR

* FRIgEAMIRBNE S
* I RASIRRAE D

* MIRERS & DIEIR

* MIRERS HAPRE e fE

© BN AER

* ECEE IR

M BN fERE

TERREEBEAINE Astra =510, REESEE LETHED—INAREFH Astra FHROEERZE, &&
BRI NERIFHIL.

FaEIRER NN RAEFE. ZEBHNIBCPURTTAIR1T NAstra Control CenteriF el IiEfEAEH. B
In% IR EHIRed Hat OpenShiftEE 8 T mCPUETTIRIM node-role . kubernetes.io/infra: ""o

@ Red Hat OpenShiftEftZ2#7 s A fE FAstra Control Centerd I AIIE, BT mARic HEAHZE
MT R, JENAMARE node-role.kubernetes.io/infra: "" EHEEIT =,

THREZER
* ERIR B Astrat L BT ETIE
* IR ETE
NARREFERE

YAstra Control K IREERERY, XLEER FHNVARREAZEE. BIEERENAER
©i11E, Astra Control I ENBIER A LU FE—I0:

* BRTE, BEmRTERNFAERIR
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s —fHBE— 2 Z N a R TIEFAYKubernetestR & ARIR Y IR

""-\.\_\_\_H-\-

e |

pod

Astra Control

L enveprod |

pod

FEEMXKAEE R

Astraiz il F 0z HiNetApp ONTAPHILonghornfE N1 R .
BER

Astra 1= HIH ST LU T INEE:

* Astra—InfFfE3HHONTAP 2R (32 5. WIREEAONTAP [Sin, AstraizhlFCFI LIS ANONTAP [FiHIA
HRERHEEES.

* *Longhorn*sz3FMIE FCSIMTEEZE: FTLUELonghorn5LonghornA 2872412 1 (CSIRTHTEFE A E .

@ [ 7EAsta Control Center Z SMREZE Asta =INTEEZE,

FERNES
KRR INEAstraiZ ROl . RARRRERFZER LR BN — M FREEEARINEMES, NREX
AMEIER (PVC) RRIEEFMEE, WSERLLEFMES, FILIFERTE Astra I2HIROREREIATFAESE, 1

A LAREREIE E PVC 3 Helm BIRFIEEFMEENBTRER T MAEMESE, BWRENH Kubernetes £ E X
T—PEANTEEZS

BXIFAER ...

* "Astra Trident SZ&4"
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AR Aeflma<E

7 f# Astra Control FRYARF A&Mar R =N, UNIFAIEREIHERIX AR P EIRRYY
ao

RAFRfAat

E&o] LUE B R eITHEI P 3T Astra Control HIRSINEERIHIRINPR. LA T & Astra Control HEVEF A

*rBERIUEERAR.

"R BE T EER AR, TUEENARREFNER, BUEEENARER UKRBERRBAE D,
- EER - BANRAGNR, RILURINAMBIERFFAEE ZIMIEREMERF.
**FrEE - AAEERASNIR, AILCRMAMMBERERR K,

BALAm " R " 5" B " AP AR, LUSAPREA—THZ [BR=(E],

AR T(E

B Tl BT LI EC4A A Astra Control BIERVEEF PR E R RIVEE. BEEF A INZ Astra Control BY,
Astra Control = A MEBNRETE, £XIGE, JLEHRITEENNRDELAF, © Eﬁﬂiﬁl‘ﬂiﬁfﬁ =
BRI R A BEFZ AR, &0l LUER R T 8 RiT 6 R IR, H/im*%yj-«_’méﬂ—/\ BEXHIETL; B

4n, ?&L"ATWE’J%EEH‘E“EI]LFJW% [E A FARINLRE, SRRz A A ERE R LILEFA & =E sk
ipR—HEmRTiE. EEa] UEASBETENRE 2 Ee &= ELIR.

THREZER
"EEAMAP A

PODZ &%

Astraiz | BT POD L £ 3R E&(PSP)HIPOD L £ 721 (PSA) TR IRPR ], 18I X LEAE
2R, IERILIBRMIMPLE A P sl dH RS in T A Ss U X e A 25 1] LI B MRLEAN R,

HLbKubernetes R NRBIZRIAPODZ £ AL E I gEFRHI M IE K. HIEZREEAstra Control CenterBY & 2],

R LAE A LA R IRV (S AR B T R AstralZ B RIOPRAMBIPODR £ F . HERPODR 275 ARRMAIE
BRIP. MASFHAstratZH] R OBIThEE,

FAstrafz fl 002 Hl SLHERIPSAS

Asta Control Centera]i@id A1 R EE Astaf &5 & == 8] (NetApp-ACCEL B E X A & = 8)) U B h & 0 S BM s B =i
AIILA AR E SRR HIEEPOD L £ 7],

pod-security.kubernetes.io/enforce: privileged
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HAstraizhl O ZEPsps
EKubernetes 1.238%1.24_F &3 Astra Control Centerf. £7ELEEHAEIRIEZ MPODLLHIR, HA—L 2K

AR, HP—L2ERERERECEN. REEMEENR. HENEEHEITKubernetes 1.258F 5
hRZsBY. Astra Control CenterAF=ZE i LEEPSP. EAXLERRAFR T 1,

EREHAEIEIEAIPsps

TEREFEAstratZh|FIOHAE].. AstraiZhl] FICIRER SR EBEXPODREHRIEA Role WRHM RoleBinding A
F X FFEAstrafEfl O an & == iE] P ER B AstralzE il R AR S R Ko

MRBEMNREGUTREGE:

kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER
FSGROUP SUPGROUP READONLYROOTFS VOLUMES
netapp-astra-deployment-psp false RunAsAny RunAsAny
RunAsAny RunAsAny false *

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-astra-deployment-role 2022-06-27T19:34:58%2

kubectl get rolebinding -n <namespace name>

NAME ROLE

AGE

netapp-astra-deployment-rb Role/netapp-astra-deployment-role
32m

ERIFRREIEUZRIPsps

EEDRIFRAE. AstraiTH RO EIBE— P EIBPODL 2HRE&. Bl ClusterRole MHRHM RoleBinding Xt
Ro ENMNXFFEMNTE. ZIREITERIRMGRTEFHTT,

RN RAGUTREL:
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kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER FSGROUP SUPGROUP READONLYROOTES
VOLUMES

netapp-astra-backup false DAC READ SEARCH

RunAsAny RunAsAny RunAsAny RunAsAny false R

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-astra-backup 2022-07-21T00:00:002

kubectl get rolebinding -n <namespace name>
NAME ROLE AGE

netapp-astra-backup Role/netapp-astra-backup 62s

SR EIEHAE eI AIPsps

BIREE. AstraifHPOSERERBHPTENtApp HITRIER, WWIEETHEIE—MPODL LML, Bl
ClusterRole IRH RoleBinding FAFEAstraizhl Ldn & = E P EEMARSHIFT R,

MRBEMNRAEGUTRESE:

kubectl get psp

NAME PRIV CAPS

SELINUX RUNASUSER F'SGROUP SUPGROUP READONLYROOTEFE'S
VOLUMES

netapp-monitoring-psp-nkmo true AUDIT WRITE,NET ADMIN,NET RAW
RunAsAny RunAsAny RunAsAny RunAsAny false o

kubectl get role -n <namespace name>

NAME CREATED AT
netapp-monitoring-role-privileged 2022-07-21T00:00:002

kubectl get rolebinding -n <namespace name>

NAME ROLE
AGE
netapp-monitoring-role-binding-privileged Role/netapp-

monitoring-role-privileged 2m5s
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{5 Astra 1E&]H0)

FHaEENRER

fRFTIE "G EEF A NNE] Astra Control BIEAR", O] ATEERF FRENFTER(EAstra
ControlZ4h). $AIE%E|Astra Control YN FATEF TIERE X N AR REE R,

NAREFEEER
Astra Control BB TN AREFEEEK:

* ). EfERAstra Control CenterBIEWAERF, EHEERRAIAstra Control CenterP i Al IES T EIFA]
o

* aREE AILUEAAstra ControfE BN EEF ER— P Z MEESR B TIARNEX N ARERF. — T NARRF
S BHE—SEHPZ I HmETENER. Astra Control NZHHEZMNEE ZBIE X N BER

* FER MRERENNARFHERLE T FEE. AEFEREZNARER. 2R ERBIRERSMN
BEREENEERE. FREENRENEFHEENNBEFRERZEHERFERNEEIFTRK.

* * Kubernetes Resources* . fEFIE Astra Control WEHY Kubernetes =RV FATE = Rl 8B /& A STV FH
EFEIEEIEINEE, Astra Control WRELLF Kubernetes &EiR:

ClusterRole ClusterRoleBinding ConfigMap

CrondJdob CustomResourceDefinition CustomResource
DaemonSet DeploymentConfig HorizontalPodAutoscaler
Ingress MutatingWebhook NetworkPolicy
PersistentVolumeClaim Pod PodDisruptionBudget
PodTemplate ReplicaSet Role

RoleBinding Route Secret

Service ServiceAccount StatefulSet
ValidatingWebhook

SN RERRE LA
Astra Control Z#FUA TN RERTERL A
s *SHEBEN {4 * . Astra Control 23FEF kubectl MiEBE X HFLENN BIEF. F0:

kubectl apply -f myapp.yaml

* *Helm 3* : {IREA Helm LEMNAIEF, N Astra Control 2 Helm s 3 » e BB ZRE
Helm 3 ZEMNATEF (BIM Helm 2 A4EZEI Helm 3) o AZIFEIERE Helm 2 RENN BIEF.

* 1REREBENNAIZER: Astra ControlSz A an & TESEEMIRFT RENIN AR, XEREMREXR
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RAERE MAR FESE RRIT. BRIFRNERENNAREFOAEREENGRTE,; ERAERE
FREECRERBYAMLI . LAFRRIBUHESS UL,

U8 EX R AR ER N AR

o "Apache K8ssandra"

I FK8ssandfil. ZHFFFMIRIRIRIE, EXn R TRIFDEH NI TERIRE, FEXFMN
@ BERNRALG, XEANTHREERHNNFHEERARSRELGEE, FIFRMEN
B,
o "Jenkins CI"
° "Percona XtraDB & Ef"

Astra Control AJ BETC A Fe P& A" 18 B & 1513 " RIS T HIZ E /T (F1f1CockroachDBIZE ), 1EXLEAIMTE
[Ei2(EHRE], TofRMIRMERSEIXE|ARIRIERIZMA Kubernetes #1232, REMEREIEZFMMIAEED
BEHNER, IEIRIERIRERRIN, EA Astra Control AAIEFIZE M Kubernetes Z%A,

TSR LRENARER

fR5EIF "EARNIEEF" 3T Astra Control. A LATEEE L RENVAREFNERNENARER. AIUEETERE
A= EZ e R = ENERNARER.

EX N AR

7£Astra Control R I8 LB TEIGE. B UENXEEBHNBER. EALUEE SEEH—1 8216
BEEMWNAREF & BEISRATEEN— N RREF#HITER, iz—t)J%B_JLXQHWGEU;MET%?F'EH’EFEEE’J*_L
Eé&?]”o

BB LUEHAstra Controli?ﬂi BRREMIM N R (RN Ze R RN AREFHER R (6
L BREMZEZER—THE 1 MREGZTENNAIEFRAIEISHITIRIE, N7 Astra Control 11T
AR ERIRE R R Mo

Flgn. EelgeHRE RN " Maria"iRE— M EATENEM R, BEEFELLZ R EMEME

f3"MariaDB" (1 FIFl— & S iEH), REXEER. CRBLREBRENBEF. MARER
BB T RN AERREE,

FaZ

* B Kubernetes&EE¥ 7N ZEIAstra Control#,

* EE FREN—NHZINBIEF. AEEXTFENNREFTELENEZER,

* B INZIAstra ControlfKubernetesEEEf R A & =i8l.

* (A]3%) Any_ERIKubernetesti "z 5 8Kubernetes = 5"

ISR /{3, ERILUGE AL Kubernetes SRS(TITIA, MBARE, BIEH
i Kubernetes MAITHES, MBI, BT 8A% Kuvemeiss RERESER, |
BB M Kubernetes B A X",

KTFUIAES
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* FHEZAEl. BEN THREXER "EEinEn B =R ARG =E,

* NRE 1‘|‘*Z'JT_Astra Controlt X B ERZ M iR TiE). "EREEmZTERFNEFAAE" AREX
¥ % e Z 2ialfYAstra Control CenterhRZs /5o

* BXUNEER Astra Control API BI2N FBIZEFEIRER, 1BE W "Astra Automation #1 APl 5 E"

[ FATE R B IEETR

* [EXEEANBREFHITEIENZR]

* [EXEEANBRERHITEENGZTE)]
ENXBEANBREFHITEENZR

EoI LI3EE "7f’JEEFLﬁHﬁthE’JKuberneteSJ\,}_" E(FHAstra Controli#{TE 2R, LLEXF"FH&F"\ f&ar L
JI—rKubernetes%ﬁEPE’Jm?ﬁéﬂ — AR, IttKubernetesHIRE &% R T BN TR esdnEH 1T
2H.—I\O

B E XN ARRER. SR EEAMITHIE S 27T Astra Controli 2 ERHNNE. BiERE. REBM&G.

@ EXNARRFN. BREATEEEFRIPEREBINZ I N ARZFHPEEKubernetesizR, Kubernetes
RBELEENRPREOIGERAE LSRR HIEHPR, FIERGIPHNEZRNA,

BRI A XBEE TRENRFRMIZEINBAEFNESER.

bR T BBl & RYAstra ControlZ M XA A NS in & TE R FREKIER R ERILLRIN—T
N 1Z%JLLU>|—:E SHEANTIR. FR. RELUKRAREZ(AiE). 1RTFEAstra Control A= HEIBSHIHA

/}_\ IL: lﬁg%gj#l‘{jltt*%g{lﬁo

EABEHEFRAstra Control HEh B & B AR EESERENE R

BRI LURINLL TSR apiversions (XA SAPIMRASLE S(ERA):

IR apiVersions (£B+hf7x)

ClusterRole rbac.authorization.k8s.io/v1

ClusterRoleBinding rbac.authorization.k8s.io/v1

CustomResource apiextensions.k8s.io/v1. apiextensions.k8s.io/vibea1

CustomResourceDefinition apiextensions.k8s.io/v1. apiextensions.k8s.io/vibea1
MutatingWebhookConfigurat BJ#t/registration.K8s.10/v1
ion

ValidatingWebhookConfigur AJ#it/fregistration.K8s.10/v1
ation

pg
1. MEZRBFRRFDIE . SEFE X
2. B EXNARFEOR. BANBEFET.
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4. MranB =R MUFIRF NN ARRFER— R =E,
AJLAfE A Astra ControlfE 28 LN — P Z MEESR BT EPEXNAREF. —TNARE

() FouesEEE—EEh2 a2 S@0A R, Astra Control RISE S MERZ IEXE
R,

5. (Ai%) 0 S B SiERHIKubemetes TR — MT%. BRI LUER B MTE SRS RIS (&),
BT ARG Kubemetes IFEMES(ER, "HS 1 Kubemetes B4

6. (RN )@ AN ER 2 =8 H M TR Rk Fan & 8l 0 N AR F AN A e & =iEl,
7. (ANE) AR AR E e & EEim N\ B MR E SRRt R 5% o

8. (EJik)E7EAstra Control BRI B &M HRZ IME BIEEESEENRR. B SEEMERSTEN IR H T
B LA T 21E:

a. EFRIE SN,

b. 48: MTHIFIRA. EFEAPIZIRAE,
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e. IREEFES . WU EEERNEMUAIIRE, RS NATFRESIEARELENE R, R
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2"H,

9. &EE*EX
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118


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/

o MREBLEEMANHALLBAEREENRIPFERRTERIFIERIR. NIk AL RmE X N ARERF
Bt

p

1. MEBDTEA., EEFE—NER,
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3. MR EBEENNAREFRRNHEATIER " Actions" K E ., AEERE X ANABERF
MRBEXSZTNARER. BMSBRZEFIRPEITER. AREERE AR REIE

BRENANBER . REES I HETENEN S ERNTARE, SXS0ETEME
B B50 [EXBEH AR BRI,

P B RAGGRTEEREUETRINER T ENAEFEEPMEAN RS R R =E,

@ |:| Show systemn namespaces

"FIREZARE"
Rk E. SittfrRTEXENNARREFIEERESR Associated applications 5l

Rgran R == EIANfAr?

Astra Controlif =% JlKubernetesSe8f ERIZRSia R =B, AIABER T, HNFZEEETXERS A TIEN
ENEROFEEDRANAREF AR

Bk B RAGR SR TEEEE,. SR UMEESERHN R T ERNRhERRRH R =6,

|:| Show system namespaces

Astra Control CenterZBVINE R FASERAEAI UEBMNN AIER. BIETLUFERS—1Astra
Control CenterS2{5|& 19 F0i£ R Astra Control Center32fl,

T RERRZSEY SRIR IR ERRS

LRI, DevOpsHIPAIEEEIR" T 25" M ASIE, ZHEPANEREHE =1 PodizfTnginx, EFFM Pod &
BFREMDE, £=1 POD EBRFMBERFIIRZA,

F & IZEHIPABIKubernetes BIE R 2R MIATE deployment=stable BERFBPod. ZH PG RINLEARE
deployment=canary JIEBFFERRPOD,

ZEINNNRERAE RS/ N RIZE—RIRE, BR#ITED. EFRAERE. HLMIMHEAEARICRIRT
RENEBE— PN A KFORBVATHR (R IP SR B deployment=canaryo
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C) WNRE A, FEFFIRERERRITESRE. BEREMRIRENED. UBERE]—2 ~
It BRI N AIEFRER IR R =E. RRREXED. ARNRNAER.
HWEENRERIET

ERTREPHERSZNENNAREFEITEEXITHEH.

FAR. FIASANAREFRFNEEETRE. SNHERNEFRREZ— RIBRKIRN. =ERFEATRE
RN MAGAHR. Fit IR EETRNRITEERIEFRTR,

ROUERIREFRENEREBHED . FXERERIBITIRBRENEL.
MRBEHHECHESREBHNED. HFEFEXRRKNAITERD. NWREEEHRIERIET. MAEME
BWUEIRERREIT. XERE. SNERITEATRERBESENETM. HTEBUENSE UK
BXBYRITER. IFIBEMTILR:

@ * HINTIME D ERNEBBLRATEITIRS.
* MREBHESHREBARBRERE. NWRBITMRRM/EIRREN.
* IRERBEEHZABUET &0, WASBITIRRAERBES.

= 1R1F HAERE DA&En mR=xhE 5 RIBEEY) &{H#EH) Restore 515

&{T  i&f7  Hooks  HEHE(T
run
1. e FEE O FEE R MmE Y FEE Y T %
2. sl REE FEIE E R Y Y Y ENOL
3. SRR Y FEE O R FeE  FEE Y FElE
B
a. g@ﬁﬁ FEE Y g MEE FEE e Y TtE
R
5. ST Y TaE i G TEE  FEE Y FNaE
&
6. ?@ﬁﬁ FEE Y i R FEE REE Y ENOL
R
7. FE Y FaE WA A TEE  FEE Y FetE
8. FE - AEE Y me  MEE FEE el Y ENE
9 Snapshot FiEF  FER W FER  FER Y TER  RER  AEE
10 &%  FaE  FER  ER FER Y Y TER A
11, &5 Y ER  FER  MNER FeE FEE ER FeiE
12 HrEER Y TER ggﬂm R TEE  FEiE FEE Y
13 HrEEE Y TER gﬁﬁﬂ L TEE  FEE FEE Y
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HITHRA

&1 "NetApp Verda GitHubIflE" JJApache CassandraflElasticsearchZ % N FBT2F FEEEMRITE
, BRI UEERGIH T HRNANER SHNEEXRITHES.

EERBRITEN
TR UEENAEFIINE B ESHRITHE,
p
1. %3 NRRER * , ARERRENAREFHNET.
2. JEER * ATHE * ETTR,
EBRILEETHNIIRFEEMEECANERANNITENR, EAUEEEWIRS. LENESHSE. ¢

RSB LARGE TR Bl (R ERI IR IES ). &P LUERR + LN B RSN ER R B BB TEM B 25K,
BEESHNVARFIMITEBREXNEGFEE. BHREERN R+,

EENEMA

TR UEEE LIRS, EEA] UTELTIE EEE 1T AP A LUK (ETE fE A MPLE S,
p

1. BE K,

2. R RIAMET R,

ERILETTE EEEE LERNIMEMAT IR, “ERETIERT EAS M RITES.

ANNNRENS

SMTEBETAFERRANTIRME, EEIRN— RS M ERITESS BNHA, FSRITERT U]
AE— A, XH, EREER— . R ER S TS,
1
1. B,
2. RIS TE,
3. BER AN
4 HITUUTRIEZ —
© _HEERE NI,
i R BRSO * HET,
i RSB 5,
i, JRHIAIEE— N — B e
v, (]3%) WAEAEIERE T RRIOE XA AR,
V. SEERHRIZRIAS
© MEIEIRKENSE) 1 78 S RIS ER
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I R RGBS B T,

il. PR AF B R A A HE ML EI F R

il. R ASHE RE —ME— R,

v. (AD) BMAEMEERN 7RG XZE AR EER.
o BEEFRTFRIZA
&

AR 2R A I IR Ry T &R o

A BRREN s

MRFBREENA. HEEARITHEBIHAERZMA. WaETLREEMKRZ R RIR.
p

1. BRI

2. PRI EI R,

3. EREMFRBVIAE. AR RIFTIRIERRE,

4. 5 - WRR o

@ MREZMES—PHZMITEBRE. WRERIREEATR. EMFRILEZA. BmEXREK
BUITES. ARBESHEMMAKE,

BB EXHITHH

eI LA FARRRF IR B E XITER. HIEERMEAstra Control, SN [T BXENTRG. &
tIEMITHE, BRERREMEE, EERTMRNR.

@ QEFH{’E@?‘T%%@?’LJﬁikihellﬂiﬂ/¢ﬁﬂ\ BEUEXHFIEEEYBIShell. FRIFEEEBITH
TE LR AT A BE R’ 12,
ps
138 NAER * , ARERRENAREFHNRT.
2. R ATHE * ETTR,
3. WEER A
4. T HENIFAERXEE:
a. MMRME TSR B RIEFIRIERE. DIME MBI NI THEH.
b. I NI FARIME— R R,
c. (FAIik) MARITHIRZZEHEANERSH, TRANESINSRZER Enter BLUERE NS
S. (AIE)EENIRIESRIFAE S KA. ERI LRI RITH I TENGITEMLESE £
a. EFAINTHIELR"
b. T ENIREERFEENTR . N TR BEPERERHENEL.
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C. FErEMFRAFIH. MABREMmESRMENZREI. Astra ControlfEf3 "IENIFAT(2 (RE2)ENIZ
RIIEE"S

NRAEEMFRA T R PRI & R (PIIPOI B AM)TIRIL, TIRA RS,
()  WaREFFRELE. ZLERINEHURRTREEN. HERBRNTH LR
BEBIUW. ~exact podname$) o

d. ERMBELIHELE. HEFERINTHIERR"

@ —’l\#tﬁ‘f_’@@g?fﬁiﬁ%ﬁ’—ﬁ—’l\i;’iﬁﬁiﬁ%?ﬁl]iﬁ%?’“%éﬁﬁﬁo BMUITERRZ AU
B101NEBHTHIESS,
6. ERfE. EET—F%
7. 72 * B XA, BT REZ—!
° ANINFANAS,
L SZRE AN o
i. AT TREZ—:
* HEEEXH,
L% * BB * &I,
I XEE RS 4 H %,
. JoRAstEE— M IE—Z o
V. (1) MAEMEERRN 7 #ENE XZH A ERDER,
V. EEMRIERIA
* MEIEHRAGNGE B E X A2,
| e RE MG BN S B R T,
. AR A F B FH G R A S A R M B F B R
. JoRAsHEE— M E—Z o
V. (FIi) AEMEERN T #ENE X ZH A ERDER,
° MFIRFIEFE—PINBRIZA,
X ETR A TE S A LS,
8. @E&FE*T—F*
9. EEMITHRLE,
10. 7% * A0 * .
WEHRITEBIRE

AR, EHBERREETRER. BRI UNEEZRFPEITHHRITERIRS. EAUERIRSES®
RBERBRFFHIITAE. EBITRESEZRMFFHITIAS.

p
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1. %% NRRER *, ARERSRENHERNZIR.

2. FEF R R,

3. FEFHREB A ERIEEITHVRE., &R &0 I ERIEEBITHED,
HENIRES ERRERREHITENIETHRS. BXIFAERE. U BEREEERES L. fli0. R%E
TRERHAEBI R £ HITENKPE. MR RITREEZREBNEVRES LA EREKBRITENG IR, EEEENX
KMBNERA. & UEEANS XISy Esh* M,

EEMAERBR

& B LATEAstra Control Web UIFRE B ML ITHESAER T E/MIZS,

p
TR~ HKP * o
2. EFRIAET R
HA7IRPEERE FIEEEXIERPES MR ERMEEHIIFAER
3. IEMERE Y PERERHBIHIARNE R,
ﬁliﬂiiﬁia_?—’?%iiéﬁiﬂ’ﬂﬁui\ HAA & [EE A L AR SRR MR IA R X L S BC B 0IE T TRUIR ISR
IRAEITHEET

NRBENITHEBREE. TR ERNMA. ERILUREZIITENR, BERENTENR. EREREF
BE. EERERRNER,

p
138 NAER ¢, ARERRENAREFNET.

2. 4R HATHS * ETR.

3. 1E"RIE SRR BRI Y AT,

4 4R IR

5. RS NG, BE TS HIRREN,
6. IR R "

S FIRITHE

REFEMAILRITERENAREFREZANZEIET, AIURRRITER. ERRRITES, EFEREM
BE, EEAEMAIR,

prL
1. 38 NAER T, ARERRENRREFHNET.
2. WEER * BATHE * ETR,
3. 7E * 12&1F * IR E R AV R S,
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4. SRR

IFREITIESS
NREFBFEBERNITHEN, WAILKRET2BR. BRFHRITENR, EFERAEFREE, EERMGENIR.
p
138 NAER * , ARERRENAREFHNET.
PR BATHEESE ¢ TR,
T * 121F * 7R ERIPRAVEN BRI S8,
pris 1
EETEIIEER. N "delete" HITHIA-
R BIBRAITER

o o A W DN

BXEAER ...

* "NetApp Verda GitHubIii "

{§£FH Astra Control Center{®FAstra Control Center

EEIF{RITiE{TAstra Control CenterfIKuburenet&E &% L 5 X 2 en s IR IR FE 1R S BE
73. BR3P Astra Control CenteriZ BIZF A&, &0] LUE A ZHKAstatzsl|i0SLFI&Z 4 F0
ERAstaiFH 0. HBEBINREESFEERONTAP. NE]LIEAAstaE Hl,

EXLEER T, Asta Control Centerf9%5E — M EFIEEMELEEARNB NP H7ES5 EAsta Control Center
LHIRERIE = MKubnetes&EE Fin1T, = Asta ControlSL 5 F &9 T Asta Control CenterSZfFlH AT REIR
[FiZ32fl, FERHEHIFIAstra Control CenterSE G4 I R EE N AR PR BN RIEFIREIERE. #
TR E XX LR TR & FIRIRAYIA E)o

Feazai
TE M Astra Control CenteriR BERIPA R ZHI. 1BMEREEZEUTERME:
* *jz1TEAsta Control CenterS2ff*ByKubernetesfE 8% L& BEIEE F Asta Control Center32f5l. FFEIEMN
BEERER,

* i={T4i#BhAsta Control CenterS2fflf93FEKubernetes ) & X BUMEEIAISE — MKubernetes 58 : LWEEHTE
‘E123 Asta Control Center32{5l#YAsta Control CenterS=fl,

* *53*BEEFEKubernetes A LB E = PKubernetes &8 . L EBHSIEE B R RT S 5I8YAstra Control
Center3:ffl, BAMER HFISBEEE RS _LBIHERE ] FHAsta Control Centerfn B2 =IEl, 90, WNRAsta
Control CenterZBZ £ % TI8H netapp-acc JREEF LM R T8 netapp-acc KA EX#E
trKubnetes&&t TN BIEFER,

* SIFEBFED LT Astra Control CenterSEIERE — Al A IRIFIS3 R BN R1ZME D Lo

y Eﬁﬂﬁﬁgﬁﬁﬁﬁi%ﬁ: E &S N AstratgftIPHisE, FH B MINS N BEF LRSI ERIEIL WEEE
Zo

+ &84 % B Astra Control CenterZ:3KR: Astra Control CenterfRiFFRERAMIS N EEERHEEKR "Asta Control
Centerfy—fgE K",
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KTFUAES

XL F2NER T EAYSAsta Control CenteriRREIFTEBI RN P B SNFAER ot EFl, PBEFLUTRAIE
=

ocp-cluster-2

ocp-cluster-2.company.com

I NetApp
Astra Control

L

|
RedHat
< OpenShift Scpduster 1 ~ g;::sa:m acp-cluster-3

ocp-cluster-1.company.com

Restore ACC
& Operator
-> ocp-cluster-1.company.com {%}
"""""" T I NetApp
eplical
T NetApp & Restore Operator Astra Control

Astra Control

—

-> ocp-cluster-3.company.com

kubernetes rancher-cluster
Application m\ Application W
Pod% Po% Pods% Po%
PVCs PVCs PVCs PVCs
@ ® © ®
b J

FHTRAIEER. BRTUTRE:

* iB{TEAsta Control Center3:fflfIKubernetes 584
° OpenShiftsE®#: ocp-cluster-1
° Asta Control CenterE32fjl: ocp-cluster-1.company.com
o WERRTEIEN BIEFER,
* 5iz{T4BNAstra Control CenterS:fflfy E&EEE B HEEKubernetes 73 A K BRYSE — Kubernetes 5 8%
° OpenShiftse®#: ocp-cluster-2
° Asta Control Center —£k32fj]: ocp-cluster-2.company.com

° tEEEHR AT &7 EAsta Control CenterSKfISXEC B E B B KB (TE I RBIFA ocp-cluster-3 &
Bf)o

* B AT IERIEENS T Kubernetes /) & XA HHREIRYE =" Kubernetes 555
° OpenShiftse#: ocp-cluster-3

° Asta Control Centers5 =32fjl: ocp-cluster-3.company.com
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o thEEB¥IE P FAsta Control Centen® Rl S FI# 415,

@ IEAEERT. NAREFERNAITF EEPKubernetesflirandcher&E&EFiR I = Astra Control
Center&E&5 7 9h

EHRETR:

* FRESEEE%TE TONTAPRHU&R =X .
* FEUECE . OpenShift&e ¥ ERMetalLBYE S T1 & 28,
* SnapshotiZ 2§ %ESnapshotClassth 2 ZREEFAE SR £ WNARFMR "Fite 4",

FTEB1ED . &{9FiE/REAstra Control Center
FIREL BN BT EREZHIEERB AstraiThl R R B ERBFF NS B,

FUt IR, Astra Control CenterfG£2 L 2E7E | netapp-acc AT EIFHRIERTLEEE T netapp-acc-
operator [EE=RES TS

@ Asta Control Center operatortt A] ILAZBE £ 5Asta CRIEEREIM &SR TiEH. BR#HITIHE,

Feaz i
s BT F L3 F Asta Control Center,
* BEES— B R EEBNAsta Control Center,

p

1. MZZRAsta Control CenterS2{5(iz{TF £)EIEFE Asta Control CenterN FAIEFF BIR5EEE ocp-cluster-2
).

a. B RF|5#BhAsta Control Center3=fil,
b. "7sfN3Asta Control Centerf28%" (ocp-cluster-1) o
C. "HINBERE =158F" (ocp-cluster-3)o
2. 7¥%#BhAsta Control Center_-&2Asta Control CenterfllAsta Control Centert&{ER :
a. MY ARFIES. EFETEX
b. #£*Define application*& A, NN BIZF B (netapp-ace) o
C. #$%infTEAsta Control CenterfJ5£8% (ocp-cluster-1).
d. 3% netapp-acc Astra Control CenterfJa&n 12 =ial,
€. 7£Cluster ResourcesTiE_ L, #EH*include additional cluster-scope ResResResees*,
fEFERmaEa -,
g EEXERE, AEEE A
* FREIEFESR . ac-crds
" 4H: iR .k8s.io
7S V1
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* fh3&: CustomResourceDefinition
h. A FARRRER.
LR ENX ¢
wEFdefin*f5, MEBHNEE EXMNATERFTIE netapp-acc-operator). FAF%ER netapp-acc-
operator B& [,
3. &P Astaiz bR ONIRIER
a. EHBhAstaizhl O b IEFN AEFETR A S EIN FAIERF TUH.
b. "#&1%" Astra Control Center® FA#2F (netapp-acc) o
C. "&17)" IBEFRF (netapp-acc-operator) o
4. EgAstra Control Centerfli®f{ER 2z 5. ERRINAMEIRE (DR)Z= "IETTEHIZAstra Control Center" ME

@ @;%i%#%AstrEE%UEPIB\EEEU%&%ﬁ@K?ﬁT’Eﬂ?%qﬂﬁﬁi?SE@%EAKubbernetes%ﬁ)\ FEXSHE
LRAAstraiThl FIOMER S E L EFRIDNS,
5. {ERAtHBNAstaiEHlFt. "AR" Asta Control CenterN FRFEFF I ESLHIME E (!
a. #E#F*Applications*, A% Astra Control Center FATEFRIZ #FRo
b. M“4RIE"FIM RIS EF, 1EHF Restore*s
C. EEF RIRBFRIEMENIRREE,
d. WMANEEZ (netapp-acc) »
e. EERERE=1EE (ocp-cluster-3) o
f. EWBrmRTE. FHS5REGETEER,
o EEFEEE L. EREREERENNBEFER.
h. & ERIRIBEEISER"
L EEMREFBRIR

- BERRER, AE%EFE Restore* LABEHIEAstra Control Centerit /R 2| B FREEEEHIIX IR I (ocp-
cluster-3) . MARFHNG. BEFTH available Ko

6. 7T Etr&EE _LEZE Astra Control Center:

a. yTFAIRHERkubeconfigEE R BREEE (ocp-cluster-3). HFEEBEMEAstraiZHlF,
b. #i\ ADDRESS Astra Control Centerfic & HI5IS| BT ERFBIDNSZFR:

kubectl get acc -n netapp-acc

e &7 :
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 23.07.0-24 ocp-cluster-
1.company.com True

a. YN8 ADDRESS RN A FERREE I Asta Control CenterSZBHIFQDN. iEEHILECE LS| B Asta
Control Center DNS:

kubectl edit acc -n netapp-acc

i. B astraAddress | spec: ZEIFQDN (ocp-cluster-1.company.com {EAREIH)o
i. (REARE.
iii. FEIARIIEE R

kubectl get acc -n netapp-acc

b. #% %= MEAER 16 ORER UEmERIIE.

5% FEREFI{RIFAstra Control Center

FSET BN B TEBERERNSE "Asta Control CenterE#" {£3FEAsta Control CenterS=ffl,

FUtR IR, Astra Control Centerf@22 L 2E7E | netapp-acc AT EIFHRIERTZZEE T netapp-acc-
operator B Tidl,

FreaZ Al
* RBESE ER % F Asta Control Centers
* BERES — 1B LR & HBNAsta Control Centers
-
1. M\Z#kAsta Control CenterSZfjl &2 F Asta Control Center FRFEF-#1 B 58!
a. B RF5BhAsta Control Center32fjl,
b. "7sfN3Asta Control Center&£2%" (ocp-cluster-1) o
C. "AINERE =1&E" (ocp-cluster-3)o
2. 1£5#EBhAsta Control Center &1 Asta Control CenterfllAsta Control Centerig{E5 :
a. ERBEE, SAEEIREE EAstra Control CenterfIB#EE (ocp-cluster-1) o
b. % er & Tia kIR,
C. 3%&#% ... netapp-acc M netapp-acc-operator "o

d. FEIFIR(ERE, JAE%EF Define as applications®,
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e.

EERENAEFRPEE UEEEXNNARERR,

3. EBERTFEHNGIH:

4. RREEH:
a. ZNARFRES L. %% netapp-acc NAER,
b. FEAFFRE & HIHREE",
C. 1%#E ... ocp-cluster-3 fENBEREE.
d. EEFER,
e. N ... netapp-acc fEANBIRIRE TIEL
. RIEFEEEREFIIRE,
g ;EE*T—F
h. #INECELEM, ARGk Save®

S MNRF RGN TEBIAIR. BB ERIKEHEEE S — e

EHIZERF Asta Control CenterfeBEFI BEAREERT (ocp-cluster-3)ERAARRHITEFEONTAPE

T EREILNFHRINEAstra Controlfg, fFiniERE fGiR TUHEAY &I EH-RH,

)=

LA E iR B E R FRYAstra Control Center,
RN E SR BBAr&EEE LA Astra Control Center,

EHXABEMTE Establishing to Establishedo MTFETPRESH. EHESH D FHHIT—

BEEIRRERIEE NI,

()  ®REERERREAsra Control Center. LURRAINHTHIEHR,

a. EFEEERS B EE SERE

Data protection Storage Resources Execution hooks Activity

Configure v

Source

©
netapp-acc

© Available —%

O £ Fail over
- r

Reverse replication

Al Delete replication relationship

Tasks

Destination

©

netapp-acc
© Available

0 ocp-cluster-3

. netapp-acc

b. HEINFA(E B H ISR RS LI A isid 12,

ERXARTEENRN Failing over SAfG Failed over TeflfEo.

=

0 Snapshots | & Backups @& Replication

Replication relationship

STATUS
© Healthy | Established

SCHEDULE

Replicate snapshot every 5
minutes to 5 ocp-cluster-3

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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- TR IRRSECE

a. IR EHERE=1EEE I kubeconfig (ocp-cluster-3) o ILEBIEE R Asta Control
Center,

b. #a%E 5 =1N5EF_EAYAsta Control Center FQDN (ocp-cluster-3) o
C. SEFACE LL5|FAstra Control Center DNS:

kubectl edit acc -n netapp-acc

i. 828 astraAddress | spec: fEFFQDN (ocp-cluster-3.company.com)o

i. RIFECE.
iii. FRIAMHEEE:

kubectl get acc -n netapp-acc

d.  HIAFRE % EMtraefik CRDEREIE:

kubectl get crds | grep traefik

FREERYtraefik CRD:

ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us

traefikservices.traefik.io

a. yN3R _EARERI CRDERSK :
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i. B "TraefikSZ14",
il. " X "XIHE H B ST,
il. [z FIEER

kubectl apply -f <file name>

iv. E¥iEEhtraefik:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc"

b. %= MEAER 1ZHIFORER UFRRMERIE,

524 . S Asta Control CenteriZ{Ef

fERHBIAstaiZHlF 0. MEDHFIEREAstafZHIPIORES, BireR RGNS R R =EER. WMRME
TREEBF P MIBR T Astra Control Center. W EFEEHR URITHRNIER S E,

TE
ERNARERY, AREEREEBNAERNEI (netapp-acc-operator) o

—_

2. NRIEFIN AT, #%EiE Restore*

3. EEREE R EMEAER LR,

4. FEBIRHE =R (ocp-cluster-3) o

S. B BTRIEN NG EIREBF XXM B TEIAERA (netapp-acc-operator) o
6. EERFRIBIBMN S ENERIR,

7. EEERRATFEISER

8. EEFREFBRIR"

9. EFPFMER, AEEE Restore*FFIRIERETZ,

"NAEFTIEETR 7 EEERE BRE = NEFHNVAER DIEHIRORIER (ocp-cluster-3) o L2
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() astratz$Iht5Cloud Insights BEx{HY, RRzfEMCloud Insights Sy (S HE HT.,

JBFCloud Insights iEi%fS, &RILIE*Backends*TNHE L EEEMEEE, HERREMEERE
@ ZE#ZEICloud Insights, &R R] LATE"Cluster"(528%)2B 4 BY*Dashboard (Y &R *HHEEXEE,
F MU ZEZ R Cloud Insights.
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FreaZ Al
- BF * 12 | FiaE * SR Astra IEHIFLIK .
* B Astra Control Center ]3I,

* YIRE1T Astra I=HIRORINEFZEAAEEREE Internet , N ANRIEARS 2R,
ISR Cloud Insights HIFTFIF, WABESHEAINAE, HBM "Cloud Insights L',

p

1. ERAS * R | FiEE * NRMIKF ERE Astra 1ZHIH0.
2. JEER K > ERE

3. WE#E & * , HPFTHHIRPET * EMFEE * LURINERE,

@ Disconnected W

CLOUD INSIGHTS Connect

Monitor and analyze your applications and the infrastructure wey run on.

4. %\ Cloud Insights API <h&F1FHF URL . 530, FAF URL RAUTHER:

https://<environment-name>.c0l.cloudinsights.netapp.com/

¥XEY Cloud Insights ¥FRIIEfS, &IEFKSTHP URL . SNRIEEAETHF URL , i5& M "Cloud Insights 3214

)

a. LUREY "API 2", BREIEM Cloud Insights #8F URL o
b. 7£ Cloud Insights &1, B * &1 * > * APl hia] * LIAERL * i/ 5 * # * RiE * APl i8S hE,

Cloud Insights (ria) ) GettingStanted +

@ MONITOR & OPTIMIZE ¥ nmm&3sx / Admin / APl Access

i Home API Access Tokens (4) @ + APl Access Token
e DASHBOARDS | | Name T Description Token API Type Permission
astra ...zBskB1 All Categories Read/Write
@, QUERIES
astra, _xKOel _ All Categories Read/Write
B aerts astra_ 2_AGHP All Categories Read Only
ﬂ REBORTS ﬂ | | astra BBTKYY Al Categories Read/Write
<
N MANAGE
{i} ADMIN
% CLOUD SECURE G
@ HeLr
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https://docs.netapp.com/us-en/cloudinsights/API_Overview.html#api-access-tokens

c. Efl* Rk T, BFEER E*ENE | Astra #ZHI50F O LB A Cloud Insights %1, XFI%EY API
SRR, BIEE: =iy, RESTNEHEWRE,

d. %l %%/ 5 * B, BEEGEHMIEE Astra I=HI5.0 * iE## Cloud Insights * BOH, 3 FIR/BEAPI
RIS IANIR. BEE: HEHEA. BEHAN RERTNHRERE,

R * % B 31 5 C B9, AEREA—SARTXARAR. BIMER
O T cenmEReEs—F. RRVERIBALE, UENIIRRHIPNHEK
FeRTiEl, MBSHETH, ESEL.

e. ¥ M Cloud Insights EHIFVZARENEE] Astra =
SR EE

@ 7F * EHES, 7E Cloud Insights * ik * > * 1%&3% * TAEAY * 1&3% * o, ERRSEENRN *
FE . IUE/LOHHNEREEHERESENN * BiFiE .

() = Astra #25IFLF Cloud Insights Ul ZEEHREITHL, BHREEDERZAT,

7£ Cloud Insights & E iR

WNRIERERTN, W * M * > * 3% * TIER * Cloud Insights * 0 EIEREERE, HEREF URL, &AL
1518] Cloud Insights LA E R IHZ N 2R RVEE.

S5 Account

Users Credentials Maotifications Billing Licenses APl Tokens Connections

EXTERNAL 7

S Connected b @ Connected o

HTTP PROXY 7 CLOUD INSIGHTS 7

Server: proxy.example.com:B328 (3 Tenant: Cloud Insights (5

Authentication: Enabled

NREZRAXEMRRKXY, WRASKEER KK * . SRR REE LA * &1 * THREIXWERE,

Q

Naotifications Mark All as Read

(1) ‘Unable to cannect to Cloud Insights an hour ago

™ The Cloud Insights AP token is invalid, Create & new
AR ke (6 Clowd Insights and update Astra Control
connection settings with the new token

EHERRTLATE * 0K P * > * @0 * THEMERENER.

£ Astra I=HIFOH, EAILTE * Bl * TH EEEEUHERER, HTEEREFHEREREMIELERES] Cloud
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Insights o

£ Backends
+ Manage % Managed () Discoversc
1-16f1
Name & Status Capacity Throughput Type Actions
5 3 76772128 TiB: 36% 1M s e B.00 MB/S ONTAP 9.7.0 Available

EHEE Cloud Insights , 1EIRZFIEIRERZ18H * Cloud Insights * EltT.
EEBI LT * ERR * EIREIRAXER.
gs) Welcome To

Reminder: Before you back up your applications, you need to add at least one object store bucket as a destination to hold your backups

Resource summary

© Apps ) Clusters & £ storage backends
Let's get started
A= All health,
Mo |ar|aged apps Add your kubernetes cluster to get startad with Astra Contro 1 il
To manag app d to first add a cluster
A + Add Q Dpiscovered
Managed

@ EH Cloud InS|ghts EEE, MRMBBRTE Astra IZ=HIPORINNGER, BiFRELER Cloud
Insights IR

%48 Cloud Insights &%

1&A] LA4REE Cloud Insights &,

@ & R Aedmis API fﬁ‘fﬂo EE X Cloud Insights 7 URL , FATEIERTF Cloud Insights iEZH

fERH URL #1TE%,

B

1. ERAR * BIER | EE * (RIIKF BERE Astra 1Z8IH 0
2. B KP > &R

3. NTFhIFIRHIEIF Edit USRI ER

4. 48 Cloud Insights IEZIEE,

S EERIF

2 F Cloud Insights &%

&R LU Astra 1£6F 0 ETERY Kubernetes S£8¥22 A Cloud Insights i##%. Z25F Cloud Insights EEf =
FRE L£% Cloud Insights HIE IR,

il
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-

1. FRAE * BER | FIEE * SIRIIKF ERE| Astra 1510
2. FEF P > EE

3. MTHIFIRAIEFR * BrFFERE « UIZAERE

4

- TEFTFBYIEER, AR
FIALAR(ES, 72 *1KP *>*EE *TIE L, Cloud Insights IKZARE N * FFE * . ERRTER N * B
BrAFEsE * , RE/LOFRIETEL

1%E1Z%|Prometheus

& 0] LUfE B PrometheusiaiTAstraisfl O EEE, E8 LUEPrometheusfit B 9 MKubernetes & B 5 R S Uk &
1R AT LUEAPrometheus Rl f{LIEITEGE.

B X (B APrometheusHIiE4H(E B ESHY. WA "Prometheus A 1"

BRENAR
HIRE T Astrafzhll R OSSR S ] 5 Astralz ] PO EHB SR E & B £ FEIH REPrometheus X &,

RIRE 7 XA FRYIR B TIRE "% 3% Prometheus”s

Prometheus EERETS 5 AstraiT il Kubernetes S B 1 TIBIS, MR AstraiThlROERE FRZE
Prometheus. EEEMHRXLARIREETS S AstralzFl O EERE HEITRISITIRS H1TIEE,

EdE Prometheus

AstrafZ & EKubernetesEEB¥ A TCPIH19090_E A FHEIRARS . EEEFE Prometheus LUMILARS UK
&161T.

T
1. ZF5|PrometheushRs3 28,
2. BEELZBARMEIP prometheus. yml XHEEFR yml XEH, AEERN—MRUFUTRENEZE

scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>']

@ WMREIGET tls config insecure skip verifyto true. AHRETLSINZE NN
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3. EFfiEnhPrometheusfRss:

sudo systemctl restart prometheus

jfiAlPrometheus

jfiaPrometheus URL,

SIE

1. 10 28h. B \iB 049090 Prometheus URL,
2. 5"51:§*)|kn_.\ >*E$T*L/(E_,L£1.L—t E,J %o

7ZPrometheus P& E iR

& 8] LUE A Prometheus & & Astratz il 0 38R,
TIE
- TENSE 28, i A\Prometheus URL,
MPrometheus3 B R, EF* B,
EBFAENREEIES. H5EERITEH0E MR,
1% ... scrape samples_scraped FIEE*HIT
EEERYEHBIERIZIRT . HEEERS

=

a > w D

()  mBEKETSIEBME. NS MERNIETEUTANRG ST,

%123 Fluentd

&7 LU B (KubennetZ 4 ) MAstra Control Centerla iz R G & iX EIFluentdifis. ZHIANE R T, Fluentd &

?gka:**% jkn_.\o

Astra

&

y.q‘luentblt

event logs

fluentd

External log
repository
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() SezwsshnEEETSRRET Fluend,

Feaz i
BB *EE | FrEE * NNPRBY Astra =50 MK
* B7E Kubernetes 5£8% & & Hiz1T Astra Control Center

(D) Astra BHRLFRRIESR Fluentd IRSBHNFBIES. BHERHNERI(E

p
1. ERASE * BER | FEE * NRAIKF B RE Astra 12610
2. PR KPS ERE
3. NBTR * BERIFFERE * RO THITIRAER * &R * LURINERE,

v Disconnected W

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.

4. B\ Fluentd ARSSSERIEN IP tthik, WHOSHHEZEREA,
O. WEEE R
“

YORIEN Fluentd ARSSBMARNFAE S ERE, W * KPP * > &EE * TTAN * B8 * BOBIETCEEK,
M1, EEILLAIREEER Fluentd RS BHEBEHAS.

MR ERERREMRRRK, WASKETR * KK * . EAIUERFRREA LA * & * THREXKNERE,
BRI LATE * 0K P * > * @A * THERERAER.

@ MREEWREATRBEIRE. NERITFNRARRBEETRAIA

/var/log/containers/o
R4 Fluentd EiZ

A LUREES Astra Control Center S25IHY Fluentd %3,

P

1. ERAE * BEA | FiEE * R ERE Astra 16150
2. 3FF KPR > EE

3. MTFHIFIRAIEZFEdit URIEIERE,

4. B Fluentd i I8 B,
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S EERES
M Fluentd iEE
R I 5 Astra Control Center S25IHY Fluentd %3,

pg

1. ERAR * EER | FrAE * NRMIKFAERE Astra =50,
2. R K > R

3. NTFHIZIRAIESE * Wi FFiEE * LEBREE.

4. TEFTHRIIHEER, HiAEIE.

BUHEENREFNSEEE
M Astra IR ORISR B R E BRI LN B2 R,

ECHE RN BERF
M Astra I=HIFRMEILEIERBRESRY, REXRENNBER.
ECHEIEN RZERFE:

* FREILAE M NIRIERERIFRMIER.
* NRREFMEBIERA T A

PR

1. NEMSAUER, % - NARR *,

2. EERN AR,

3. MIETR R AYRIERIP, R BUEBIE
4. EFEEXER,

5. # N "unmanage" #1THiIAo

6. EFE. BUHEENAER

“

Astra FEHIFRIL B L EIR M TR
BUHEIRER
BIEMAstratEItR O BB A B REERER,
() wovssmerra, GRIUEEESERXROLBREY.

BUHERERRT
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* 2 ER(ZLIER Astra I£5IFOERER, EASNERNRERITEMEN, AWBRER
* A MEBEHENE Astra Trident o "7 2 U0 ENZEL Astra Trident"s

p
1. MEMSHI=H, BEF £
2. FRTBEEENEBN VM EIRIE,
3. MR * 4&F * 5rh, WF ~ BUREE ",
4 WIAEBUHEIESER, AREE 2, IUHBEEER

ZR
SRS REREERF . Z2E. EERMN SRR TTERRR. FEBAstralzHPOEE,

R Astra 5864 0H] Cloud Insights K%k *, NIBUHBEIRERHSMBR N A EENEIEM LS
MFFE &R, NRBEZEAstraizsF 0 FICloud Insights *. MEGE BIRE R MR
fluentbit #l event-exporter POD,

4% Astra IEHIH0

BFARAstraizHl 0. IEMNetApp 2Fihm THREBAH MU TR, ErRILUERL
12D BT B EXNIEESOBR NI R AR Astra 726500

Fazal
TEFRZ AL ERERERNIFETAER "Asta Control CenterZfERRIEENR", EHIFENABUTHR:

* SH M Astra=IRINEERR 4
MEEEFESTH {429 TRIdent} hRZs:

kubectl get tridentversion -n trident

IEE 0 "Astra Trident 24" MIBRRZAS AR,

@ B EIKubernetes 1.25. ETAKEIAstra Trident 22.10 JeEihR2s,

* T 1FMIKubbernetes ) & kR

HaE IR EEiE{THIKubeneteshR s ;

kubectl get nodes -o wide
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* EBRFRRE

e AT FRRVERBE R -

kubectl describe node <node name>

* BI A THEEA LR Astral= fil RO BRG BV E AR
* BRUATRESE

HERIAFIES

kubectl get storageclass

* BITWR R H A FARIAPIARSS

HIRFIA API BRSHIATFETINERIF BRI A

kubectl get apiservices

* (1XBROpenShift) BT/ RiF B Al EVSEEHE(FTT

HBRFME SR ERYLTEITRARFE R A

kubectl get clusteroperators

@ ERRELER,. BEE NREEFHLKAstra Control Center,

F|Astra Control Centerfy R HBAR 25,

KXFIAES
Astra 6| ROARIERIERETAUATERTE.

() AR, SEMAstratEhIsRL R REAEE,

* THHIEAstraiz il
* MiFRNetApp Astra kubectiE-HEFH R E

BRI EHRBIZR AL
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* [RBREGRINEIAS AR ER]

© REBHEH Astra IFHIFCRER
* F4R Astra 150

* BIERFRE]

@ 15/70MBRAstra Control Centeriz B RF(fflg0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\ LLE e il BRPod.

MR, SHFURERET, BIELPEORRITAR

TEFIRENAstraliE iy

1. 8% "Astra Control Center/™f FETIE" D1, RN MRS EAIEZFPIENSIhRA R E thhR s,

2. (BB E%E) FEAstraizHlFROBIIEPMERZE (astra-control-center-certs-
[version] .tar.gz)ARIED A EBHNEHE,

BRAUBEFAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz
HEHEE R verified oK WIERINE,

3. MAstra Control Center{R45 &1 P32 EYARE: ;

tar -vxzf astra-control-center-[version].tar.gz

fHiBENetApp Astra kubectliEfFHEH L
&E] LAEFENetApp Asta kubectds <1 THEHF I IS HEE R A DockerfF B,

1. HMERSEREIES:

kubectl astra

2. UTUT#REZ—!
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c NRELENES. Nikd<S R iREkubecTniE A EEBN. &R LURIBRIRE KR Z4<BIkubecT1-Asta:
delete /usr/local/bin/kubectl-astrao

° INRILAHFLREFEIR. MRTARREIES. EAIUBSERIT TP UREE,
3. REHEM:

a. 5| HATFAINetApp Astra kubectl$fifF —#FIXH. Hid MRIEARKMCPUZMFREIXX R R:

(D) kubectiEffAERiari—8%. FHAMERFRIXFRP kubectl-astras
1ls kubectl-astra/

a. BIEMM T HBIX G E HEREHEM RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

R BRI Z At E AR =
1. N7 83| B AR S IR
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥§Astra Control CenterBR{ B R4 BIMGHIXT AT MR, EIBTTZAl. BHITUTER

push-images Bi<:
° ¥§<BUNDLE_FILE> & }yAstra Contro 43 E XX HHIE IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc.manifest.bundle.yaml
acc/

2. FREIMER:

podman login <YOUR REGISTRY>

3. EHEHBITUTHMWNEERRIPodmaniRABEXKIBIAZ— R<MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.07.0-25

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://netappdownloads.jfrog.io/docker-astra-control-
prod/netapp/astra/acc/23.07.0-25/image:version

RZEEEIIEH Astra 15RO IER
1. EER:

185



cd manifests

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIERY
A F AR Z A,

vim astra control center operator deploy.yaml
a. NREFEAIIMREESHRIE. BB RBRIBIIEINIT imagePullsecrets: [] FRAUTHS:
imagePullSecrets: [{name: astra-registry-cred}]

b. 8824 ASTRA IMAGE REGISTRY o kube-rbac-proxy FMGHIRELFMRERSH F—+,
C. B2 ASTRA IMAGE REGISTRY o acc-operator ¥MGHEXREFMERRRFH E—F,
d. BUATERME env &5

- name: ACCOPiHELMiUPGRADETIMEOUT
value: 300m
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~fflAstra_control_cCenter_operator_Deploy, yaml:

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.07.25
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. LREHGEM Astra ITHIFOIRIER

kubectl apply -f astra control center operator deploy.yaml
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MRz

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. IFPod @ B IETEIETT:

kubectl get pods -n netapp-acc-operator

A% Astra 3EHIHC

1. #giBAstra Control Center B & X & JR(CR):

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. BEfAstrahi 4S5 (astravVersion EH spec) A REIBEHRKEIRIRRAS

spec:
accountName: "Example"
astraVersion: "[Version number]"

3. WIFEHMEEMREFERE SEEPEMEEX I IMREZLA E—F, T imageRegistry 7
i spec AMRE ERLEURRERETER.
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imageRegistry:

name: "[your registry path]"
4. BLUTRBRMNE crds FHIECE spec:

crds:
shouldUpgrade: true

S. IEHAIMLL AT additionalValues £ spec 7EAstraizHl O \CRH:

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
polaris-keycloak:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

6. REFBEXERIEES, VSN AFRMAIER. HFBARK,
7. (\E[i%) UIF Pod @B KRIEHEHTA:

watch kubectl get pods -n [netapp-acc or custom namespace]
8. EfFAstra ControlRESHRHFIETHRE TR BEEZIME (True)

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

Mal R :
NAME UuUIlD VERSION ADDRESS
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.07.0-25

10.111.111.111 True

@ BERERRESIEA RIS, 1BIBTTUATER<S . kubectl get AstraControlCenter
-0 yaml -n [netapp-acc or custom namespace]
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BB AstralS ST ORER B, EETUTHS:
(:) kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

IIERGURTS

1. BRE Astra fHIFD

2. BIEIRARTEAR. ESNAF RETH 2R RE,
3. WIFFE R E RN AR RS NEEH IR,

FNE; Astra 1550

NREMIRBIRA KRN G, EAEEZEMIBR Astra Control Center £H{F, E
fIER Astra $=5HHCFT Astra 1THFFICMRIER , 1BRINFEITIUR(EL BHFAN S,

R ETEENHEHEEMEMIRE, TSI [ ENH R T H R

FaZ Al
1. "BUHEEMENARER" .
2. "BUHEIEFR AR

p
1. WFR Astra I=HIFR 0 UTEaLTAIETFRINRE, MREH#AITEEXERE, BEHHS,

kubectl delete -f astra control center.yaml -n netapp-acc
o
astracontrolcenter.astra.netapp.io "astra" deleted
2. FRAUTamSHBR netapp-acc (HBEXZFR) & =TIE):
kubectl delete ns [netapp-acc or custom namespace]

HRTB:

namespace "netapp-acc" deleted

3. EALLTan< bR Astra $=HIFRICMRIER RG4A M
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kubectl delete -f astra control center operator deploy.yaml
&

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

X ENEL R B TR
B LU TRRTS SERERENE Astra FEHI 0B HINEO AR

N Astra 26| ROTEFIER EER LV IEITR{ER POD

YR TEEE Astra Control Center ZBIREGEHEIEEERE, NALIER U TS FaIMIBR netapp-monitoring #5753
Tialfan & = E Y Pod :

3
1. #IB% acc-monitoring fLIE:

kubectl delete agents acc-monitoring -n netapp-monitoring

%

agent.monitoring.netapp.com "acc-monitoring" deleted

2. fiFfER & =iE):

192



kubectl delete ns netapp-monitoring

“

namespace "netapp-monitoring" deleted

3. HIACHIRRHEIR:

kubectl get pods -n netapp-monitoring

“

No resources found in netapp-monitoring namespace.

4. HIACHIPRIEIEAIE:

kubectl get crd|grep agent

IR

agents.monitoring.netapp.com 2021-07-21T06:08:13%

o MIFFBEEXHRENX (CRD) 5&:

kubectl delete crds agents.monitoring.netapp.com

%

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com" deleted

HEY Astra 160 FEEBIE Traefik CRD
& A AFEpMIBR Traefik CRD » CRD B2BHR, MEFE]IEaRmErs ERHEMNABRER,

PIE
1. DI EERE EREEM Traefik CRD :
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kubectl get crds |grep -E 'traefik'

MR
ingressroutes.traefik.containo.us 2021-06-23T23:29:11%
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:117Z
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:127%
middlewares.traefik.containo.us 2021-06-23T23:29:127%
middlewaretcps.traefik.containo.us 2021-06-23T23:29:127%
serverstransports.traefik.containo.us 2021-06-23T23:29:13%
tlsoptions.traefik.containo.us 2021-06-23T23:29:13%Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147Z
traefikservices.traefik.containo.us 2021-06-23T23:29:15%

2. fif% CRD :

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

THREZER
* ENEAE A"
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{5 Astra Control REST APISZII B5hik

{#F9 Astra Control REST API S B h{y,

Astra Control 25— REST AP| , AT ERRIZES I Curl FXLREEFEIZIAIA
Astra Control IThEE, &iXa] LUEA Ansible F1Eft Boh{bi REIE Astra Control ZE,

FSBEMEEKubernetesN FITERE. &R LIEAAstra Control Center UIZ{Astra Control APl

BETHRELER, B%E "Astra BRI
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RBVIES;
RS

7 AR AR RIS ET REIB B Y — L% TR,

"1& 3 FAstralINetAppXliR ZE"

THREZER

* "I XX E1EE) NetApp (REER) "
* "NEFERE X LEE NetApp (FEER) "

IREXFES B

NetApp LLZ 750 Astra Control 181tz 35, 2XRERM ZHNREEBSZFHED. {
WENIRE(KB)EMAFEE, EH Astra Control kP E1FEi@1T Web IRSS B IR HAYITIE
AR,

@ NRITIAE Astra FZEHIFOBNTEIFRIE, WAILERSRAZR . B2, FTiE@E NetApp
ihsR (NSS) SIRZEM, ErILUBE RITIETEL RS AR ], A UERRHMREBBIARSS.

B TFRIT IR "EUE X ERY NetApp FHIS RIS UIEERAXLEIFBBARSS ZHHET, WIXF Web ARSS
BUREGIEEFEMEA NetApp ZHiG= (NSS) SSO 1K,

B B 52 I
IERILAM Astra 26RO B P REARSFRHRED, 757ARMERBHRERE * 3285 * ®0+,
XL E KRR ER A
*HIREE * (FEER) " #ERS Astra Control IHXMIXE, EIREMEERFHEERES.
C XD XEREHRIEEEENX SR,
* MBI ARG R R EI"PubRF P HAstra. SEHTHMERBILEK R
** BIRSIHSERA ¢ 1 ERGTFELUR LS NetApp STHFERI 1T FEH R

* * 2B X Astra Control* B9 iR: KIZEBFHBEZE astra.feedback@netapp.com , SHBFNERAEE, 48
EHE,

FERASHEITNIINFE EEZE NetApp X§F

EZ % Astra Control CenterHBIE](S1R$ERE) enrolled: true IEBATF autoSupport fEAstraiTHl|FLBEENX
RIR(CR)XFH (astra control center.yaml). M&BohFEHZHRHE _EEEF "NetApp SZHFib ="
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