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kubectl -n netapp-monitoring get pod | grep Error

ENERRMNF U TAER L

NAME READY STATUS RESTARTS AGE
telegraf-rs-fhhrh 1/2 Error 2 (26s ago) 32s

2. EERIARRAIPod. B <pod name from output> EAZFMIPODRZFR:
kubectl -n netapp-monitoring delete pod <pod name from output>
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kubectl -n netapp-monitoring get pod
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MREEIES— Astra Control Center SLfI_ERIERE, WEAHITEIR "EUEEEER " 5 — XLl LEEZ
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oc get pods n -netapp-monitoring
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ERIRBIRERER, BRITLUTRIE:

1. 4538 kubeadm-confiqg BCEE BRET:

kubectl edit configmaps -n kube-system kubeadm-config

2. X clusterName FER{EB kubernetes (KubernetesBIZHIARIR)IEE NHE—RIBEX &R,
3. #RiBkubeconfig (. kube/config) o

4. MEFEEZTR kubernetes —BIBEENX R (xyz-cluster AT RAIFER). XM IR FITEN
clusters # contexts AREIFFFRAIEES :

apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
ExXAmMPLERb2tCcjZ5K3E2NJk4eQot LEXAMpLEORCBDRVJUSUZJIQOFURSOtXXxXxxXX==
server: https://x.x.x.x:6443
name: xyz-cluster
contexts:
- context:
cluster: xyz-cluster
namespace: default
user: kubernetes-admin
name: kubernetes-admin@kubernetes
current-context: kubernetes-admin@kubernetes
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* ZFE Astra #ZHIF0 Ul

@ 1E7DMIBRAstra Control CenteriZEfF(ffI80. kubectl delete -f
astra control center operator deploy.yaml)s LLE S il BRPod.

THFHIRENAstraiEsE|
SEET USSR MNetApp i TiAstraiR i, A LUERDocker MAstraiz AR S5 BRGS AR R 2B

o

NetApp SZiFihim

1. F#E @& Astra Control Centerf9{4 & (astra-control-center-[version] .tar.gz) "Astra
Control Center FE(TIE"s

2. (BB R%) FEAstraizHlFRORIIEPAFTZE (astra-control-center-certs-
[version].tar.gz)AWIFR EZBHNE R,

BRAUBEFAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
LB E R verified oK WIERING.

3. MAstra Control Centerf45 €] HZEXIRIER :

tar -vxzf astra-control-center-[version].tar.gz

Astra ControlE{§ 3%

1. &R Asta Control Serviceo

2. E5BIRE, %EF*Deploy a self-managed instance* of Asta Control*,
3. ¥ERIHEAE REAstra ControlBRMEEMEZR. HEEXAstra Control Center& 2R HIRENIZ IS,
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

ZHNetApp Astra kubectlifit

& LUEFANetApp Asta kubectdn S 1 TR G HEX Bl A tiDockerfZ i .

FraZ Bl

NetApp Rl AREIRICPUZRMFIRIER ARG T HEIX . ERTIESZE. BRET RIEHNCPUFIZIE
R,

MREEMERTREFLETIHN. "HREELESTRAE" TERMXES B H,

P
1. B AT FAAINetApp Astra kubectififd Z IS {4 :

@ kubectiE i EERtarBM—E84) . HAMEHETIAEFEH kubect 1-astra.
1s kubectl-astra/

2. BRERAMCPURNMFIRHIX S ELFIRE. HIEHEEMRN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIG RN B AL AR
1. AB2R5 | BB RS BINE
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥Astra Control CenterBfs B R EMGHIXTIAHIEMR, EIETZEI. HEHTUTER
push-images Bi<:
° <BUNDLE_FILE> ##f2 ;yAstra Controlf4F 8 XX IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. FRIIMR:

podman login <YOUR REGISTRY>

3. HEFHIBITUTHXMEERRPodmanhi A BE XA Z —, <MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

NEASHWIEERIEMRRISE SR TEEH

28

. S Astra Control CenterE A& & kubeconfig:



export KUBECONFIG=[file path]

() ez ran. SEMREKubeconfigHEREZSEAstra Control CenterfI£ERt,

2. MREERREMRFZIMHIIE, WEEHRITUTEE:
BRASR

a. gl netapp-acc-operator BRRASTIE]:
kubectl create ns netapp-acc-operator

b. FBIEZ3A netapp-acc-operator B8R E(E, 70 Docker 5 2HZITUTH<:

@ S{IfF your registry path M5&5tal LERMEGR(IE LA (FI40.
[Registry URL]/netapp/astra/astracc/23.10. 0-68) o

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—-username=[username] --docker-password=[token]

@ MRFEAEREMIFSRTE. BEMEIRaRTE. ARENREMBRTER
Ao

C. 8 netapp-acc (BEXRHD)HETIE,
kubectl create ns [netapp-acc or custom namespace]
d. AEIEZEA netapp-acc (XBEEXHRM)EGFRZTIE. 0 Docker EEHBITUTHS:

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] --docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]

L& Astra 15RO E R

1. BB R:

29



cd manifests

(/7

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIERY
A F AR Z A,

vim astra control center operator deploy.yaml

() UTSEERE—MOIHYAMLTAL
a MBEERIGEREBESHIE. BERNBINT inagepullsecrets: [] EALUTHS:

imagePullSecrets: [{name: astra-registry-cred}]

b. 2 ASTRA IMAGE REGISTRY o kube-rbac-proxy SFBEGHEEFMRIEEHR E—F,

C. BB ASTRA IMAGE REGISTRY , acc-operator-controller-manager JFBREGIHEEE MR

Rep F—5F,
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RBF LUIREN R f5|Astra_control_cCenter_operator_Deploy, yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532

terminationGracePeriodSeconds: 10

3. LIk Astra 1EHIHRILMRIESR

32

kubectl apply -f astra control center operator deploy.yaml



FRFFAF 2SR :

namespace/netapp-acc-operator created

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as

tra.netapp.io created

role.rbac.authorization.k8s.io/acc-operator-leader—-election-role

created

clusterrole.rbac.authorization.k8s.

created

clusterrole.rbac.authorization.k8s.

created

clusterrole.rbac.authorization.k8s.

created

rolebinding.rbac.authorization.k8s.

rolebinding created

io/acc-operator-manager-role

io/acc-operator-metrics-reader

io/acc-operator-proxy-role

io/acc-operator-leader-election-

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-

rolebinding created

clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-

rolebinding created

configmap/acc-operator-manager-config created

service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. BIFPod B B IETEIEIT:

kubectl get pods -n netapp-acc-operator

BoE Astra 5540

1. 4g4EAstra Control CenterBE X FEIR(CR)M M (astra control center.yaml)B{THFP. Z#r. JFMER

MEMOSELRE:

vim astra control center.yaml

() UTHSEBRE—MBIHYAMLTEL

2. (BEEHIALTIRE:
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34

<code>accountName</code>

IETEIRE ...

accountName

<code>astraVersion</code>

EEIRE ...

astraVersion

=12 Type

¥4 accountName F string
fFER. RTESAstra

Control Centerfft = x<Bx
&M, ReeE—

“~accountName,

5SS Type

EEREMAstraiF s string
kA, EJITUIZER
TEAEE. BAALE
AR,

<code>astraAddress</code>

EERE ...

astraAddress

ES Type

BT astraAddress #§ string
MEEX HEshIh

ia] Astrafz il Rt
HIFQDN (3iY)3k|Pthilk
HFRFH, Lttt F
TE X ANRIfEER O
HE|Astraf=HIFO. FH
B5EERREMNAE
TS Ac ERYFQDNELIP
#tABE "Astra =5
IDEK"

AR B7ER
http:// 3 https://
#atrh, E%)itk FQDN
UERFER 45 %E,

ANl

Example

Nl

23.10.0-68

ANl

astra.example.com



<code>autoSupport</code>

TR AT RAMMENERRREE RS S 5NetApptY E 532 571 T2 £ Digital Advisor LA #3HER & 1% 1L
B, FEOERMER(IrO442). FIEHEEHNSER K.

[EFIRE ... £ ...
autoSupport.en HWEBEZ—
rolled enrolled 8 url

R T B

autoSupport.ur MBZ—
1 enrolled 8f url
WITNEZEFES

<code>email</code>

ETEIRE ... S

email

=S Type

B enrolled A #H/R{E

Fi&AutoSupport
EIES false Xt
FAREAInterneti®
ERARBI R
true WFBEERE
he. BIRE
true RIFRKER
BHERIXEINetApp
LIRS 5. BAIA
RN false M
RTA=MFNetApp
%ﬁﬁﬂiﬁ%&

HCURLEFHEE string
% BRAY &R AL

Type

T email FRIHEIE string

INBHIIAEIR St
S 1L BB F Bp A i L
TR ER BEPSE, It
FBF BRI FR VR 4))
RIKFRAR&. BT
EREIUL HifAstra

ControlF UL EIE &
o
<code>firstName</code>
EFEIRE ... 5S Type

firstName

SAstrafk F XEXRIERIA - string

PIREERNEF. B
RERE. L ERRY
2R ERERFRE

AR o

Nl

false (LENER
INE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

ANl

admin@example.com

ANl

SRE


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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<code>LastName</code>

IETEIRE ... S

lastName

Type

5Astratik 2 XEXRIERIA  string

VIR EERRER, B
RERRE. LA ERS
BB ERERFRE

AR o

<code>imageRegistry</code>

ANl

Admin

BEATRIERENX T HEAstra BIZFIRIR. Astraizl 0@ Es fAstralzhl i Helm 7 E

RS 2RBRIR IR R

ETEIRE ... fEA ...

imageRegistry. Required
name

imageRegistry. WRENBMANF
secret frER. MAHEDR

imageRegistry.

=4 Type

TE IR BRIG AT AR
BGEMERNBFR &
—%, BNER
http://
https:// FMR
= 8

B @& EM  string
RHITEHIIE
BYKubernetesZ 4R

string

name' requires ENEZY N

a secret.

IMPORTANT: If
you are using
a registry
that does not
require

authorization,

you must
delete this
‘secret {TA

imageRegistry
ElEre=2 ST S

Nl

example.regist
ry.com/astra

astra-
registry-cred



<code>storageClass</code>

IETEIRE ...

storageClass

=12 Type

B4 storageClass ff} string
{E3R B ontap-gold B
—1MAER TREMSE
BAstra= IRz g A
THo IBITAZE kubectl
get sc UAEEEKE
HIMBEEFESLR, BNE
BEXAFREMAN—E
FAstra=ixmRIFEAESE
(astra-control-
center-
<version>.manifes
t). FEAFAstra

PV, MIRKIZE. M=
ERIRINTEES,

R MREETHA
k. EHIRER
— BB

%o

<code>volumeReclaimPolicy</code>

EEIRE ...

volumeReclaimPoli
cy

== Type

X HAstrafIPViIEEE] string
WERES, RLEERESIGE

7 Retain fiFRAstrafg
REAKAMSE, FiLbE
BRIEE N Delete fifl
BRAstrafaflBRK&K A M

E. MRKIZEILE.
N=REBPV,

ANl

ontap-gold

il

* Retain (XZEZIA

f8)

* Delete
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<code>ingressType</code>



39



40

EEIRE ...

ingressType

S Type

BEAMUTAOREZ  string

Generic*
(ingressType:
"Generic")(BXIN)
MREEEFERZ—
ANOIEH s A EEA
EBa2HAOEHIZE.
TBfEA LR, §
EAstraiFdP G, &
RERLE "\izH2E
LUERURL AT Astralz
B

FEEE. IREBER
RS MM SAstra
Control Center&& &1
. MATIERE
Generic fEANOZER
HigBEZBEHCH "ANOE
HEs"s

AccTraefik
(ingressType:
"AccTraefik")
MREARHLEREENO
=HIZS. IAEALLE
I, XIGEBEAstraizl
Rty traefik MX{E
JFIKubernetes

loadbalancerZE U HIAR

5o

AstrafZ I -RICMER LR
J#3"loadbalancer"8YAR S
(sve/traefik )« HE
KRAESEETIHRIAYI
ZRIPHAE, WNRIERVIR
1R SR AR th B
25, BEEKREE—
Fiias. MIBJLAE
FBMetalL B Eth7MERAR
S T2 2RSS
PECIMNERIPHELE, 7ER
ZB8 DNS fRSB2ECEF,
1ENE A Astra 15855
CNERERY DNS ZH/3E[
T EFERY 1P ik,

AR BX"load T
B MENIRSZLERIF
MES. FEW "EX

prinl

* Generic (XEEAIA

(=)

* AccTraefik



<code>scaleSize</code>

EEIRE ... == Type
scaleSize BRIANER T, AstrafdfE  string
B AMEHA)
scaleSize BY Medium
, AITEHARREIE K S

RS, HEBEBZPEIF
LR, $H
scaleSize EN
small AfEE =R
FIEIRSHREIAEE,
BEEARSERIN, LUR
i\@%%o

R “Medium ZpE
B2 A£9100Pod (R
BIERN TIERE)

o 100 NPodEF—1=
FTRM=ENTEDTS
&), BEFREREE
R IR AR e TERY
FPODMWLEIRHIPRH.
LTEREZEREME
F Y,

<code>astraResourcesScaler</code>

EEIRE ... BES Type
astraResourcesSca AstraControlCenteriZjR string
ler ﬁE%UE"JTfLEﬂSIﬁo RN

BERT. Astraizfldil
SHITERE. H HAstra
R RZEETIRET
RIRBER, B XFHED
&. Astraizhl OB
AR ITEN BIERF 1
HAY BMIEmMeFiE
FREFHIIETT,

BE. EEAR/NNFF
RINHEREVER
T. CRFE&RN
astraResourcesSca
lar AJIGE N Off, Itk
BRERZEARIRIER.
HATER/NERE L
EE.

BTN
* Small

* Medium (XEZIA

(=)

il

* Default (XEEIA
B)

* Off
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<code>additionalValues</code>

() BUTHAERNEAstraZIRLCRE, UL EBAMANREA:

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° X FAstralizH|HOFICloud Insights iB{5. FRINBER FTRZRATLSIERRIE, &n] LUE S EFRM
LT EBS R A Cloud Insights 5Astraiz O ENERMZ ELR 2 BMBE B A TLSIEBIIIE

additionalValueso

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



<code>crds</code>

BIEATIRINEFRRE T Astradz il RO 401 b FECRD.

®

EHERE ...

crds.externalCert
Manager

crds.externalTrae
fik

TETTRREZ R BHERNENECEIEE 7 ERNEMEEMAORE,

== Type

WMRFEAIMEPEPREE HRE
5. IEHITER
externalCertManag

er to true., BRIAE

false fEAstrafZHlIHC
EREHEREBCH
IEREEZECRD,

CRDE&EAEEAY
R, ZEE(1TESF
MR EMER D, &
A LAEA IR E R Astra
EHlfR oA HES. 15
TOXLECRDE B Astraiz
FIRO MR BT
RRENEE,

ZINBE R T, Astraizfl #R/RE
FRICVE RS

B Traefik CRD, CRDZE
EECENNR. ©E
el mERN
HithZf 5y, Er] LUER
AR B AstradEs gl
RHES. B8RX
teCRDIGHAstraiz
DM EBHEIERY
EMEE,

ANl

False (WEHNFRINME)

False (W{ERERINME)
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EF~flAstra_control_cCenter.yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

FeRX Astra $ZHIFROMIRIER R E

1. NREFE E—DRERFITIARIE. 158 netapp-acc (HBEX)EHR

Hi

i8]
kubectl create ns [netapp-acc or custom namespace]

2. INREIETEAstra Control Centerd {FEFRRSZMIE. ER L TIRERIME netapp-acc HEENXHRTIE:

@ BRINOZEE! (ingressType)MIIKEN Generic fEAstra Control Center CRA. FAG4%
ST S,
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kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled

3. (BN "BEEEBIMTLS 3 Fisio service Mesh:

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. EhRLEAstraiTHlF 0 netapp-ace (HEENX)HRTIE:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

() AMER DESRLRERGEDNETAER. RO TR BERE COEERTLAH A
IR LRETAERET. BN T3 hESENRAARERAXNEEEE,

BIERGURE

EA] LUEAkubectl S LI R GRS, WREEZSWER OpenShift , MATLUERREFEN oc snLHITIRIED
B,

p
1. BRI ERARENSEIIRNERXNESHE:

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp—-acc or custom namespace] -o yaml

() AER DEslRLERER AR AT SR E E MBS,
2. BEEHBRIGEREWIFHPOE T,
() mALEIRERFERRREENT R AR S5,

3. WIER B EMIhREFA RGAN
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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kubectl get pods

—-n

[netapp—-acc or custom namespace]

S PODRPIRSN A Running. HE RS Pod AJREFE /L7 #HHYBTIEL



R AR R 2P R

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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48

9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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50

9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



4. (B]iE)WE acc-operator BFHITHENBE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

@ accHost REIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHIETRH
EREMRM. BRI USRIHEIEIEM "EUIRRINSEETIER" APl o

S. TEFEPodiZ 7Y, WIFRFERTEY (READY /I True)HIRENVE R EAstraiThil O EFE AR E R
B:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
e Nz -

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ EHIUVIDIE, FEA acc- [FERUUIDME (Acc- [UUID] TE. 7EURFIP. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

RERNUHTHETE

TR LU E — 1 Kubernetes N\[1EH128. AT EEXMARSHVINGIAR], SNREFANIEIIAME. M TR
HT ANOIEHIZEMIEE R ingressType: "Generic" fEAstra Control CenterB7E X & EH
(astra_control center.yaml) . SARIEE. WAFREFFALIRIEL R ingressType: "AccTraefik"
7£Astra Control CenterBEXZJEH (astra control center.yaml) o

#BE Astra IZHIF 0, BREEEREANCOERIZE, LUERER URL AFF Astra #2610,

KBS REFEANNOIZHEIZREEMR. AstrafZhlR O iFSMENITHEEEE, XEgEdRREHfT &
w R NEHISRRENTRAID B,

Friaz Al
* FRE "ADIERIEE" N EERE,
* o "AMOE" NEEIES ANOERIZEI AT,
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Istio AT &
1. E2Blstio Ao
() warEs® BEER R REXHSSBsto.
2. e NRX IR AR FT BANE BT T BHA
EAINERCAS B R EEEIER. AREUFHAstraltit(FQDN).
Al

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. B3E%H t1s secret name A kubernetes.io/tls FHTLSEAZEAFMIES istio-system
namespace YTLSHIZHFMR,

ALl
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

ZERRMN SILAR spec.tls.secretName fEHEMHt istio-ingress.yaml X

4. FEFHEEBENIEEIR netapp-ace (HBEXHBW)IHBZTIE (istio-Ingress.yaml fELLREIAS
F):
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

S WAEX:

kubectl apply -f istio-Ingress.yaml

6. WENOKS:

kubectl get ingress -n [netapp-acc or custom namespace]

Mie) &7 :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h
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7. SERAstraiz il RIn R =,

nginx \O#=HI2Z895 B

1. QIEEREVAIEH kubernetes.io/tls FMITLSETRAZAFMIUEP netapp-acc (HEENX R R
=i8). WHPFFIA "TLS ZA"

2. EHEPEENZEIR netapp-ace (HBEXHWEN)MBZTIE (nginkx-Ingress.yaml fELREIAE
F):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific
3. ZA®EN:

kubectl apply -f nginx-Ingress.yaml

(D NetApp@ilinginxZHIBRENHE. TFRRE dacmonsets
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OpenShift AT HIZZHIP

1. SREGERHIRENZSA, IEHF CA X, LU OpenShift BEfEMA,
2. 672 OpenShift 28

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

ERE| Astra IFHI90 UI
T Astra 170G, BEERENABTEINZBHERE Astra I£H1300 Ul 5B,

|

- TENILEEEH. JIAFQDN (84F https:// BI%R) astraAddress £ astra control center.yaml
CREY(E] f8%3E T Astra £

2. IREBIMRTR. BEZEERIUEHR,

_\\eF'

() caEBREaREEES.

3. TEAstra Control Center&RIIHE L. MIANEAFHE email £ astra control center.yaml CRBY

i8] BT Astra I=HIH0. RERVIRIRERRS (ACC- [UUID]) »
() WREHANEERRER, SERRKFEHE 15 55

4 JECBER
O. IRIERT BT,

@ MRXZREE—RER. BETIETENE. HEERCIZEMEMEERRBAKS. BERKR
"NetApp 25" IRIGEIEME R,

6. (k) MERIMBEBER TLS IEBHRBEEBR N "HIEBMANE (CA) ERHNBEEX TLS IEH"

X R TEEHRR

MREEARSATH Error IKE. BEILMEEHE, &k 400 F 500 SEEMARY APl NS, XEFERR
IR EHERNE,

i
* BI0E Astra ITHPORERBE, BRAUTAS:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f
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* B Asta Control Center CRAVHIH :

kubectl get acc -n [netapp-acc or custom namespace]

T35

* (AIE)RFBEMIFE, THREFRE TLEDE

* BATULSERERE "R EES"

FCEIMERIEREIERE

ﬁD%Kubernetes BHEEFETIIPEIES. WEERITLaRDE. U EAstraizHld

SLRECHIEFEESR.

p
1. WINEREIEHEIEE:

kubectl get pods -A | grep

Mz -

cert-manager essential-cert-manager-84446f49d5-sf2zd

Running 0 6d5h

cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt

Running 0 6d5h

cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg

Running 0 6d5h

2. NOIBIEH/ZE$AN astradddress FQDN:

'cert-manager'

1/1

1/1

1/1

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out

tls.crt

M3 -

Generating a 2048 bit RSA private key

'tls.key'

writing new private key to

3. fERSATE MBI FEI2 2R :
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kubectl create secret tls selfsigned-tls --key tls.key --cert tls.crt -n

<cert-manager—-namespace>

MRz TR pf -

secret/selfsigned-tls created

4. B8 clusterIssuer XH BT, EEEHNHEST

S. IIERE

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

i) Sz 73~ 151 -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

kubectl get ClusterIssuer

e Sz 7~ 151 -
NAME READY AGE
astra-ca-clusterissuer True 9s

SIEMIIE cert-manager Poddy%

BB ClusterIssuer BIEMBM. Ready BN True EHESIRIEZHI:

=+ .
==

Fohk "Astra £ PO LR EDE"o ﬁ—’\ "Astra? SHFOERYAMLIVFRRECES B B, &R LIERCRD
BELUIETERERSEZINIRERN, EUIERERETTRIETE. MUEAstraizHlROEISIRFISMNBERE
Has.
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£/ OpensShift OperatorHub &3 Astra =50

WNRIEFHE Red Hat OpenShift , MBI LA#EH Red Hat IAIEIR{ER %% Astra Control
Center . {FRILLIRIEDEMLEE Astra 1TF|i0 "Red Hat £ FRSGHR" SfEF Red Hat
OpenShift 28 FHo

TRIREP B, EOTUREIZIRERESRUTR "FHRSE" UERERTHINHER,

a2 Al

WEIEFHESM: "FHaLRE 7|1, 15 Astra Control Center P& /EZERIFE",
MRERHIRERTAPIRRSZEITIEE
° fEOpenShiftsEdErh, MIRFIAEEHZERIA T BTV BIFIRE:

oc get clusteroperators

° fEOpenShiftEEEEd. HIRFIBAPIIRS AT ZITIRR RIFAPIRE

oc get apiservices

* WREBPIEEBEAFQDN: &itXIfEARAstra FQDNAI IR FIEEEY, XEMKEXZHALE DNS iRSHBHHE

—1 DNS %8, HELEEERE MO URL BRH.

* JREXOpenShiftifR: ERITAARNREDSE. EFEMEXRed Hat OpenShiftA 25T & BIFFE L ENFRHN

IHIEA R,

* EEIEPEES. MREHTEFTIENEES, WRERTRERFE BREF IR XF. Astralzfls

OMASLRBCHIEREES. FABRT. AstraizhlPOSEREREI LR B CHIEREESS,

* ZEIRSMAE . SRZUEINEA RIFAstra Control EHEEHEEBENR 2 " HHIIRS M
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IsiofRSZ WIZIFRE 2

BEAIsiofRSZME. EHRERITLUTIRME:

° Ff istio-injection:enabled 7EEfEAsta Control CenterZ gi. iBtrICAstain&=(al,
° M Generic NIEE HARMEERANDO "SMEpAEHFE",

° 3 FRed Hat OpenShiftiEd. EEEHITEN NetworkAttachmentDefinition EFTHE XEE
#JAstra Control Center® =8k (netapp-acc-operator, netapp-acc, netapp-

monitoring ERIEBMNBEENE).

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF
cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EQF

* * Kubernetes N3 #l28* . WIREHIKubernetes N[z 28 17 SR EIE X ARSSRUSNERIAIR). BN EF RV S1 L
T, MWERERHIGENSAstral=hROESER !

a. QERES e R =)

OC create namespace netapp-acc-operator

b. "FERIEE" EATEMANOEHISEEE,

* {YFEONTAP SANIXGZHTZF: WNRFEANIZONTAP SANIRGHIZERE. BEMRRTEFTEKubernetesEEEE FEAT
LR
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T
© TEFFRENAstratZHIF L
* Z4ENetApp Astra kubectlififs
* [RBREGRNINEIAS AR ER]
* FRENRERREDH]
[ REIRER]
© % Astra 1THH0

pall

THFHIRENAstraiEE| i
ETM@*MNetApp Z LS THiAstraiTElcRbEL. WAETLUER Docker MAstrat& AR S5 BR1G A R T ELX

NetApp ZiFihim

1. F# @& Astra Control Centerf9{4 & (astra-control-center-[version].tar.gz) "Astra
Control Center F&E(TIE"s

2. (BIERE) FHAstraiz RO BIE PSR E (astra-control-center-certs-
[version].tar.gz)AWIFD ZBHNE R,

BRALUERFARGER

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz

IS BRI verified OK WiFKING.

3. MAstra Control Center{fi48 1 2BV :

tar -vxzf astra-control-center-[version].tar.gz

Astra Control Bl{& AR
1. & FAsta Control Service,

2. E5BiRE, %EF*Deploy a self-managed instance* of Asta Control*,
3. #ZERIBAE REAstra ControlB g R, $2EXAstra Control Center@ZEUGFHIZENIZ 4,
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ZHNetApp Astra kubectlifit
& LUEFANetApp Asta kubectdn S 1 TR G HEX Bl A tiDockerfZ i .

FaZ Al

NetApp ] AR CPUZRIIFIIRER Srir (4 —# I . ERITIAES ZE. BFE TRIENCPUNIRE
R4

p
1. FIHE] FBAINetApp Astra kubectiifr —#HI XX . HiE TRIERAFMCPUSRIIPR RIS R HR:

(D kubectiEffAERiarl—8%. FHAMERFRIHER kubectl-astras
ls kubectl-astra/

2. WIEMM Z#HEI SR YRR EHER BN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

REBRIS I B A E AR
1. NARES| BT MAER R BN
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥Astra Control CenterBfs B R EMGHIXTIAHIEMR, EIETZEI. HEHTUTER
push-images Bi<:
° <BUNDLE_FILE> ##f2 ;yAstra Controlf4F 8 XX IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. FRIIMR:

podman login <YOUR REGISTRY>

3. HEFHIBITUTHXMEERRPodmanhi A BE XA Z —, <MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version
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@ netapp-acc-operator x
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Documentation

o

Help Resources All Red Hat
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Provided by NetApp
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()  nREEETFHIEER, ROOGRTEIEIRERNFHRET,
2. WiE$IaT, $5) OperatorHub REHHIMMERE ML,

2% Astra B5]300

1. MAstra Control Centeri®fE5IH9* Astra Control Center*itI-EHHRYIEHI S H. EF*6l
j#AstraControlCenter*,

Project: netapp-acc-operator »

Installed Operators > Operator details
netapp-acc-operator
i 23.40 provided by NetApp Actions ~
Details  YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 52pf Create AstraControlCenter FREFER:

a. fRERIFEE Astra ITHIFLBE T,

- HAstratZHlI R R IIRE

- BRANERABh% R, BIREB5hZRTIEE.

. BWINAstraizHl O FQDNELIPHEIL, JELEY hitp:// B https:// EHIEFEA,
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f AP BIR, BFEHEMIANEERER,
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Fibja. BREERE "\DEHIEE" UERURLAF Astraizflls it
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a. 7 * BRGUEMER * B, BMARBERECEM KRR, BLED http:// Hhttps:// FEHUEFERF,
b. {IREEAREEMRFIES M RIE. FRNREER.

() nRCERNIRERESHRIE. FEH RS,
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d. BEEHRRY Eo
e. IRIHEIATFIE,
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3. EERYAMLIEI B E IR EIZMIEE,
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S EMEREH
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Create AstraControlCenter REFES,

1. AAstraizlR R ER SRR R T8

oc create ns [netapp-acc-operator or custom namespace]

2. fElkEr R =R IR
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oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
—-—-docker username=[username] --docker-password=[token]

@ Astra Controlf¥ 3z #FDocker; &R A%,
3. ERHPNESFES 6EAstraControlCenterR B FES,
T—%178h

FeRY "FIFRDE" BERMIER S BMINREAstralzhl RO, BIRE—MNOERIS(EIE)HEREIUL TN EiF
BERNT "REMES" TREERE,

7

{#£/ Cloud Volumes ONTAP Zf&/Gim&iE Astra 1THI9 )

{&£Bf Astra =800, Eo]LUEABEIER Kubernetes ££2%F1 Cloud Volumes ONTAP 52
GITEEEIMEHREIRENAIER. A LIIENEF Kubernetes E8f S =R —1NBEE
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EHP—MEEFR, EAJLUEER Cloud Volumes ONTAP NS IRRINI TN A2 F BUREIRR(E, EIERTLL
¥ 83 FED RECE NE D BT

E7EAmazon Web Services (AWS). Googlez=F & (GCP)#Microsoft Azure#{#FHCloud Volumes ONTAP 1%fi
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* 7 Amazon Web Services FEBE Astra =&
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* 7£ Microsoft Azure FEBE Astra #ZHH0)

&0 LUE B B E1EKubernetes 85 (5I#00penShift A28 F & (OCP)ER AR EEN BiER. REEERE
FIOCPEE A BT I KERE Astraimhl ity

7£ Amazon Web Services FZBE Astra =540

&R LLTE Amazon Web Services (AWS ) AF = EIEERNBEE Kubernetes 8% FEE Astra 1261710

AWSFREERINEE
£ AWS HERZE Astra 5102 8T, BBEEHREUTRE:

* Astra Control Center IFRJIE, IS "Astra 1= OIFRIZE K",

* "JHE Astra ITHIFOHIER",

* NetApp Cloud Central account

* YNRMFEAOCP. MIRed Hat OpenShift Container Platform (OCP)A PR (fE8p & == a1k 3 AT £IEPod)
* AWS &EHE, 517 ID MHEER, BERATRIBFMED ERMEZBIINR
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* AWS k38R 285348 ( Elastic Container Registry , ECR) ihBIF1& R
* Eijfjia]Astra Control Ul. FEEAWSHEE X1FFHAmazon Route 53% H

AWS BYIRIFIFIRER

Astra ITHEIFROEE LT AWS 12EIFIR:

* Red Hat OpenShift Container Platform 4.11%F4.13

() ®REmmte Asra BEIRONIBIETEHRIFEE 5 XA IEAR A A RER.

BRTIMENZRERZIM, Astra iITHIRONEEEUTER:
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ONTAP A2

TERE (AWS EC2 E3R)
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FQDN

Astra Trident (TENetApp BlueXP
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RE. LFiFFCloud Manager)
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prod
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RER AWS XTI T B, B2 "AWS L33

1. BIERAWSEINMLR,
2. E EC2 IHE LA, XALIE AWS FEVENARSS 283 VM o

3. MNRKHIXRAHREETRMITET RH Astra REFRERLE, 1HEHR AWS HHEFIZEELUKE Astra
ER, EBN "Astra FZHIFRLEK",

4. EDRIE—N AWS S3 ZED R RIFHESE D,
S. (AIE)ANR T EIAIR] NetAppBRg iz, BHRITLUUTIRME:
a. BJZAWS Elastic Container Registry (ECR)LAE&EFf& Astra Control Centerfff&,
MNEARBIZEECR. NAstratZ&IF LT EMEE Cloud Volumes ONTAP BEABAWS/FiH

REBHA IR IS SR, MRERINER Astra 12610 AN EIEREREHE AWS ECR
IHIEAER, M= SFEHIREER o

b. YAIER HIEHIFOEGHEEEIEE X8V EMRR,
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LUTFZ AWS EBERBI:
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UL SZIFTEREONTAP Kubernetes585 S A\ ElINetApp BlueXPHIBYGIEERY
LA FKubernetesTZ i, XLEINEER Astra Trident Fefi:

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEERRE Astra 126 PORBZTIHEFH—IZTHNARER. NRFIRETHEEMN AR
F, BN XEREER,

GCPZRERA

TEEHR T ZEGCPH ¥ Cloud Volumes ONTAP 1ERTEEGIRA B EIBOCPERE E R AstraiThl LR 2,

TEHFANATEFESITT R,

1. Z£GCP_EZR%RedHat OpenShiftsEE$,

2. BIFEGCPINBMEIMFAE =0
3. HIREEB BB IAM R,
4. BEEGCP,
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3. JIGCPEZENetApp BlueXP,

6. LEEEATFGCPRIAsta Control Centero
7£GCP_ L% %#tRedHat OpenShift&EEF
E—F BEGCP L& %RedHat OpenShiftiE &%,
BXRZEEE, BEUUTARE:

* "IEGCPHFZREOpenShifteEEE"

* "BIEGCPARS K"
RIEGCPI BRI E S

E/DRIE— 1 GCPI B M EPAFAR = (Virtual Private Cloud. VPC),
(D) Openshift TR eIREDHRRL. B EERENXGCP VPCo BT OpenShift i,
EAIBERE OV T & EBARAN BRI A OpenShift SEBHARAL

HRIEEE BB IAM 1R

HRRIEEE BBEHNIAMAEINNIR. aJLlZERedHat OpenShiftEEE$FNetApp BlueXP (ML#HI#FACloud
Manager) Connector,

BEE "R GCPEIEMAUR",

BcEGCP

ETR. EEEGCPLEIEVPC. &EITELFILUREI#EGoogle Cloud Object Storage. IR T %R NetApp
AstafZ DGR, BIEFECIE—1Google B3/ EMFTRKITEAstra Control CenterBRfR, FH i iXLER
GHEXEIZEMER,

RIBGCPX T T IR, 1FENAEGCPHAZREOpenShifteed.

1. ZZGCPHEIE—1GCPIBMVPC. ZWEMVPCitXIAFAEBCVORIHRINOCPEE,
2. ERITERLA, 1ARSSZAI AR GCPHIENARS 28TVM,

3. MNREHIXA RS ET R TET RBAstrafR R RE R, BTEGCPHEISE BB LUH EAstraZ
Ko BB "Astra 1ITHIPLEK"S

4. Z=/DAIE—GCP Cloud Storage Bucket I A7ZiEE 15
5. BIEBREFEMED ERIFIRIENEH,
6. (AIE) MR TCATHIR) NetAppBRE s, BERITIUTIRME:
a. Bli#EGoogleF 25 TR UFEE Asta Control Centerff {5,
b. J9FRE Astraiz il 0% B A FDockerit/AIYGoogle B 85 F A K15 174 R,

RE: BT L@ N LU TS iEAstra Control CenterBfRiEI% F thiEARER

74


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.13/html/installing/index#installing-on-gcp
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-creating-connectors-gcp.html#setting-up-permissions

gcloud auth activate-service-account <service account email address>
-—-key-file=<GCP Service Account JSON file>

LRI AR E—PAstralz il uliE B XA AR ER GoogleBREEEMR MU B, Rl

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$SASTRA REGISTRY/Simage $GCP_CR REGISTRY/Simage"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml

7. 1&E DNS X,

J7IGCPEZENetApp BlueXP
fEFNetApp BlueXP (JRCloud Manager)8IZL{E=iEl. FRGCPAMEREES. IR TIEIMEHSNEER,
HREEBlueXPXHESER L T B, B2 "GCPHAICloud Volumes ONTAP AJ 1%
FFea 2z B
* (FRFTERIAMARFN £ 61518 GCPARSS K 7
*J?B%
>|S7EE$E/IJ\\7JD:E|=IJB|UGXPO / ".I—.ET‘_//J\HDGCP[I]{KFHO
2. AGCPAHM—MEES,
a. FEIR"GCP"1ENIRIERRR,
b. #NGCPEIE, HEM "MBlueXPTEGCPHBIiE1E#E28"
C. MR ERRETIEIT, ARYIRIIZERES
3. NENEHESIE—TIEFIE,
a. if&: "GCP"
b. 2%J: Cloud Volumes ONTAP HA
4. 2\ OpenShift E£8f, FEEEEZEIENINIGIZER TIEIFIE,
a. R * K8s* > * EEEHHIR * > * EEHIMER * , TE NetApp EEIFHAEE,
b. £/ LM, 12 Trident Ar7s,
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C. iIE FERA"netapp"ENECEFERFHICloud Volumes ONTAP SEB#1F(i#E2E,

R S\ Red Hat OpenShift S28¥H N E D ECRAUIAZESE, &R LUREFMEE
Asta=BINEEREF AN AT IR HEIRE,

5. i@ FtkCloud Volumes ONTAP ZFEHHIFRE XK AL E .

Cloud Volumes ONTAP Rl LI EA BN T RIE1T. WAIUESATRAMYHA)RIET. REEH
HA. 1512 FIEGCPHIZTITHIHARESHI T R B IRE,

ZiERATGCPHJAsta Control Center

TEREARA "Astra EHIT0 B,
(D ccPmBmS3mFiEs AR,

1. & ¢ DockerZE £ AR BY A FAstrai= il R O REER IR :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="S$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

£ Microsoft Azure I E[E Astra =HA0

1&0] LITE Microsoft Azure 28 = EFEERBEIE Kubernetes 5£8f_EEBE Astra £
AzurePTRRITNEE

£ Azure FERE Astra ITHIFO 2R, BRBEHREUTHRM:

* Astra Control Center IFRIIE, IS "Astra =R OIFRIZE K"

* "JHE Astra ITHIFOHIEK",

* NetApp Cloud Central account

* INRFEHOCP. MAIRed Hat OpenShift Container Platform (OCP) 4.11F4.13

* INERFEAOCP. MRed Hat OpenShift Container Platform (OCP)A R (fE8n & = a4k 3 AT 8EPod)
* BERTRIEFME D BRAEZSINNRR Azure i

Azure FHSEIFIEER
HREREIEFRE Astra 176 OIREF R R EIFEE A XA E AR RE K,
R THIEBNERERZYIN, Astra iITHIRO0EEELUTEIR:

ES N "Astra IHIFOIZEFREKX",
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HF

[5i% NetApp Cloud Volumes
ONTAP ZERE

ATTS (Azure itEEK)
AR R I
FQDN ( Azure DNS Xig)

Astra Trident (£NetApp BlueXP
FR{E}IKubernetes £ & I HI—EB
DRE)

BRISCEM

Astra Trident /| ONTAP 0 &

R
Z/1» 300 GB ATH

SHEDINEBTE, M ERE 4 4 vCPU #Zi0# 12 GB RAM
AR53222Y "loadbalancer” AJ AT REENRE LIE TR IEIF R EREPRIIRSS
—¥& Astra =610 H) FQDN 8@ 6 247 1P sty 75 7%

BREHAEAsta Trident 23.01FHEShA. FENetApp ONTAP 9.9.1
& E = A B EEf# 5 im[[azure-Registry ]

NetAppifHt 7T —1MEMR. A TR Astraiz RO R SRR A BR1K |
http://netappdownloads.jfrog.io/docker-astra-control-

prod
JBEXRNetAppZHFERI 1. FRENE X1EAstratzfil 05 F2H 5 Ltk AR
GEMZRAVIER,

NRETEVTEINetAppIREIEM TR MBS — MBI E M
&, BIa0Azure S 2 EMR(ACR). ERT LIS Astraz il RO S EEBREHEIX
TR, ERBERHEFRE LML EINIRECEMRE URL

() CEEERESHILURREEHN Restc B,

Astra I£H|POERBIBE— N EEXRHIGEIRE NBIAFHES, AstralizHl
UL IFTEREONTAP Kubernetes585 T A\ ElINetApp BlueXPHIBY IR
LA FKubernetesTZfi#2s, XLEINEER Astra Trident Fefi:

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEERRE Astra 126 PORBZTHIEFE—IZTHNARER. MRFIREITHEEMNAER
%, BN MEREXEREER,

Azure ZFERIA

TEBENABTIERT Azure BY Astra 1ITH|FRIOH R IEITTE,

TEHFANATHEFESIN TR,
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1. 1£ Azure E& % RedHat OpenShift ££8%,

B3 Azure FIRAE,

HREEE BB IAM PR,

ACE Azure,

FAzureBit ENetApp BlueXP (LA ET#R A Cloud Manager).
LEMECEIE B TAzurefIAstratzHl it

S T

7 Azure £% % RedHat OpenShift £
B—F B1E Azure &% RedHat OpenShift &%,
BXZEWA, BEIUTAS:
* "7£ Azure £& % OpenShift E£E£"
* "%t Azure BKF",
Bl Azure FiFA

ZE/DOIE— Azure FIR4H,

i
&
b=

@ OpenShift AIRERBIEB OMERIRAE, PBRTXLEZIN, BEREX Azure BHIRE, 7
OpenShift {14,

AR ECR T iR RAN BTN AIER OpenShift SEB¥ R4,

HRERB R 1AM AR

HRIRIEEEEBHNIAMAERMINIE. vlLlZERedHat OpenShiftEEE¥FINetApp BlueXP Connectoro,
BEE N "Azure EIBFPE"

& Azure

ETR. BAzureELENBIZEPNEE. IREITTREEFIUNREIEAzure BIoA 28, NIRRT EIAIR NetApp Astaz il
RIDBRECEM R, BIERECEAZUre B 2R EMR(ACR)FITEAstraiThl FIOBRE, FRFXEBRGHEX T L+

o

%88 Azure XHSSTRIA T H B, 15SN "1 Azure E%%E OpensShift 528",

1. BIEAZUre AL
2. EEHELH, XAILUE Azure FHIENARS S8 VM »

3. MNRELHIEE E KRS ETAMITET =B Astra RIRFREKRILAD, J57E Azure REEEHIZRE LUHE
Astra XX, FZN "Astra I=HIF0OEKR",

4. /DI — Azure Blob A28 ATFEE D
o. BIETFMEIK, . ERE— 1K REVEZER(F Astra 1607 BREIEER.
6. BIETFMES EIAPIFT BRI R,
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7. (FII&)INRTTIEVAIR) NetAppBRESEM R, EHITIATIRIE:

a. BlEAzure A28 MR (ACR)LUIEE Astaiz R0 BRI&,
b. J9FrEAstra Control CenterBR{%1% & DockertiX/HEXAIACRIF R R
C. {ERLUTHIZIEAstra Control CenterBfu&HEIX Rt FAIER

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

*

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S${image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/Simage $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/S$image

done < acc.manifest.bundle.yaml

8. IZE DNS X1z,
FIAzurefiENetApp BlueXP (LLFI#FICloud Manager)
fEABIueXP (LLBI#F/3Cloud Manager) B2 TIE=[El. MAzureNiEEZ:R. QIR TIEIFMEHSNEER,
ZBEBlueXPXMESER U T B, 15N "AzureFFHIBlueXP A"
Feazai
ERERN IAM IR A BIAIR Azure T
53?
1. B EEARINEIBlueXP,
2. %ﬁbﬂiﬁ ?Azure E,J ;;%%o EI%%JHL: "BIueXP%B%"o
a. %8 * Azure * ERIRERER,
b. HN Azure &1, BIENAERF ID, EFWmZHAMBEE FEF) D,

iE2 0 "MBlueXPr.7EAzureH Bl iEIE2R"S
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3.

4.
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MRRERRIETEIRTT, ARTRENZEZSS,

Cloud Manager Aecount

HNENTIFREE— TR,

a. {U&: "Microsoft Azure" .

b. #X\: Cloud Volumes ONTAP HA ,

Account
retapp.com

Cloud Manager

Canvas Replication Backup & Restore KBs Data Sense. il e Compute Sync

Workspace

- e : f

Connectors. Add Connectar Manage Connectors

Q : x

AZUTE | WESIUSZ | W ACTIVE

] azurecioudmanager Go to Local Ul A

Azure | centraluseuap | ® Active

[[] evo-aws-connectar Go to Local Ul 2

AWS | us-easts] | ® Active

] cvo-connector-gep Go to Local Ul 2

Google Cloud | us-eastd | = Active

TestazHA Goto Local Ul 2

Azure | westus? | = Active

azure-connector Goto Local Ul 2

Azure | westus? | m Inactive

e &

All Services (+3) «

Add Working Environment Choose a Location

-]
- aws D

Micrasoft Azure Amazon Web Services Google Cloud Platform

Choose Type

°
® ® ®

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files

Single Node High Availability High Availability

=
On-Premises
®
Kubernetes Cluster

Q, Ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here




5. |\ OpenShift &£8f, SEEIRIEZZNENIRNICIEN TEIFIR,
a. JEFE * K8s* > * EEFYIR ¥ > * EEIFMER ¥, EFE NetApp EEHFAES.

Cloud Manager

Canvas Replication Backup & Restore K8s ata Sense File Cache Compute Sync All Services (+9)

Cluster List » Cluster Details »

targetazacc [ Update Kubeconfig Connect to Working Enviranment

Status Cluster Version Added by Valumes VRC Date Added Tridant Version Provider
(~) Running v1.21.6+bbads0a Import 3 " April 14,2022 v21.04.1 =.' ’A":’fﬁ“"‘

1 Working Environments

~  Provider ¥ s : = | Capacity

testHaenvaz Y | B westus? 10.0.0.0118 .00 used of 500 GB available

1=-1of1

3 Storage Classes Q
Storage Class 1D % Provisioner = Volumes ¢ Labels
managed-premium m= 0
trident
Ke1HSSp-ha
vsaworkingenvironment-xr1hsSpd-ha-nas 1 NetApp 3 e
trident netano lo/orotacal=NAS  +1

b. {EFFE A L AAsta=IRhRZ,
C. iIE FE7 NetApp fENECEFZERH Cloud Volumes ONTAP £E#721E,

LR EIE SN Red Hat OpenShift SE8¥H D ECEAIAF S, @RI LURRTFESS
Asta=TZNEERTES AN A IIZERBHNRE,

6. 2 FLtkCloud Volumes ONTAP ZFERRFRE XA ENE,

7. Cloud Volumes ONTAP RILUM/EAN ST RIETT, BRIMESHAMERRETET. IREBA HA, BIEF
£ Azure HFIE1THY HA IRESH T 2 BB R,

RN B IS A TFAzureBJAstraizE =l
RIBAEREE Astra I£HIFR0y "L EEHER",

578 Astra ST Azure F2HE53ER, BBIL A E Astra FBIcR O RITEHES B,
AR EECE AstraiF |ty
BIBENIFE. ZEAstralTh|P O ERREEERITHMEIE,

HEFRRTRIRS!

R LIRI5 @ FIResourceQuotasHlILimitRanges X R 3R BA L dp & =B PRV R TR & A% 8 ERFRE R FHCPUFIKN
Fo AstralmflHOKRIGERARH. ALAFEXLERFNER, NEEHIMERAXMAREE. WEEMN
IR EAstraizHl 0 B o B 28] P BRIX L 2R R
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TR LUMER U TP BERMBERXLETMBE, EXLERGIP. aSRbRUEREHNLEMH,

il
1. EHFREGRRECEN netapp-acc (HBEEXZIR)inRZZNaE):

kubectl get quota -n [netapp-acc or custom namespace]

Mie) 7 -
NAME AGE REQUEST
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. BRBIRMIERATE HIRECER:

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods—-low —-n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EHIREVEHSEE netapp-acc (BIEEXE)ipE=iE]:

kubectl get limits -n [netapp-acc or custom namespace]

e R :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. B AFMIFRR ST E -
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kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

ANEEX TLS IEH

AIAMBR T Astraizhll RO xE Nizhl2ERE (I(NER LA E )M Webil 5 28HWeb UIS A I0IEER B
BTLSIER, EEIUMRIENBEESR TLS iEH, HEEBRNBRIERHMANME (CA) ERE TLS IEH,

IR BERIEB A TR RvERE:

s BFHTTPSEIEZIAstraiz il hit\Web Ul

@ * FEANEHIZZAE(NSE ingressType: "AccTraefik" BEBEFIKE
astra_control center.yaml fER#Astra Control CenterfRiB1 4 a3 %)

BEHREVATLSIE BB E R A T X EEREITR P IIERTIER.

FaZ Al
* RET Astra 1TH|FI0B Kubernetes 5£8#
© WEE EEBITHE S Shel IEIEISIR kubectl B
* CAHWE AEIAMIEBXXHE

HipREE RIS
BRI ERBER TLS IEH.

1. £ SSH , UEEAFBMNEREIEE Astra 508 Kubernetes 2%,

2. FRUTHSEER., ERSYURNEPXBMNTLSEH <ACC-deployment-namespace> {#FAstra Control
CenterZfE @ B =ia):

kubectl get certificate -n <ACC-deployment-namespace>

3. ERA LT e S MIPR 2 A RERZRANES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERSLITAINFIIES
AIN—E CA ZRAVH TLS IEH.
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1. FERUTHLER CA RN ET ARPMEBXXHCIERDN TLS B8, HIEES < DSBS AMENE
8

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FAUTHSHMRIREBEERBENERENX(CRD)XHHEN spec.selfSigned EA
spec.ca.secretName E5|FLRIBIENTLSE . BHITUTIRE:

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. AT e MR FIRE I BB EMURERER AT RILER. ARHTER <acc-

deployment-namespace> {FHAstra Control CenterZfEan % gl :

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Moy :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. Bl certificate.yaml filefE LU TFRENGHES <>HM SAUFEZSRAENNES
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apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFREL, BIIEEEERIBIEBURSSEREECIZIREEENSH (FIMEHF, &

£:die), £2iT8IEHEAF DNS &#5)

kubectl describe certificate -n <ACC-deployment-namespace>

Mie) &7 :

85



Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417%
Revision: 1
Events: <none>

7. ERU T e LR BHIRIBTLSFAECRDLUERFNEREARR. HIFES PR SUMFEBRAELNESR

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. AU Tar LM RAIZREE AN CRD TLS IEBLUEMMENERER, HREES < hpy S U ESIRAEN

86

HIER:

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:



tls:
secretName: <certificate-secret-name>
9. {EF Web ' 285l Astra 540 EIERE 1P shlit,

10. BIBEHIFME S BT S ELEMIERRIFME BT,
. SHIEBHRERSANE Web X EEHRIEHEIERF,

B Astra IT&/00,

¥ Astra Control Center. BEREIUIHEEBLG. BEEZLEFOIE. ANEE. B
BRI, BIEEMEUNRARNEFEE D K.
£5

* 700 Astra =5 HCEYIFRTIE

* f§EfHAstra Control & i T B BRI IR

* [AINEEEH

* ZONTAP 7Zfi#fain/E A & (9 %IE

* [RINfFfE R

* [RINfFRESER]

RN Astra 3= FROBITFRIIE

ZiEAstra Control Centerfy, BERZZEMR NI EMRIFRTIE, WREEFIFEAstra Control Center. M BT LBk
[liga

& B LAfERE Astra Control UIZZNINFTIFRIIE "Astra Control API"

AstrafZFIFOFPIEE A Kubernetes CPUETTNIECPURIR. HitE D EAFFE S BKubernetesEBE N TE T
HMBICPUZR, WFrLERFVCPUFHESE, BXINMANTEIFNERMFAERE. FEW "Fa

@ NREMLEIEKEEIIFAIR CPU Brt#k, N Astra =50 EIEEEENNBRERF. B

REN, RETER.

() EErneTERREEETE. BN BT,

FraZ Al
* JiRIF LRI Astra Control CenterSEffl,
* EIERAENR.
* & "NetApp FAIEXH" (nif)s

p
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https://docs.netapp.com/us-en/astra-automation

a &~ w0 DN

. BRE Astra =550 Ul 6

WEER KPP ¢ > * WFRIE Y o
WeER * AN ANVFRTE * o
FE RS HBFAIEXXH (NLF) o
WeER * AN ANVFRTE * o
° BKF * > * IFENE * TESTRFANEER, FEEE, FRHEFSIS, K ID FEEAR CPU 8,

@ NREFRETHEMIFRIHE. FEFRMAAutoSupport ZXEE. EREREFMEEHIKSID. LuES

TEAstratZ il i & PR R HIE.

{EFAstra Control £ A T S IEAVIf IR

EAMSERZAT. MBFRFEEUTIRF 4. EENBTHERNE. URREREESFNNEAstraizhl it
HelEEHEERAE,

FroaZ Al
* HERINEFHERM: BHIREARE RFIFIRER" EM FAstra TridentflAstraiZHl i,
*BEITR: BREAESENEEENEFREESREPHNITET R, UEPodRI S EinfF#EH#HITR E,
* ffkubeconfig*A]ifial: ERI LA "BAiASEEFkubeconfig" BB ST L EEHA B R ERY",
CIERMANAERED: WRERAS|IAABEIEBMANIE(CA)kubeconfiglile XX RINERE. ERIUTITR

I0E cluster kubeconfig"XXFHIER 53, XiF. Astra ControlfE Rl RANEERE:

insecure-skip-tls-verify: true

[EFPSAMRS]: WIREEERTPODREHENER|(XZEKubernetes 1.25 % BR R AL EFHIIT AEECE). N

HEXN LT RIRT(E S FAPSARS:

° netapp-acc-operator g =IE]:

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring @R ZTIE]:

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* Astra=INEXK:
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o RESLHIFHMRAS: Astra TrdentBIhRZS 7 " Astraizfl 0 215" BRE:


https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
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https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
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&AL "EE Astra Trident" {EHAsta =Bz E R (F o FERHelmER)
() tridentctl. TEREWFRAsta Trident2 Bl HEE S008I, EHATHEE

n
o

° ieEAstra=in{EfEfGim. WNELVE—Astra=imFEiEGin "CiEE" EEE L,

o BieEAstra= iRz MWMELVE—NMAstra=inFER 'E0E" T L, MREE T HIAFMESE.
BREREEE—EE I ERNFEESS,

° EdEAsta TrdentE REBITHIZZHLEERIRE: SRBITHIZZHNIAN "ELE" LIER LATEAstra Control
R REE, ZE/D—"Astra Trident VolumeSnapshotClass B4 " E" HEERAHNIT.

* Astra ControlE&T2F: E{fAAstra Control B & EFHNER EIEMFMEEC B IHEE({X Astra Control A A%
B X LEINRE), W%k Astra Trandent 23.10 E S hR4sFH /B "Astra Control il EF2FINEE"

* *ONTAP &1E*: EFEXEFHONTAP R4t LISEONTAP FiRUMIEBRAFMAFID. LUEfEAAstraizHl
FOEDTIERNBIZRF.

TEONTAP S fTHRIBITU TH<:

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sysS
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *{¥Rancher *: fERancherffiZHEIEN AIEFEEAT. 151E2MRancherig fHYkubeconfig )X 4 HIR FIFERF
EHIALETX. UWERARHITE ETX. MAERancher APIARSZ 28 T, XA LU Rancher API
fRSS 28 ER M B HIR S AL,

It

BITHNEG
BITUTARNE, UHERENSEEEESIFARINE Astra 25150,

Uz
1. ¥oZ& Astra TridenthRZso

kubectl get tridentversions -n trident

NREFEAsta=TIIEE. ERBIIRMTFUTAETR ML

NAME VERSION
trident 23.XX.X

NRAstra=IHFEAREFE. WSEREMUFUTARBTNEL:

error: the server doesn't have a resource type "tridentversions"
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@ MNRALZEAstra= IR ZBEENLZENMAREEIhRAE. WEBLZEAstra=inEBEENR
MRS, SAEBMEIEIE, FEM "Astra Trident SXH4" HXHEE, FEMW,

2. iffRPodIETEIETT:

kubectl get pods -n trident

3. MEEMRERT EEEARIIFNAsta=IRIRtITEF., BETRFRMMA csi.trident.netapp.ios A
S LA

kubectl get sc

Mia] Sz 7~ 51 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete Immediate
true 5d23h
B2 £+ /A Bkubeconfig

& o] LR A Astra Control CenterfIZ 2B RIRSHY BIREER AR, XA EAstralzhlfiig B HIRE
SB. RABBEPREE T kubeconfig "ZEE1J7E",

MREERGROFRLEUTE—ER. WIRES EAIFEBEE)ZE— 1 HIRATkubeconfig:

* I8 FHERHIAstra Controlxt HE IR EF IR

* IERZANIE. FEARREFERERELEEEREZIAAsta Control kubeconfig, B MEZRIFIE R {ER S —
IMENEIRABEAREIER

FaZ Al
EEIRES R ZRZA. BRERENBEEENSEEABUTESR:

* BREkubec Mg TEv1.23B EShiA
* Kubect 1B EFR AstratE bl b FAIFI BRI B
() ATFUBRESE . CRBEMETAstraibRLMERE# TkubectiBI.,

* BERESIMENSR B EIE AR BRI ERkubeconfig

p
1. BIZARSS KA

a. RIERAAMIBRSBIKF XY astracontrol-service-account. yamlo
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RIEFEREBRMM e R TE, MRELSHITTER, WEEUTTREFNARBRNEN.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. NARSIKF
kubectl apply -f astracontrol-service-account.yaml

2. QI TEE EBNENEEAE Y —. LUEEEEHAstra Control E1E:
c ZIREHAR: ttABEEHAstra Control B &R I E R EAR:
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BRATR

i. I# clusterRole X, a0, astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N I |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs

- daemonsets

deployments



- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- podsecuritypolicies

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

— secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
wn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources
apiGroups:
wn
- build.openshift.io
- image.openshift.io
resources:
- builds/details
- replicationcontrollers
- replicationcontrollers/scale
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- imagestreams/layers
- imagestreamtags

- imagetags

verbs:

- update

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

i. (& FOpenShiftEEBH)TEREMINMILFAZR astra-admin-account.yaml XHEHZE #
Use PodSecurityPolicies 243,

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use

iil. N FRSEREAE:

kubectl apply -f astra-admin-account.yaml

c U RMNERAG: hABEEERAstra ControlBIEMNEENY BANR,. NREFEAZSMAME, HAT
SEE AT R EREEERIZAIAAsta Control kubeconfig, AT LAERLL A, BNEEIFES, JEH
— MAENERAEEREIER:

@ LU FARA ClusterRole PEE—NE M Kubbernetesifile B XBEFETEMIFIERIR
BH. iE&IlKubennetes$) & kRIS o



BRATR

i. QI# clusterRole X, a0, astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

B I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

T %0

verbs:

—_ T %0

ii. NFRSEEAG!

kubectl apply -f astra-admin-account.yaml

3. NEEAELRESRISIKFNERAEBYTE:
a. 8l clusterRoleBinding X BEIAR astracontrol-clusterrolebinding.yamlo

RIEFERIFRCZIRS K IHEAR AR MR =06,

<strong>astracontrol-clusterrolebinding.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. MAKRATBHE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBRFHNALEEA:

a. SIERAMSHNZ XY secret-astracontrol-service-account.yamle

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. AL HEEA:

kubectl apply -f secret-astracontrol-service-account.yaml

O BIRLHEEARIARME. BEAMEIRSZIKS secrets AT RAIFHNRE—TT):

kubectl edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILARSIKFZEIL. B <context> FRAGEHATENRENIEMRIFE:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTTENES| secrets FEFILIOF kK, ELERREIF. BWERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEitHP. B TRSIKFZERNRSIRS. £ F—FH. EREFELRSIRES.

7. YW R4 kubeconfig :
a. B create-kubeconfig.sh X & TOKEN INDEX 7ELAFHIAMF L. FRIERNIE,

<strong>create-kubeconfig.sh</strong>

# Update these to match your environment.
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Replace TOKEN INDEX with the correct value
from the output in the previous step. If you
didn't change anything else above, don't change

+H H= H H

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—-context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA:$(kubectl get secret ${SECRET_NAME} \
——context S{CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}"')

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

#f Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials S${CONTEXT}-${NAMESPACE}-token-user \
—-—token S${TOKEN}

# Set context to use token user
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token



—user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes EEE$ 1<,

source create-kubeconfig.sh

8. (AIik)¥&kubeconfigEE dn & N EEEHIE B X B Ko

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

T—HRHA?
WE. EEMIANER T XEFHRRMG. BEMFES FiN5Ei

ANINEEEE

EFAEIENAERE, B30 Kubernetes EE¥HISHERITE SR TEIR, IR Astra I58Id 07w IN—
NEBE, TRERIMIER Kubernetes N FTERF.

BRI, TEREMERRME Astra I=HIFROHITEIEZ A, 5TH Astra I£6IPOEEEEE
PRTERIEERE, B RIX Kubemmetrics #UBTEREE X BXEUB LURBUBITAISIEHIPRE S, ST
YREEBHHITEIE,
FreaZ Al
* TERINEEEE 250, BEFEHNITHEMRE SRR MHES
* MREERBIRONTAP SANIREIFERE. 1BHRIEFTBEKubbernetes8f LB T £ 812,
P
1. NMEBRIERERESM:
> M"Resource Summary"#J"{5 24R"F. M"Clusters"&EHEHIEEZE"HN0"
o EAMSMXKIEAR., EF R ATMERTTEmPIEE RIMER
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2. IFTHARARINER B O, EfF kubeconfig. yaml YARSTFEMERIAR kubeconfig. yaml X4

() - xubecontig.yaml XHMINEE—MEBIEETE"

BIRE S kubeconfig file, BRAEEN — L FXR, HBM Kubernetes 4"
() ISR kuveconri X, MEMEREMNERERAEAETKubeconfi AT,
BB T B A _EEeRhbkubeconfig.
3 BRMEREST. RMERT, SESMSEHETHEROSH,
4. iﬁ% * —F_ﬁ *o
S. R ER T IttKubernetes R BEMIRRINF B, AR T—F%

() (EsE— HONTAP ISR MASa S i,

6. EFEMEXER. WR—IER. HEEFHM*
“

ERHRHANEELKMRE. AREANBITRAERT s WM. EIEEERAstraizhlROEIEREER,

AINETE Astra T8RO EENER G, HERITRERUREE/ LS I E, ELbZH,
BRHEMEEALEHIER— * BIERIERSREXRK * B4, ETUZBRILRE, BAE

@ Astra 1Z=HIHFOIRIGIEFIRSE, RIEERGEN, MRATER E/LoHRREN. BEESE
B¥HIETT oc get pods -n netapp-monitoring ERER, BEEEFRIETRERAEUL
TR LR R,

EONTAP 7ZfiE/ain/=E A & 73k

AstraiZ Bl ORME T RIITONTAP Fim# T M IIERIET

s ETFEIENEMINIE: EBFAEMNEINONTAP BRFHNBEFRZMERE, ENERMEXNZEERAE(
Wadmin{vsadmin). UHARSONTAP hRASHISRAFRE M.

* BEFIEBRISHIIE: Astraizhl|ROERI UERRREENIERSONTAP £E5#TRE. BNERT I
IEH. BN RMECAIEBHIRER)GEIN).

BRI LGHEEM NG, UEN—ME R IIERETE RS —mEHIIES K. —RINZF—MS KNIt

7Eo

BRETRENSHIE

ASRAIERIFFIOFEEEREERZNE admin SONTAP im@s. ENERTENTEX AR, 180 admin,
X AR S REAIONTAP iR ARFIFRE . XLEMAFTEESAFFIIEEAPI. LIHKRFRBIAstraizhlROmR AN (E
Fo

()  TusEE RS BERABEHBEATFAstra Control Center. EFRRILXHH,

T EIRE X W TR
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"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIREX B UAN SN FEEIRENE—E, CIEAEHEREM —RETHETIENTE, Alt. X2—IX
AEIERNITIRIE. HKubornetesKTEEBIERAIMIT.

BRETFIEBNSHRIE

Astraiz | O] UERIEB SHIAIMAERIONTAP Eim# TiEE. ENERRE X FRMAUATES.
* clientCertificate: BFFIHIEH,
* clientPrivateKey: XEXHIFAEH,

* trustedCACertificate: BJfSCAIEP., MRFEATE CA, NATIRHEISE, MNRFFERAE CA,
M a] LAZBE I IS E

TR AR AR RERERZ—!
* BERIES
* B=HIUEB
ERBERIEBRBSHRIE
HANTEREEU TSR,

p

1. EREFHIERNER, £RA. B8 A AR (Common Name. CN)IEEANONTAP AR, LUHITHNLE
iEo

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REFRPMNEFIHIEPD client-ca FHFEONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—name>

security ssl modify -vserver <vserver-name> -client-enabled true
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3. HIIAONTAP Z£ERABIFIEP DI -

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FRERIGERMEE NI, ¥<SVM ManagementLIF> and <vserver name> B A EIELIF IP
FIONTAP B#F, B IHfRLIFEVARS RERIRE /) default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. fEA Lt —5%hFkEMME. 7EAstra Control Center UIFRRINTEME S,

EREZHIEREASHRIE
MREWEFE =R WAUEAU TS EREETIERNS NI,

SIE
1. &R FAFAFICSR:

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

2. ¥5CSRf%#Z|Windows CA (5=75CA). ARENTHER BRI+,
3. FTHERIEBHEHME 7 ONTAP signed_cert.crt

4. MWindows CA (35 =75 CA)SHRIEH.

5. R H#HE ca_root.crt

ME. BEBAUT=1XXMH:

° #A\$A: ontap signed request.key (XEONTAP FARSZFIEPINIEH, LIRS IZIIEPTE
EIIFE+H, )

° FRIEP: ontap signed cert.crt (FEONTAP HtB#R/I_server certificATE _, )
° RCAIEF: ca root.crt (TEONTAP HtE#77_server-ca certifict7E_o )
6. TEONTAP X FH, £ HMHLE server Ml server-ca ONTAP ERJIEH,
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EFHSAMPLE.YAML

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—EHABZFPRIEE. USLMEFEERE, Astaishld O ERLSIE 50NTAP #1TiEE.
8. TEONTAP LA ALERT P ImIEH:
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EFHSAMPLE.YAML

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. TEAsta Control Center UIHFRINTZFiEGIR. HiIZHUUTE:
° BFIHIEH: ONATP_TEST client.prom
° #A$A: ontap_test_client.key
° A[{SCAIEF: ONATP_signed_cert.crt

ANTF &R IR
BESRRIEBSNIILESRE. EALUEHEONTAP ZEEHRNEIAstratf O LR E KR,

T IF Astra Control REVFMESEEHFAFMERIREITER, ERIUEXAMSE (PV) MEFMHEEHZEEIIHE
7, ARBHEMEMEET.

Astra ControlER EF2Fonly: 1R BE7EAstra Control Center 23.105{E S hix A< /2 FlAstra Control it B2/ ,
M TEFEFANetApp SnapMirrorisi RBY, AJLLIEIFETEAstra Control CenterARINFI EIEONTAPTEAE Gl

TR
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1. WEMISHEEME SRS, SRR,
2. BE4% A0
3. RIS R AEAERIAESH, % ONTAP
4. ERLFHETZ —:
- EABEREE MAONTAP EREEPHINEEREE, SRANREHETENEE,
AL AN N EHRB R P MBS ontapi TEONTAP 8 FBIONTAP RAGIRE S
@ FRERERBESL NREGHIEASspMo . AL i e
TR, EAEAGIHESE ontapi Ml nttp. EEFEIFONTAP £8 b, BB &
FEONTAP SRR kP I AME B ...
© EARED: LD . penfile. JEBE . key X LURIEBMEHMISLE (FT).
5. 4% F—% *,
6. HIABIRIEAIS Bt ii® * BIE *
&R
IS EFIED online HATELR BHFIRPIIRTS,

() rcAERERmRELERTER,

ANTFEDER

1@a] LUfE A Astra Control UISRINTEE S ER "Astra Control API", SIREZMDNARENXAMEE, REEE
ERTRNBRER, NATRMMNRIFHEDERIRMEIZEF, Astra Control 235X L& 19 8l 52 R 1FHETE S E X AIXT
RIFEDE&EH,

NREERNAREFIEENKA L FEREIRE—&R. NWIXFEEAstra Control P ERFED K. NARERFIRE
e R R EFE D o
FraZal
* HIREHE—1 8] MAstra Control Center & IRHYEE B 10]IITEE D ERo
* MIRICEBIEFEES BRIV,
* WRTFED R AU TEREZ—:
> NetApp ONTAP S3
> NetApp StorageGRID S3

o Microsoft Azure

° @A S3

©

Amazon Web Services (AWS)F#1Google Cloud Platform (GCP)fsE @ S377 i 7 ER R EY,

BFRAstraizEhO 8 Amazon S3TENERAS3TEES ERIRMHRS. (BAstraizhlP AT RER L IF
Bz #FAmazon S3MIFRE W RIFMEMHNE,

©
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STEP 1/2: DETAILS

v Configure protection policy

—
PROTECTION SCHEDULE
@® Hourly ] ® Daily ] ® weekly [ ® Monthly "
Every hour on the Oth Daily at 02:00 (UTC), keep the Weekly on Mondays at 02:00 Every 1st of the menth at
minute, keep the last 4 last 15 snapshots (UTC), keep the last 26 02:00 (UTC), keep the [ast 12
snapshots snapshots backups
® Hourly e Daily ® Weekly e Monthly
Select Weekday(s) (optional) Time {UTC) (optional) A~ Snapshots 1o keep + Backups to keep +
Monday X 02:00 w 26 o
BACKUP DESTINATION
Bucker
~
ntp-nautils-bucket-10 - ntp-nautils-bucket-10 7 Default

o. WEFE * I o
6. WEF * IRERIPREL,
“

Astra Control @3 £ FETE M AU XA R &SRB Q2 M (R B IRERFN & 10 R IR IR R IFERBR

Bl IR
ERTLARERT B R TR IR AR

KXFIAES
Astra Controlsz i fi LA F IR chiz e Sz FF R K Sl R IR IR -

®* ontap-nas
®* ontap-san

* ontap-san-economy

®

R&REES.

@ oVERVIEW

Schedule and retention

Define a policy to continuously
protect your application on a
schedule and configure a retention
countto get started.

For select stateful applications,
expect fC 1o pause for a short
time during a backup or snapshat
operation,

Read more in
Protection policies (3.

@ Application
camle-logging
[} Namespace
cattle-logging
;ff} Cluster
se-openlab-astra-enterprise-
05-se-openlab-astra-
enterprise-053-mstr-1

NREIIN FAERRSZIFNFESR ontap-nas-economy RoHFERF. TT/EBIEIREE, JRERE
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REIIEF IR, MRETIBEFRF>RIB TTEANORE TR, RERSABITIRR . MR I,
BIEED
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KXTFULES

Astra Control P EE D ERFIRE TR E. E&DEFMEAsta Control BEIEMN RTEF 281 BN EHENFE
EERAKPNEFHEIERER.

WNRIEBIN FER A IFNEMESE ontap-nas-economy RopiEF. BHEEXEHEMY EHAEHILE . 1B
HRIEEENX backendType FHISE "KubbernetesZEMR" {E ontap-nas-economy FERITEMRIFIE
EZ i,

Astra ControlSZ4§ 8 A FIKahiz <RI MEL CIE & 1

®* ontap-nas

@ * ontap-nas-economy

* ontap-san

* ontap-san-economy

p

135 - ARER o

2. MR FEF B RIEFIRETISR B R, EE &

3. BEXERHRTR.

4. EEREESMNBRBEDRAERF. NFREFIED, WeIUMIERBYIRFHITIER,
o NEFED ERFIRPAEERE—TBEIRD KR,

6. FE*T—% o

7. BEEDREREE SN

&R
Astra Control =8I N FREFRED.

130


https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects

* IRMBLRKEPERFFEERIE, EOIRFAIRIER. XRFEENHRK.

* IRFRIVHIEEIETHED. BIRBPRRARITIRE BUEED]. BRGS0, BFEE
@ P5ERk. PAISIRIRFRRVIRBREITIRE (MRS 110

* ERITEIERIPERE (RI2, &), ER) HAREFRBXAMERNG, £ Ul RETHEKR
NZE, RKRE 20 DHBER. HIEFRIFRESENLIHARIITR, ERILEREFMES
IRAYE I RIAE R/ NI E S,
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FreaZ Al
* EEHE "EEMAsta Control it BIZF"
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1. ZEONTAPTFESIHHIT LA T 21!

a. THFLEMISVM ontap-nas-economy’ N RIEFHET &,
b. B REIFEZTCIEENONTAPHIL IR,
C. fREISVMAYSnapshotBH:

() EHsmmEISM, BENERGRETHI,

nfs modify -vserver <svm name> -v3-hide-snapshot enabled

@ IEONTAPE E/GIR EAISnapshot B REE ERaf. MRKERBUIER. FEESH
TEBRENNAIER. LTEREEANFSV3RIER T

2. EAstra=IHHIT A T IR1E:

a. AT PVEHAHSnapshotE & ontap-nas-economy B2FHENBIEFXEL:

tridentctl update volume <pv name> --snapshot-dir=true --pool
-level=true -n trident

b. #IIAB NE N XEXPV/EHSnapshotB %

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

e Rz :

snapshotDirectory: "true"

3. T£Astra Control?. BRFIEXBHIREBE RERIFTREIZF. LIEAstra ControliR 5 BN E8IE,
3

%N AR EESIFEAAstra Control# 1T INHIER. S1PVCRRIERMNY AEF B TF&HMNIE.

IR E R E D

REFERAAIEEMNFEI R ENRERERLL. mTEENR. HFNBRZEN. EBIRNAREFS
NEIRE T RERBEHFEDERRERTARENED. BEN "HWEFRP" TRAEXERANEESHNER
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4. EEFEZER
BRI ITHESS
NRERBRERNITES, WeJLUGHEHT2BR. EMFRITER, SREREFMEE, SERIMENR,
3
1. %8 * NARR *, AEEERENARERNET.
AR TR * RTR,
£ * 184F * SRR EMPRAVIEN ADIEIR &8,
EAE * ER *
FEETRAIFHEED. FN"delete"HITHIIA,
EEE. MIERRITE"

.O’.U"P.@!\)

BXEFAGER ...

* "NetApp Verda GitHubIig§"
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{5 Astra Control Center{®#FAstra Control Center

BT HIA{RTTiE{TAstra Control CenterfIKuburenetfe &% 5 M B en 5 1RAIMIPE i S BE
73+ 1EfR#PAstra Control CenteriZ FHIZERF A, &0] LAER —KAstafzhll 0SB F 90
ERAstaiThH| it HEWNMREEFEFERAONTAP. AT LUERAstaE Flo

XIS )RR, Asta Control Centerf95 — N FIZEMREE ARV B HEIFF. FH7E 5 EAsta Control Center
LHIRERIE = MKubnetes&EE_FiT1T, %= Asta ControlSL 5 F &) T Asta Control CenterSZfFlHAIREIR
Rz, FEEREEFIAAstra Control CenterSE BG4k 4L AN IR F RN FIEFIREN BIEFIEEIE. H
83X LR TR F &P IREBRYIG IR
Feaz i
7£79Astra Control Centeri& EFRIFAERZ 81 1BRREEGFUTRMHF:

* *j&z{TEAsta Control Center3=f5*AIKubernetesfE8%: IthEEEHEE £ Asta Control Center32ffl. FFEIEN

BiEFEER,

* i=Z174#BNAsta Control CentersE {593 Kubernetes 73 & ERFEEIMIE — MKubernetes 8% ILEEHTE
‘E12F Asta Control CenterS=fjlfJAsta Control Centers24ll,

» *5xX*B5EEKubernetes) XK B E = MKubernetesEEE: M ERISITEBIREEE HIAYAstra Control
Center3Zffl, EXMER HRIEPEEE R4 LHIMERE I B Asta Control Centerfp & =a], ffla0. tNRAsta
Control CenterZZE £ 652 TIaH netapp-acc REEF EMEHRZ T8 netapp-acc %Al FHEX#E
trKubnetes5 8% EREMIN FERE A,

* SIFHEBFEDEL:EMAstra Control CenterSZBIERE — N EIIHRINSIHER W RTZ(E D R

. %@E%E@ﬁﬁqzﬁi%%: AR T EEE NAstrafR P, HBEMNS N ARFERHMKS3)EREILMKE

« EEEETH B Astra Control CenterE3K: Astra Control Center{RIFH{ERNENEREHEER "Asta Control
Centerfy—RREK",
EXFUES

XEEHTENR T (ER R Asta Control CenteriR[REIFTEBFTENS R SHAEE 3 EFl. TBEEFUTRAIE
=
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ocp-cluster-2

ocp-cluster-2.company.com

I NetApp
Astra Control

|
& pearat Rearat

OpenShift m ‘ OpenShift ocp-cluster-3
-cluster-1. 3 Restore ACC
ocp-cluster-1.company.com i

-> ocp-cluster-1.company.com {%}
"""""" T M NetApp
eplica
I NetApp & Restore Operator Astra Control
Astra Control -» ocp-cluster-3.company.com

e

kubernetes rancher-cluster
Rancirr [ S———————

D | % O | %
rﬁ\é@s rﬁ_\é\ms @:ezwss @é\ms
- )

FHTRAIEESR. BERTUTRE:

* iB{TEAsta Control Center3:fflfIKubernetes 584 :
° OpenShift&e8¥: ocp-cluster-1
> Asta Control CenterE32fjl: ocp-cluster-1.company.com
° LB AT EENBEFEE,
* 5iz{T4BNAstra Control CenterSt iRy X &£ B HEEKubernetes 73 A K ERYSE — MKubernetes 8%
° OpenShift&e®¥. ocp-cluster-2
° Asta Control Center —£&k32fj]: ocp-cluster-2.company.com

° tLEREHR AT &7 £ Asta Control CenterSiffIsVEC B & I B M EBF (E I RBIFA ocp-cluster-3 &
B)o

* B AT IERIE{ENS £ Kubernetes /) & XA R E =1 Kubernetes 5% :
° OpenShiftse8%. ocp-cluster-3

fr —

° Asta Control Centers5 =3Lfjl: ocp-cluster-3.company.com

o tkEEBEIE P FAsta Control Centern® Rl S FlIl# 5475,
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@ BEEERT. NAREEEREN T _FEFKubernetesHflrandcherfEE£Fi~MI =" Astra Control
Center&E85 2 9h

EhERER:

* PRI EEEIRE TONTAPERUKR =X o
* FEULECE . OpenShiftEEB¥EFMetalLB{E /I T2 2 F#igs.
* SnapshotiZ 28 f1& SnapshotClassth R LLEEFTE &R £ tNRFTIA "BIIESM4"

FTE1ED . &{pFIiE/RAstra Control Center
RIREL BN BT EREHO IR AstraiTil R R B S EBFFEN S B,

TEUE RGP, Astra Control CenterfERLEETE T netapp-acce iR TEIFHRIERILERE T netapp-ace-
operator RSN

@ Asta Control Center operatortl A] LAZFE £ 5Asta CRIEFEIM SR ia . BRFTIHHE,

Feaz i
s BB EER E &% T Asta Control Center,
c EEBES— I EEF L&) Asta Control Center,

p

1. MZ£kAsta Control CenterS2ff(iz1T7F L )&EIEE Asta Control Center i FRFEFFF1 BH5EEEE ocp-cluster-2
8.

a. BRF|5BhAsta Control Center32fil,
b. 7503 Asta Control Center&2%" (ocp-cluster-1) o
C. "HINBERSE =1 &E" (ocp-cluster-3)o
2. 1£5EBhAsta Control Center &1 Asta Control CenterfllAsta Control Centerig{E5 :
a. NZFAREFIER. EHFETE X
b. fE*Define application*& [, BWAFHINBIRF AR (netapp-acc) o
C. ¥¥E#iz1TEAsta Control Centerfy&E 2 (ocp-cluster-1)o
d. 3% netapp-acc Astra Control Centerfy#s & =8,
€. 7£Cluster ResourcesTiE L, A *include additional cluster-scope ResResResees*,
fEEARME AR,
0. EEFXLEERE, AFEE A"
* FREIEIESS: <label name>
* 4 i B .k8s.io
* hieZs: V1

= 2 : CustomResourceDefinition
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h. AN BREFERS
L3RR EX
EFEdefin*fg, WEBREEEXNAERTIE netapp-acc-operator). FARIERE netapp-acc-
operator R =iE
3. FipAstalTHIROFIRIER
a. TEiBhAstaizHIA O £ EEFEN AR R SN BERF TH,.
b. "#&1{7" Astra Control Centerf FI#2/F (netapp-acc) o
C. "&7" iIBEFRT (netapp-acc-operator) o
4. &ffAstra Control CenterfliRER 2 /5. EARINKIMEIME (DR)H =R "[EFEEIZ{Astra Control Center" ME
=S50

@ :{:'Zgﬁl—:Astrah%'JEPlUL_F?' BB (AR ES BHRFTARRYSE = N Kubbernetes58%). FHXTHT
LM AstraizflROER 5 F S ERBIDNS,
5. {EFAHEBIAstalEHIFt.  "E[R" Asta Control Center i FAFZFFBIESLHIMEL & rh:
a. %&$F*Applications*, FAIFi%EEAstra Control Center FRIZFBIZ FFo
b. MRIEFIM R FEEH, EF Restore®s
C. EEF RIREFRV= B ENIRREEL,
d. NIRRZFR (netapp-acc) o
e. EIEBEIRE=15E¥ (ocp-cluster-3) ,
f. EFBirmBTE. FHS5RIEHETEER,
o EEFEREE L. ERERERFRFENNARERER.
h. sE&ZFERRIEFREIERE
LR IME B EIR

. BEXRER, SAEERE *Restore* LUBENIEAstra Control Centerit/R 2| BT EBF IR FHTIZ (ocp-
cluster-3) . NARERFHNG. EEFTMHK available Ko

6. 7 BinEEEE LB E Astra Control Center:

a. T ALKIEHERKubeconfig"EIEEIBIr&EEE (ocp-cluster-3). HEFEEBEMENAstraim®l= L
b. #4IA ADDRESS Astra Control CenterBC B RIFIS | T ERFRIDNSER:

kubectl get acc -n netapp-acc

Mie) 7 :
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 23.10.0-68 ocp-cluster-
1.company.com True

a. YN8 ADDRESS RN A FERREE I Asta Control CenterSZBHIFQDN. iEEHILECE LS| B Asta
Control Center DNS:

kubectl edit acc -n netapp-acc

i. B astraAddress | spec: ZEIFQDN (ocp-cluster-1.company.com {EAREIH)o
i. (REARE.
iii. FEIARIIEE R

kubectl get acc -n netapp-acc

b. #% %= MEAER 16 ORER UEmERIIE.

5% FEREFI{RIFAstra Control Center

FSET BN B TEBERERNSE "Asta Control CenterE#" {£3FEAsta Control CenterS=ffl,

FUtR IR, Astra Control Centerf@22 L 2E7E | netapp-acc AT EIFHRIERTZZEE T netapp-acc-
operator B Tidl,

FreaZ Al
 RBESE ER % F Asta Control Centers
* BERES— 1B LR & HBNAsta Control Center,
-
1. M\Z%kAsta Control CenterSZfjl &2 F Asta Control Centeri FRFEF-F1 B 58 :
a. BRF|5BhAsta Control Center32fil,
b. "7sfN3Asta Control Center&2%" (ocp-cluster-1) o
C. "AINERE =1&E" (ocp-cluster-3)o
2. 1£5#EBhAsta Control Center &1 Asta Control CenterfllAsta Control Centerig{E5 :
a. ERBEE, SAEEIREE EAstra Control CenterfIB#EE (ocp-cluster-1) o
b. % er & Tia kIR,
C. 3%&#% ... netapp-acc M netapp-acc-operator "o

d. FEIFIR(ERE, JAE%EF Define as applications®,
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e.

EERENAEFRPEE UEEEXNNARERR,

3. EBERTFEHNGIH:

4. RREEH:
a. ZNARFRES L. %% netapp-acc NAER,
b. FEAFFRE & HIHREE",
C. 1%#E ... ocp-cluster-3 fENBEREE.
d. EEFER,
e. N ... netapp-acc fEANBIRIRE TIEL
. RIEFEEEREFIIRE,
g ;EE*T—F
h. #INECELEM, ARGk Save®

S MNRF RGN TEBIAIR. BB ERIKEHEEE S — e

EHIZERF Asta Control CenterfeBEFI BEAREERT (ocp-cluster-3)ERAARRHITEFEONTAPE

T EREILNFHRINEAstra Controlfg, fFiniERE fGiR TUHEAY &I EH-RH,

)=

LA E iR B E R FRYAstra Control Center,
RN E SR BBAr&EEE LA Astra Control Center,

EHXARBEMTE Establishing to Establishedo MTFEEPRESH. EHESHE D FHHIT—

BEEIRRERIEE NI,

()  ®REERERREAsra Control Center. LURRAINHTHIEHR,

a. EFEEERS B EE SERE

Data protection Storage Resources Execution hooks Activity

Configure v

Source

©
netapp-acc

© Available —%

O £ Fail over
- r

Reverse replication

Al Delete replication relationship

Tasks

Destination

©

netapp-acc
© Available

0 ocp-cluster-3

. netapp-acc

b. HEINFA(E B H ISR RS LI A isid 12,

ERXARTEENRN Failing over SAfG Failed over TeflfEo.

=

0 Snapshots | & Backups @& Replication

Replication relationship

STATUS
© Healthy | Established

SCHEDULE

Replicate snapshot every 5
minutes to 5 ocp-cluster-3

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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- TR IRRSECE

a. IR iEHERE =M EEE I kubeconfig (ocp-cluster-3) o ILEBIEE L2 Asta Control
Center,

b. #a%E 5 =1N5EF_EAYAsta Control Center FQDN (ocp-cluster-3) o
C. SEFACE LL5|FAstra Control Center DNS:

kubectl edit acc -n netapp-acc

i. 828 astraAddress | spec: fEFFQDN (ocp-cluster-3.company.com)o

i. RIFECE.
iii. FRIAMHEEE:

kubectl get acc -n netapp-acc

d.  HIAFRE % EMtraefik CRDEREIE:

kubectl get crds | grep traefik

FREERYtraefik CRD:

ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us

traefikservices.traefik.io

a. yN3R _EARERI CRDERSK :
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i. B "TraefikSZ14",
il. " X "XIHE H B ST,
il. [z FIEER

kubectl apply -f <file name>

iv. E¥iEEhtraefik:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. %= MEAER 1ZHIFORER UFRRMERIE,

524 . S Asta Control CenteriZ{Ef

fERHBIAstaiZHlF 0. MEDHFIEREAstafZHIPIORES, BireR RGNS R R =EER. WMRME
TREEBF P MIBR T Astra Control Center. W EFEEHR URITHRNIER S E,

p

—_

“

© ® N oo g k~ W DB

ERNARERY, AREEREEBNAERNEI (netapp-acc-operator) o

MARIE I ETURER, %EHFE Restore*

EE R RN =R ENRREEL,

EEBERE =R (ocp-cluster-3) o

RKep R TRIE NS T IREEFXEXRYEr 2 = (8MH[E (netapp-acc-operator) o
SRR E R ENER R,

EEMERRIATFERIRR

EEREFRB R

BEEFHAES, ARET Restore* FIaERIE,

"NAEFTIEETR 7 EEERE BRE = NEENVAER NIEFIRORER (ocp-cluster-3) o LhiTd12
TRfE. IWRSEETN available, %A, TIE_ERIDNSHINEN BT

MiE. BB =R LRILUEAAstra Control Center. EUEMBIERUNABHIRBNESHNRENAIERF
(ocp-cluster-3) o EERIBEG LIRENEMRIPRBEOSATHEG L, G0 RS8R ITRINEEHE
EDFIRER,

PR AR
HERREITIRRURFRIFEIER T M.

PodKiz1T: HIAFFEPodtIB R BIEEIETT:
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kubectl get pods -n netapp-acc

WNERHPBE—LPod CrashLookBackoff FRAHEFHFBE(N]. SNIRTER Running K.

* FIARYUIRE: HaikAstra Control CenterRFiTF ready RE:

kubectl get acc -n netapp-acc

Mie) &7 :
NAME UUID VERSION ADDRESS
READY
astra 89f4fd47-0cf0-4c7a-a44e-43353dc9%96ba8 23.10.0-68 ocp-cluster-
1.company.com True

* MIAEBBIRZS: E7RAstra Control CenterZBE{E 2 LAMAIA Deployment State /I Deployedo

kubectl describe acc astra -n netapp-acc

* Restored Asta Control Center ULR[0]40455 1R 4N R1E ST A £ XFENRT AccTraefik fEANDOEDL
&R Traefik CRD LURRFTE XLLEAHIIE L,

miEN AR EETITI

EENAREFMERGTIRREE
R ERIR * IEANARER, &8, FEERIEETRAIERIE,

XEHFHRSTUNEHSEHFIRS, BRAIUZFEEE. i, MRNAREFRFET2FF, EFLLUER
HREEER L UHERLENBIEFRFETERFP, XBERR,

N R XIR

" N IR * " BEIRAI B IEREULTRE
s YU FIEH Astra BIENN BARERHE,
c XESENVAEFERIBITER.

* VARFEARETeFRF WREERHENHTHE, WSXWHEHATRP) -
* EAMERAKREENNAREFNHE,

ERBERT, BBFAZT, RAERRSEANNAREFEXNEHTERENZ, G, ERaEERRE
RUHNRAREFRHE, L,Lﬁﬁieﬁii)\mﬂﬂjrﬁ$ﬁ AINF N AR
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SEEFEIIR

"R " EIRIRM T AR Astra 16RO EENERIZTIRRREMFAER, BRIUGERNBIEF—
HARNEEURNESFAES.

EHEEIRER
"Storage Backends* " EISIRHV(E B oI BB EHE FEEIRIEITINR, HPaiE:
BIENEFHEEIRSNE
* XEZERIRETIEITES
EiRRERE TR
* ERIERAEENGHREE,

BEEEHCTIKORHEIEFME

mMEEA%ﬁ?ﬁ¢®&ﬁmﬁﬁﬁ,ﬂTM*Eﬁ%EﬁMﬁ%EU,MWEﬁMM
8, ITFT R, KAMEMEFES. X UERESERIFNIAFMESR

EEEHCITIRAMNEAEER
B UEEEXEHNFAGEE. FIINEHNMUE. TETR. KAMEME®SE,
il
1. 7£ Astra 1THIR0 Ul B, %8R * &8,
2. £ &8 AL, SRETEHIFMEENER.
WREBUTP removed REBAEBMMLZEZTITIRNR RIF(IMBZE IR fEAKubernetes
@ APIFIRIEEBERTN). BIEIR {48 Astra ControliJkubeconfig Rl REARB B, XAt T A

THNER IR EIERSA A, EFIFLIOEER, 15ERTE Astra Control R EFT S EEFXEX
BYEELRE "Astra Control API",

. BEFE MR, *7FE M IED AR ENER, RIEEETHNER.
o R BXIFNRINFEESE, SEERS.
o *FfE . SUHBEXBIAANSE, SEFMEETRKS.
o *JARN Y 1 BRSSREEXEER,

SRR Astra 1R * (SRR * A EERHER, 7 " AREE * TH - S8 B0
() . coiEESEs, IREERE - S8 RE, #A 58 NES, HRE A S
ITHRIE,

B ENIREA S
el LUE SR BE MBI TR AESS, HAstra Control BIREEEIY. ERIREFERMAINFMES,
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@ 1571 Akubectisy L BERTF . BERAILIRIFS R, WREMkubecti#TER. NAstra
ControlRiZ [RIXLETE Y,

g

. TEAstraiZ IR\ Web UIFR, &R EEEE

e TIE L. EEREENNER.

W 17 E  ETR,

TR,

EEBIRENRIAMENFEENRIE TR,

EENEBEREINMES

—_

© o & W BN

EENAREFNEITINVANFEER

FEEIEN BIERFE. Astra ControlSiRIHBE X ZNAREFIIFMAEE. Er] LRI XL
EEREHBEIRE(Astra Control@ B A U S ZN AIEFRE). RIPFRS(BEERE
FERY 2RI mERF). Pod. KAMERESE,
iz

1. 7£ Astra ITHIFC Ul BB, %8R * NARTER *, AEEENBEREFRIET.
2. EEHEXER,
N AR
et R MAsta Control@ & 8] LAS N FfEFEE B0IRE.
° MAERFRIFRES: RENAERNFIPFEERS:
o EMRIP . WARFRAEE—NEDNENITR, FAESMETEHRAE—E
EoRP . NBERERAREDEMITR, SESHREBITRISAINE D TIRR
" RZRP Y D AR RS FRIPFEAZ IO RIPHN AR,

You can’t be Fully protected until you have a recent backup . X—mIFEERE, FAANEHEFEHETE
MREFEFER, MABKANSE. MRAEMEREINEHIIRGERNEKAMEE, WEES
RAREME., REBITEILERE,

° Bk BXRE5NARERXERPodBVRERIER.
° BURERIP: BTEREHERIPRBURERIERBNED,
° 7 BETRNARFRANKAMS. M Kubernetes EE¥NAERE, KAMSHIRS.
° B BTRIEEEFESNMNEEWPLER IR,
AR BRSNAREFEXEER.
EIEBILAM Astra $ZHIRC * S8R * FHEEENAREFERS. £ ZREE - T~

()  wmes - amtl, CALAESENRRE, IREREE - RS * .
N MAIER ¢ TESS, AR LS TR,
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BRI
BEAHAPNAES

] LAE A Astra Control ULARAN. MIBRFNZR4EAstra Control Center&3IFH . &R LAfE
FA Astra Control Ul B "Astra Control API" LUEIERFo

1852 7] LAEFBLDAPIT R E A P 1T S 9 J01IE,

{53 LDAP

LDAPE—MATFifaoHm BREENTUARENY. LW SMIIERE %R, & LUSAstraiEEd0
EIZEILDAPARS 28 LUEXHEERNAstraiZFIF P HITE MR, NRESEERE. ZEEE T M FAstra5LDAP
E/l. HEXSLDAPE X TR HJAstra ControlFBFP 14, {&r] LU{EAAstra Control APIZ{Web UIEZELDAP& 1%
IIELIRLDAPEFMA, EXIFEMEE. BEWUTX:

* "{§EFHAstra Control APIBIB i S i iEFI A"

* "{EMAstra Control UIE IR A F14A"

* @A Astra Control UI'EIEiiE B9 585"
el
WP EFEEMEBIER R LA Astra IEHIFORERNEZ AL,

p
1. 12 * BIEIKP * SMKEH, %EF *iKP .
2. JEFE - B ORI,
3. WEHE * AMAR *
4. BMNFAFBRTR, BFEptutAIgEYEEg,

BRRETERERIEREN,
o EABEHRANRNAF A,
ST ABEREUTIIR:

o *EBEGE T AUEERR.

° {ﬁﬁiﬁ AR EESRABNR, IUEENAEFRMNES, IUEEENARERUNBIERREME

o EER  BANOAGNR, FILURINMBERFFAEE ZIMIEREMER,.
* *FrBE * REEERAENIR, AILGIIAMRERBAIKS,
6. ENEAMRRNEERAENARNIAR, BEA * BARGBRBINARFN * EEE,

BXAMARFEAER. BN "EESMAFATAE"

LB vi=:= Rl )
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7ZPrometheus P& E R

1&8] LUE B Prometheus & & Astraz il 0 E13E,

HIE

. TENISE 28, i \Prometheus URL,

. MPrometheusZZB . EFEHR*,

- BB RREESS. BEEHIT SN E R,

. J%&¥E ... scrape samples scraped FIEFHITS
- BEEFEMIE#EZIERIZERT . BIEEER

—_

a A 0 DN

()  mBEKETSIEBME. NS MERNIETEUTANSRG ST,
ZE#%%! Fluentd

&7 LUK B & (KubennetZ ) MAstra Control CenterliZ B R G KX EIFluentdifisi. ZXIANIERT, Fluentd iE
B TFREARS,

Astra

z@ﬁ e
— W fluentd
External log
+ fluentbit repository

event logs

() RezwsshnEEEESRRET Fluend,

Feaz i
- BF *B1E | FiEE * (NRHY Astra 1ZH 0K o
* B7E Kubernetes 58%_ &% Hi51T Astra Control Center o

(D) Astra BHRLFRRIESR Fluentd IRSBHNFBES. BHERHNERIO(E

p
1. EMASE * BER | FEE * NIRAIKF BRI Astra 12610
2. JEER K > ERE
3. NET * BERFFERE * BT RITIRAESRE * E1 * LURNIDERS
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Y Disconnected

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.,

4. B\ Fluentd ARSSSERIEN] IP tthhk, WHOSHHEZEEA,
. WEEE &R

“

SNREN Fluentd RSB[RNRIFAEBERE, W * kA * > * & * TEHR * B8 * BOBETREEERK.

MTE, EEILLAREEER Fluentd RS BHEEEHAE.

NREEEAREMRRARK, WRASKETR KK * . EAUERFREA LA * &8 * THREXKMNERE,

IR LATE * 0KP * > * @A * THEMEERER.

@ MREEWERTRERRE. NERFTFNRHARRAEERIA

/var/log/containers/o

YR8 Fluentd EiE
RE] LI4RERS Astra Control Center 24589 Fluentd &3,
B
1. FREH * BIER | FiEE * NRRKPERE Astra 1I=HIH10.
2. B > &,
3. NTFHIFIRFIEFR*Edit* IR IERE
4. EH Fluentd SIS,
S R RFE S

2 Fluentd iE#E
&R A5 Astra Control Center SEff#Y Fluentd &1,
T

1. FRAS * BB | FEE * (RIKAERE Astra =& 0
2. BT IR > EE

3. NTFHIFIZRSIESR * BrFERE * LIZRIEE.

4. FEITFRIFHEED, HINEIE,
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BCHEIEN AIEF SR
M Astra F=#IOMIBR B EEE BTN BIZF o EEE

BCHEIENAIERF
M Astra IZ=HIFRMVEIELEBERBEERD, REBHTEINBER.
ECHE RN RIZFET:

* FRE A B D ARERERE R MIERo
* NRREFRMESIEGA T A

1

1. NEMSHZF, &%~ LARER * .

2. EERN AR,

3. MR AYIRIET IR, I BUHEIES
4. EFEEXER.

5. # X\ "unmanage" #{THaiAo

6. EFE. BUHEEN AR

L

Astra IR B L BT FITRR
BUHBIRER
BiEMAstralz O BB T BRBEIIER.

()  aovssmerra, GRIUEEESERXROLAREY.

BUHE &R

* HIRER(ZLER Astra I£FIPOEIREE, EANEFHNEEERITEMAENR, BASMBRESRE
* A MEBEHENE Astra Trident o "7 2 U0 ENZEL Astra Trident"s

I

1. MEMSAA=A, EF - E8F .

2. R ABEEEEMNERN NS IEIE,

3. MIETNSEERRY * $$E * Fldh, &R * BUHER *

4. WPABEUHEIRER, ARER 2, BCHEEE *

“#R

EENRESRHEREERIR s /5. EEEMNERE TIE MR FEHRAstraimHFOEE,
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13 Astra $24I50F] Cloud Insights iEHE * , MEGHEIZEBHSHII N SR ENEIETRE
() ®FEZEE. MREEEAstralHIFLFCIoud Insights *. WEGHEIREEHE MR
fluentbit Ml event-exporter POD,

2% Astra I=HIHC)

ZFtRAstrafZhlit. 1B MNetApp ZHFIAR THREEHTEMUTERA, S LUERLE
BRIFP R B EAMIERIBENIMR PR Astra IZH]H il

XLEBBAT R T Astra Control Center A= MRHTARAFRENLRIMARAMITIAZ, ERAEEIRMEL HRIRASE
BRI RESHRANRAT R, MRERENAstra Control CenterfR A b IR AT SHRA. ERIEEBER
TRAFRIFEHA. HIERENAstra Control Center{RtL RHFTHRAB— M. BXBLAIRAMNTE
FlE. WM KT

a2 Al
TEFRZAL. EHRERERNIFETFAERE "Asta Control CenterZfEHIREER", EBHIFMENABUTHER:

* 1. "supported” Astra=IIhRE

BRASR

MEMSRETETH {\f429 TRIdent} hRZs:

kubectl get tridentversion -n trident

() wREE. EEXETARBASHEIT HE

23.10hkZAstra Control Centerfsfa—" " hRads. ©i§ZHFAstra Trident, FRZIZBIIEXEFEM "F

@ FiAsta ControlBt EF2F" ihir]Asta= TR IIMY SR EIRFFMEECEIIRE. EFERILLY BRI
BE. BAIEIRSFREIAstra Control Center 23.103 /S FAstra Control BB B2, Asta ControlE
BIEF A EES B HBRRZASHIAsta Control Center—2{E M,

* 1FMKubernetes 9D %
BATE

HE & IETEiz{THIKubeneteshi s :

kubectl get nodes -o wide

* BEBRFERRE
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BRATR

MR RSB RIR

kubectl describe node <node name>

* AT AT H#EIXA_EfL Astra Control CenterBRIGHIEARER
* BRIATRAESE

RATE

HERIAEESE

kubectl get storageclass

* BITRA R HRIARIAPIBRSS
RADSE

HIRFRAE API BRSHIATFETINVEIRIF BRI A:

kubectl get apiservices

* ({XFROpenShift)iz1TR L R4 H P] BEVSEEHE (T
BASE

HBRFTE SR ERYLTEITRARFER A,

kubectl get clusteroperators

* i/5i]NetApp AstraiZ B TARR :
& AT LUEE MNetAppBRG T A R FRIREXAstralZ BV R EEBRMEFIGERTHEE. BIsNAstraliZ B ETZRT.
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BRATR

a. IEREBEREIMEFAFEMAstra Controltk 1D,

& B LATEAstra Control Service Web UIFREEFERIKFID, EFNEA _ EANEEIE, EF*API
access*#ic FERIMK 1D,

b. ZZFE—DIEH, % *Generate API tTREFRAPI IEFREEFIZT MR, AERERTFERE
=&,

c. ZFF|Asta ControliFAER:

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

RFUIES
Astra 26| R OARIERIERETAUATERTE.

()  amsAmzE. EMAsraiEIRL AR REEH,

* THEHIEEAstraizHI ity

* MIFRNetApp Astra kubectiEFH EFH L E
* [RBREGRINEI A AR ER]

© REFIEH Astra FHIFRIER

* F4% Astra 3ZHIH

* BIERFRE]

@ 1570MBRAstra Control CenterizBfF(fI#0. kubectl delete -f
astra control center operator deploy.yaml). LUESfIBRPod.

MR, SHFURERET, BIELEPEORRITHR

T#FIZENAstraiz ity

&R LUZEE MNetApp ZHFuh s T EAstraiThlF OB 8] LAE A Docker MAstraiz il iR 53 B G A R 1R ENIZ

o
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NetApp ZHFifi=

1. F# B &Astra Control Centerf93 {4 (astra-control-center-[version] .tar.gz) "Astra
Control Center FETIE"s

2. (BIERE) FHAstraiZFI RO ANEPHERZE (astra-control-center-certs-
[version].tar.gz)ABIiER & BHNER.

BRFUERFRAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
HENE BREE verified OK WIERINIG.

3. MAstra Control Center{R45 €] 2B AR :

tar -vxzf astra-control-center-[version].tar.gz

Astra ControlEl& 3R

1. R Asta Control Service,
2. 28R E, %EHFE*Deploy a self-managed instance* of Asta Control*,
3. % HRi7 % R E|Astra Control G EM K. $EEXAstra Control CenterZeZE R FH I BN IZ R4,

fHiB&NetApp Astra kubectliE {4 HEfH L
& B] LAEFANetApp Asta kubect®p <1 THEH IS IS HEIX F A<D ockerfF i

1. HERSEREILES:

kubectl astra

2. PUTUT#RIEZ—!

° NRELENIES. Nitd<SRiREkubecTniEEFEEEN. ER] LURIBRIRE R 24<BYkubecT1-Asta:
delete /usr/local/bin/kubectl-astrao

° IIRMELREEIR. MWRRARREIES . S UBSEHIT TP UREE,
3. REHEM:
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a. 5| H AT FIAINetApp Astra kubectl$fifF —#HFIXH. Hic MRIERRFMCPUSRMFR IR R:

(D kubectiEff A Riarly—8%. FHAMERFRICHRP kubectl-astras
ls kubectl-astra/

a. BIEMN T HBIX GBI R HEREHEM RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

R BRI ARNNE At E AR =
1. AEER3 I B AAN S BRI
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥§Astra Control Centerf {4 B RPN A EIREHXEIAHITM TR, FITIT2HI. IHETUTEIR
push-images Bi<:

° <BUNDLE_FILE> ##f2 ;yAstra Controlf4F 8 XX IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. FRIIMR:

podman login <YOUR REGISTRY>

3. HEFHIBITUTHXMEERRPodmanhi A BE XA Z —, <MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

RZEEEIIEH Astra 15RO IER
1. EER:
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cd manifests

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIERY
A F AR Z A,

vim astra control center operator deploy.yaml
a. NREFEAIIMREESHRIE. BB RBRIBIIEINIT imagePullsecrets: [] FRAUTHS:
imagePullSecrets: [{name: astra-registry-cred}]

b. 8824 ASTRA IMAGE REGISTRY o kube-rbac-proxy FMGHIRELFMRERSH F—+,
C. B2 ASTRA IMAGE REGISTRY o acc-operator ¥MGHEXREFMERRRFH E—F,
d. BUATERME env &5

- name: ACCOPiHELMiUPGRADETIMEOUT
value: 300m
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~fflAstra_control_cCenter_operator_Deploy, yaml:

apivVersion: apps/vl

kind: Deployment

metadata:
labels:
control-plane: controller-manager

name:

acc-operator-controller-manager

namespace: netapp-acc-operator

spec:

replicas: 1

selector:
matchLabels:
control-plane: controller-manager

strategy:

type: Recreate

template:

metadata:
labels:

control-plane: controller-manager

spec:

containers:

- args:

- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
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path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

3. LREHGEM Astra ITHIFOIRIER

kubectl apply -f astra control center operator deploy.yaml
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MRz

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

4. IIEPod @ BIEIEIEIT:
kubectl get pods -n netapp-acc-operator
4% Astra =550
1. #BiBAstra Control CenterBE X & R(CR):

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

2. BfAstrahid~S (astraVersion A spec)23.07.0t023.10.0:

@ EARREEEM L YRIRASEEM N HE SRR A R BXELTRAHITETIR. 15
B0 "RITIRE"
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spec:
accountName: "Example"
astraVersion: "[Version number]"

3. IIEE MG E MR R R T S EETIEGHIXEIAEMRER A F—F, FH imageRegistry 1
B spec FAMTRE ERLZELURERTAETEX.

imageRegistry:
name: "[your registry path]"

4. BLUTFTRBRNE crds FHIECE spec:

crds:
shouldUpgrade: true

S. IEHARMLLTIT additionalValues £ spec 7EAstraizEHlH\CRHE:

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

6. RTEFFHBRUEXHRIEER. WP AMMAENR. HABEAR.
7. (FIk) JOIE Pod R RAIEHENTA:

watch kubectl get pods -n [netapp-acc or custom namespace]

8. FfFAstra ControlREFR T ARE M EEEMEE (True) -

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

Mie) &7 :
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NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 23.10.0-68
10.111.111.111 True

@ BERERRESIEARIRES. 1BIBTTUUTEFS . kubectl get AstraControlCenter
-0 yaml -n [netapp-acc or custom namespace]

E10BAstraiTh|FORER AE. BEBITUTHS:
@ kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

FIERGFRTS

1. BRF| Astra =510

2. WIFIRAR T EAR. BESIAF RERN R TUH,
3. WIFFMEREREHNN AR ETNEEHZ IR,

=B Asta Controlfid B2

Astra Trident 23. 10 BShRA IR MH T (EFHAstra ControlER EFZFHEIN. ARSI
HYAstra Control AP inR&RFEECENRE. IR T E TR EAsta=irCSIFINEEZ M Asta
ControlB B2 IR T Lt B IhAE.

7EAsta Control Y RREHH. Asta Controlfd EFZRKFEX{{Asta Trandent. F{/JAsta ControlZRfa I EERCE
EERMREREHER. Ak, 58711 Asta ControlFBF /2 FAsta Controlft EF2F. Asta= o B MHER(RIFH
TR HEANetAppBIFCSIFIEMINEEHITE TR 43P, ZIFMEH.

FEFIES

NREEAstraiz R ONIFT AP, FEFEFERAstraizHIEBEIRFINRE. NIRLEELIRES B, MNRE
BAstra=ImEUEENERF . FBEHLEAAstra Controlfit B2 F IR EMINEE. MAFRI{EHAstra Control.
MERHEE L IRES B

FHFEMIER. BIAER FEAstra Trident 23. 100 A= S A ERRFIIEE. B LUER LI ZE A ILIhEE,

FriaZ
MR EFSFAsta ControllR B2 IBAHRITUTFIRE:
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Asta Control i FH P iZ2{itAsta Control Center
* SKEXAstraiTH| R OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE
R1IEAIIHEE,

* ZE ALK EIAstra Control Center 23.10: ¥R 1TXRFAstra Controlfic 125 Astra ControlZE & 1§
B, NEZIthRras,

 CHINEBEEB—TAMD64*ZA 2219 Astra Controlfit B2 & Eamd64F1ARM64 CPUZEHY R ERIR
i, {BAstra Control Center{¥ % Famd64,

* JREVE T EMRIFIRIRAsta ControlfRSZ 1 : tNERE{FEFHAsta ControlE R M A ENetApp Z#Fih
= K F#Asta ControlEC B2 %, 155ERATERM "Asta Control Servicelk " EEFHIRRREFH O
EBlueXPik P 5. &% UkRIAstra Control ServiceXGd B F B4,

 MNRBLET Astra=im T EIEF, EWIAEMRATEEMRAENEORN: WRENAstra=IRLZEZF
1£23.10kRZASBIMA M RZASE OA, MBI LAERAstra Control B ZF12F BIZEH R B Astra= i L 3EFE
F£23.10, 510, ErILAEEMAsta=irmzl22.10H2K%ZF123.10,
{3& i FAsta Controlflt B2 FHF

* SKEXAstraiTH| i OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE
R1EAIIHEE,

* MNREBLRET Astra=InLEETF, BHIAERAEEMEENEOR: NRENAstra=ImLEIEF
1£23.10RASHITA MR AT AR, NE]LUERAstra Control B F12F HIEA A EAstra = if 372
£23.10, g0, &rlIEEMAsta=ixF122.10H42%%23.10,

* jXEXAstra Control Servicelk P LUAREM R EFE A EMERA 8E T HAstra Control iR EFZFFIR
B, BFAEA. BE5EMAEA "Asta Control Servicelk ", IEE IR KRB HBIEBlueXPIKF IS
135 Bl Astra Control Service X%l B8 F R4,

(P B1) T EHFH12EXAstra ControlEf B2

Astraiz il 0B P A LUfEEFNetApp S2Fuh & SiAstraifliEMR 7575 FTEMRE, EEARFEHAstra ControlfiE
ST fERAstra ControlBR B2 F HAstra TrentFB P R ER MRS %

(%) NetApp ZiFih=
1. F#Asta ControlifBF2F & (trident-acp- [version] .tar) "Astra Control Center FE,T1E"

2. (B r]%k) T Astra Control CenterBIEHFNE 2 IRLF € (astra-control-crier-certs -[version].tar.gz). 3%
jiFtrident - acp-[version] taril4F B 2
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BRAUBEFAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. fin&Asta ControlER BFZ R :

docker load < trident-acp-23.10.0.tar

o] 87 -

Loaded image: trident-acp:23.10.0-linux-amd6c4

4. FricE&:

docker tag trident-acp:23.10.0-linux-amd64 <my custom registry>/trident-
acp:23.10.0

S WIREHMEIXE BE XCEMER:

docker push <my custom registry>/trident-acp:23.10.0

(3%£171) Astra ControlB & EMR

@ E{t!:?s?%T’E*/FE’;%EP\ & B LAE A Podmanim A ZDocker{Te <. WNREEABIZWindowsIFiRE.
3N fERPowerShell,
1. JA18)NetApp AstraiTH-BREEA R
a. ERF|Astra Control Service Web Ul. AS%ERTIE A £ AMNEETR.
b. & AP
C. i FERIMKFID,

d. Elﬂ—ﬁiﬁqﬂ, %E$¥*Generate AP t<LH* HIGAPIL IEF AT R ERIZIBINER, ARRKEREERIES

e. FREINEIEREE FRAstra ControliEAAER
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docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-token>

2. MREEBECEMR. BREUTSERE. UERRAEERDERRGEHEBESCEMRR. MRERE
AR, BRBPFNZIREEREFSRETRIE T 1%

@ W T e <A LUfERPodman. A EDocker, {1REFEAMEWindowsIFiE, BiINfE
FPowerShell,
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Docker

a. MEMERPIZENAsta Control iR B2 F L&

@ IRBBIRGAZIFZ TS, REFSRIPMEINENMERENFES. Flg0Llinux
amd64,

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform <cluster platform>

Nl

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform linux/amd64

b. RiCE&:

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

C. BIEHIXREIBE CEMER:

docker push <my custom registry>/trident-acp:23.10.0

F2EA
a. ¥Asta ControlEC B F B R EHIZ| B ESCEME:

crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

(562%)7EAsta Trdent /3 FiAsta Controlit B2
MERBRES EZRBER HIREREH EATHRENNTE,

@ 1BE7{EAHelmB FAsta Controlft B2, WMREEVBRZEPRFEAHelm. HEEHLKE
23.10. NMIEEFEANEIRERT StridentcdI3R B A Asta Controlit B2
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Asta=iIfie{ER

1. "FEAsta= IR LR T HARELE"

2. NRTERLEAstra= I RERRF. HELEMTDIBAstra= i LERZFPRR TIRER. BTRUTS
zZ:
a. gIgEREXA:

kubectl create -f
deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y

aml

b. I =INd&Z TIE (kubectl create namespace trident)ZHEIA=IErE TIEMLHATFEIE
(kubectl get all -n trident) . WMREMFRLILEFR=TIEL. FEMEIEE,

3. ¥Astra TrdentE#$923.10.0:

@ X FizfTKubornetes 1.245 B R hikASHYEERE. 751EMA bundle pre 1 25.yamlo ¥F
iZ1TKubernetes 1.258 EmhRASBIEERE. I5FEM bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

4. 183 Astra trident@ B ETEE1T
kubectl get torc -n trident
Mie) &7 :

NAME AGE
trident 21lm

o WIREE—NMERNEBRVEMK, HLIR— AT Astra Control B & 12 FIRIRAIE TR

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. 4REETridentOrchestrator CRIIFHIT LA T 4RLE:

kubectl edit torc trident -n trident
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a. AAstra=IHIR&IZ E B E XCEMER N E U MAstra Control3E MR FIRENZMAE (trident Image:
<my custom registry>/trident:23.10.0 3 tridentImage:

netapp/trident:23.10.0) o
b. 5 Asta Controlft BF2F (enableACP: true) o

C. i&EAsta Controlft B2 KA B E XOEMRAIE S EE MAsta ControliE A R AHEEX
(acpImage: <my_custom_registry>/trident—acp:23.l0.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:23.10.0) o

d. MIREEET EGIEESR ERRESBNAESS. ErIUERLIREE]
(imagePullSecrets: - <secret name>) . FREERELSEFLIZNEREZINEZIF,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret name>

7. REHBRENM. BEIREEFIR.
8. WIFEEELRIRER. BEMBIRE,

kubectl get all -n trident

@ £ Kubernetes 8% REEH * —MEIFERFSEH] * o B7MEIEZS MEBERAsta=IRIE(F

=
Dlo

<

9. I8JF trident-acp Ae81ETEIEIT acpVersion 7 23.10.0 RN Installed:

kubectl get torc -o yaml

Mie) &7 :
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status:
acpVersion: 23.10.0
currentInstallationParams:

acpImage: <registry>/trident-acp:23.10.0
enableACP: "true"

status: Installed

Tridentctl

1. "FHAsta = IR RERZFHARELE"

2. "NREE BAsta Trident. IEMIEE CHIEBPIFEEIR",

3. /2 Asta Controlit B2 HYIB R T % 2kAsta Trent (--enable-acp=true) :

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:23.10

4. 3\ E S AAsta ControlEd B12F:

./tridentctl -n trident version

Mie) &7 :
R e e et R e e e e + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | #-——————————————— R
fmm + | 23.10.0 | 23.10.0 | 23.10.0. | #==————————————an
Fom e Fomm - +
ZER

Asta ControlEC EFZFIHEEE B A, R LAGEA SRz TRINRA AT ARV EAIZhEE,

({i&FFAsta Control Centerf 7 )& #£Asta Control it EF2F 5. 1EAsta Control Center UIRIEE LLALETZFRY
EEBBETR ACP version AR Trident version FEMYBILZENRAS,
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

BXFAEE ...
* "Asta TrdentFH£ESIRY"

H# Astra 1=HIH0)

NREBMIABMRALRE TR M, EeTseEE MR Astra Control Center £HF, E
fif® Astra $=H|FOFD Astra =6 RICRER, 1BRINFEITIIRED BHRFIRIGR S,

NRIGTEENHEHBENEMIR, BB (W EIELRLH T SRR

ez Al
1. "BUHEEFBNARR" -
2. "EUHBIEFTE &R

p
1. BER Astra I=HIFR0. UTaHLTTHEFRINLE, IREHITEEXEE, HEHHT.

kubectl delete -f astra control center.yaml -n netapp-acc
&
astracontrolcenter.astra.netapp.io "astra" deleted
2. FHEUTHSHBR netapp-acce (BENXRR)dnR S8
kubectl delete ns [netapp-acc or custom namespace]

ZER:
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namespace '"netapp-acc" deleted

3. EAL T an<HIER Astra I=HIFRICRIER RFLA M
kubectl delete -f astra control center operator deploy.yaml
g

namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted
deployment.apps/acc-operator-controller-manager deleted

X ENE R) B TP AR
AL FARRTTSERRRENE Astra 5 OB HELAO A B

% Astra ITHIFROTEBIER B LAV SITIR(ER POD

WRTEENE Astra Control Center ZBIREUHEIEEERE, WA LAER LU Tar<FoifiBR netapp-monitoring 54
Fialflan & == E Y Pod :

p
1. #If% acc-monitoring fXIE:

kubectl delete agents acc-monitoring -n netapp-monitoring

©ZR
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agent.monitoring.netapp.com "acc-monitoring" deleted

kubectl delete ns netapp-monitoring

=+
#h

namespace "netapp-monitoring" deleted

3. HIAEMFRHEIR:

kubectl get pods -n netapp-monitoring

#5

No resources found in netapp-monitoring namespace.

4. HHIACHIPRISIE IR

kubectl get crd|grep agent

IR

agents.monitoring.netapp.com 2021-07-21T06:08:13%

o MIBFBEXHRENX (CRD) 58

kubectl delete crds agents.monitoring.netapp.com

©ZR

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com”" deleted
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ENEL Astra =605 BIE Traefik CRD
&0l LLFshifiB& Traefik CRD . CRD B£B& R, MERE(IIEsmER FHNEMNBER,

HIE
1. 5| EEBE E2R %M Traefik CRD :

kubectl get crds |grep -E 'traefik'

Ll
ingressroutes.traefik.containo.us 2021-06-23T23:29:117Z
ingressroutetcps.traefik.containo.us 2021-06-23T23:29:117%
ingressrouteudps.traefik.containo.us 2021-06-23T23:29:12%
middlewares.traefik.containo.us 2021-06-23T23:29:127Z
middlewaretcps.traefik.containo.us 2021-06-23T23:29:127%
serverstransports.traefik.containo.us 2021-06-23T23:29:13%
tlsoptions.traefik.containo.us 2021-06-23T23:29:137Z
tlsstores.traefik.containo.us 2021-06-23T23:29:147Z
traefikservices.traefik.containo.us 2021-06-23T23:29:15%

2. fif% CRD :

kubectl delete crd ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us traefikservices.traefik.containo.us
middlewaretcps.traefik.containo.us

THREZER
- "EE A B AR
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{EFHAstra Controlft B12/F

BB e EimINE

BidFFHAstra Controlft EfEF. BN EERBNEFHEEIRZENRERHAME. M
MmisE BRI Z 24,

Astra Control e B2 21 iR B N E B 5 imiE 1 TKerberos % ©

* NEFEBERIKubernet—Astrafit B 127 215813 MONTAP OpenShiftfl_EiifKubernetesEEE¥ I NEFONTAPE
RINFS3FINFSv4iEZi#{TKerberosiN&,

* NFSv-iZ B B2k #@id M _EiifAzure NetApp Files&EE$ZIAzure NetApp FilesEHRINFSv4. 13123
fTKerberosiNZ,

TRILABIRR. MIFR. WEEA/N. SIRRIR. R=fE. RiEmE. ASNERNFSMENE.

ERANSIONTAPEEL & Z i iIKerberosiZ
BRI S EE B SANEFONTAPEE IR 2 BN EME R 2B AKerberosilZ,

@ g?ﬁﬁﬁﬁﬁﬁﬁﬁ MNEBONTAPZAESIRIINF ST 2 #{TKerberosZ ontap-nas TFEIRENTE
FraZ Al
* BRETERESEE LIBFAsta ControlicE 2., 1SN "= AAsta ControlEL E2F" AXWE, BFS W,
* HWRIEEI LA tridentctl AR
* HRIEITONTAPEEEiH A B BIE R IARINIR,
* RREHIEZMONTAPEERIHRHEZN— N Z N ER B,

* HIREEZIFONTAP Storage VMU #ENFSHRIKerberosii®, HEM "T40E LIF EEF Kerberos" &
xinkH, 1BEE M.

* IR B EMERE S KerberosINZMERINFSVAE, 1EEIHRINetApp NFSVAIEZE —T5(E130) "
{NetApp NFSv4ILsaIhEEF BRIESCERIERT) "o
FINSIELONTAP S H 5B

BEEZMIMEONTAPZ RS AIIMN, & SIS HERRS. LUEXONTAP Storage VMIRELIR S L
EKubornetes e B¥ HE Z MU RIONTAPE S HKerberos &, fE&7NNAY S H SR M NS EI 2 T H RS T E
FrLU TR AN TG R AR -

RN
fEFANFS. NFSV3HINFSv4ifin] il B & T tH ek,

IBEFAER
TR LURIEENFREE U T =M R EhRZ8IKerberosiiE Z —:
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* Kerberos 5-(S {2 38iEANMNZ)
* Kerberos 5i-(B {4 IRIEFINE S B131RF)
* Kerberos 5p-(S M ¥IEMNIZE. BB SHFRFARIPIHEE

ERIEHIAFRNRECEONTAPS L ERESHIN, Fa0. sNRERFEIEHIES FEAKerberos 5iflKerberos 5pilZ&R
HINFSE. BEFRAUTIARIRE:

Type ESEAVTE TR B AR I5IR)
"unix" enabled enabled enabled
Kerberos 5i enabled enabled enabled
Kerberos 5p enabled enabled enabled

BRAIORONTAPS B A S BE AN, 158 ML TS0
* "OIRR S AR

RCEEES

IR

EET LGN B & Kerberos IEMAERIAIER 1R BRI FHE AT E.

XFIES
TR AT A EKerberosN BN EMESIRECE X4Y. &0 LUIERIEE =N FRREIRZAIKerberosi&Z 2z —

spec.nfsMountOptions S

* spec.nfsMountOptions: sec=krb5 (BRIIEFMIIZ)
* spec.nfsMountOptions: sec=krb5i (B@IRIEFMMNZEUNBH1FRF)
* spec.nfsMountOptions: sec=krb5p (BPIIUEFNNE LUK S FIFRFARIF)

BIUEE—Kerberosl, MRESHFIRPIETE S MKerberosMZERF. MRS FERE—METL

p
1. EREEH L. FRAUTTRAIRFERREREXH. BES<hNEBRRALIFERNES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFIES
SIBEMERITREY. EoILUERIEE =T ERrZsHIKerberosiI% Z — mountOptions B
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERLLTRBI6)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE. BIETUEESE. BXHEA, SR "TLEE"
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Faz Al

* R E1ES ERed Hat OpenShiftEEEf L= FlAsta Control BB B 2. 1585 "EfAsta ControlERE 2" B
Xinfg, JmEW.

s FARERILLIAE] tridentctl SEAHER.

* EEEPMERFFIZEBHMNEE. HBIREE NKerberosMZ E&ETFAzure NetApp FilestZfiEfGiH "Azure
NetApp Files 314",

* R E IEMBECE [FBKerberosNZRIERINFSVAE, 15EHAINetApp NFSVAFERE —T3(5513M) "
{NetApp NFSv41Za3INEEFN RIESLERIERT) "

SIBEMER
& LB B & KerberosINZ IHEERYAZUre NetApp FilesTF G IRECE .

KFIES
T RIRECEKerberos BN FMEFIRECE XHEY. ERILIEHITENX.. FEMATFUTRNAIENESIZ—:

s RN EFEREGEIRAI* spec. kerberos FE&

* ERAIY RN spec. storage. kerberos FE
TEEMHERIEXEER . RASERFEEPITEREZFZM,
TEE—RF. EE A LIEE T =M AE R AHIKerberos & 2 —:

* kerberos: sec=krb5 (BPIEIEFNNZR)

* kerberos: sec=krb5i (BRIRIEFNIZE LUK B11RIF)

* kerberos: sec=krb5p (BHIRIEANNE LIRS HHFRFAR)

p

1. EREERE L. RIEFEE FHEEHNIE (FRERAFISEMBES). ERUTREZ—tIRE#ERE
IHECEX . RHES <>HREZRNERREFRIESR:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

etV uct Gl
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apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-anf-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krb5i #can be krbb,

credentials:

krb5i, or krbbp

name: backend-tbc-anf-secret

2. EREE E—SheENRE X EIEER:

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:
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WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTRBI6)7EStorageClass Kubenetes It :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc anf-sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
fCES

SIREERmMEFEERS. BMEAUEES. XA, BEN "EEE

ERIRIR VR E E LN

Asta Controlfic B2 Al F MIRERIFIRIR (I 1E R TridentActionSnapshotRestore
(TSR) CR, IltCRAE{EE S Kubbernetesi#fE. EIRERMEASFHARE.

Asta Control it B2 251 L RITIREBER ontap-san, ontap-san-economy, ontap-nas, ontap-
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nas-flexgroup, azure-netapp-files, gcp-cvs, M solidfire-san RXENFEF-

ez el
B BB HE RIPVCHIB] R EIRER,

* WIEPVCIRESEEEHE

kubectl get pvc

* BIABIRIBEAEEME. FUER.

kubectl get vs

g
1. BI#TSR CR, IERFIEHIPVCEIZECR pvel FEIRIR pvcl-snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. WACRUUMIRIBEIR, Ithf4E MSnapshotif R pvels

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R
Asta Controlfd B2 MIREBIRREIE. &) LAISIERIBIR IR TS,
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* FRZHIBERAT. NRKERIE. Asta Controlic BEFRF A BEIEIRILIZIE, BFEBXH

. B EERHIIRIKubbernetes B F A BEABFHIR. AT RRRE
#5 ZIERAIEETSR CR,
fEFSnapMirrorE &

&a] LUFEBAstra Control it B2 E— N ERE LRV S FER VB INE 2B Q12 S
BRAR. WEARMIRESFEE, S EREERIMANBEENERE X (CRD)HIT
AT 21E:
- EHZERIREBEER(PVC)
MR > BIEEG X T
. HhBRSBIGE R
© EREIER TIRF TR (M)
o TEEEEE AT FRRZRE T AR (1 R B P s A ST RS AN

226



ke S
FraZ a0, BHERR TERE M

ONTAP &£

* AstralZ(FERBIZF . Astrald(FERBIZFFhRZN22. 105 B S iR~ A BB (1 F{E A ONTAPYE N R ik Y REF B
txKubernetes& 8% .

* YFRNE: ATERFEIRONTAPEEE /B AEREIERIFERIONTAP SnapMirrorE ¥ rliE, 55N
"ONTAP FaJSnapMirroriF Al A" BXIFMAEE ...
POE:
* EEEEFISVM: ONTAPTEERIRN IR FWFERS. BB "S5 SVM WERLA" BXIFMER ...

() @R ONTAPEE 2 IS HI% A RERSVMEIER—H.

* Astra Control E&EFMSVM: MHFIZFESVMHAZIN et BArEEEE ERYAstra Control B &2 F R,

S ERIRENIZRE
* ONTAP -NASHIONTAP SANIRGIfEFE L iFEE 4,

BIZREPVC
RELUT I RAEACRDRAIEEEM —REZEIEIERBRXR,

TE
1. f£¥KubbernetesfE8 LT TS
a. fEF B StorageClassX & trident.netapp.io/replication: true B,

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {5 %A eiE R StorageClassBlIEPVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. fERZHIE S 8RB RXARCR,

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control it EFZF S1RENE IR ERE B U R EN HFIEIBRIP (OP)RE. ARERBGXANKRE
FE
d. $XKEXTridentMirorRelationship CRIAFKEXPVCHINERZ F#RFISVM,

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:

conditions:

- state: promoted

localVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”

localPVCName: csi-nas

observedGeneration: 1

2. FZKKubbernetesEE FHITUT S E:

a. {§Mtrident.netapp.io/replication: true2# 8| StorageClass.

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas

provisioner: csi.trident.netapp.io

parameters:

trident.netapp.io/replication:

b. £/ BHrflIRE S EBIREXRCR,
Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas

remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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AstaizH FR BRI E AR E R X R RS 2 MR (SHONTAPHIZRIA ZERE 2 7F) B SnapMirror X Z 2t H
1TH08E 1.

C. fEMFRItEZRIStorageClassBIE—TPVCLUREZ4(SnapMirror BF)o

Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra ControlBR B2 510 E 2 B FE TridentMirorRelationship CRD. MR It X RARTFE. WTTEBIEE
E, NREFERERXR. Astraiz il BERZFBHAEFFlexVolE MBI SHEHRX R ENTIESVME
IR EXRREMSVM L,

EEHIRE

ZRIRBRR(TCR)Z—MCRD. RRPVCZEIERIX RN —in. BIFTXR EEHAE— TS, ZRE=SE
WFAstra ControlELBIZFFARHVIASE 4. BIRTXAR EERAFUTRKE:

* BEI AMPVCERRHEXANBETE. XB— KR

* 1'F: AMPVCHIREHEER. HAREIERNBRNFREERXR.

* EWNEL IMPVCERBRXANERS. URIHATZREXRT.
c IRBMEBESFEEUXR. ANERBZERENRNE. WAHERBEMEILARS.
* MREBZBIRGREULXRFR. WEMBIZFPRSFRY.

EitRIIMNA PR FS HR Rl FH 4 BNPVC
£ —ZkKubbernetes&E & FITIA T :

* ¥ TridentMirorRelationshipBy_spec.state F EXE# N promoteds

I XA ERPEFR S HiEl e A 5RBIPVC
RSB IR )MRE. ITU TS BIEA—&PVC!
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TR
1. #£FKubbernetes&8¥ £, BIEPVCHIRIR. HEFEIERR,

2. f£EKubnetes®EE% F. BlI7Snapshotinfo CRUFKEXAERIFAE B
T

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. FZ-RKKubernetes®EE¥ . ¥§ TridentMirorRelationship_ CRHY_spec.state F EXE# /9 _promoted_
#_spec.promotedSnapshotHandle_. LARIIREBAI R EZRRE FRo

4. E” 4R Kubernetes&Ef £, HiATridentiR R X REVIKES (stats . state FER) A E IR

FEHRERBEERFEERRR
HEERRIRERAZEL BEFEERFREEHI—IR,

T
1. £ BKubernetes®EE# . HREEFH TundentMirorRelationship LB _spic.netVolumeHandle FEZHI(E,
2. TEZ4KkKubernetesfEEf E. ¥ Tridentii{& X HAY_spec.mirector FEXFHE reestablishedo

HAthig(F
Asta Control FRBRZFFIFFEE B K% LITIU THRIF:

B EPVCEHIZIFEI—LKPVC
WFREEE— N EPVCH—NAREPVC,

iz

1. MBI &K (B+5)EEFHIFRPerbestentVolumeClaim# TridentMirorRelationship CRD,
2. MECGR)EE T MIFRTridentMirorRelationship CRD,

3. EE(CR)ER EANERITMNH ZHK(BIF) PVCEIEHFHAITridentMirorRelationship CRD,
JAEESEGR. EPVCI _HPVCHIA/N
A LUEEEEPVCHIA/) WMRIIEEEI LA/ ONTAPR BshY BEf B txflevxvols

MPVCHRIBRE
EFREH]. BN LB RERITUTIEREEZ—:
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* MBRREPVC EMEBRXR, LRIERPIEFIXR,
* &, spec.stateFEXEHT/_promoted o

MIBFPVC (ZRIEREKR)
ASRA ControlBEt BEiZF SN BRBHFEEHRIPVC, HEZHMFEZAIRERERIX R,

IBRTTr

BB &R X R —IRATH, RS SHFRIKHNTH, EFRTEAstra Controlfit B2 7 STk ilb& =z g1 E 2 _promotedik
o WMERIEEERFRBEITMirrorE4F_Promote K&, WAFEMBREGRRA. B TMirrorE# MR, Astra
Controlfe BERZFF =G ASMPVCIRF /9_ReadWrite, ItEHIFRIEVERFFEONTAPHRZ AR SnapMirrorst#4iE. 40
Rt ERBREFRGXADER. WELIENEBEGXRN. EMXAFEHAER _rel&il EEHPIRESHFTMirror,

EONTAPEXHBS EF IR E K R

BIRGXAG. TR EMXLEXR, B state: promotedﬁf,state: reestablished FH
FTEMXRANFE,
BEFERANENReadWriteBAY. BILUER_promotedSnapshotHandle $EE 25 Y a1&iR R EI AV E 1R

|77
i<

TEONTAPHRA B EBFRG X R

EAI LUfEFCRDHITSnapMirrorSE#fi. MAstra Control R EIEEIEFIONTAPERE, 152 LL T TridentAction R
1§ EFHRAIE:

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RERTridentAction$f& EFHCRDAVIRES. BRI LM _suced_. _in Progress __failedsFFREX
B
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{5 Astra Control REST APISZII B5hik

{#F9 Astra Control REST API S B h{y,

Astra Control 25— REST AP| , AT ERRIZES I Curl FXLREEFEIZIAIA
Astra Control IThEE, &iXa] LUEA Ansible F1Eft Boh{bi REIE Astra Control ZE,

FSBEMEEKubernetesN FITERE. &R LIEAAstra Control Center UIZ{Astra Control APl

BETHRELER, B%E "Astra BRI
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RBVIES;
RS

7 AR AR RIS ET REIB B Y — L% TR,

"NetApp Astra Control&1iRZE"

THREZER

* "I XX E1EE) NetApp (REER) "
* "NEFEREXHE LEE NetApp (FEER) "

IREXFES B

NetApp LLZ 750 Astra Control 181tz 35, 2XRERM ZHNREEBSZFHED. {
WENIRE(KB)EMAFEE, EH Astra Control kP E1FEi@1T Web IRSS B IR HAYITIE
AR,

@ NRITIAE Astra FZEHIFOBNTEIFRIE, WAILERSRAZR . B2, FTiE@E NetApp
ihsR (NSS) SIRZEM, ErILUBE RITIETEL RS AR ], A UERRHMREBBIARSS.

B TFRIT IR "EUE X ERY NetApp FHIS RIS UIEERAXLEIFBBARSS ZHHET, WIXF Web ARSS
BUREGIEEFEMEA NetApp ZHiG= (NSS) SSO 1K,

B B 52 I
IERILAM Astra 26RO B P REARSFRHRED, 757ARMERBHRERE * 3285 * ®0+,
XL E KRR ER A
* ERFNREFREESR)" #F5 Astra Control HHXHINE, & ILDEBEERFEEEER,
* FEEFmXE XEEHNEEEENX SR,
* MBI ARG R R EI"PubRF R HAstra. SEHTHMERBILEKR.
** BIRSIHSERA ¢ 1 ERGTFELUR LS NetApp STHFERI 1T FEH R

* * 2B X Astra Control* B9 iR: KIZEBFHBEZE astra.feedback@netapp.com , SHBFNERAEE, 48
EHE,

FERASHEITNIINFE EEZE NetApp X§F

EZ % Astra Control CenterHBIE](S1R$ERE) enrolled: true IEBATF autoSupport fEAstraiTHl|FLBEENX
RIR(CR)XFH (astra control center.yaml). M&BohFEHZHRHE _EEEF "NetApp SZHFib ="
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