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* f£fRed Hat OpenShift OperatorHubi#1T%&%k: FERILLSE "&RIE(ELE" £ O0peratorHub
7EOpensShift L ZEAER 1T HIF0
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Efi#fEimAYAmazon Web Services (AWS). Googlez ¥ & (GCP)ZMicrosoft AzureFR & $EAstraiz il #
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Feazai
 RMEMIRHIREM: "FBREZHI, 15/ Astra Control Center EfE AR IEAVIFIR"

EE =B EEAN _RUERPHREAER 7IEH 0. NTFNARFERIMITERERS.
BIGNITIERF,

* WERRSEITIRRRT: REMBAPIRSEEILTEITRARIFERA:

kubectl get apiservices

* HMRE B RIS HRIFQDN: it RIfEARAstra FQDNRI AR EIERE, XEHKEERIAE DNS RS58E3+HE

—1> DNS %8, HELEEERAEIMAIZO URL BRH.

* EEEIEPEERS. NMREFHPEFTIEPEESR, WFBEHITELERME FHEFRFPE" X, AstraizhlH
DA ARERECHIEPERR, RABERT. Astraizflh O ERERERER IHNIEREESS,

* i5ia]NetApp Astraiz {FBRIGSEMER :
180T LUEE MNetAppBRIEG AR P IR EXAstratT (F I LR FIERINEE. HldlAstraiz R BT,
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BRATR

a. IEREBEREIMEFAFEMAstra Controltk 1D,

& B LATEAstra Control Service Web UIFREEFERIKFID, EFNEA _ EANEEIE, EF*API
access*#ic FERIMK 1D,

b. ZZFE—DIEH, % *Generate API tTREFRAPI IEFREEFIZT MR, AERERTFERE
Z&H,

c. ZFF|Asta ControliFAER:

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZIBARS W BIVEINERRIFAstra Control EH B BEREN LT 2 "2 HIIARS ME",
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IsiofRZ MK IFHE R

EFHIsiofRSZMIE. EHEEMITUUTIRIE:
° 7 istio-injection:enabled label fEZFZEAsta Control CenterZ BiffAstadn & =Bl
ZlAstadn & ==iEl,
° ] Generic NI E HAREFEND JMERAE T,

° 3tFRed Hat OpenShiftéegt. EMEEHRHITE N NetworkAttachmentDefinition EFFA XEX

#YAstra Control Center& = [8] b (netapp-acc-operator, netapp-acc, netapp-
monitoring EJZE@E*&#%E’\JEEX%)O

cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

* {XFEONTAP SANIKEHTZF : WR(EMAAIZONTAP SANIREHIZFE. BEHRIREFTEKubernetesEEF FERA T
LR
SIE
BRE Astra 1THIFBL, BRITUTTE:
* FEFHIEEXAstratzHl=dy
* LZEENetApp Astra kubectliBfs
* [EBRIG NN R AT E AR
* [REBEBMRIEERIEMFIEE R TEFZH]
* ZIE Astra ITHIFIRIES



* BOE Astra =640

* STRX Astra 1Z£HFROFIRER R R
* BIERFRE]

* EEEFENLUHIT R E T4

* ZFE Astra #ZHIF0 Ul

@ 1E7DMIBRAstra Control CenteriZEfF(ffI80. kubectl delete -f
astra control center operator deploy.yaml)s LLE S il BRPod.

T & FHIRENAstraiEHl 3l

,‘éﬁl L% MNetApp Fitm T EAstraizhlR 0. WA LA Docker MAstraiz ill iR 5% 5 E At =k IR BN %

NetApp Z#Fih=

1. T# & &Astra Control Centerf9R {4 f (astra-control-center-[version] .tar.gz) "Astra
Control Center FE; 51",

2. (BB RE) FHAstraiz RO BIE PSR E (astra-control-center-certs-
[version].tar.gz)ARIFR ZBHNE R,

BRFAUBEFAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz
NS BRI verified OK WIERINIG.

3. MAstra Control Center{R45 &1 32 EY AR ;

tar -vxzf astra-control-center-[version].tar.gz

Astra ControlE{§& 3%

1. &R Asta Control Services
2. 5Bk E, #EF*Deploy a self-managed instance* of Asta Control*,
3. ¥&ERIHEAE REAstra ControlBRMEEMZR. HEEXAstra Control CenterR 2R HIEENIZ B,
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Z3ENetApp Astra kubectlififf

IEFT LUERINetAPp Asta kubectd S4TGB G % Bl AsHiDocker 7 it o

Fraa Al

NetAppEl A R EMICPUSIIFIRIER ARG B . ERITIES 2. ERE T RIENCPUTIERIE
XN

MBEEMEHREPRETEE. WRECLERINRA" EFRRXLES B2,

-
1. Bl BT FARINetApp Astra kubectilf —#t ST :

(D) kubectiftffERiariy—H%. HAMERFRIXHART kubectl-astras

ls kubectl-astra/

2. BRFRAARMCPURMFI BN X H R ELRIRE. FREEEMRAN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

RFRREAINEI A i E A 2=
1. AE 3 ES AR S BIRF
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Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥Astra Control CenterBf& B R EMGHIXEIAHIEMR, EIETZHI. HEHTUTER
push-images Bi<:
° <BUNDLE_FILE> ##f2 ;yAstra Controlf4F 8 XX IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. FRIIMR:

podman login <YOUR REGISTRY>

3. HEFHIBITUTHXMEERRPodmanhi A BE XA Z —, <MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

NEB S MIIEEKRIER TG E R TR EH

. S Astra Control CenterE#EE£AIkubeconfig:



export KUBECONFIG=[file path]

() ez ran. SEMREKubeconfigHEREZSEAstra Control CenterfI£ERt,

2. MREERREMRFZIMHIIE, WEEHRITUTEE:
BRASR

a. gl netapp-acc-operator BRRASTIE]:
kubectl create ns netapp-acc-operator

b. FBIEZ3A netapp-acc-operator B8R E(E, 70 Docker 5 2HZITUTH<:

@ S{IfF your registry path M5&5tal LERMEGR(IE LA (FI40.
[Registry URL]/netapp/astra/astracc/23.10. 0-68) o

kubectl create secret docker-registry astra-registry-cred -n
netapp-acc-operator --docker-server=[your registry path] --docker

—-username=[username] --docker-password=[token]

@ MRFEAEREMIFSRTE. BEMEIRaRTE. ARENREMBRTER
Ao

C. 8 netapp-acc (BEXRHD)HETIE,
kubectl create ns [netapp-acc or custom namespace]
d. AEIEZEA netapp-acc (XBEEXHRM)EGFRZTIE. 0 Docker EEHBITUTHS:

kubectl create secret docker-registry astra-registry-cred -n
[netapp-acc or custom namespace] --docker
-server=[your registry path] --docker-username=[username]

—-—docker-password=[token]

T Astra 5 ICMR{ER
1. BERER:



cd manifests

(/7

2. YgiEAstraiT BRI IER B YAML (astra control center operator deploy.yaml)LA5|FEIERY
A F AR Z A,

vim astra control center operator deploy.yaml

() UTSEERE—MOIHYAMLTAL

a. IIREERFEMRFES ML, BEMRBFIAT inagePullsecrets: [] EAUT®L:
imagePullSecrets: [{name: astra-registry-cred}]

b. 2 ASTRA IMAGE REGISTRY o kube-rbac-proxy SFBEGHEEFMRIEEHR E—F,

C. BB ASTRA IMAGE REGISTRY , acc-operator-controller-manager JFBREGIHEEE MR

Rep F—5F,
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RBF LUIREX R 5| Astra_control_cCenter_operator_Deploy, yaml

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- —-health-probe-bind-address=:8081
- ——-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_ HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:23.10.72
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:



path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532

terminationGracePeriodSeconds: 10

3. LIk Astra 1EHIHRILMRIESR

kubectl apply -f astra control center operator deploy.yaml



FRFFAF S :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

4. IIEPod @ BIEIEIEIT:
kubectl get pods -n netapp-acc-operator

BOE Astra I=HI500

1. 4g4EAstra Control CenterBE X HEIR(CR)MH (astra control center.yaml)B{THF. Z#Hr. JFMER
MEMPERE:

vim astra control center.yaml

() UTHEBRH—MRIHYAMLTEL

2. (BEHIAULTIRE:

12



<code>accountName</code>

IETEIRE ...

accountName

<code>astraVersion</code>

EEIRE ...

astraVersion

=12 Type

¥4 accountName F string
fFER. RTESAstra

Control Centerfft = x<Bx
&M, ReeE—

“~accountName,

5SS Type

EEREMAstraiF s string
kA, EJITUIZER
TEAEE. BAALE
AR,

<code>astraAddress</code>

EERE ...

astraAddress

ES Type

BT astraAddress #§ string
MEEX HEshIh

ia] Astrafz il Rt
HIFQDN (3iY)3k|Pthilk
HFRTEHR, Ittt F
TE X NI fEER O A
K EIAstraf=dHt. H
B5EERBREMAE
TS Ac ERYFQDNELIP
B[R "Astra =5
IDEK"

AR B7ER
http:// 3 https://
#atrh, E%)itk FQDN
UERFER 45 %E,

ANl

Example

Nl

23.10.0-68

ANl

astra.example.com

13
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<code>autoSupport</code>

TR AT RAMMENERRREE RS S 5NetApptY E 532 571 T2 £ Digital Advisor LA #3HER & 1% 1L
B, FEOERMER(IrO442). FIEHEEHNSER K.

EEIRE ... fERA ...

autoSupport.en HWEBEZ—

rolled

W

=S Type

EIES false Xt
FAREAInterneti®
B R BRI S
true WFBE&EE
he. BIRE
true RIFBER
BB A IZEINetApp
LIRSS, BIA
RN false

RTA=MFNetApp
RIXEAIZHFEL
o
autoSupport.ur HEZ— LtCURLAFHEE string
1 enrolled 8f url RBEIEBIKRIE(
WA T B B

<code>email</code>

ETEIRE ...

email

<code>firstName</code>

EERE ...

firstName

14

== Type

B email FRFBRFER string
INBVHIIEE IR At

S I/ 1t BB F BB LA
EHRER BT B, It

BB FHER A B EYD

Btk FPRIER %, BT
BRIV FHTEAstra

ControlF UL EIE &
o
BES Type

SAstrafk F XEXRIERIA - string
PIREEANET. B
RERE. L ERRY

2B ERERFRE
AR o

B enrolled A #H/R{E
enrolled 5% url FiFAutoSupport
TEFE

Nl

false (LENER
INE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

ANl

admin@example.com

ANl

SRE
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<code>LastName</code>

IETEIRE ... S

lastName

Type

5Astratik 2 XEXRIERIA  string

VIR EERRER, B
RERRE. LA ERS
BB ERERFRE

AR o

<code>imageRegistry</code>

ANl

Admin

BEATRIERENX T HEAstra BIZFIRIR. Astraizl 0@ Es fAstralzhl i Helm 7 E

RS 2RBRIR IR R

ETEIRE ... fEA ...

imageRegistry. Required
name

imageRegistry. WRENBMANF
secret frER. MAHEDR

imageRegistry.

=4 Type

TE IR BRIG AT AR
BGEMERNBFR &
—%, BNER
http://
https:// FMR
= 8

B @& EM  string
RHITEHIIE
BYKubernetesZ 4R

string

name' requires ENEZY N

a secret.

IMPORTANT: If
you are using
a registry
that does not
require

authorization,

you must
delete this
‘secret {TA

imageRegistry
ElEre=2 ST S

Nl

example.regist
ry.com/astra

astra-
registry-cred

15
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<code>storageClass</code>

IETEIRE ...

storageClass

=12 Type

B4 storageClass ff} string
{E3R B ontap-gold B
—1MAER TREMSE
BAstra= IRz g A
THo IBITAZE kubectl
get sc UAEEEKE
HIMBEEFESLR, BNE
BEXAFREMAN—E
FAstra=ixmRIFEAESE
(astra-control-
center-
<version>.manifes
t). FEAFAstra

PV, MIRKIZE. M=
ERIRINTEES,

R MREETHA
k. EHIRER
— BB

%o

<code>volumeReclaimPolicy</code>

EEIRE ...

volumeReclaimPoli
cy

== Type

X HAstrafIPViIEEE] string
WERES, RLEERESIGE

7 Retain fiFRAstrafg
REAKAMSE, FiLbE
BRIEE N Delete fifl
BRAstrafaflBRK&K A M

E. MRKIZEILE.
N=REBPV,

ANl

ontap-gold

il

* Retain (XZEZIA

f8)

* Delete



<code>ingressType</code>

17
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EEIRE ...

ingressType

S Type

BEAMUTAOREZ  string

Generic*
(ingressType:
"Generic")(BXIN)
MREEEFERZ—
ANOIEH s A EEA
EBa2HAOEHIZE.
TBfEA LR, §
EAstraiFdP G, &
RERLE "\izH2E
LUERURL AT Astralz
B

FEEE. IREBER
RS MM SAstra
Control Center&& &1
. MATIERE
Generic fEANOZER
HigBEZBEHCH "ANOE
HEs"s

AccTraefik
(ingressType:
"AccTraefik")
MREARHLEREENO
=HIZS. IAEALLE
I, XIGEBEAstraizl
Rty traefik MX{E
JFIKubernetes

loadbalancerZE U HIAR

5o

AstrafZ I -RICMER LR
J#3"loadbalancer"8YAR S
(sve/traefik )« HE
KRAESEETIHRIAYI
ZRIPHAE, WNRIERVIR
1R SR AR th B
25, BEEKREE—
Fiias. MIBJLAE
FBMetalL B Eth7MERAR
S T2 2RSS
PECIMNERIPHELE, 7ER
ZB8 DNS fRSB2ECEF,
1ENE A Astra 15855
CNERERY DNS ZH/3E[
A ETFERY P ik,

AR BX"load T
B MENRSZLERIF
MES. BEW "EX

prinl

* Generic (XEEAIA

(=)

* AccTraefik
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<code>scaleSize</code>

EEIRE ... == Type
scaleSize BRIANER T, AstrafdfE  string
B AMEHA)
scaleSize BY Medium
, AITEHARREIE K S

RS, HEBEBZPEIF
LR, $H
scaleSize EN
small AfEE =R
FIEIRSHREIAEE,
BEEARSERIN, LUR
i\@%%o

R “Medium ZpE
B2 A£9100Pod (R
BIERN TIERE)

o 100 NPodEF—1=
FTRM=ENTEDTS
&), BEFREREE
R IR AR e TERY
FPODMWLEIRHIPRH.
LTEREZEREME
F Y,

<code>astraResourcesScaler</code>

EEIRE ... BES Type
astraResourcesSca AstraControlCenteriZjR string
ler ﬁE%UE"JTfLEﬂSIﬁo RN

BERT. Astraizfldil
SHITERE. H HAstra
R RZEETIRET
RIRBER, B XFHED
&. Astraizhl OB
AR ITEN BIERF 1
HAY BMIEmMeFiE
FREFHIIETT,

BE. EEAR/NNFF
RINHEREVER
T. CRFE&RN
astraResourcesSca
lar AJIGE N Off, Itk
BRERZEARIRIER.
HATER/NERE L
EE.

BTN
* Small

* Medium (XEZIA

(=)

il

* Default (XEEIA
B)

* Off



<code>additionalValues</code>

() BUTHAERNEAstraZIRLCRE, UL EBAMANREA:

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

° X FAstralizH|HOFICloud Insights iB{5. FRINBER FTRZRATLSIERRIE, &n] LUE S EFRM
LT EBS R A Cloud Insights 5Astraiz O ENERMZ ELR 2 BMBE B A TLSIEBIIIE

additionalValueso

additionalValues:
netapp-monitoring-operator:
config:
ciSkipTlsVerify: false
cloud-insights-service:
config:
ciSkipTlsVerify: false
telemetry-service:
config:
ciSkipTlsVerify: false



22

<code>crds</code>

BIEATIRINEFRRE T Astradz il RO 401 b FECRD.

®

EHERE ...

crds.externalCert
Manager

crds.externalTrae
fik

TETTRREZ R BHERNENECEIEE 7 ERNEMEEMAORE,

== Type

WMRFEAIMEPEPREE HRE
5. IEHITER
externalCertManag

er to true., BRIAE

false fEAstrafZHlIHC
EREHEREBCH
IEREEZECRD,

CRDE&EAEEAY
R, ZEE(1TESF
MR EMER D, &
A LAEA IR E R Astra
EHlfR oA HES. 15
TOXLECRDE B Astraiz
FIRO MR BT
RRENEE,

ZINBE R T, Astraizfl #R/RE
FRICVE RS

B Traefik CRD, CRDZE
EECENNR. ©E
el mERN
HithZf 5y, Er] LUER
AR B AstradEs gl
RHES. B8RX
teCRDIGHAstraiz
DM EBHEIERY
EMEE,

ANl

False (WEHNFRINME)

False (W{ERERINME)



EF~flAstra_control_cCenter.yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

SThY Astra 26RO IER R
1. INRIEFE E— S REKIITIIRIE. 158E netapp-ace (REEX)HHE

Hi

i8]
kubectl create ns [netapp-acc or custom namespace]

2. INREIETEAstra Control Center {FERARSZ MG, IER LU TIREARIME netapp-acc HEENXHBRTIE:

@ ERINOZEE (ingressType) B TIEE N Generic {EAstra Control Center CRH. FAIG4E
ST,



kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled

3. (BN "BEEEBIMTLS 3 Fisio service Mesh:

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. EhRLEAstraiTHlF 0 netapp-ace (HEENX)HRTIE:

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

[rml = ol = 7

@ AfER ﬁ??%uqﬂlt,\?i{’ﬁﬁil—réﬁbﬁ %fﬁ%io TR "ER" R ERE BRI RER T KME Astra
EHROREBLEEREET. SR T—1 RESBEMAGRERXNESHR.

g_z UE ?&41.47("_,\

EAT LAfEAkubectf I RTINS, WREFEEINER OpenShift , MBI LUERRBER oc snLHITIRIES
B,

p
1 BRI AR ENSEIINERXNESHR:

kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

() AER NEslRLERER AR TSR E E MBS,
2. BEEHBRIGERE VRPN E L,
() caEIREFEBRREERT 25k AR EHRL.

3. 1ﬂEf§ EEE%EU Fﬁ%ﬁ%@aﬁﬁﬂFo

24
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kubectl get pods

—-n

[netapp—-acc or custom namespace]

S PODRPIRSN A Running. HE RS Pod AJREFE /L7 #HHYBTIEL

25
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I AR R 2P R

NAME

RESTARTS AGE
acc-helm-repo-6cc7696d8f-pmhm8
9h

activity-597fbo656dc-5rd4l

9h

activity-597fb656dc—-mgmcw

9h
api-token-authentication-62f84
9h
api-token-authentication-68nlf
9h
api-token-authentication-ztgrm
9h

asup-669d4ddbcd-fnmwp

(9h ago) Sh
authentication-78789d7549-1k686
9h
bucketservice-65c7d95496-24x71
(9h ago) Sh
cert-manager-c9f9fbf9f-k8zqg2
9h
cert-manager-c9f9fbf9f-gjlzm
9h

cert-manager-cainjector-dbbbd8447-b5gll
9h
cert-manager-cainjector-dbbbd8447-p5whs
9h
cert-manager-webhook-6£97bb7d84-4722b
9h
cert-manager-webhook-6£f97bb7d84-86kv5
9h

certificates-59d9f6£4bd-2j899

9h

certificates-59d9f6£f4bd-9d9%k6

9h
certificates-expiry-check-28011180--1-81kxz
9h

cloud-extension-5c¢9c9958f8-jdhrp

9h
cloud-insights-service-5cdd5f7f-pp8r5
9h

composite-compute-66585789f4-hxnbw

READY

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

STATUS

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running



9h
composite-volume-68649f68fd-tb7p4
9h
credentials-dfc844c57-7sx92
9h
credentials-dfc844c57-xw26s
9h
entitlement-7b47769b87-4jb6c
9h

features-854d8444cc-c24b7

9h

features-854d8444cc-dvosm

9h

fluent-bit-ds-9tlv4

9h

fluent-bit-ds-bpkcb

9h

fluent-bit-ds-cxmwx

9h

fluent-bit-ds-jgnhc

9h

fluent-bit-ds-vtroék

9h

fluent-bit-ds-vxgd5

9h
graphgl-server-7d4b9d44d5-zdbf5
9h

identity-6655c48769-4pwk8

9h

influxdb2-0

9h
keycloak-operator-55479d6fco-slvmt
9h

krakend-f487cb465-78679

9h

krakend-f487cb465-rjsxx

9h

license-64cbc7cd9c-gxsr8

9h

login-ui-5db89b5589-ndb96

9h

loki-0

9h
metrics-facade-8446£f64c94-x8h7b
9h

monitoring-operator-6b44586965-pvcl4

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

2/2

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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9h

nats-0

9h

nats-1

9h

nats-2

9h
nautilus-85754d87d7-756gb
9h
nautilus-85754d87d7-g8757d
9h
openapi-5f9cc76544-7fnjm
9h
openapi-5f9cc76544-vzr7b
9h
packages-5db49£f8b5-1rzhd
9h

polaris-consul-consul-server-0

9h

polaris-consul-consul-server-1

9h

polaris-consul-consul-server-2

9h

polaris-keycloak-0
(9h ago) 9h
polaris-keycloak-1

9h

polaris-keycloak-2

9h
polaris-keycloak-db-0
9h
polaris-keycloak-db-1
9h
polaris-keycloak-db-2
9h

polaris-mongodb-0

9h

polaris-mongodb-1

9h

polaris-mongodb-2

9h
polaris-ui-66£fb99479-gp9gg
9h

polaris-vault-0

9h

polaris-vault-1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



9h

polaris-vault-2

9h
public-metrics-76fbf9594d-zmxzw
9h

storage-backend-metrics-7d7fbc9cb9-1md25

Sh

storage-provider-5bdd456cd4b-2fftc

9h
task-service-87575df85-dnn2qg
(9h ago) 9h

task-service-task-purge-28011720--1-gbw4r

28m
task-service-task-purge-28011735--1-vkopd
13m

telegraf-ds-2r2kw

9h

telegraf-ds-6s9d5

9h

telegraf-ds-96j17

9h

telegraf-ds-hbp84

9h

telegraf-ds-plwzv

9h

telegraf-ds-sr22c

9h

telegraf-rs-4sbg8

9h
telemetry-service-fb9559f7b-mk917
(9h ago) 9h
tenancy-559bbc6b48-5msgg
9h
traefik-d997b8877-Txpf4
9h
traefik-d997b8877-9xv96
9h

trident-svc-585¢c97548c-d25z5

9h
vault-controller-88484b454-2d6sr
9h
vault-controller-88484b454-fcbcz
9h
vault-controller-88484b454-jktld
9h

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Completed

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running
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4. (B]iE)WE acc-operator BFHITHENBE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

@ accHost REIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHIETRH
EREMRM. BRI USRIHEIEIEM "EUIRRINSEETIER" APl o

S. TEFEPodiZ 7Y, WIFRFERTEY (READY /I True)HIRENVE R EAstraiThil O EFE AR E R
B:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

Mie) &7 :

NAME UUID VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 23.10.0-68
10.111.111.111 True

@ EHIUVIDIE, FEA acc- [FERUUIDME (Acc- [UUID] TE. 7EURFIP. acc-
9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f) o

REEANUHTRETE

R LU E— 1 Kubernetes A\[1EHI28. AT EEXMARSHIIMNIAR], SNREFEANIEIIAME. MWL TR
HT ANOEFIZBMIEE TR ingressType: "Generic" fEAstra Control CenterEE X &iRH
(astra_control center.yaml) . JARIEE. WARFREFEFLIRIEDRE ingressType: "AccTraefik"
f£Astra Control CenterBEXZIJEH (astra control center.yaml) o

#BE Astra IZHIFOfE, BREEEREANOERIZE, LUEER URL AFF Astra #2610

KBS RAFEANNOIZHIZEREEMR. AstrafZhlROFSMENITHZEEE, XEigEdREfT &
w R NERIZRRENTRAI TR,

FaZ Al
* FRE "ANLEHIZE" NE&RE,
* o "ALOE" NEEIES ANOERIZEI AT,
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Istio AT &
1. E2Blstio Ao
() warEs® BEER R REXHSSBsto.
2. e NRX IR AR FT BANE BT T BHA
EAINERCAS B R EEEIER. AREUFHAstraltit(FQDN).
Al

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key
-out tls.crt

3. B3E%H t1s secret name A kubernetes.io/tls FHTLSEAZEAFMIES istio-system
namespace YTLSHIZHFMR,

Al
kubectl create secret tls [tls secret name] --key="tls.key"
—-—cert="tls.crt" -n istio-system

ZERRMN SILAR spec.tls.secretName fEHEMHt istio-ingress.yaml X

4. FEFHEEBENIEEIR netapp-ace (HBEXHBW)IHBZTIE (istio-Ingress.yaml fELLREIAS
F):
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apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:
number: 80

S WAEX:

kubectl apply -f istio-Ingress.yaml

6. WENOKS:

kubectl get ingress -n [netapp-acc or custom namespace]

Mie) &7 :

NAME CLASS HOSTS ADDRESS
ingress istio astra.example.com 172.16.103.248

PORTS AGE

80,

443 1h



7. SERAstraiz il RIn R =,

nginx \O#=HI2Z895 B

1. QIEEREVAIEH kubernetes.io/tls FMITLSETRAZAFMIUEP netapp-acc (HEENX R R
=i8). WHPFFIA "TLS ZA"

2. EHEPEENZEIR netapp-ace (HBEXHWEN)MBZTIE (nginkx-Ingress.yaml fELREIAE
F):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]

spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific
3. ZA®EN:

kubectl apply -f nginx-Ingress.yaml

(D NetApp@ilinginxZHIBRENHE. TFRRE dacmonsets
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OpenShift A= HIZZHIP R
1. SREGERHIRENZSA, IEHF CA X, LU OpenShift BEfEMA,
2. 672 OpenShift 28

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC
address> —--cert=cert.pem --key=key.pem

ERE Astra 159,00 Ul
T Astra 1ITHIFI0GE, BEERENABTEINZBHERE Astra I£H1300 Ul 5B,

NG

L

1. fEXYE287. JNFQDN (81F https:// Bi%R) astraAddress fEH astra control center.yaml
CREY[E] ERET Astra I=HIF L

2. MBWIRT. BESEERIEH,
() sAuEERENREEGES

3. #EAstra Control CenterZRIIE L. BNEHATFHIE email EH astra control center.yaml CREY
i8] 23T Astra I2HIFR0. FERVIRIREZRN (ACC-[UUID]) »

() MRERAWEBIRRER, EERKPHEHE 15 95

4 ERCBR*
O. IRIERT B,

@ MRXBEFE—RER. BETIETER. HEERCZEMEMEERFIKS. BEKAR
"NetApp 285" IRIGEIERE R,

6. (Fik) MERIMEBER TLS IEBHRBEEBRN "HIEBMANE (CA) ERMNBEEX TLS IEH"

X R TEEHR

NRBEARSMU TP Error RRE. ErRILEERE., & 400 E 500 SEEARM AP IS, XLEESER
RAREMENNE,

IR
* BHOE Astra ITHIRORER BE, FRAUTARS!
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* By Asta Control Center CREVIGIH

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

%1758

* (FIERIBEIINE. RRRERERE RESE
" PITIUSERLERE R B S
FCEIMDEPEER

ﬂD%Kubernetesé’%ﬁﬂPEﬂﬁT IEHERES. WEERIT LRI E. LUEAstraiz it
SREEHCHIEPEER,

p
1. MIABE LRI EIES:

kubectl get pods -A | grep 'cert-manager'

MmNz A5
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. NOIBIEH/Z$AN astradddress FQDN:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

e Sz 7~ 151 -
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Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. e SCRIE R B EA:

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

e Rz 73~ 451 -

secret/selfsigned-tls created

4. 8 clusterIssuer X BRI T. EESMNGRATEIE cert-manager PodMI&REE:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:
secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

MR -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S. IFREE ClusterIssuer BIEMIELI, Ready MIN True EMEIRIEZA]:

kubectl get ClusterIssuer

MR -
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NAME READY AGE
astra-ca-clusterissuer True 9s

6. 5TEY "Astra iTHIFOR TR s B— "AstraiThlP OB YAMLAFRRECE S B B, ERILIERCRD
BELUETIEREERSEZINIRER, ERIERERESTRIETE,. MUEAstraizhlIROEESIRFISMNRERE
e,

f£F3 OpenShift OperatorHub &3 Astra 1550

WNRIE(FHERIZE Red Hat OpenShift , MBI LA#HE Red Hat IAIEIR{ER %4 Astra Control
Center » fEALLIRIELBM LI Astra 1THF 0 "Red Hat =S R4 HR" S{FEF Red Hat
OpenShift 28 F &,

SERRIISES BE, EMNIUROIEIRERESBUSER "FISSE" URITREEFTRIIHER,
FFHa Al
s HBEMIEFIHRERY: "FHBRZEZA], 15 Astra Control Center S E AZBAYIFIE",
s HRERHRIERFAPIRSIZITES:
° EOpenShiftEEEH. MIRFIAEEIRIERIILTEITIRR RIFHRE:

oc get clusteroperators

° f£OpenShiftseB¥H. HRFTBAPIIRS A FiE TR RIFIVIRE

oc get apiservices

* HREEFRHEAFQDN: EitRIERRIAstra FQDNRI BRI &R, XEKE RS DNS fRE2:+HE
— DNS £8, S EZEREEFEHASEMIZC URL B&H,

* JREXOpenShiftil[R: EHITAAANRETR. EFEEMBEXRed Hat OpenShiftA2sF & HIFHE L EXRH
AR

* REIEPEER. IREHTEFDILEPEESR, WEBRITELRE "FHERATE" XM, Astralzhd
DMASLREBCOHIEREESE. RINBERT. AstralzFflR O SELREREREE CHIEREERS.

* EIRIRS MG BINEINER RIFAstra Control ENERHBE@ERNR L "SI HHVARSS W,
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IsiofRSZ M IFE 2

BEAIsiofRSZME. EHRERITLUTIRME:

° Ff istio-injection:enabled 7EEfEAsta Control CenterZ gi. iBtrICAstain&=(al,
° M Generic NIEE HARMEERANDO "SMEpAEHFE",

° 3 FRed Hat OpenShiftiEd. EEEHITEN NetworkAttachmentDefinition EFTHE XEE
#JAstra Control Center® =8k (netapp-acc-operator, netapp-acc, netapp-

monitoring ERIEBMNBEENE).

cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQF

* * Kubernetes N3 #l28* . WIREHIKubernetes N[z 28 17 SR EIE X ARSSRUSNERIAIR). BN EF RV S1 L

T, MWERERHIGENSAstral=hROESER !

a. QERES e R =)

OC create namespace netapp-acc-operator

b. "FERIEE" EATEMANOEHISEEE,

* {YFEONTAP SANIXGZHTZF: WNRFEANIZONTAP SANIRGHIZERE. BEMRRTEFTEKubernetesEEEE FEAT
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T
© TEFFRENAstratZHIF L
* Z4ENetApp Astra kubectlififs
* [RBREGRNINEIAS AR ER]
* FRENRERREDH]
[ REIRER]
© % Astra 1THH0

pall

T & FHIRENAstraiEHl 3l
SEAT USSR MNetApp 15 T#iAstralFlsROvEl, AT LB Docker MAstral il RS BRIGSEA R PIRENIZ

o

NetApp ZiFih=

1. F#E @& Astra Control Centerf9{4 & (astra-control-center-[version].tar.gz) "Astra
Control Center FE(TIE"s

2. (BIERE) FHAstraiz RO BIE PSR E (astra-control-center-certs-
[version].tar.gz)AWIFR ZBHNE R,

BRFAUBEFAES

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig

astra-control-center-[version].tar.gz

AT Rl verified oK RIERING,

3. MAstra Control Centerf45 €] HRZEYIRIER :

tar -vxzf astra-control-center-[version].tar.gz

Astra ControlE{§ 3%

1. &R Asta Control Services
2. 5Bk E, %EF*Deploy a self-managed instance* of Asta Control*,
3. ZERIBAE REAstra ControlB G . $2EXAstra Control CenterR 2= G FHIZENIZ B4,
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Z3ENetApp Astra kubectlififf
@A) LAEFANetApp Asta kubectss L 1THEHGBRIGHEX E A tiDockerfFifi o

FaaZ Al

NetAppR] AARRERCPUZRIMIFIIRE R Srir (4 —# B . ERITIES ZH. BFEE TRIERNCPUNIRE
R4

Pz
1. B AT FHEYNetApp Astra kubectlififf Zi#HIX . FHiZ MRIERAFMCPUSRMIFR BRI 4R X!

(D kubectiEffARiarty—%. FHAMERFRIXHRP kubectl-astras
ls kubectl-astra/

2. BIEHI — SIS H BB HATEREH EM RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

R RIS AR NINZ At E AR =
1. NZERS AN S BRI

40



Docker

1. B tarballlIRE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. ¥Astra Control CenterBf& B R EMGHIXEIAHIEMR, EIETZHI. HEHTUTER
push-images Bi<:
° <BUNDLE_FILE> ##f2 ;yAstra Controlf4F 8 XX IR (acc.manifest.bundle.yaml) o

° ¥&It:MY_FULL_REGISTRY_PATH&gt; Bt DockerfFfi#ZERURL; 40 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

° $§<MY_REGISTRY_USER> Ei#ft A, o
° ¥§<MY_REGISTRY_TOKEN> &t /3 i RAVIZA S HE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

1. ExhtarbaliRE R, BREFILXHMER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

2. FRIIMR:

podman login <YOUR REGISTRY>

3. HEFHIBITUTHXMEERRPodmanhi A BE XA Z —, <MY_FULL_REGISTRY_PATH> &
A EERFERIEFEERURL

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>
export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralImageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME} /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astraImageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=23.10.0-68

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed 's/Loaded
image: //"')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")

podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/

$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraImageNoPath}

podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/${
PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/23.10.0-68/image:version

BRI FRRENE

1. R ERREE, BB TEEZ—!
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i. ZR% OpenShift B28F & Ul ,
i. MESEEA, %F * IBERF > OperatorHub * .

()  mitEsHREEFAEEIAstra Control CenterfI 4 TATA,

iii. ¥EZEFEEFENetApp Astra Control Centeriz & R,

@ netapp-acc-operator x

Latestversion jon that manages, protects and moves data-

Capability level
@ Basic Install

How to deploy Astra Control

Refer t tion Procedure to deploy Astra Cor nter using the Operator.
Jource Documentation
Certned Refer to Astra Cont Documentation to complete the setup and start managing applications

Provider

NetApp

Repository

N/A
Containerimage
N/A

Created at

e

Support
NetApp

° M Red Hat £ SR ZEHR:
i. 3%&3% NetApp Astra =650 2 E /"
il. EFR * EREFHEA *

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

All Red Hat

Home » Software » OpenShift operators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
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() sersEmREERHETERTRE,

a. EEFIRER PR TIBIEK netapp-acc-operator AT ERTRIERTRIEZFBIOIE,
b. W Frhax B ahittEREE,

(D) muFstse. SMERREET—MMERLA,
C T RE ",
() mRemmT FHIEEE, REOGRTEIEIRERNTHRET,

2. \izHIEH, 3 OperatorHub EEHMIMREREMINLE,

2%E Astra IEH|HPC)

1. MAstra Control Centeri@&{ERHI* Astra Control Center”3&IR-EHRYISHEIS F. EFE B
#AstraControlCenter*,

Project: netapp-acc-operator w

Installed Operators > Operator details

netapp-acc-operator
‘$‘ 23.4.0 provided by NetApp Actions =

Details ~ YAML  Subscription  Events  Astra Control Center

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

No operands found

Operands are declarative components used to define the behavior of the
application.

2. 52h% Create AstraControlCenter REFER:

a. {REIFE Astra I=HIFHOR TR,

b. JgAstraiZ A ARNIIITES o

BRARZAEZRE. BIREBMZHEFEE.

. BINAstraiZ O FQDNZEIPHENE, 1EIED http:// B https:// TEHIIEFER A,
. HiN\Asta Control CenterhxZs; f§13123.10.0-68,

L ARANIKP 2R, BFHR it SRR K.

0. EFRAERIULERE Retain, Recycle B "Deleteo BRIAEN Retaino

h. EERENET BRI,

o o

()
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FINBER T AstraERS M (HA) scaleSize By Medium, AJTEHARZRE K Z#K
() s, HEBSVEIEUEAAR, B scalesize /£ Smal AVER RIFTEMR
SHEIRNRE, ETBRSMN, I ERE.

i PN WE-:h
* Generic (ingressType: "Generic")(EKIA)

MREERERS— T AOEHSRAHEEREE SHNDOEFIEE. ISERLLED, &BEAstraiz ]
ibE. BFRERE "N\OEFIZE" UERURLAFAstraiz s ity

" AccTraefik (ingressType: "AccTraefik")

NREAFLERENDIEHIZE. BERLIEDT, XIEEEAstraiTHlH L) traefik MXEE
JIKubernetesHy"loadbalancer"Z£ 8RS,

Astrafz sl FhOERZE R A" loadbalancer"fIARSS (sve/traefik ) HERANEDEAHIEHIINRIPHE
ik, MNREMIFBEAFFERAHTEEE. BEMKEE— P FE. WA UERMetalLlBI E IMNRARSS

TR NIZARS D EC/MNERIPHEiE, 7EAER DNS ARSZEBECER, ENIFH Astra I2HFI0ERER
DNS &#Rigm i FE&RY IP ik,

() B aaTEs e ESLROYREE. BB R,

a. £ * REIEMR * B, WASHBSRREIEMKRIERZ. BLED http:// H https:// EIEFERT,
b. {IREEANREEIMRFIESHRIE. FRANREGER.

() nReERmIRERESHRIE. R RSN,

o BABERNET.
d. REAF B,
o. {RIABLATFIE.
() mERETIRAEEE. EHERCER—BERMTENTEEE,

f. X CRD S EE X,
3. ERYAMLI B LU E B EEFEE,
4. %R .. Createo
el FMFREZA

MNMREEREMEREERHITEHDRIE. BE7EOpenShifteE gt EOIE— 1R, RBREDRHNZZIHBIR
Create AstraControlCenter FREFES,

1. M Astraizhl ORI R Qe & =08
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oc create ns [netapp-acc-operator or custom namespace]

2. EltaR TR EIREA:

oc create secret docker-registry astra-registry-cred n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
——docker username=[username] --docker-password=[token]

(i) Astra Control{Zsz#¥Docker M FHE

3. SERFHESFES 0liZAstraControlCenterfREF 5,

T—F175h

SERE "SR BIITRE BRI REAstraiZHlFl. BIRE—MNOIEHIZE(AHE)HEREIUL, M &iF
EERIT"ELEAES" RRETER.

{§£F3 Cloud Volumes ONTAP 7Zf#/5ixmZ3E Astra 1T5I40

&8 Astra =&, EO]LUEREEIER Kubernetes 224 Cloud Volumes ONTAP 52
GIIEREHEREENAER. ErUERNSE Kubernetes £EB S =IMEFRN— 1 HE
I2 Kubernetes S£8+H1E8E Astra Control Center o

FEHP—MEESR, ERJLUEER Cloud Volumes ONTAP RIS IR RN T A2 F HUREIRR(E, EIRRTA
¥ 83 FED RECE NE D BT

E1£Amazon Web Services (AWS). GoogleZ=¥ & (GCP)H#Microsoft Azuref{EF Cloud Volumes ONTAP 7Zfi#
[Eim&EAstraizHR 0. IBRBENIMERITUTEE,

* 7 Amazon Web Services FEFZE Astra 15440
* £Google Cloud Platform/EFE Astraiz i3ty
* 1£ Microsoft Azure HFERE Astra =0

&a] LUE B B & Kubernetes &85 (5Ia10penShift A28 F & (OCP)ED AR EEN BiER. REEERE
AIOCPEEE A 2B IO K ER EAstraiTHl ity

7£ Amazon Web Services HFEfZ Astra I£HH0)

& B LATE Amazon Web Services (AWS ) AF = EHEEMBEIE Kubernetes 5285 EEFE Astra 1THIH0

AWSFRERITNEE
£ AWS FEBE Astra IFHIFOZET, EBEBEBREUTHM:

* Astra Control Center 8]k, 1B "Astra I=HIH O F AT K",
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* "HE Astra 1IZH|ROIEK",
* NetApp Cloud Central account
* WREAOCP. MRed Hat OpenShift Container Platform (OCP )R (£ 85 & a1k 3 B FtlIZPod)
* AWS E4E, i5i0] ID MINZEZETH, AERTOIEEME D ERMEZIZNR
* AWS Mk 38R 285E M ( Elastic Container Registry , ECR) i5iRIF1& &
* Eifja)Astra Control Ul. FEEAWSHEEXIFFAmazon Route 535 B
AWS HYIRIEIRIEER
Astra IEHIFLFEELT AWS #2EIRIR:

* Red Hat OpenShift Container Platform 4.11%F4.13
@ HRIGIZIFITE Astra 1T R ORI IEIF IR A R IF IR B 75 XA PR B AR ZRE R,

BRTIMBEMRIFERZIN, Astra ZHIFOEZTEUTRIR:

£R 4 ER

5% NetApp Cloud Volumes Z=/1 300 GB AJH

ONTAP ZiEA =

THETSE (AWS EC2 ER) SHEDINEYTE, 1M TRE 4 vCPU #Z0FH 12 GB RAM
AR ARZ22£E! "loadbalancer” AJ AT RBENRELIETNRIEIFRERFPRIIRS
FQDN —FiZ Astra 1=&I9 0B FQDN 5@ 55 4 1P ki 75 5%

Astra Trident (TENetApp BlueXP B Z&EHAIEAsta Trident 23.01EShRAS. HIENetApp ONTAP 9.9.1
F{EAKubernetesEEB¥ A I —E HEShrAAEEEEIRAWS EMER]]
HRE. LFiFFACloud Manager)

BRIGEM R NetAppiefft 7 — VMR, I TFIREXAstraizhbl 0 A BBk A< BRE -
http://netappdownloads.jfrog.io/docker-astra-control-
prod

TBEXRNetAppZ 1561 . FREVE XTEAstraiThl RO RS 2 E A LR
SEMRBIBER.

MRIETEIHRINetAppBRGIEMER. MMM EEMENFAEEMER. FI
SNAWS Elastic Container Registry (ECR). {&8] LUEAstraiz il shiO g zE
BUSHEXENZ MR, EREEREERFE LEEIRMEEMRE URL

o

Astra IR O BRI 2 BB W TR B A R F— R
@ }%Eﬂﬂ%‘%, ZREERAET Restic HBRMEGEMHFLERR AT
Fo
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HF 2K

Astra Trident / ONTAP E2& Astra I=HI|ROER S B—NEMEEHIGHISENRINEES, Astraizihl
FUSZFF L FONTAP Kubernetesfz i, XLEFESREEE K Kubernetes
£S5 N\ ZEINetApp BlueXP (W FI#RACloud Manager)B 8lI32#, XLETh
BEE Astra Trident 1211 :

* vsaworkingenvironment-<>-ha-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-ha-san
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-nas
csi.trident.netapp.io

* vsaworkingenvironment-<>-single-san
csi.trident.netapp.io

@ XEBRIRE Astra 6 ORBIZI TR FH—IETHNAIERF. NRFMREITHEHEMNARRE
F, BN MEREXEREER,

(D) Aws Em®mSIRTE 12/)\EEH, ZEEBAEIT Docker MIGEMEZH,

AWS ZREHR
TEEENA T Cloud Volumes ONTAP {ERTEERIRZEIER T AWS B Astra 1TH]FIORIIT IR,
TEHFANATEHRESINTE,

1. HIRIEEBEBH 1AM PR,

2. £ AWS =% RedHat OpenShift ££8%,
3. EBEAWS,

4. FeEEAFAWSHINetApp BlueXP,

5. ZEERTFTAWSHIAstraizHl ity
HRRIEEE BB 1AM SR

HBREEE BBNIAMAERNNIRE. B ZR%ERedHat OpenShiftSE &£ INetApp BlueXP (LLRI#F A Cloud
Manager) Connector,

BB "WiE AWS FHE".

7 AWS %3 RedHat OpenShift S£2%

7 AWS %% RedHat OpenShift A28 Fa5EEL,

BEXREWE, E8M "7T OpenShift BEETAFA AWS FEest&gt,
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ECEAWS

ETR. BAWSEEENCIEEIANL. REBEEC2ITE LI LUK EIEAWS S3FED . NIRRT AR NetApp
AstaiZHl| Mg R, BIEFEELIE—Elastic Container Registry (ECR)3¥#EE Astra Control CenterfR{%
, FRE XL GRHEIEEZ MR,

AR AWS XHETERIA TSR, IFEI "AWS LZEH"

1. BIEAWSEIAMLE,
2. BE EC2 ItB LA, XAJLIZ AWS FHIENARS 285 VM -

3. MREFIEBEREFTAMIIET =M Astra FRIEFIRERILES, EFX AWS FRYSZFISEE LUHEE Astra
ER, EEN "Astra I=HIFOER",

4. B DRIE—N AWS S3 ZED ERRIFHEE D,
5. (BI%k)UNRTTEIAIR NetApplRE EataR, EHMITITIRE:
a. B AWS Elastic Container Registry (ECR)LAFEEFfEAstra Control Centerf{%&,

MRABIZEECR. NAstraizZflta T &M E1E Cloud Volumes ONTAP EHEBAWSGiH
BUEE LA 0] SIS MR, TNRE=REA Astra 55RO A I SIBRERESHE AWS ECR
HIER, NMESSEHHIaTEA

b. YXAER F1EHIROEGREX R EE XAEM R

AWS BIEESIIME (ECR) SHSTE 12/ NI, HOMBEREIERIERN, M
(D »AWSEE#Cloud Volumes ONTAP BIE/FIEEIRIIS £ EILREHA. BEELFMES ,
JAERE ECR MHTSHIIE, FER— TR, UEMMIRE RHERIE,

LUFZ AWS ZRERBI:
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gcloud auth activate-service-account <service account email address>
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manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$SASTRA REGISTRY/Simage $GCP_CR REGISTRY/Simage"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag $ASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml
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b. J9FrEAstra Control CenterBR{%1% & DockertiX/HEXAIACRIF R R
C. {ERLUTHIZIEAstra Control CenterBfu&HEIX Rt FAIER

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

*

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S${image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/Simage $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/S$image

done < acc.manifest.bundle.yaml
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4. REMNTIMEEIE— D TIEFIE,

a. if&: "Microsoft Azure" .

b. #X\: Cloud Volumes ONTAP HA ,

Account

Cloud Manager

Fetapp.cofm

Canvas Replication Backup & Restore KB Data Sense i e Compute Sync All Services (+8) «~

Add Working Environment Choose a Location X

-]
- aws D =

Microsaft Azure Amazon Web Services Google Cloud Platform On-Premises

Choose Type

°
® ® ® ®

Cloud Volumes ONTAP Cloud Volumes ONTAP HA Azure NetApp Files Kubernetes Cluster

Single Node High Availability High Availability

)

Q, Ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here
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5. S\ OpenShift &£8%, SERGEETENINICIZRM TIEIRE,
a. JEFE * K8s* > * FEEEFIRK * > * EBIFMEE *, TE NetApp EEIFHEE.

Cloud Manager

Canvas Replication Backup & Restore K8s ata Sense File Cache Compute Sync All Services (+9)

Cluster List » Cluster Details »

targetazacc [ Update Kubeconfig Connect to Working Enviranment

Status Cluster Version Added by Volumes VRC Date Added Trident Version rovider
e + _ EE Microseft
(- ) Running v1.21.6+bb8d50a Import 3 April 14, 2022 v21.041 B Are
1 Working Environments Q

+  Provider B g 3 : +| Ccapacity

testHaenvaz Y | B westus? 10.0.0.0118 .00 used of 500 GB available

1=-1of1

3 Storage Classes Q
Storage Class 1D % Provisioner = Volumes ¢ Labels
managed-premium m= 0
trident
Ke1HSSp-ha
vsaworkingenvironment-xr1hsSpd-ha-nas 1 NetApp 3 e
trident netano lo/orotacal=NAS  +1

b. iEFEH _EAAsta=lxhR 7S,
C. iIB FE7 NetApp fENECEFZRH Cloud Volumes ONTAP £E#7Z1E,

IHRER S\ Red Hat OpenShift %ﬁ#ﬁﬁﬂgﬂu}\ﬁﬁ%xo &R LUERTFAESE
Asta=IZNEERTES AN AN IIZRBHE

6. 2 FLtkCloud Volumes ONTAP ZFERRFRE XA ENE,

7. Cloud Volumes ONTAP AL ENBEN T RiaTT, e IESAMTIE FiEiT. SMREBB HA, B2 T
7 Azure FIETTHY HA RS T 2 2B IR,

LRFECEE A FAzurefIAstraizFl g
RIBITERE Astra 1610 "L EEHER",
fE R Astra I=HIFOARIN Azure EEDER. 1BE DL MEE Astra =6 FHRINEFEDER S

K EECE AstraiZF| =i,
RIBEIFIE. ZiEAstralTHlR O e REEEHITHME S,

THBRRIRR S
F LIRS F FIResourceQuotasliLimitRanges X & 3R LE & & )RR E TR £ﬁH$E¥tE’JFEﬁTﬁHCPUﬂIP\]

7o AstrafZflPORIGERARE. AEFATFEXLEFRHNER, MREHIFERAXFHRARLE. WFEEM
TR EAstraf=Hl ORI R 2 =B PR L R R
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ERILUER U T I BRI R LECTMMRE, EXLERFIP. aPHbRIERERNLEH,

p
1. FEPIREVERECEN netapp-acc (HBEXZR)HE =8

kubectl get gquota —-n [netapp-acc or custom namespace]

Mie) &7 :
NAME AGE REQUEST
pods-high 16s requests.cpu: 0/20, requests.memory:
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory:

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 1l6s requests.cpu: 0/10, requests.memory:
limits.cpu: 0/20, limits.memory: 0/200Gi

2. IR MIBRPRE FIRECET -

0/100Gi

0/1Gi

0/20G1i

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low —-n [netapp-acc or

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EHFRENRHISERE netapp-ace (HEENXZFR) SR TIE):

kubectl get limits -n [netapp-acc or custom namespace]

Mie) 7 :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. ARG SEE:

custom

LIMIT
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kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

AMBEEX TLS IEH
BUAMER T, AstralZlshi st e \EHI R B (LB E ) FIWebR K 3 H9Web UISHHIIEEREE

BATLSIER, EEIUMBFRIENBEER TLS IS, HEHBIRNBRIERMANME (CA) ERB TLS iEH.
IR BERIEBATRMERRERER:

s BIHTTPSEIEZIAstraiz il it\Web UI

@ * EANEHIZZAE(NSE ingressType: "AccTraefik" BEBEFIKE
astra control center.yaml TE&RZEAstra Control CenterfAB)E X )

BERBAATLSIERIFERA T X EEEH TS A IIERIE,

Feazai
* ZET Astra IR0 Kubernetes S28%

© MR BT THIE S Shel WEIRISIA] kubectl B
* CA RV E AEATIEB XXM

PR EERIES
RIIBHIEER TLS IEH,
1. £/ SSH , UEBEAF BHEREIFEE Astra I£5]F0 87 Kubernetes 58%,

2. EAUTHmSBIR., RS HFIEPRBEMTLSE A <ACcC-deployment -namespace> fffHAstra Control
CenterfiZEdp & =8l

kubectl get certificate -n <ACC-deployment-namespace>

3. AT ar < MIFR HAI R R AMIES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERELITAINFETIES
AI— N CA ZR B TLS IEHo

/)



1. FERUTHLER CA RN ET ARPMEBXXHCIERDN TLS B8, HIEES < DSBS AMENE
8

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FAUTHSHMRIREBEERBENERENX(CRD)XHHEN spec.selfSigned EA
spec.ca.secretName E5|FLRIBIENTLSE . BHITUTIRE:

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret—-name>

3. AT e MR FIRE I BB EMURERER AT RILER. ARHTER <acc-

deployment-namespace> {FHAstra Control CenterZfEan % gl :

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

Moy :
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

4. Bl certificate.yaml filefE LU TFRENGHES <>HM SAUFEZSRAENNES

63



apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates

o ERMU T L IRIER:

kubectl apply -f certificate.yaml

6. EAUTHSNRFREL, BIIEEEERIBIEBURSSEREECIZIREEENSH (FIMEHF, &
£:die), £2iT8IEHEAF DNS &#5)

kubectl describe certificate -n <ACC-deployment-namespace>

Mie) &7 :
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Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%2
Renewal Time: 2021-07-04T16:45:417%
Revision: 1
Events: <none>

7. ERU T e LR BHIRIBTLSFAECRDLUERFNEREARR. HIFES PR SUMFEBRAELNESR

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. AU Tar LM RAIZREE AN CRD TLS IEBLUEMMENERER, HREES < hpy S U ESIRAEN
HIER:

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:
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10.
1.

66

tls:
secretName: <certificate-secret-name>
fEF3 Web X528 ¥ 3] Astra 1551 0BIERE 1P ik,

BWIBERFAES RS 5 ERENIEBRIFAE B ILE.
SHIERHEERSNE Web JEEPRIEHEIERE P,



RS B

HRINFRE © 2025 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
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