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e fEEF Astra 3THIH0)

5ERkAsta Control Centeri@ Bf5. &{EFHAsta Control UIEE "Astra Control API" BFFEEIEFFRIFN BIERFE. 15
BITUUTI21E:

« "EIEIKF": B . LDAP. EiE%E,

s "EIEEE"

< "EIENHERER" EXEEENER,

RPNV ERERE" EEEBEFRIPEREURES]. FEMTBNBER,
BXIEFAGEER ...

* "{@ A Astra Control API"
* "HH45 Astra I=HId0"
* "JREXA X Astra ControlF9#EBh"

ERFHTTR LT Astra IR ORESEZ—:

* “ERIMERIZEEE Astra I£FIFC"
" (ANERfEA Red Hat OpenShift ) f§EF OpenShift OperatorHub &% Astra $ZHIH L\
* "f§M Cloud Volumes ONTAP 7Zf&/5iH %3 Astra 160"

IR RIS, REAstralSH RO E TR S T MRS
REEE B AstralS "

FERIMERIERERE Astra 1551900

EREEAstra Control Center. 15 FEHLEMEHNITUTTRE, EnlUERIIRETBE
BEAWIERZTHBEXIF R L Astra 15500

B XAsta Control CenterZ2E I 12RYETR, SN "SI,

Feaz i
c THEMIBFIHRESM: "FFIaLRE 2|1, 15 Astra Control Center P& /EZERIFIE",
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EFE=TBEEARN R PEHEARR HEGITO. MTNAREFERIMEERERS.
BT IRE,

* WERRSETIRART: REMBAPIRSEEHILTFEITRRARIFEAR:

kubectl get apiservices

s R EAETRBEFQDN: EitXI{ERBAstra FQRDNT] LR FERE, XEE BALZE DNS RSB 8EHE

—/~ DNS %8, ;E&LZEEFEASEMIZO URL B8H.

* REIEPEER. IREHTEFDILIPERS, WHEBRITRLERE "sHERAT R X, Astralzid

DIMARSAREECHIEPERR, RABRT. Astraizflh O ERERERER IHNIEREESS.

* ({XFRONTAP SANJzhiZF)E A ZR1E: WIREAMZONTAP SANKEIIERF. BHRTEFTEKuberneteste

BLERTZREZ.

S VE=751 W B= 3Tk
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FXEXNetApp AstraiZ i g EMZRAYIHRIR :
180T LU MNetAppBR &S E AR R PR EXAstraiT (F AV LS FNIERINEE. FlIS0AstraiTHFECETZRF -
a. IBREEREMFRFIFBIAstra Controlfik 1D,

& AT L #EAstra Control Service Web UIREFERIIKFID, iEFIEA _ EANEENR, EF*API
access*Hic TERIMK 1D,

b. Elﬂ—ﬁiﬁqﬂ, ¥ Generate API tLhE* FIGAPIL B F IR ERIZIBINGR, ARRKEREFERESR

c. ZRZAsta ControliFER:

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

LZEATRLBENIRSME: BFUEINEMRRIFAstra Control ENEEEHBEBEN LS "SZFFHVAR S M

@ D BETEAstra Control CenterfiBig]i%Astra Control CenterS5RSEZSMARER "L " MARIMIIF
T2, 235 MRRLIFET)IREIJEMMR LIRS,

EEAIsiofRSZMIE. EEERITLUUTIRE:
° 7 istio-injection:enabled label {EZFZEAsta Control CenterZ B Astamn & i INZIAstadn
Z=iEl,
° £ Generic NG E FHARMEERAND ML T,

° 3FFRed Hat OpenShiftiEdt. MEEHITE X NetworkAttachmentDefinition A XELAYAstra
Control Center®2 8]t (netapp-acc-operator, netapp-acc, netapp-monitoring ERIE

BB EXE).



p

cat <<EOF | oc -n netapp-acc-operator create -f
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

BRE Astra IFHIFL, BRITUATIE:

* THHIEEAstraiz Il

* MIRERAAMEMR. FEEAEMDE]

* [NEBSMEIEERIEMRICEHRETENZEH]
© REE Astra I=HIFRORIER

* BOE Astra =540

* FERK Astra iEHIFROFIRIER R

* BIERFRE]

* &EHFENLHIT R E T 4]

* BERE Astra =50 Ul

®

1570MIBRAstra Control CenteriZEfF (5140, kubectl delete -f
astra control center operator deploy.yaml). LUEBSMIBRPod.

THFIRENAstraiz |l
ML E Z — T #Astra Control Centerfff5::

* AstraiThlIRSSIRECEMR . NRERISAstraiz bl PORREAAMEM KR, HEWREESRERLTZE
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MNetApp SZ#Fibm FEIRGEE, BEALLED,
* Astra: WIRFAHEMRSNetApp kFruh = 6 FOIRE—EEEER, BER LR

Astra ControlElf§& 3R

1. & Asta Control Services
2. 5Bk L, %EHFE*Deploy a self-managed instance* of Asta Control*,
3. %81 BAE FEAstra Control & EMER. $EEXAstra Control CenterZ 2 IR H 1R BIZ IR &,

NetApp ZHFifm

1. F# B &Astra Control Centerf93X {4+ € (astra-control-center-[version].tar.gz) "Astra
Control Center FE;B1E"s

2. (BIERE) T HAstraizH|HOBNEPHE R E (astra-control-center-certs-
[version].tar.qgz)AWIFD ZBHNE R,

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

LT E R verified oK RIERING,

3. MAstra Control Center{R45 & P32 EXAR 4 ;

tar -vxzf astra-control-center-[version].tar.gz

NREAARMIIMR. BRAEMDER

WRIEITRIGAstraliz il OR SR R AR, NFEEFEANetApp Astra kubect@n LT
Z#ENetApp Astra kubectlffift

BLERIMINetApp Astra kubeclgs £ 1T, 1BERBIUTESE,

Faazan

NetAppA] AR CPUZRIIHIRER Srir (G —#HBIX . ERITIES ZH. BREE TRIERNCPUNIRE
EYS

NREEMFRMRERLRETIEN. "HRESZESHIRA" ERMXESREZ A,
pg
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1. 5 BT FIRINetApp Astra kubectififf —#tI S 4 :

(D kubectiEff i Riarly—%. FHAMERFRIXHRP kubectl-astras
1ls kubectl-astra/

2. BRERFMCPURMFIRHNIX 4 ELFIRE. HIRHEEMEN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

B GARNE L EMR
1. IR EF XIS Astra Control CenterfR4F B HEIZ T AMFR. FNBD LS| BB L BRI :
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Docker

a. B AtarballlIiEE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. J&Astra Control CenterBf B RV BEIUSHIERIAMIEMR, TETZa1. BHITUTER
push-images Bi<:

* F&$<BUNDLE_FILE> ##ft /yAstra Controf4F 81X 4RI B R (acc.manifest.bundle.yaml
) o

* $&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfFi&FERIURL; 530 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

* ¥<MY_REGISTRY_USER> &#tNAF &,
* #¥<MY_REGISTRY_TOKEN> &1t 5/ M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. B Atarball RE R, BNEFIXHNER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. FREVEMRK:

podman login <YOUR REGISTRY>

C. HEIHETUTH M EEANPodmankRkZs B E X HIBIA > —, $$<MY_FULL_REGISTRY_PATH>
BN EEREAFEHREFEMEERNURL,

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. FHEBER:

cd manifests
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NEASHWIEERIEMRRISE SR TIEEH

. S Astra Control CenterEHEEE£Hkubeconfig:

export KUBECONFIG=[file path]

()  EEmmEA. EHRENKubeconfig"EMEZEEAstra Control CenterfyERY.
2. IREERIIMEREESHDIIE, WEEHITUTIRE:
a. B NetApp-Acc-operator BRRZIE]:

kubectl create ns netapp-acc-operator

b. /9 NetApp-Acc-operator SRATEEIE— N, M Docker 5 EHIEITUTHS:

@ S{IfF your registry path N5&5tai LERIMERYIE ILEC(FI40.
[Registry URL]/netapp/astra/astracc/24.02. 0-69) o

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

+
kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]

+

() wREEREPENRHETE. BERESSSE. ARERERHEENER,

a. B netapp-acc (HEEXHEMN)ERRETIE,
kubectl create ns [netapp-acc or custom namespace]

b. 82 E A netapp-acc (HBEEXBRMN) SR TE, RIBEHEMREIED. HFiDockerZ 2 HIETT
NSz —!
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kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

LI Astra 1THIFRCIRIER
1. (RS EMR )V INRER N 24 EMR. BRUATTE:

a. FTF AstaizH| R MRIEREBEYAML :

vim astra control center operator deploy.yaml

(D UTSBERE—MTEHYAMLTHL

b. INRIEFERHVIMRFEEZSMRIIE, BEEINIT imagePullsecs @ [] BRAUTAHR:
imagePullSecrets: [{name: astra-registry-cred}]

C. B ASTRA IMAGE REGISTRY , kube-rbac-proxy FMEGHEIEMREEZEH L—4,

d. BB ASTRA IMAGE REGISTRY ., acc-operator-controller-manager fFBREHEIEEEAZRES
7 E—H,

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
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metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi



securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

2. R Astra FEHIPIORIES

kubectl apply -f astra control center operator deploy.yaml

FEFFAF A :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

3. IIEPodEE ETEIETT:

kubectl get pods -n netapp-acc-operator

BoE Astra 55400

1. 4giEAstra Control CenterBE X FEIR(CR)M (astra control center.yaml)#{THF. Z#Hr. JFMER

MEMOSERE:
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vim astra control center.yaml

() UTSBRRE—MTTHYAMLTH,

2. BN HHIAUTIRE
i 2 AR

EERE ...

accountName

AstraVersion

EEIRE ...

astraVersion

AstraAddress

EEIRE ...

astraAddress

34

(=1 =1
B~r

EE& accountName ?
TR, /RES5Astra
Control Centerfi P X Bx
2. RegF—

“~accountName.

(=3 =}
B~

EEZAYAstraizZFl
kRS, TTEFUIRER
TEMZRE. RALE
BISCiAa TS,

(=3 =}
B~

B astraAddress I8
REENE P IH

ia] Astrafz il Fhits
BIFQDN (3ZiY)3IPthilk
HF TR, ItbtitAF
TE M AMAITEER RO
¥ E|AstraizHldCn. FH
B5EEEMEMNE
23R ERYFQDNELIP
HuHEAEE "Astra 1=
’B\g*"o

AR B7ER
http:// B https://
#iitR, E#Ltt FQDN
MTEPRER B8P 5,

Type

string

Type

string

Type

string

Nl

Example

Nl

24.02.0-69

Nl

astra.example.com



AutoSupport

TR AT RAMMENERRREE RS S 5NetApptY E 532 571 T2 £ Digital Advisor LA #3HER & 1% 1L
B, FEOERMER(IrO442). FIEHEEHNSER K.

[EFIRE ... £ ...
autoSupport.en HWEBEZ—
rolled enrolled 8 url

R T B

TA=MENetApp &
poy 1B g ) 61
autoSupport.ur BEZ— LCURLEFHEE string
1 enrolled 8f url RBEIEBVLIE(L
WBLEIRFER B,
email
FFIRE ... ES Type
email B email FRFBRFEK string
IRV E IR Gtk
& I 1 BB F R A stk 1L
ERRER P B, It
B FHER I B YD

B

B enrolled A #H/R{E

Fi&AutoSupport
EIES false Xt
FAREAInterneti®
ERARBI R
true WFBEERE
he. BIRE
true RIFRKER
IR AKX NetApp
PAESE 15, BRIAIE
B false MR

RIKFRAR&. BT
EREIUL HitAstra

ControlP UL E|E 4@
o
firstName
EHFEIRE ... =S Type
firstName 5Astrafit ~ <EXRYERIA  string

THIAEERNRTF. B
RERRE. L ERRY
BB ERERFRE

AR o

Type

Nl

false (LENER
INE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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Y

EHERE ...

lastName

BES Type

SAstraffk F XEXBIERIA - string
IR EESRMR, B
RERE. L ERRY
BB ERERFRE
HARRE o

Nl

Admin



imageRegistry

BEATRNERENX THEAstralBIZFIRIR. Astraizhl R OE 1 E S MAstratz=hl i Helm 7 i E

RV A SRR EBOER R

EEIRE ... fERA ...

imageRegistry. Required
name

imageRegistry. Bk
secret

==

HEEEAsta
Control CenterFfZE
BIFT B IR{&EYAsta
ControlMUE AR
BB ZEIGT
EiETE. BRIAEECE
TERMEMER. B
MAFZERITEM
BE, X FauiE
R BB E
BB RN EEDH
EE RV BRE AR
KB E—4,
1B70ER http://
g https://
KRB

@i RgEm  string

RHITERIRIUE
AIKubernetesZH
K2R, ZERTR
FiET. FRIEEED
BT AR
REFIZEMER
BWMANFERFSE. &
MAREERITEM
B1E
imageRegistry.
name %g‘?}%ﬁo

HEHA: NRE
ERRZASHEMER
AEERN. Wi
S ELIRI R
secret T
imageRegistry
BN LR KMo

Nl

cr.astra.netap
p.io (BAIN)
example.regist
ry.com/astra (

ZAHEE AR Y)

astra-
registry-cred
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i

EHERE ...

storageClass

volumeReclaimPolicy

EERE ...

volumeReclaimPoli
cy

== Type

B4 storageClass ff} string
BkE ontap-gold 7
KBNS — M FERE
HiR. BT
kubectl get sc LU
EERENNEEFHE

£, BAEERXHH
i NAsta ControlEC B2
FEENFERZ—
(astra-control-
center-—
<version>.manifes
t). FEATFAstra

PV, MIRKIZE. M=
FERARINEES,

AR MREETEIN
FHEER. BRIRE S
—BARIMIERTFE

%,

BES Type

XIE HAstrafIPVig& &L string
KRR, RFULREIZE

A Retain ifRAstrafg
REBXAME, KILER
BRIGSE N Delete fl
BRAstrafSflpBRK& A M

. WMRFKIZEILE.
MZ=REPV,

Nl

ontap-gold

il

* Retain (XEEIA

{8)

* Delete



IEFEHNER
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EEIRE ...

ingressType

S Type

BEAMUTAOREZ  string

1B (ingressType:
"Generic")(FKIN)
MREEEFERS—
ANOEHISRHHEFEH
&8 2O EHI2s.
AR, &
ZAstra Control Center
. BFEERE "\OF
flZ8" MERAURLA
FAstraizilF it

SEEFR: MREEE
AR 55 M1 5 Astra

Control Center&5&

. MABHEE
Generic fEANOIKEE
HFIGERZRBCH "AOiE
%u%guo

* AccTraefik*
(ingressType:
"AccTraefik")
MRIEARFEREND
=H2s. IBEFEALE
I, XFEEFEAstraizHl
Fl) traefik PXTE
JIKubernetes
loadbalancerZ$ B AR

5o

Astraiz il CERZEE
J"loadbalancer"BIBRSS
(sve/traefik ) HE
KRAESECET RV
ZRIPHENE, FNEREAIIR
15 78 VF{oE AR i Tl
25, BEEREE—
Frgs. MBI LAfSE
FAMetalLBZ{ E 5N RAR
S E T2 ZRS
PESMERIPHILE, TR
E8 DNS frRZ25EEH,
1ERE A Astra 35
CVNEIRAY DNS ZFFiEMm
ETERY P ik,

AR BX"load T
2 M NBRSS LA RIF
MER. BFBW "EX

o

prinl

* Generic (XEEAIA

f8)

* AccTraefik
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A EAN

EHERE ...

scaleSize

AstraResourcesScal

ETEIRE ...

astraResourcesSca
ler

8S Type IR

ZRIAMBE R T, AstralgfE string * Small

BEr A% HA) , e s
scaleSize BY Medium ?%edlum (XERRIA
, AIEHAREREA S )

RS, HEEZ T RIA
MUSKITR. FH
scaleSize EN
small AfER 2R
FRERSHIRIAEE,
BEZARSERIN, LUR
MMERE, B
‘Medium SPEEE K
£9100NPod (N ELIER
B T{ETa%E,). 100Pod
BEF—1=FTa/=
MIHETREE). EE
RIZn)@iER IfRA
A BEETERIEPODWLS
[RHEIFREI. THEEE

FER MRS 75 588,

== Type eI
AstraControlCenter&ig string * Default (XA
PREIY Bk, BRIA B)

TER T, Astraizhld . off

SITERE. HHAstra

AR ZEAHIRET

HIFRIEK, BT XFED
&. Astraizl|HOoEB
AR BT AITE N 2R 1
Y R INAYIRIR
REFIE T, B2,
EFERBVINEYF & S
REEMBERT. CRFE
2%
astraResourcesSca
lar AJIKE N Off, Itk
BRIEBERARRIEK.
FAFER/AVERE E
EB%O



Hitt{a

D BUTHIEFNEAsraEHROCRP, UL REEADRE:

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

CRD

BIEARTIRINERRE T Astradz il RO 40 0 EECRD.

EEIRE ... 8S Type
crds.externalCert UNRFEAIMNBERERE HRE
Manager 25, IAHITEN

externalCertManag
er to true., BRIANME
false {FAstrafs ity
EREHERERCH
P EEEECRD, CRD
B EENINR. ®
KellkameEst
HEMER S, EELAfE
FBUItARE R Astratz e
DERBES. IERX
LECRDIG HAstraiz il s
DLOMIEHEERERR

EEE,
crds.externalTrae ZIANERT. Astraizhl #H/RE
fik FRICVERES

B Traefik CRD, CRDZ
ECENINR. ©&
el RESFmERN
HithER 9, ErILIEA
AR B AstradEs gt
RHES. B8R
LteCRD¥$HAstraiz s
DUIMNIEBEIERR
EMNEE,

()  aExmmgra. EHENENREES T EROEHEIN L,

ANl

False (WENFRINME)

False (WLERFRINE)
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n~f5Astra_control_cCenter.yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

FeRX Astra $ZHIFROMIRIER R E

1. WIREHE E—DRiEREE, EOIE Netapp-Acce (HBEX) mETIE:
kubectl create ns [netapp-acc or custom namespace]

2. INREIETEAstra Control Centerd {FFRRSZMIE. ER LU TIRERIME netapp-acc HEENXHRTIE:

@ BRINOZEE! (ingressType)MIIKEN Generic fEAstra Control Center CRA. FAG4%
ST S,

44



kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled

3. (BN "BEEEBIMTLS 3 Fisio service Mesh:

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 7f NetApp-Acce (HEHWBENX) mRATIEIRZEE Astra Control Center :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ ATER DEERIRORES R B EIRRER, R 2K RERR EHNREET KW Astra
[==

+ =
=
EHFORELEERET. BB T—1 RESEHNRAGHNEEXNESHE

BIFRGRE

EA] LUEAkubectl S LI R GRS, WREEZSWER OpenShift , MATLUERREFEN oc snLHITIRIED
B,

S

1. BRI ERARENSEIIRNERXNESHE:

kubectl get acc [astra or custom Astra Control Center CR name]

[netapp—-acc or custom namespace] -o yaml

() AER DEslRLERER AR AT SR E E MBS,
2. BEEHBRIGEREWIFHPOE T,
() mALEIRERFERRREENT R AR S5,

3. WIER B EMIhREFA RGAN

—-n
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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kubectl get pods

—-n

[netapp—-acc or custom namespace]

&1 POD BPRSIA running o EEBRSE Pod AIREFE L7 #HBYBSIEL



I AR R 2P R

acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running



50

ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (A[I%)ME acc-operator AFHIEHENHE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—
operator -c manager -f

(D accHost EEIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHETRH
EREMRN. ERIUSHBEIEIEM "EUIRRINSEE TIER" APl o

5. TEFREPodizfThY. WIFRERTHIN (READY A True)HFKENE RAstra Control CenterBt E{E B RIHIIAIE
BE:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
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Mje) 7 -

NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 24.02.0-69
10.111.111.111 True

@ EHUUIDE, ZEEAN Ace-, FIR UUID B (Acc-uuIlD HEMREIFRAN Acc-9aa5fdae-
4214—4Cb7—9976—5d8b4COC627f) o

REEANUHITARTES

1R LA B — P Kubernetes N\[#ZH28. AT EEXMRSHVIMNBIAR, NREEANZIRIME. MEAITIIER
BT ANOIEHI BRI E TR ingressType: "Generic" fEAstra Control CenterEE X & RH
(astra_control center.yaml) o YIRIEE. MAFEFERLIREDE ingressType: "AccTraefik"
f£Astra Control CenterBEXZIJREH (astra control center.yaml) o

ZBZEAstra Control Centerfg. EEEREENITHIZS. UEFRHURLAFAstra Control Center,

RESBERPAERNACIEHIZREE M. AstraiThl RO SME NizhIZELE, XEgETRRRME T &
w R NERISBRENTRAI TR,

ez Al
* PR ANOERIZE" ZEERE,
* o "ALOE" NEEIES ANOERIZEI A,

Istio A\ &
1. EoElIstio Ao

@ IHRED B REER"BIA"ECE X EBE Istioo
2. PENRRUEEELCZFRRRVIEB T BEAX .
BRI LUMERCAZR BT R, RARYIIAstrattitit(FQDN),
an <l

openssl reqg -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. BIEEZH t1s secret name FE kubernetes.io/tls FHTLSEAZEBAFIER istio-system
namespace YTLSHIZEFFMA,

an <l
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
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https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

AR MRS istio-Infile.yaml X 12V spec.tls.secretName™ ILAL,

4. EHERENILZIR netapp-acc (XEEX BRI ZTIE (istio-Ingress.yaml ELRFIFFER):

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:

number: 80

o NMFEN:

kubectl apply -f istio-Ingress.yaml

6. BENORS:



kubectl get ingress -n [netapp-acc or custom namespace]

e 87 2

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

7. SERiAstratzfll &2,

nginx \ITHI23R5 2

1. BIEERBVAIEEH kubernetes.io/tls FIITLSERZIAFIUEP netapp-acc (HEENXHBEM)HR
il g0 "TLS Z5A"

2. EHEPEENZEIR netapp-ace (HEBENXTBEZM)HRETIE (nginkx-Ingress.yaml TELRFIFER):

H}

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

3. MAEN:

kubectl apply -f nginx-Ingress.yaml
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(D NetAppRitBnginzHIBRE NS, TFRLE dacnonset.

OpenShift A1ZHI2ZHYSIE

1. SREGERFHIRENZA, B CA X, LU OpenShift BREIfEMA,
2. gJ# OpenShift B&H:

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

ERE| Astra =590 UI

Z%EAstra Control Centerfg. EEREMIABIE RN, FHE R EAstra Control Center UI{E E 1R,

1. fEXYE 28, BMIAFQDN (84 https:// BIZ) astraAddress fEH astra control center.yaml
CREYE] HZL % T Astra 26 H 0

2. MRHIURT. BEDESBIES.
() caEBREaREEES.

3. #EAstra Control Center®RIIHE L. BANEHATHIE email EH astra control center.yaml CREY
18] BT Astra =50, RIERVIIRIEERRS (ACC-[UUID]) o

() MRERAWTBIRRER, ERRKPHEHE 15 95

4 i B
5. IRIEHER PR,

@ MRXREFE—RER. BETIETEE. HEAERCIZEEMEMEERBAKS. BHKR
"NetApp 2#5" LIRIGEIEME R,

6. (%) MFRMEBER TLS IERHIGEHBIA "HIEBMANE (CA) ERIBEEX TLS IEH"

R HITHEHR

WREMRSZATF Error IRE, EBEILMERE. &K 400 F 500 SEEIRB API MRS, XLEEFEERTE
EBFENE,

\%Iﬁ

~

* BI0E Astra ITHPORERBE, BRAUTRAE:
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* By Asta Control Center CREVIGIH

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

Hitte & d 12

* {£FRed Hat OpenShift OperatorHubi#1T®R%: FRILLSE "&AIEELE" £HO0peratorHub
7E£O0penShift - ZZEAER H1EHIH 0,

* {£FCloud Volumes ONTAP FifnE AR nh R f£A "XLLH2" 5B Cloud Volumes ONTAP 7Zf#fG
IRAYAmazon Web Services (AWS). GooglezF & (GCP)ZEMlcrosoft Azure AR E Astraizfill Hith.

T—&175p

* (AIE)RFBERIFR, TAREFIRE TLEDE

* "% Astra Control Center. BEFRFNUIHEXRZEGE. BEEGEIFONE. AIEE. BRSHMKIL. B8
FEURORINTEE D ER" S

FcEIMERIEREIREE

ﬁﬂ%Kubernetes%ﬁEF‘EﬁT WEREIESS. NEERIT LD E. LUEAstrafzhficy
SRERCOHIEPEIEE,

p
1. WINEREIEHEIEE:

kubectl get pods -A | grep 'cert-manager'

) vaans Tl
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. NOIBIEH/ZEAM astradddress FQDN:
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

MRz TR pf -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. fERSATERMRIX HEIEEA:

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

e Sz 73~ 451 -

secret/selfsigned-tls created

4. 8 clusterIssuer XH R T. EESHNMATEIE cert-manager PodMY&REE:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

MR -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S. WFREE ClusterIssuer BIEMELI. Ready %N True EHEIRIEZ A
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kubectl get Clusterlssuer

e Sz 73~ 451 -
NAME READY AGE
astra-ca-clusterissuer True 9s

6. 5ERY "Astra ITHIFPOREL ", B— "AstraiTHIPOER YAMLIFI R ES B B, & LAERCRD
BELUETERERSEEIMNIRERN, EUITERERETTRIETE. MUEAstrai=HIOEEISIRFIIMNBERE
LT

£/ OpenShift OperatorHub &% Astra =50

WNRIE(FHERE Red Hat OpenShift , MBI LU#EH Red Hat IAIEIR{ER % EE Astra Control
Center . FRILIRIED EMLEE Astra 1TF|i0 "Red Hat £ FRSH R SfEF Red Hat
OpenShift 28 F&o

SERRIIRET BRE, SN IUREIEIZERESBUSTER "FISFPEB" URIEREZRETHIIHER,
Feazai
s HEMIESFIHRSM: "FFe%E 7|1, 15 Astra Control Center P& /EZERVIFE",
EE=NAEEH KL SPIBEAER DIEHEIRL. MTHBAREFEHIFLERERE.
BEINHITI R,

* BIRERHIR(ERMAPIRSIZTIES:
° T£OpenShift&eB$i. MRFIBERERFLIILATIBITIRARIFFVRE:

oc get clusteroperators

° f£OpenShiftseB . FRIRFIBAPIIRS A FEITIRA RIFAVIRES

oc get apiservices

* HRE BRI EHAIFQDN: EitXIEARIAstra FQDNRI AR IR, XEKREERIANES DNS ARS583+HH
— DNS %8, HELEEFEREEIMATZO URL B,

* JREXOpenShiftil[R: BHITAAANRZESR. EFEBEFMBEXRed Hat OpenShifta2sF & HFFHE K EXRH
AR

* EEEIEPEERS. MREFHPEFTIETEES, WFERITRLERME FHERFPE" X, AstraizhlH
DMASLREBCHIEREESE. RINERT. AstralFhlROSELREHREILEEH CHIEREIERS,

* G EKubernetes N[35528 : MR EE — MKubernetes N [15 428 L BB X ARSZSHISMNEBIAR]. FlansER¥h
AR FE. NEBRBHEIZEE N S5Astra Control Centerfic &1 :
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a. SIBIRFRanR =8

OC Ccreate namespace netapp-acc-operator

b. "L E" ERATEMANOERIZELE,

* (fXPRONTAP SANIRZHIZFF)B A ZHKREE . WRFEANIEONTAP SANIREHIZER. IBARTEFTE Kuberneteste
BLrEATZRZE

SV 7SI B3k
* FREXNetApp Astraiz {HIREEM FRBIIRIARER :
1B AT LR MNetAppREE TR P IREX AstralZ (HBY L EBRGANIEIRThAE. FlalAstralz(FECETZ 7o
a. IEREBEFREMKRFIFERAstra Controlik Do

f&A] LLTEAstra Control Service Web UIRERZNKFID, EFERNEA EANEEMR, EFAPI
access*#Hic FERIMKFID,

b. Eﬁ—ﬁiﬁqﬂ, ¥ *Generate API tLhE* FHIGAPIS R FIFERERIZIBINGR, ARRKREREFERES

c. ZFF|Asta Control3E AR

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZEATREBEENIRSHE . BIVERINEMARIFAstra Control ENEEHBEREN T2 "2 FFIVARSS W1

@ DgE7EAstra Control Centerffjg]}%Astra Control Center5SiRSSMIRER "L 2" A RIRIL T
I3 F2, MRS IFR IR EIHEMMEILIRE
B(FEHIsiolREMIE. EBHBEERITLUUTIRE:
° 7 istio-injection:enabled 7EEBE Asta Control CenterZ gil. i5ricAstadn® = (al,

° M Generic NIEE HARHEERAND "IMERE FE",

° 3fFRed Hat OpenShiftsEdf., EEEHRHITEN NetworkAttachmentDefinition TEFFE XBLAIAstra
Control Center =8k (netapp-acc-operator, netapp-acc, netapp-monitoring SfERIE

BB EXE).
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cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

p
* TEFHIREAstratZEHI 0
* MNREAAMIEME. BTRAEMTE]
* [FREHRERREDIH]
* [REIRIER]
© REE Astra 1=HIFL

pall

@ 1H70MBRAstra Control CenterizBRF(ffl#0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\liﬁﬁﬁﬁﬂ&%Podo

THFEE AstraizHl 0

ML E 2 —T#iAstra Control Centerfff&:

* AstraizhlARSSIRECEMR . NRERIFAstraizhl ROREEAAMIEM K, HEWREESRERLLTE
MNetApp Ffibm THMGE, BERILED,

* Astra: WIRFAHEMRSNetApp Fruhm 6 FOIRE—EEEER, BERLIEIR
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Astra ControlE& ;3R

1. ZFAsta Control Service,
2. E2BiRE, #%EF*Deploy a self-managed instance* of Asta Control*,
3. IR EAE REAstra ControlBREEMER. HeBXAstra Control Center® 2R H IR ENIZ 5

NetApp ZiFih=

1. F#H B &Astra Control Centerf9{4 & (astra-control-center-[version] .tar.gz) "Astra
Control Center FE{TIE"s

2. (BIERE) FHAstraiz RO BIE PSR E (astra-control-center-certs-
[version].tar.gz)AWIFR ZBHNE R,

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-
control-center-[version] .tar.gz

AT B Rl verified OK WIERINE,

3. MAstra Control Centerf45 €] H 2 EVIRIR :

tar -vxzf astra-control-center-[version].tar.gz

NRERAAHEMR. BT EMTE

NREIH R Astratzfil P ORS E HEIX B A AR WIFEEEANetApp Astra kubectdn L 1T
Z3ENetApp Astra kubectlififf

ERERMIINetApp Astra kubecl@ ST BFTERUA TS B,

FIaZ Al

NetAppA] AR CPUSRITHIRIE R Srir (i1 — B X . ERITILES ZHI. BRE T RIERNCPUNMIRE
R

NREEMTMRERLZETIEN. "HREEZESHIRA" ERlXETRZE,

gz
1. B AT FAEYNetApp Astra kubectlififf Zi#HEIX . HiZ MRIERAFMCPUSRMIFR BRI 4R R :

(D) kubectiEffAERiarl—8%. FHAMERFRICHEP kubectl-astras
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1ls kubectl-astra/

2. BIEHM — SIS H BB M AT EREHEM BN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

BIRERIE AR
1. INRE I XFAstra Control CenterfR4FELIEXBIAMIEM R, BENBR5 I BTHMABRS IR
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Docker

a. B AtarballlIiEE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. J&Astra Control CenterBf B RV BEIUSHIERIAMIEMR, TETZa1. BHITUTER
push-images Bi<:

* F&$<BUNDLE_FILE> ##ft /yAstra Controf4F 81X 4RI B R (acc.manifest.bundle.yaml
) o

* $&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfFi&FERIURL; 530 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

* ¥<MY_REGISTRY_USER> &#tNAF &,
* #¥<MY_REGISTRY_TOKEN> &1t 5/ M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. B Atarball RE R, BNEFIXHNER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. FREVEMRK:

podman login <YOUR REGISTRY>

C. HEIHETUTH M EEANPodmankRkZs B E X HIBIA > —, $$<MY_FULL_REGISTRY_PATH>
BN EEREAFEHREFEMEERNURL,

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. FHEBER:
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HERERRETIE

1. R ERRENE, BFRBUTEREZ—!
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Red Hat OpenShift Webiz &l &
a. ZR% OpenShift 28T 4& Ul ,
b. Mm-S, EF * ZEET > OperatorHub * o

(D {FERILLITER R EEF K ZIAstra Control CenterBY X Bk Zs,

C. ¥ netapp-acc FiEENetApp AstatZT il FICRIER,

Install

Latest version

Capability level
© Ba

dource

Certified

Provider

NetApp

Repository
N/A

Container image
N/A

Createdat
e

Support

NetApp

Red Hat =5 A%E R
a. 1%&E NetApp Astra I£HIF0 "EERT
b. EFEREFMER

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

Home » Software » OpenShift cperators » Astra Control Center

Astra Control Center

Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use

Overview

@ netapp-acc-operator

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Ce

Documentation

FAQs

Get support
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() mespEmREERHETERTRE,

a. IR EEFHRTIEE netapp-ac-operator namespace will be created automatically as part of the

operator install.

b. 3% THER S L 5B
(D) muFse. SMEBREET—MMERLA,
C. AR R,
(D) REEET FUEEES. ROSETCHEIRERNFHREI.
2. pEHIAH, 5] OperatorHub EEHIHINRIER ERIIRE,

Z%E Astra IEHIH0)

1. MAstra Control Centeri®&{EREY* Astra Control Center3EIR-ERRRIESI & H. 1%EIF* 6
#AstraControlCenter*,

Project: netapp-acc-operator w

Installed Operators > Operator details

No operands found

Operands are declarative components used to define the behavior of the
application.

netapp-acc-operator .
4+ 2340 provided by NetApp Actions =
Details  YAML  Subscription  Events  Astra Control Center
AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

2. 185 Create AstraControlCenter Form FE&:

a. REHIPEE Astra I=HIFLBE T,

b. JgAstraiZ A OARNIIIRES o

C. BRNZRABEME. BIREBhZHFEE,

d. HNAstraizhl = OFQDNZIPHEL, 7ELEY http:// 3K https:// EHIEFEA,
e. 8 N\Asta Control CenterffxZs. 5]3124.02.0-69,

L ARNIKP 2R, BFHR A SRR K.,

9. EIFMELILEERS Retain, Recycle B "Delete. BAIMEN Retaino

h. SEERREBILLHIR N,
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FINBER T AstraERS M (HA) scaleSize By Medium, AJTEHARZRE K Z#K
() s, HEBSVEIEUEAAR, B scalesize /£ Smal AVER RIFTEMR
SHEIRNRE, ETBRSMN, I ERE.

iz = NNtk
* @M (ingressType: "Generic")(FAIA)

MREEEFERS—MNOEHRRELEERAEE SHNOFTEIEE. BEALLET, ZfEAstra
Control Centerfg. EEERLE "N\ [iTH|28" LIMERURLAF Astratz sl iy

* * AccTraefik* (ingressType: "AccTraefik")

NREAFLERENDIEHIZE. BERLIEDT, XIEEEAstraiTHlH L) traefik MXEE
JIKubernetesHy"loadbalancer"Z£ 8RS,

Astrafz sl FhOERZE R A" loadbalancer"fIARSS (sve/traefik ) HERANEDEAHIEHIINRIPHE
ik, MNREMIFBEAFFERAHTEEE. BEMKREE— P FR. WA LUERMetalLlBI E IMERARSS
T P& 28 NIZARS D BECIMNEBIPHELE, 7EPIER DNS BRSZERECER, ERIE A Astra IEHIFOIERAY
DNS &Z#Fgm AT &0y IP ithit,

() B aaTEs e ESLROYREE. BB R,

a. f£*Image Registry*#, FRIFECE T AMEMR, SNIFERARIAME. HTFAMEMER. BRHILEZRN
B L RHEXRERI A HRECEM KRR Z. 1BLED http:// B https:// FEHUEFEEF,

b. MBEERORETMEBESHWIE, FHNRGEA.
() nRCERNIMERESHRIE. FEH RS,

C WAEBRNET.
d. RELR
o IRMHERATEIEX,
() nREETRAEEL. ERECEE—BARMTINEEE,

f. X CRD QM EEEIN,
3. EEREYAMLIE U EE EEFINLE,
4. 5&% Createo
SIEFMRE R

MREERAREMREERITHHIIUL. B1EOpenShiftiEdf L RIE— 1N, ABETHNIZZIAZIR
Create AstraControlCenter REFES,

1. AAstrafz= R ES B p & =S (8]
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oc create ns [netapp-acc-operator or custom namespace]

2. EltaR TR EIREA:

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
——docker username=[username] --docker-password=[token]

(i) Astra Control{Zsz#¥Docker M FHE
3. SERHHERFE 8l AstraControlCenterR £ F L,
T35

FeA "R R BRIER R BEMRNREAstraizhlF 0. HRE—MNOIEHEB(FEE)HEREIUL 1N EE
FENT "REES" TREER.

{5/ Cloud Volumes ONTAP Ff&/[Gim&iE Astra 1690

{&Bh Astra =890, Ee]LUEABEIER Kubernetes ££8%F1 Cloud Volumes ONTAP 52
G REIMEPEIRNAIER. A LIIERNEKubornetesEE &t oy =M EHA— BT
EIEAIKubornetesEEEHEFZE Astra Control Center,

EHP—EZEDR, EEILUER Cloud Volumes ONTAP {EAFIEGInKHAITN AEF SR EIRR(F. EEA U
¥ 83 FE D ERECE NED BT

E1£Amazon Web Services (AWS). Googlez= ¥ & (GCP)#Microsoft Azuref{FF Cloud Volumes ONTAP 7Zfi
[RimgEAstraiThl P, FRBENSIFRRITUTIE,

* 7 Amazon Web Services FEFZE Astra EHI4 0
* £Google Cloud Platform/RZBE AstraiZfll sl
* 7F Microsoft Azure HEBE Astra FH!| 0y

& 0] LUfE A B BIEKubernetesEE 8 (5]#10penShiftA2s F & (OCP)ED R BN AR, REEEE
HIOCPEE A =@ IO IE R EFE AstratZ Fil o

7£ Amazon Web Services FZBE Astra 5540

& B LATE Amazon Web Services (AWS ) AF = LHEEMBEEIE Kubernetes 585 EEFE Astra 1ITHIH 0

AWSFRERINRE

TEAWSHZFZ Astra Control CenterZ 8. BEEHREUTERY:

* Astra Control Center ¥FHJiE, 1B "Astra =65 F AT E3K",
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* “HE Astra IZ=HIFOBIEK"
* NetApp Cloud Central account
* MNRMFEAOCP. MIRed Hat OpenShift Container Platform (OCP)AX R (£ 85 & == 814% 3! BB F 6l i Pod)
* AWS &EHE, 1518) ID MVZZREH, EERTOIRFME D EBRANIEZIEZINE
* AWS Mk 38R 285E M ( Elastic Container Registry , ECR) i5iRIF1& &
* Eifja)Astra Control Ul. FEEAWSHEEXIFFAmazon Route 535 B
AWS BYR/EIFIRER
Astra IZ=FIFOFE LT AWS 121FIFIE:
* Red Hat OpenShift Container Platform 4.11%E4.13

HRREEEIE Astra 6 ROBREIRE R R IR B 7 XA E A R REK,

BT MERZRIRERZ I, Asta Control Centerif B ERFEN R R 1BEN "Astra =5 OIEEMIEEK",
@ AWSSEM RS BT 122\ G, ZEENMEEITDockerBf & MR Z A,

AWS ZREHLAR
TEEENA T Cloud Volumes ONTAP {EATEME SRR EIZAT AWS B Astra 1251 O RIS 2.
TEHEFEHENATHPES M TR,
1. BRIEEEEBH 1AM R,
2. £ AWS %% RedHat OpenShift £&%,
3. EtE AWS,
4. FREEAFTAWSHINetApp BlueXP,
5. LEEBTFAWSHIAstraizh| iy,
MR EA BIEE 1AM 1R

BRIZEB BBHNIAMAERINNIR. AL ERedHat OpenShifteEE£FINetApp BlueXP (UAFIFF I Cloud
Manager) Connector,

BRI "5 AWS EiE"

£ AWS %% RedHat OpenShift 8%

7 AWS %% RedHat OpenShift A28 Fa%EEL,
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RE: ATLLUEE N LU R ZS S Astra Control CenterBR&H#EIXZI AR :

gcloud auth activate-service-account <service account email address>
-—-key-file=<GCP Service Account JSON file>

AT E— P Astraiz | POERE XS U R ERNGoogleBRIGFMRAUE. R~

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml
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b. {FFEH L ARIAsta ControlEt BIZFhRZS,
C. i2 FERA"netapp"ENECETZFHICloud Volumes ONTAP SR 1ZiE

IEIRERE BN Red Hat OpenShift E£E8¥H N E D ECRIAEMESS, ERILUEIFREFMES,
Asta Controlft BEFEF 2 ESANA NI EF B iR,

5. 12 FItCloud Volumes ONTAP ZBEHHIFRB A A Mt &M%,

Cloud Volumes ONTAP A LI EABEIM T RIETT. WA UESTRMEHA)FIET. NREEH
HA. 1512 FIEGCPHIEITRIHAKRSH T R EEB IR,

RIER T GCPHYAstraizHl ity

BT "Astra FHIT0 RN,
(D ccremsmmssmiEs BAL,

1. 4 R DockerZ A LUREUE FAstratz il AU ZEE A IR :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

7£ Microsoft Azure ZEE Astra 1THIF ()

& ] LATE Microsoft Azure 28 = EFEERBEIE Kubernetes 558 EE[E Astra =830

AzureFTHEHITHEE
fEAzureFEfE Astra Control CenterZ Bil. EEEHE U TR :
* Astra Control Center ¥ 8], 1EE M "Astra =6 FOIFRIEZKR,
* "JHE Astra I=HIHFLBIER",
* NetApp Cloud Central account
* INERFERAOCP. MJ}IRed Hat OpenShift Container Platform (OCP) 4.11E4.13
* NRFEAOCP. MIRed Hat OpenShift Container Platform (OCP)A PR (fE8p & =gk 3 AT 2lEPod)
* BERTRIRFMED EAMEESINARN Azure 1B
Azure FIRFIFIEER
FRIGIEFEREE Astra =5 ORNRMEIFME R R IMEE A XA E R T RER,

T MEREIRER Z 9, Asta Control Centerif BB EN R R, 1BEN "Astra 1Z5|F Lz EMIEERK",
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Azure ZPERHA
TEEBENBTIERT Azure B9 Astra 1IT§ RO LT TR,
THIFHANABTHEPESINTE,

1. 7£ Azure &% RedHat OpenShift &%,

Bl Azure FIRH,

RIS EE BIERY IAM X R.

ACE Azure,

FAzureEZ ENetApp BlueXP (L FT#F I Cloud Manager).
TR EIEA T AzureBIAstratzHl 3t

o o M 0 DN

£ Azure £ %%t RedHat OpenShift ££8f
E— B Azure %% RedHat OpenShift ££&%,
BXZEWHA, BERUTAS:
* "T£ Azure %% OpenShift S8,
* "RE Azure BKF"
B Azure ZIRA

Z/DoIE— Azure FIRLH,

@ OpenShift FIRERBIE B SR IRH, FRTXLEZIN, BIENENX Azure BiRH. EESNR
OpenShift 314,

TR e R EOIR T S LR R IRAN BATN ATERF OpenShift S28¥ R4,

WIRICEE B I50Y 1AM 1R

BREER EBNIAMARNINIRE. B LlZ%ERedHat OpenShiftSEE¥FINetApp BlueXP Connector,
BEEM "Azure EIEFRE"S

BcE Azure

ETR. BAzurefL B NRIREIAMLE. KB ITEELHIUKREIEAzure BIbA 25, MNRE LA IRNetApp Astraiz
IR ORESEMRR. MIREECEAZUre B e AR (ACR)FIE B AstraiThl O MRE, HRX LG HHX T It T
e

28 Azure XHESERLA T, BB "7 Azure %% OpenShift 28"

1. BIEAzure FEHIILR,
2. BEITELG, XEILUE Azure FHIEHARSZ 25, VM
3. MNRLHIZERE KRS ETTAMITIET M Astra RIRZRERITES, I57E Azure FENLHIZER LUHE
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Astra XK, HBN "Astra ZH|FHLER"

ZE/LAIE—Azure BlobB 28 LITFEE 4

BIRFMEK, . BREEEREMEIKF REIZEEEAstra Control Center P FA{ETZE 7 ERRIA 28,
BIRFME D BRIA IR PR VR,

(BI3%E) AR T E A RINetAppBRG AR IFHITIATRIE:

N o o &

a. BIEAzure F 25,1 AIR(ACR) LT E Astaiz il 0 &,
b. J9FREAstra Control CenterBR{%1% & DockertiX/HIEXAIACRIF R R
C. {ERLUTHIZIEAstra Control CenterBfu&IEIX Rt FAIER

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

P 1 LT/ Il

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. I &E DNS X,
FAzurefit ENetApp BlueXP (LLFIFFICloud Manager)
fEABIueXP (LLBI#F/ICloud Manager) Bl TIE=[El. [MAzure ™ NiEZ:R. QIR TIEIMEHSNEE,
REEBIlueXPXISSER L TH B, 1S "Azure R HIBIueXP NI %

Fiaz Al
fEFFRERRY IAM I RAN A &17318) Azure 1KF

PIE
1. B EERIMEBlueXPs

2. FIERT Azure RUERERS. 1S "BlueXPHEEE",
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a. %8 * Azure * ERIREER,
b. N Azure £iE, SENARER ID, TFRHEZHAMERE FEF)

EE I "MBlueXPr.7ZAzure Bl 2 iEE28",

3. MARIEZBIETIETT, AETIMREIZERES.

Cloud Manager

4. NENTIFREIR— D ITEFIR.

a. ii&: "Microsoft Azure" o

b. #X\: Cloud Volumes ONTAP HA ,

D,

Connectors Add Connectar

Q

ALUTE | WESIUSZ | W ACTIVE

azurecloudmanager

Azure | centraluseuap | ® Artive

CVO-aws-connector

AWS | us-cast-l | w Active

cvo-connector-gop

Google Cloud | us-eastd | = Active

TestazHA

Azure | westusZ | = Active

azUre-COnNnector

Azure | westus? | = Inactive

Manage Connectors

Ga to Local Ul »

Goto Local Ul A

Ga to Local Ul 2

Go to Local Ul A

Goto Local Ul A
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Cloud Manager

Replication Backup & Restore Data Sense

Add Working Environment

s
= oy

Microsoft Azure

-

—
o ()

© \=

Cloud Volumes ONTAP

File Cache

Amazon Web Services

Cannector
TeszazHA

Account ~
ReKapp.com-05.

Workspace  +
Workspace:1

Compute Sync All Services (+9) ~

Choose a Location

D =

Google Cloud Platform On-Premises

Choose Type

Cloud Volumes ONTAP HA

@

Kubernetes Cluster

Azure NetApp Files

Q, ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

. B Openshift 8%, SEEINIEETENINISIZN TEIF R,

a. JEHE * K8s* > * BEE¥TIR * > * RBIFAER

Cloud Manager

Replication Backup & Restore

Cluster List » Cluster Detalls »

targetazacc
Status Cluster Version Added by volumes
(%) Running V1.21.6+bbeds0a Import 3

1 Working Environments

Provider

=! E‘miﬁl

3 storage Classes

) testHaenva: @9

Storage Class ID Provisioner
managed-premium mi=
vsaworkingenvironment-xr1hsSpd-ha-nas m i NetApp

b

EE NetApp EEHIFMER.

Account
fetappcom-0s.

File Cache Comptite Sync All Services (+9) ~

[ Update Kubeconfig

Conngct to Working Envirenment

Provider

EE Microsoft
WS Azure

Trident Version
V21041

VPC Date Added
- April 14,2022

westus2 10.00.0/16 0.00 used of 500 GB available

1-10f1
Volumes.
0
trident.
Xe1HS5pd-ha
3 trident netapp io/antrus

trident netanooforotocol=NAS +1

b. & FEH_AMAsta Control it BIZFhR4s.

C. I F2/R NetApp YENBCEFZFRY Cloud Volumes ONTAP SEEE1ZfiEE,
LE2VEIE S N\ Red Hat OpenShift S£8¥H D ECEVIATEESS, EEILUEEREMES,
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Asta ControlEL B2 RTESF AN AT IEF HiIRE,

6. i2 FItkCloud Volumes ONTAP ZBEHRIFR A KA &M%,

7. Cloud Volumes ONTAP AJLUM{ENBEN T 21T, e IESIAMTIE FiEiT. SMREBB HA, EIE T
7 Azure HIETTHY HA RS T S 2B RS,

LEMECEIE A FAzurefIAstraiz iy
BIBAREREE Astra IT=HIF0 "LEIHEE",

£ Astra 26 FICVRIN Azure ZiE7ER. 1IEZ I "R E Astra 126 RIOHRIIFIE D EL "

LR EECE AstraiTi| Pl
IRIBIEAVIFIE., REAstraiThlFOERsEE E#HITHMEE,

SHBR R PR

FLEIRIE fFFHResourceQuotasFILimitRanges X &R kA LE d5 & i8] P VR R &5 B &8 PR A FHCPUMA
1Fo AstraiThlFORIEERARS. FLARTEXLEFTRNER, MRENHERAXMAREE. MEEM
TR L2 Astratz il i B S 52 25 8] FR PR L 3R TR,

A LUER L TS ER RN pRX LIRS, EXERFIP. IRHSIUBERERSEH.

TE
1. EHFREGRIRECEN netapp-acc (BEEXZIR) iR =6

kubectl get gquota -n [netapp-acc or custom namespace]

e Rz :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. IR MIBRPRE FIRACET -

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

81



kubectl delete resourcequota pods—-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EHIREVEHSEE netapp-acc (BIEEXE)ip & =iE]:

kubectl get limits -n [netapp-acc or custom namespace]

e Rz :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. BT MIFRRESEE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

ANBEENX TLS IEH

RAIABR T Astraf=hl s Oad 2 NizHI2E & (I(RER LR E )M WebiX i 2EHIWeb UISHILIEERBE
BILSIED, MTFEFHE. BRBIFFRAEHESATLSIER. FREZRABIEBMAE(CA)ZZRITLSIE

AN BERIEBA T RMEERERE:

BEITHTTPSIEZ | Astraizfl#C\Web Ul

@ * FENITHIZRE(XE ingressType: "AccTraefik" BMEEHIRE
astra_control center.yaml fE&#Astra Control CenterfRig1 4 p XX %)

BRAATLSIEBGE A T A X EEEH TS P IIERIEH,

AR =Wl
* ZET Astra ITHIH0 8 Kubernetes 528%
* WEEE @< Shell #TEIRIFIR, LUBTT kubectl @5

* CA YL BEAMIEB XM
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BEREERIES
BRI ERBER TLS IEH.

1. 5 SSH , UEEAF BMNEREIIEE Astra 5|08 Kubernetes 2%,

2. EAUTHLSETRS YanEPXEER TLS 240, ¥ <Acc-deployment-namespace>" 7] Astra
Control Center ZpE &R =ia]:

kubectl get certificate -n <ACC-deployment-namespace>

3. ER LT e bR 2 A RERZRANES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERHSITRMIBED
AI—1H CAZZ89E TLS iEH.

1. FRUTHSER CAhMETARPMEBXHCIERN TLS 5, HIEES <> dHSHE T NENE
IS

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FRUTHSMRHIREEEBEEXREENX (CRD) X, #¥ spec.selfSigned BEXHNA
spec.ca.secretName , LAS|RELHIGIER TLS %A

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:

ca:

secretName: <secret-name>
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3.

4

5.

84

FRAUTHSHRAEEIEFMNENR S ERUNERES B AESFIIEESR, Hi§  <Acc-
deployment-namespace>" &1/3 Astra Control Center ZfE &5 =)

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

)
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

ERUTRAIGIE certificate. yaml X, FHESHISUEBRAENNES:

@ L RBIER dnsNames B LAFEEAsta Control Center DNSHhilk, Astra Control Center sz
R 2B (Common Name. CN)EM5EDNSHIIL,

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
ERU T eIRIES:

kubectl apply -f certificate.yaml



6. AU TSR fiEL, BIEREEEREBIEBUNEEEREETIZRAEEENSH (FIMBMR, #F
£:pdi8], £R1T#(LEBHAF] DNS &#5) -

kubectl describe certificate -n <ACC-deployment-namespace>

Mie) 7 -

Spec:
Dns Names:
astra.example.com
Duration: 125h0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0mOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. AL TR FIRIETLSFECRDLEMINEBERAR M. HRES<>PHNHUHEBRNELSNER

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. EALIT e <HRGIIEEN CRD TLS M LUERMAVERER, HIES < hiyHUFHEEIR BN
GIEAC
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kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:

tls:
secretName: <certificate-secret—-name>
9. /A Web J5 285 2 Astra 1ITHIFO0AIERE P Hitik,

10. IIBERIFMER BT S ELRMERRIFMAE B LA,
. SHIERHRBLERS AT Web I E2EHHIEHEERF,

1%'E Astra ITHIH0)

70 Astra =55 C\BYF T IE

Z 3 Astra Control Centerft, BEZEBNVIFEMRIFETIE, MNREEFEF{EAstra Control
Center. AT ABKI b 38,

& B] LAfEER Astra Control UIZZNINFTIFRIIE "Astra Control API"

Astraizi g0 el EBKubernetes CPUBTTINIECPUR IR, HitEHDEARFIES EKubernetesEE BB TET
BHICPUZRR, FAIIEEFVCPUEAE, E?éﬂﬂﬁl‘l‘%lfF_hIEE’Jﬁiﬂifnm BFE0 "FE,

@ NREHNREILKEEIIFRIA CPU 8T, N Astra 26RO EIEEERNNARER. 8
BEN, BETRER.

() EErnaTEERsErTE. BN EHNE I,

FreaZ i
* JhiaFT &R Astra Control CenterS2fjl,
* BIERABNR,
Z "NetApp IFRITEXXH" (nif)o
T
1. B FRE Astra 1=H]F0 Ul o
AR P > FENE Y,
R * ARINFRLE ¢
AEENETHAFRIEX Y (NLF) o
R ARIIFENE * o

_cn_-b_oo!\)
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° BKF Y > * FENE * TESTFANEERS, FHIEHE, WrRHEFSIS, 1K/ ID FEEAR CPU 8T,

@ MREME BRI AIIE. FHERMFAutoSupport ZIX¥iE. EMRMAFMEEHKFID. LU
TEAstraz il 0 & £ HFERY E R,

/B FAsta Controlft B2~

Astra Trident 23. 10 S hRA IR T (£ Astra Control iR B2 FHDE. A IFFREIFA
HYAstra Control AP iRl &R FEECE DI, FR T E TR EAsta=irCSIFINEEZ M Asta
ControlBC B2 iRt T Lt BIhgE.

EENR# i AYAstra Control B, Astra Controlfit B2 G EX X Astra TrandentfE N EEC B2 RIZJmHE
F2%. FHAstra ControlAEAE. Eitk. 58Z1EiYAsta ControlFBF B FAsta Control it Bi2/F. Asta=7T#k
BB FRFFRIRS. FHERNetAppIFCSIFNELMMINEHIT AR, HiP. ZIFMEH.

XFUES

NREEAstraizFIFRORIFT AP . FAEEEFERAstraizHIEBEIEFINRE. NIRLEFLIRES B, NRE
ZAstra=inHUEENREF . FEFEFEAAstra Controlid BEfZFiR AV EMIhEE. MR {FEHEAstra Control.
MERHEE L IRIES B

JHFEMIER. BRIAE R FEAstra Trident 24.020 74 BB EZFINEE. %S ALLIhEE,

FrIaZ
WNREFHAsta ControllR B2 IBAHRITUTFIRE:
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Asta Control i FH P iZ2{itAsta Control Center
* SKEXAstraiTH| R OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE

TRHERITNEE,

* ZE ALK EIAstra Control Center 23. 10 EShR4s: WNREITXI7EAstra ControlH{F A HTEYAstra

ControlBL EF2FFIN8E(24.02), MFEEHRFTHIAstra Control Centerhk4s(24.02),

 HRINEBFEE—MAMD64* R 4L Astra Controlfit B 2 & Eamd64F1ARM64 CPUZRH &R

i, {BAstra Control Center{¥ % #Famd64.

* REVAF EMERIFIRIAYAsta ControlfRS M : SR EEFHAsta ControliE R ENetApp ZiFih

= KT #HAsta ControlER BFZFFIRER. IEFERAYEM "Asta Control Servicelik ", BB HIRRZREH B
EBlueXPik P 5. &% UkRIAstra Control ServiceXGd B F B4,

* IRERET Astra= IR REZF, FRIAERAZELMRAEOR: NRERNAstra=ImRERFE

hRZx24. 02899 MRAE A, M LU{EBAstra Control B Z12F HIZEH K ZAstra= iF L2 F
24.02, 5a0. &7 LAEEMAsta=1%23.04F4%%124.02,

{3& i FAsta Controlflt B2 FHF
* SKEXAstraiTH| i OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE

TRHERITNEE,

* MRERET Astra=im L EK2F, BWINERAEL NRANEORN: NRERAstra=in RERFTE

k24 .02B9P9MRASE AR, METLAERAstra Control B Z 12 HIEA R FIAstra= i REIZF
24.02, f5la0. & LAEEMAsta=1523.047%%124.02,

* 3XEXAstra Control Servicelk = LUARLEM R . EEEHiR)EMFRA 8E T HiAstra ControlBd B2 7R

B, BFAEA. iE5EMAEA "Asta Control Servicelk ", IEEHIRR KRB HBIEBIlueXPIKF IS
&5 Uk ZEIAstra Control Service il B8 F M4,

(6 1)3KEXAsta ControlEZ B2 7R {&

AstaiZHlF 0 A P a] LUEAAstaiz A Rk NetApp ZiFA S 775K AstaiTHIEC BEEF MG, BEARE
FiAstra Control8V1&/% TR Astra Controlid EFZFHYAstra Trentfl P R fER IR 5 7%,
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Astra Control B{§/Ef %
@ Eﬁtﬁéﬂf‘f'ﬁﬁﬂpx 1&B LAEFAPodmanimAZDockerfiTes <. SNREEAZWindowsiF
5. EiEAPowerShell,
1. IA18)NetApp AstraiT &R EAI R
a. &R EH|Astra Control Service Web Ul. fAEEEREA L AHEER.
b. 35E#F* APIIAIE*,
c. IB &R 1D,

d. 7EE—DIEM, E4F*Generate API tTHEHIGAPIEFREBEHIZITIMGR, ASERKERFERE
Z2H,

e. EREINEIXS EE FRAstra ControlJ K :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2. ((NRBEESCEMRIRBUT S BREGSEIBESCEMRR, NRERERAIMER. HREFN=1H
BEERERTBHITIRE T

a. MEMERPIZENAsta Control iR B2 F L&

@ IRBRGAZIFZ TS, REFSRIBMEGEINENMERNES. FlgLinux
amd64,

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

Nl

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. tricER:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0
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b. IEIREGIEE R B E SCEMR:

docker push <my custom registry>/trident-acp:24.02.0

o] LU A" IBRE A" SR B XIE1T LA R Dockerdp <% :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZHFifm
1. F#Asta Controlft EF2F & (trident-acp- [version] .tar) "Astra Control Center FE{TIE"
2. (BIYEA]E) T & Astra Control CenterfYIEHFNZE & #R4EE (astra-control-crier-certs -[version].tar.gz).
LAB@iiEtrident - acp-[version] tarfl48EAIE 2

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. fiN#Asta Control iR BEFZFIR{E:
docker load < trident-acp-24.02.0.tar
e Nz 2
Loaded image: trident-acp:24.02.0-linux-amd64
4. tricE&:

docker tag trident-acp:24.02.0-linux-amd64
<my custom registry>/trident-acp:24.02.0

S. FIMRIEXE B ESCEMR:

docker push <my custom registry>/trident-acp:24.02.0
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(58247 )7EAsta Trdenth /5 FAsta ControlEt BT+

MERIGRES EREEA "B/ (FrsifERHelm)trdentcd” HIRIBRIGTS A TERABR A S R,
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Asta=iIfie{ER
1. "FEAsta= IR LR T HARELE"

2. NREHR L RAstra= IR RERRF. HELBMIBAstra=InREREFPRIRTIRIER. BRBUTS
R

a. SIEEPEKA:

kubectl create -f
deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y

aml

b. I =INd&Z TIE (kubectl create namespace trident)ZHEIA=IErE TIEMLHATFEIE
(kubectl get all -n trident) . WMREMFRLILEFR=TIEL. FEMEIEE,

3. ¥EAstra TrdentE #1%124.02.0:

@ X FizfTKubornetes 1.245 B R hikASHYEERE. 751EMA bundle pre 1 25.yamlo ¥F
iZ1TKubernetes 1.258 EmhRASBIEERE. I5FEM bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. I8ifFAstra trident@ B EEIE T

kubectl get torc -n trident

Mie) &7 :

NAME AGE
trident 21lm

o WIREE—NMERNEBRVEMK, HLIR— AT Astra Control B & 12 FIRIRAIE TR

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. 4REETridentOrchestrator CRIIFHIT LA T 4RLE:

kubectl edit torc trident -n trident
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a. AAstra=IHIR&IZ E B E XCEMER N E U MAstra Control3E MR FIRENZMAE (trident Image:
<my_custom_reglstry>/trldent.24.02.0:Etrldentlmage.

netapp/trident:24.02.0) o
b. 5 Asta Controlft BF2F (enableACP: true) o

C. i&EAsta Controlft B2 KA B E XOEMRAIE S EE MAsta ControliE A R AHEEX
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) o

d. MIREEET EGIEESR ERRESBNAESS. ErIUERLIREE]
(imagePullSecrets: - <secret name>) . FREERELSEFLIZNEREZINEZIF,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. REHBRENM. BEIREEFIR.
8. WIFEEECRIRER. BEMBIRE,

kubectl get all -n trident

@ £ Kubernetes 8% REEH * —MEIFERFSEH] * o B7MEIEZS MEBERAsta=IRIE(F

=
Dlo

<

9. I8JF trident-acp AS1ETEIGIT acpVersion 7 24.02.0 RSN Installed:

kubectl get torc -o yaml

Mie) &7 :
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status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

Tridentctl

1. "FHAsta = IR RERZFHARELE"

2. "NREE BAsta Trident. IEMIEE CHIEBPIFEEIR",

3. /2 Asta Controlit B2 HYIB R T % 2kAsta Trent (--enable-acp=true) :

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. 3\ E S AAsta ControlEd B12F:

./tridentctl -n trident version

Mie) &7 :
R e e et R e e e e + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | #-——————————————— R
fmm + | 24.02.0 | 24.02.0 | 24.02.0. | 4=————————————an
Fom e Fomm - +
e

1. NRELEE T Astra Trident 23.07. 15 ERhRAS. "EE" 12 1ERFIEMLA ML,
2. INREHIKubornetesEEEHIZT TR 1 .24 B R A, JEMIFRPSP:

kubectl delete psp tridentoperatorpod

3. FfNAstra Trident Helm7ZfEEE:
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. E#FHHelmBEIR:

helm repo update netapp-trident

MBI :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

S. FIHEL:

./tridentctl images -n trident

Ml :

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. BFRIRHT =TizE724.02.0:

helm search repo netapp-trident/trident-operator --versions

o] 87 -
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NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

7. f£M ... helm install FETUTERZ— HAEEX
° BREAMBNBR
° Astra=UmhRZ
° Asta Control i B2 FIUERI B TR
° BT BREERERITS

o (AE)RHFM R, MREFERHEAMIEMER. WA " {\270 {\f151 {\f270} " "I F—
NEMRFARBRGEMRD. 1BFFE CSIEER M AN T E—EMRT.

° ZIRBMEIE]
EIR
* B EMRRRE

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

s RS ERRDER

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

PRI LAMER helm list BEREREFMER. FINBM. R =<E. BR. KE. NARFRE. FET
Flﬁ"?o

NREEEAHelmEPETRIdentEEEMEMIRIE. BETTL < U2 EE Asta TRIdent:

./tridentctl uninstall -n trident

1B "seeffifRAsta Trdent CRD" 7E=i EE#1/2 FAstra Control BB BI2F 2RI {ENEIEMN—EB5,
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“
Asta ControllR B ZFIIREE B A, &R LUIER HaIEITRMRZA AT BRI ERIZHEE.

({3& 3 FAsta Control CenterFi )& 4%Asta Controlfc E¥2/F /5. 7EAsta Control Center UIFFEE It A EFZFHY
EFBEETR ACP version AR Trident version FEEMYBILZENMRAS,

-\~ CLUSTER STATUS

(©) Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

BEXFMAER ...
* "Asta TrdentHZ&>CRY"

fEFHAstra Control/ & AT £ EIEVIfE

ERMERZ A, MNAFRFHEUTaIRS M. N BEMETERKE. URFRENE
B ERIFAINEAstra Control Center. FHiRIEEZE 7 kubeconfig"EEEAE,

Astra Control /i SR IEIF B F BEIUARNNEH B & X %R (Custom Resource. CR)3{kubeconfig" &AL,
FHAZ Hl
C HEMBERIERMG: BRINMEHE REIMEER" AER =5H0.

*EEIffNR BAREEELFD R AREPEAEINEFMEREER. UEPodR LIS RiRFMHEHEIT
B,

* EFPSARRS: WNRKEEATPODR2ENERI(XEKubernetes 1.25 N ESRAEERITERE). N
HEXN LT RIR=(EEFAPSARS:

° netapp-acc-operator fng=IE:

Kt

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring @R ZTIE]:
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * ONTAP ZiE*: TEEEZHAONTAP R4 LIEEONTAP EiRUNBLEAFAMBAFID. LUBEEAAstraizEl
FILEIDFIEIRN BIERF.

TEONTAP s 1THIBITIATaR<:

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *kubeconfig-managed cluster requirement *: XLER4FE F Hkubeconfig-managediI 5 2R S8+,

° f£kubeconfig*a]ifinl: &ERILLIAIR] "BAIASERFkubeconfig" BB "fETE L HABIECE AV,
C JEPMANMEREI: NRFEAS|I BB IERIMANE(CA)Ekubeconfigfile XX ARINERE. BERFUT

1TAMNE cluster kubeconfig"SXHFHIERSY. XI£. Astra Control{E R AR INEERE:

insecure-skip-tls-verify: true

° *{YRancher *: 7ERancherff B EIEN AIEFERIT. JFEEMRancherifBIkubeconfig ) - EIR A

EFREERIALTY. UEREHITFE ETX. MAERancher APIARSS28 LT3 XEFERTLURD
Rancher API fR53 28 LRV HiFH RS 14 8E,

* Astra Controlft BEFZEFEK: EEIEER. BN IEMECEAstra Controlft B2 F(BiEHAstra=1ThaEA Y

)o
o BEAstra=IRIMEER: 1TRESHKAstra ControlELBIZEF 2 Hi. BEE "SLIHFMENH. FHE

ACE"s

° EFAstra ControlERBEIZFINEE: RN & Astra Trident 23.105LE S hkAFH B "Asta Control
ILERESRFMEINEE" s ERFMAT. WERAsta Controlft BFZEFREA. MAsta ControliER %
#Asta Trento

- BEFERR . MMEDE—IEEER "EEAsta TrdentPECE" 758 Lo

o BREFEE: MMEBLE—NFEESE “ET‘Asta Trdentth Bl E" 7R E, MNREE T IANFHESE, 15H
FRizEER R BB RIMFER Only" 171§

° EESRIBITHBHRESRIRE: "LEEREIEHEE" LUIEA MUTEAstra Control R IR R, "6l

F/D—1 volumeSnapshotClass fEHAsta=imZE|IhEE.

BITUTARKNSE, UBRENEEEESTRINE Astra IZ2HI5 00

1. BEEEEIETHAstra=I0 B iRhR A :
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kubectl get tridentversion -n trident

IIRFHEAsta=TINEE. ERBZRMUTUTATE L

NAME VERSION
trident 24.02.0

NRAstra=iRFHEAREFE. WSEREMUTFUTASHEL
error: the server doesn't have a resource type "tridentversions"

2. PUTUT#RIEZ—!

° YNREIEITHRAsta= KM MAR23.01Z E R hRAS. 1BFEAXLERRZS "7 8" £k EAsta Control it B2
FFZHi. FEREAsta=imE&IhRas, EeILl "HiTEEAAR" NRERAstra=InTEETEMRZ<24.02/9 1
MREBEOP. NiEAstra Controlid B2 E#/924.02, a0, &0l LIEEZMAsta=1723.04F4%
F|Asta Control e ET2F24.02,

° INRIFITITHIZAstra Trdent 23.10ZE S hrZA. 15 iEAstra Controlft B2 & 2B "enabled"
o Asta Controlft B2 FBEAF23.10ZAiHJAsta Control Centerhiids., "F+4Astra Controlfd EFZ ="
LUEE 5EEFHLLRAstra Control Centerhi2sA8E]. LU R &R ETLhEE,

3. HaRFAEPod (B4 trident-acp)E{EiETT:

kubectl get pods -n trident

4. HEFELRT EEFRSIIFNAsta= IHIRNTEF. ECETEF BN csi.trident.netapp.ios 1A
ST RA:

kubectl get sc

MRz 7~ 5 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
B2 A B kubeconfig

it FEHkubeconfig"BIBREERE. R LUEIFR N Astra Control Center| ZBRARST B REIEGAE, X
RRAstraizFF S BEFRIIREL B, ANEBEEHEE T kubeconfig "&Z2#Ed 12",
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MREERGROFRLEUTE—ER. WIRES BAIFR B — 1 HIRAkubeconfig:

* I8 FHEERHIAstra Controlxt HEIERIEEF IR

s EAZ MR, HERGEFEREREREEERERIAAsta Control kubeconfig, & NTE SRR IR P {ERE—
IMENERABRKEEER

a2 Al
RS R ZRZA. BRERENBEEENSEEABUTESR:

« B&ikubect! v1.238 BSR4
* kubectli5 A1 E{E A Astraiz R ORI & IR B

() ATFUBRESE . CRBEMETAstraibROMERE Tkubect B,

© BEEREIMEN SR EIE AR E RV EBEAY/EThkubeconfig

TE
1. BERRSIK :
a. Blj#% f asacontrol service-account.yaml’ BIARSS K P XI5

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ARSI

kubectl apply -f astracontrol-service-account.yaml

2. QIR TEARHBIRMNERABRZ—. UEEEHAStra ControlEIE:
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EHABTZR
It EE S HAsta Control BB B¥FR B I RIRANE |

a. B3 clusterRole Xff. U1, astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. (& FOpenShiftEE &) EREMINILL THA astra-admin-account . yaml 3X{4:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. WAKEAE:

kubectl apply -f astra-admin-account.yaml

B RERAR

kAR EESERAsta Control EIRIVERINY BAR, MNREERZ MR, HETAFERELRERE
Ao E V2L IAAsta Control kubeconfig, WA AEAILL AR, SNEEHIFIER, RERA—NMMENERA
BIEREIER:

@ LI FHA ClusterRole FEE—NEMKubbernetesiiffl. B X4FEFEIFIERR
BH. & DlKubennetes$ & HRHISI Yo

a. Bl clusterRole Xff. ffI#1. astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

—_ T %0

b. AEHAR:

kubectl apply -f astra-admin-account.yaml

3 NEEAGLESRSIKFHNERAGBHE:

a. B8 — clusterRoleBindingm X, ZXH8 N astracontrol — clusterrolebind.YAML

[e}

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. SR ABHE:
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kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBHN AL HEER:

a. BB ALV E XY secret-astracontrol-service-account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. (RS HEER:

kubectl apply -f secret-astracontrol-service-account.yaml

O B FLHERBRMAME. FEFMEIIRSIK, secrets AT RAIFHNRE—T):

kubectl edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILHARSIKFERS, & <context>" B FiEA FEM R ER LT

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTENES| secrets FEFILIOF kK, FELERREIF. BWZERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEiHP. B TRSIKFERNRSIRS. £ F—FH. ERFELRSIRES

7. YU R4 kubeconfig :
a. gll## create-kubeconfig.sh X

b. #1 TOKEN INDEX TELATFRIARIFF L. EHEMRBE,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

c. JREVHETF B ERN T Kubernetes EEE¥MIm <,

source create-kubeconfig.sh

8. (AIi%)¥&kubeconfigEE dn & N EEEHIE B X B K,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(FBEATIR) A2 EEE L Asta Connector

HAsta Control CenterZIBHYEE B {F FHAsta ConnectorfEf =2 & & ¥ f1Asta Control Centerz
B)3EIBE. BEETECIENMESEE R Astra Connector,

LRAER &z

& 8] LUE B Kubbernetesin < #1 B E X &R (Custom Resource. CR)X %% Astra Connector,

XFIES
* HATIXEESIRAY, BETEE{EAstra Control i TEIERER FHITXERS,
s NRF AR EBastionEH. iEMBastion ENHIER 1T XL SHITIOI AR
FriaZ i

s REE ;R EEHAstra Control BRI EEE,
* BEEE FREAsta Connectorti2ER. EEEEBKubbernetesE ISR,

R ASEBEE T EHEHPOR LI KR Kubereles 125 EBITARBNBINILE). 1
() mEwEunsSEEAPSARS. A2 N R Asta Controlf BT E2 BRI BXN
#H, EE
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p

1. 7T E (S Asta Controli#{TEIEREER R 3 Asta ConnectorizE /T, iE{TLLARSAY. SR TIE astra-
connector-operator ﬁUL#’H@E%r‘_ﬁﬁﬂ:np% SIEIK

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. WINRFRBREHESIE:

kubectl get all -n astra-connector-operator

3. MAsta ControlFREXAPISfE, iEE M "Astra AutomationSS" B XHEE, &2 M.
4. (FASHEBIERIA, B<API_TOKEN>E#9#E MAstra Controllg Y < ke :

kubectl create secret generic astra-token \
-—from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. BlEDockerZ A LR Astra Connectoriffg, BES<>HHESRANEFETNEE:

@ f&A] LI7EAstra Control Web U3 EI<ASTRA_CONTROL_ACCOUNT _ID>, 7£Web UIH,
EENEA EANEENR, SAREEEFE*API access*s

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—-—docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. Bl#Astra Connector CRX & HIEEM AN astra-connector-cr.yamlo B AIES<>HHIE LTS
BJAstra ControlIF B FNE B AL

° <ASTRA_CONTROL_ACCOUNT_ID>: f£_t—3* i MAstra Control Web UIZREX,
° <CLUSTER_NAME>: [WfEAsta Controlf 9 ERItb S E£H9E #F
° <ASTRA_CONTROL_URL>: Asta ControlfWeb Ul URL, ffl%0:

https://astra.control.url
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apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. ERiEREZE astra-connector-cr.yaml ERIEMRERNXH. MACR:

kubectl apply -n astra-connector -f astra-connector-cr.yaml

8. IfiiFAsta ConnectorE B E e = :

kubectl get all -n astra-connector

9. Wir&ER 2T B MEIAstra Control:

kubectl get astraconnectors.astra.netapp.io -A

TNETRMTFUTREHEH:

NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector astra-connector true 00ac8-2cef-41ac-8777-

ed0583e Registered with Astra

10. I ZERZEE B 1EAstra Control Web UIBS*EEH TIH IS B E TR,
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ANINEREF

BFHAEENAER, BRI Kubernetes £EFH R EMFNITRERFHITEIE, BN

Astra 1T=HIFOARII— 1N ERE, A RERINER Kubernetes N AIEF,

BRI, TEREMERRME Astra IZHIFRO#HITEIEZ A, STH Astra ITHPOEIEEEE
FRTERVEREE, ERIX Kubemmetrics BB XX EIE LURBUEITMBIEHIRER, A4
YRR HITEIE,
FeaZ Hl
* EARINEEE 2R, BEEERHNITHERRE RIHERHES
* NREFERBIZONTAP SANIRHIZR. EHRTEFTEKubberneteste®f LB AT &R,
T
1. NMEBRER R SM:
° M"Resource Summary"HI"{5 84R"F. M"Clusters"&HEHIEE"HN"
© HEMSMXIEH, T ER. ARMERHITEPEZERMESE
2. {E4TFFHRY < RONEERE * O, 1% xubeconfig. yaml XHZHEML kubeconfig. yaml XHHAR,

@ Kubeconfig.yaml XERNES—MERMEREE

BB CH kubeconfig file. EREEENX*—* L TFXITER, 1BEMN "Kubernetes 14" B
KBRS R kubeconfig X, WMREFEENEREEAELIE T kubeconfig "ItEiT 72",
1S NTEI T B _EEE L bkubeconfigo

3. FRHERET. RNERT, EEBF=EMET HERNZT.
4 T T+,
S. R B AT tkKubernetesEE B M ENIATEESR. REIEFT—F%

@ ,‘&;;E‘Zii?%—’l\ﬁﬁ%?é\ BEFERTEAstralZFECERRF FHITECE. HEONTAPRiER (s

6. EEMEXER. MR—IER. HEERI
L5
SERRHEANERLKMRES. AREANBITIRVAERT s WE. EIEEERAstraizhlROEEEE,
AINETE Astra 16RO R EIENERG, SERITIRESAREFIR/LDFEdE, TEIbZAl,
BRAIERRERNIEHIER— * BiERERSEERK * . ERILUZRRILRE, FH
@ Astra IZHIFIOIRIS IEFPRSEY, RIRUERG T, SNRPEER E/LOHRARER. BHRES

E*HIZIT oc get pods -n netapp-monitoring fEAE R, BEEEFLFTRERRELU
At A,
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EONTAPEfEfGimE RS HKIE
AstraiZ il R 7T A ITONTAP [Eim# TS P I0IERIIET
c EFEIENSMIIIE: EBFAHINENONTAP BFHNAFRBIMERE, BRERAMEXNREERAE(
fadming{vsadmin). LAHERSONTAP MRAHRAFRA M,
* EFIEBNSMIIE: Astraizdl OiR B LUE A RIRTENIE R SONTAP S8 H1TRE. BNEREF N
WP, ZFAMAMECAIEBENRER)(EIN)-

EALEEEHRNEG . UEN—MEHIIEEERZ S —MBDIIES A —RNZHF—MEHIIES

/80

BRETEENSHIIE

ASRAIERIFIOFEEREERZNE admin SONTAP [aim@(s. SN ERTENTEX AR, 180 admin,
X AR S REHIONTAP iR ARFIFRE . XLEMAFTEESAFIEEAPI. LIHKFRBIAstratzhlROmR AN
Fo

()  TusEE RS BERAEHEEATFAstra Control Center, EFRRILXHHL,

T EIRE X W TFFR:

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIREX B UAN SN FEEIENE—E, QEREHEREM—FETHETIENTE, Alt. X2—IX
AEIERNITIRIE. HKubornetesKTFEEIERAMIT.

BRETIEBNSMHIEIE

AstratZFlF OBl LUERIEB SFHHIFIMARIONTAP Fi#TiEE. BNERHEXPHAUTER.
* clientCertificate: BFURIEF,
* clientPrivateKey:XExHIFAA,

* trustedCACertificate: FIfSCAIEH. MRMEMAAIE CA, MLIURMHILEE. WRAEARIE CA,
] AR RS2 B

TR AR AR RERERZ—!
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- BERIES
© B=HIED

EREESEBEASHRIE
AN T(EREE TS,

p
1. EREFHIEBNEH, £MA. B8 A AR (Common Name. CN)IEENONTAP AR, LUHITHRE
iEo

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REXBNNEFPIHIESR client-ca FIFEONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

3. IAONTAP X2 B RABXZIFEBINEIES %o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FERERINERNINREHISE, E<SVM ManagementLIF> and <vserver name> &t A EIELIF IP
FIONTAP B#R, S IFRRLIFBIARSZ KERIKE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver-get></vserver-get></netapp>

5 {EHE—3H5F1E8E. 1TAstra Control Center UIRHRINTE(EE 1.

ERBE=FIEREASNIIIE
NREWBEE=FIEH. WETLERUTTRIGEETIERNS DI,
TR
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1. £ FAEAMICSR:

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

R CSRfZiEEIWindows CA (5=7CA). AGERHEHER FZIEH.
THERBIEBHREE R ONTAP signed_cert.crt

MWindows CA (=75 CA)SHRIEH,

AMESIHER ca root.crt

a > W DN

ME. BEBUT=XXHE:

° fAfA: ontap signed request.key (XEONTAP FRSZSRIEBIMETR. RERS/IEPET
FIEPH. )

° HFRIEP: ontap signed cert.crt (FEONTAP HtB#R/9_server certificATE _, )
° IRCAIEH: ca root.crt (TEONTAP Ht1FF/5_server-ca certificZ7E_o )
6. TEONTAP RREXEIFH, £MHLE server fl server-ca ONTAP EHJES,
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EFHSAMPLE.YAML

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—EHABZFPRIEE. USLMEFEERE, Astaishld O ERLSIE 50NTAP #1TiEE.
8. TEONTAP LA ALERT P ImIEH:
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EFHSAMPLE.YAML

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. £Asta Control Center UIFRiRINEEG M. HiRHEUTE:
° BFIHIEH: ONATP_TEST client.prom
° #A$A: ontap_test_client.key
° A[{SCAIEF: ONATP_signed_cert.crt

AN E R

REFEFIEREMRILERE. EAILUGIIAONTAP ZiEaim a2 AstratzHl =0 L
BIEHAR,

BT Astra Control FREFEEEHEAFMERRAITER, EIUEXAMNE (PV) MEFMERRZEIZRLHE
%, ARBHEMEMEET.

YR BT Astra ControlEt B 2F. NI7EEANetApp SnapMirrorfi REY. B LUEIRTEAstraiZfl ORI E
IEONTAPTEE SR,

118



pZ
1. MEMSMKIHAE ERT. EIFSim*
2. %A,
3. TERINTEEE R IEAERII A IO H, 1EF* ONTAP %
4. FER TRz —:
c (FREBIEGEIE: WAONTAP £ EEIPHIIIN SRR ER, RIEXNNESEECRENER.
EIEN N EIER B P UIIE A ontapi TEONTAP 58 FAYONTAP R EIEET R
@ BRRFEFIHAZ. MREXIfERASnapMirrorE#l. ENHAER"admin"AENER
ZiE,. ZABEBIARAGE ontapi M http. ERFABEFRONTAP £&8 L, F&0 "E
IEONTAP X IKF " BXIFHAER ...
o FEARIEP: EEIEP .penfile. IEBEH . key Xt UBIEBIMA NS (RIE),
3. iﬁ% * —F_ﬁ * o
6. FIANEmIFAEEFHIERE * 18 *,
“t

EinE2RET online BERMEFEBMFIRPIVKT.

() rcUERERmRELERTER,

ANEFAE D B

& 7] LIfEE B Astra Control UISRINTEEER "Astra Control AP1", SR EB&EZ{D N ATERH
KAMEME, EBEEBEEENEER, NHIURIN RFME D ERIREIZR. Astra
Control R XLEFDHZEFMEELZTEX N REFEDEEP,

NREERNAREFERENXA L EFERMERIF 8. NITFTAstra Control FEREFMED R, NAREFIRE
R AR EFE DB
FrHaZal
* HIREE—1 8] MAstra Control Center&E BRI EE B 0] AITEHE D ERo
* WREAR LEFEDERIER.
* WRTFED B AU TEREZ—:
> NetApp ONTAP S3
> NetApp StorageGRID S3

o Microsoft Azure

° 18H S3

@ Amazon Web Services (AWS)#1Google Cloud Platform (GCP)fEF @ S3TF i 7 EX 38,
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CustomResource apiextensions.k8s.io/v1. apiextensions.k8s.io/vibea1

CustomResourceDefinition apiextensions.k8s.io/v1. apiextensions.k8s.io/v1bea1l
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MRBEXSZTNARRF. EMSBRTEFIRPEITIER. AREEL EARIEREHE

® B AR, KNS mETRRE S B RNTRER. 5% 2 ma SRR
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G B RASKG R T A EREUERRIAE L TENBEFERPIRNMEAN RS HZ T,

@ |:| Show systemn namespaces

ARESHE

TR E. Sittan & TiE XN B2 1% £ /R7E Associated applications’51AA,
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1. QEBEXZRCRXHHIEEBZAN(FIM. astra mysqgl app.yaml) o
2. EHEZNFATERF netadata. nameo

3. EXEEEBNNBERAR:
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spec.includedClusterScopedResources

bR T Asta Control BB EFRER Z 5N K EIEEESCREFRER:

° * spec.includedClusterScopedResources*:_(A]i%t) BV SMEESCREZRRILRTIK,
* groupVersion Kind: _(A]i%) BRRFRIS—FhREY,
* group: _(3NERfEMgroupVersion Kind. MAHEIN) B SHERNAPIA,
* hRZs:  (W0R{EMgroupVersionKind, MMED) B SR RIIAPIRRZS,
* kind: _(SNSRfEMAgroupVersion Kind., M SIER) B ESHEBRME,

* labelSelecter: _(A]ik) —ARFHIREEIR, BNATRESTELENER. NRAFREHE
17, MAstra ControiFUNEE NIZEEBHEE NPT B RIRFEERILH, 3 T ERE M WEE
VLS RI#HITANDIZE,

* UECARRS:  (FIiE)_ 1 {key. value} FBVMRES, TEILECARSSARESA, EEMkey,value}tHZ
Fmt BERERWTE, ZTENBFE N key’, BEFRNN, EEHNE S value’s X
LEZEKZEAND,

* AEEENR: _(ANE)_REIEFERBERTIR, XEERZAND,
* key: (MIREATWEFRAN, WANER)_SAnEkEas KKRIIRE §

* EEF. _(NREANEMERARNAMKNED) RABS—HAENXR. BREERF
79 In, NotIn, Exists #l DoesNotExisto

* values: (MIRFEANELEEH) FABEHE, NEEZERTN In T NotIn, B
PANTINT . MNRIBERFTN Exists Bf DoesNotExist, BEIHANNAZT,

spec.includedNamespaces

N AREFPIXERRAEEZMANRIR:

° . spec.includedNamespaces:_(#5F)_ AT E X &R =B a L R IREFEHiEes.
 BRTE  (ME) BSEFMAAstra Control BB N AIEF R RIS R T8,

* labelSelecter: _(AJi) —HFFENIREE T, ENATRESHELENZR. NRFRE
1525, MAstra ControlGUREE NIZEBHEE B R RLEM LG, B WEFS T WER
NS RHFITANDIZE,

* LEEARSS . (AIiE) D {key. value} MFEYBRET, TECCACARESBRETAH, EE-Mkey,value}tBH
Fmk BBREAXNTE, ZTENBFERAkey’, BEMN N, EHHENE S value’s X

LEZSKZAND,
" RREER:  (AliE) MRRiEFRISEEKTIR, key M operator AAIED, XLEER
2=AND,

* key: (WIREA T WEFRAIV, WABER)_SAnkFas REKBIITRE o
* BEM _(MREANENFRAXMNANAEFEDRN)_KREBS—AHEBENXR. BREEN

7 In, NotIn, Exists #ll DoesNotExiste

* B _(NRERLEENAXNERN)_FAIHEHEL, MRESEFAN In H NotIn, B
BRTNT, WRIZHEFTN Exists B DoesNotExist, EHBAMRMAT,

YAMLf51:
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apiVersion: astra.netapp.io/vl
kind: Application
metadata:
name: astra mysqgl app
spec:
includedNamespaces:
- namespace: astra mysqgl app
labelSelector:
matchLabels:

app: nginx

env: production

matchExpressions:

- key: tier
operator: In
values:

- frontend
- backend

4. FIEFE 2 G astra mysql app.yaml FRIERENXMH. NMACR:

kubectl apply -f astra mysqgl app.yaml -n astra-connector

Rgran R == EIfAr?

Astra Controlif & &M Kubernetes&E8f FMRFA M A TE, IANBRT. BNF2REZERXLERSHETEL
EARNERVEEZDARGENBEFES R,

BIEF B RARGRTEEEE. ERTUMEERBNGRTEETN RRERARHRTIE

|:| Show system namespaces

Astra Control CenterBRIANIER T AR ERAERUEENN BIER. BERUERS—1Astra
Control Center32fjl& {9 F0iE/RAstra Control CenterS=f§l,

T RERRZSEY SRIRIRIF SRR

TEUR B, DevOpsHIPAIETE EIR T L7 A ERE, ZHEIPARISEEFHH =1 "PodizfTnginx. EFFE Pod &
RFRERA. F=1 POD &R FIBRFIRZA,

DevOps FIPARY Kubernetes BIE R RIFITE detion=stable AINEFRERRZS Pod . ZHEIASIEITE
deeption=Canary # 1%l Canary hkZs POD A,

ZHABNBREREERS/ NN EIE—RIRER, §RF1TED. SBFRRELMITEILRE, FLbMiIHENEMA
712 deeption=Canary B REIZE— DA KIRRVFTEARIP SR,
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BEHBPITREEOMRR, "NEMVAREFLEE —MRIPEE"S §iN, SIUMNESRAEHMERRBHE,
XRMENHIRE—NTA. BIENERRIFREEEINITEOMRIR, MARFohEGFRIR,

[=M] BERIPREE
EENAREFREERRINEN, RIEFERBEFRFREURERER.

(@M KR BARF EH BIiTiesss

"EHIL FHTER" EFINetApp SnapMirrori RiEIEZITFEERE, Astra Control Pl B RIEEHIEniZERE. MR
T2 RIEMEINEE,

[EN] RERMERN, BEASMENDREFERNBREFEREITZRS

MREREHIEER, EALBIHITME "TREHE0" 8TNARFHNE—. AL, EALEREMIYIR
R (RETA) - & EHaUERERRIZERS.
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* *HemZPENNARERF": MNREEAHelmIBENARERF. MWAstraizh|FOFEEHelmhk A3, TEIHFERE
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* (IXFEOpenShift&EE¥)RINER : SIZAFEOpenShifteff T ENARRFMIMER. RASNIZINE(
i Kubernetesdp & = 8)) 73 icSecurityContext UID, EfF Astra 1= O EEBRIPIEHI R BIEF H G B1E
FF#%ahE| OpenShift FRYEfEEBF K INE , ERERMNKES, L BEFEBRIEAMEMR UID BT, Fid, XU
T OpenShift S5 {TREH LSRN WordPress N FRIEFIEFHEMNAY SR,

oc new-project WordPress oc adm policy add-SCS-to-group anyuid system .
serviceaccounts . WordPress oc adm policy add-SCS-to-user privileged -z
default -n WordPress

TR LT A N SR IP N B2 3R A XA ESS |
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Ao & fRIFRES

RIPREEETIRE X IR SIRIRIE, SHXMERFRIPFNARERF. EANERS/ N, 88X, SFNEAE
BIRIEMED, FEAJLUIEERRBIVEIZE. ErRILIEMAstra Control Web UIELE E X FIR(CR)XHFE X R
PERE,

NREFEFOIRBHBITMRS FE/\WE—R, WAL "R Astra Control REST API 8RB E X",

@ NREBE X —MRIPRIEK BRI EEZ D UTE N—RZRIEE(Write 1415 3EX. WORM)Z}
. IBHRARENHNERENENET D REENREHR.
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1. %8 * NARR *, AEEENARFNET.

2. E&5F * BURRIP o

3. &5 * FRERIPHRE *

4. ETREE)E, 88X, SANSARGNIRBREHEHERE XFIFITH,

BRILREREX SN, 88X, SANSAITY. FIRERBRINZA, HHIFIENENRS.
TERNEMKERBRIE, ER]LIAEERSEHFEIINGFEI .
T REEARBHNEMIEN MR 80\, 8%, S8ANEA.

@ configure protection policy STEL- 112t DETAILS X

PROTECTION SCHEDULE

@ overview
@ = > = = = Schedule and retention
Hourly ] ® paily (] @® weekly [] ® Monthly []
. Define a palicy to continuously
Every hour on the 0th Daily at 02:00 (UTC), keep the Weekly on Mondays at 02:00 Every 1st of the month at protect your application on 2
minute, keep the last 4 last 15 snapshots (UTC), keep the last 26 02:00 (UTC), keep the last 12 schedule and configure a retention
snapshots snapshots backups colmipt et aried:
For select stateful applications,
expect ¥0 1o pause for a share
time during a backup or snapshort
® Hourly  ® Daily ® Weekly ® Monthly eperation:
Read more in
- = e Protection policies (3.
Select Weekday(s) (optional) Time (UTC) (optional) A Snapshots to keep + Backups to keep +
Monday X 02:00 v 2% 0
S
BACKUP DESTINATION & Applicition
catle-logging
Kt x
Bucker ~ | Namespace
ntp-nautils-bucket-10 - ntp-nautils-bucket-10 €2 Default cartle-logging

5’3 Cluster
se-openlab-astra-enterprise-
05-se-openlab-astra-
enterprise-03-mstr-1

O. [IATRIMEE D BRFIRPAEHHRREF BT Ko
6. W ' o

7. E IR ERIPRES, ¢

[RARTFNEEFACREEE RIFHRER
p

1. BIEBEEXNZRCRXEHEHEM BN astra-control- schedule cr.yaml, BFMAIES<>HH
B. LILEIEAYAstra ControlifiE. SEEE BN EIRIRIPE

° <CR_NAME>: L[tEEXZEEFENEN; AERNHFRER— I E—HSERNEN.
° <APPLICATION_NAME>: Z&#HINATZRFHIKubeNetZ o
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° <APPVAULT_NAME>: NFE&HDNAERAppVaultly &R,
° <BACKUPS_RETAINED>: ERBW&EN . SRAAMEIBEMRED
° <SNAPSHOTS_RETAINED>: ERXZERIIRBEE. SRV OIEETIRE
° <GRANULARITY>: i+RIRIEITHIRER, AIREEUARAS R KT
* hourly (BERIEE spec.minute)
* daily (REEIETE spec.minute M spec.hour)
* weekly (BEMIEE spec.minute, spec.hour, # spec.dayOfWeek)

* monthly (BE ,uﬁaﬂispec minute, spec.hour, # spec. dayOfMonth)

° <DAY_OF_MONTH>: _(8]:&)_IXINE1TRYBEA(1 - 31) SNRKNEIGEN. NI FEAIEFE
monthlyo

° <DAY_OF_WEEK>: _(B[:%)_itXIRIz1THIEHEAO - 7). EO7RTEHH. MNRKEIRKEN. W
I F R NEFER weeklyo

° <HOUR_OF_DAY>: _(\]if%) IRIRIETTRIATIENO - 23), MIRKMEIREN. NIFERANIEFEL
daily, weekly '3 “monthlyo

° <MINUTE_OF_HOUR>: _(BI3%)_HRINIZITRD (0 - 59). MRKEIREN. MIFEAHIE
FE¥ hourly, daily, weekly Z{ ‘monthlyo

apiVersion: astra.netapp.io/vl

kind: Schedule

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
backupRetention: "<BACKUPS RETAINED>"
snapshotRetention: "<SNAPSHOTS RETAINED>"
granularity: <GRANULARITY>
dayOfMonth: "<DAY OF MONTH>"
dayOfWeek: "<DAY OF WEEK>"
hour: "<HOUR OF DAY>"
minute: "<MINUTE OF HOUR>"

2. FEF 2[5 astra-control-schedule-cr.yaml {EHIERENH. MECR:

kubectl apply -f astra-control-schedule-cr.yaml

Q:I:

Astra Control @3 £ FETE M AU XA R &SRB 2 M (R B IRERAN & 10 R L IR R IFERER
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FEFIES
Astra Control 3z 3583 LA FIRshiE e SZ 15 a01F 08 2K 6 1R ER

®* ontap-nas
®* ontap-san

®* ontap-san-economy

@ NREII LN FAERRZIFNFESR ontap-nas-economy RoHFERF. TT/EBIEIREE, JREfRE
B&EBEH#EE.
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° <APPVAULT_NAME>: R7ZfEIREBARIIAppVaultiI & xR,

° <RECLAIM_POLICY>: _(FIi%)_TEXMPRREBCREVIREBS R E AR, BREAIL:
" Retain

* Delete (BRIN)

apiVersion: astra.netapp.io/vl

kind: Snapshot

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
reclaimPolicy: <RECLAIM POLICY>

2. ¥{8HF 2[5 astra-control-snapshot-cr.yaml {EHAIEREMNSHE. MNECR:

kubectl apply -f astra-control-snapshot-cr.yaml
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° <CR_NAME>: IWHEXZIRNRR; AEHIFRER— M E—BSERNR.
° <APPLICATION_NAME>: E&{%HIRATERFHIKubeNet: .
° <APPVAULT_NAME>: R/EfEEBHNARIAppVaultty &R,

N o gk~ w0 DN

apiVersion: astra.netapp.io/vl
kind: Backup
metadata:
namespace: astra-connector
name: <CR NAME>
spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>

2. Ff8¥EF* 2[5 astra-control-backup-cr.yaml ERAEMRENSHE. WACR:

kubectl apply -f astra-control-backup-cr.yaml
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a. BHILEMISVM “ontap-nas-economy’ N FIEFHET %,
b. BEREIEZTCEENONTAPHIL i,
C. fREISVMAYSnapshotBH:

() tEmammEISM, BENESEURTH,

nfs modify -vserver <svm name> -v3-hide-snapshot enabled

@ JIEONTAPZfiE /SR _EAISnapshotE RE TR B, MRKRERBILER. AIERSRTE
BREHIN AER. THEEEANFSVINER T

2. f£Asta Control B BFZFHHITLUUTIRIE:
a. ABMPVEHESnapshotB % ontap-nas-economy EFHENAZRFXE:

tridentctl update volume <pv name> --snapshot-dir=true --pool-level
=true -n trident
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tridentctl get volume <pv name> -n trident -o yaml | grep snapshotDir

e 87 2

snapshotDirectory: "true"
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TR LUE AT B EHE M TIER R LRIFE 2RI ITRIEM.
gl
1. LU XX TR Ah@E i I 3R B
° "Components.YAML CRD3Z{4"
° "protectCluster.py PythonfilZs"

2. ZREBEMRENT RS, BRITUTTE: "RRMHIRAHITIRIE

MFEN R LTS D
TR MERETITENE D TIERIRRE N E s G ELIEITRI&E 7.
B
1. BT X4 T EEIET LA R SR8+ 8L
° "Components.YAML CRD3Z{4"

° "protectCluster.py PythonfZs"
2. EffEMLENT ARG, BRITUTSE: ZEMERERITIEE,

T RN R

Astra Control A LAMNREBHE D ERNBER. FNBERERIIF—SEEEN, MIIEIR
BIHITIRRIRESE R, A LIEA Astra Control Ul 8% "Astra Control API" &R N FBFE
r“ %o
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EACRMENEIR
p

1. SIEBEXFRCRINEHBEESEZ N astra-control-backup-restore-cr.yamlo BHFHE
S<>thiELUTEE I Astra ControlIf BRI EEH AL B

° <CR_NAME>: LtCRIZIEMRZIR; NEHIMEEZFE—NSENET.
° <APPVAULT_NAME>: FEFNARARIAppVaultty & xR,
° <BACKUP_PATH>: AppVaulth7ZiE&HpRARERR, fFlu0:

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9b-401d-a0c3

° <SOURCE_NAMESPACE>: iX[Ri21EREER & ==iEl,
<DESTINATION_NAMESPACE>: EFIZ1ER BFenE =8l

o

apiVersion: astra.netapp.io/vl
kind: BackupRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appVaultRef: <APPVAULT NAME>
appArchivePath: <BACKUP PATH>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",
"destination": "<DESTINATION NAMESPACE>"}]

2. (AT );z IRRABEEEBEROMBERFORESR, HRMFENE. LR OERHIRTTE BTN
SRR

© <INCLUDE-EXCLUDE>: _(F&i%FFE) £ include 5 exclude BIEHHIS A BIRSIEE T
EXBIEIR, AL FresourceMatchers B3 LIE X B EIES HIFRAIRIR:
* <GROUP>: _(FIi%) EimkfIRIEH,
* <KIND>: _(\it) EimErIZIREMHE,
* <VERSION>: ZfiiIZEIREY_(FIE)_hRkso
* <NAMES>: Effi%kaIERIIKubenetes metadata.name=F &R (F]iE) NEFFo
* <NAMESPACES>: _ (i) EVfitRIZIFHIKubenetes metadata.name > B RYE X,
* <SELECTORS>: HEXHZERHKubelnetes metadata.nameF & HHY_(FIiE)_IREiLiFRF
55 "Kubernetes 14", =il "trident.netapp.io/os=linux".

Nl
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spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. EIEF 2 /G astra-control-backup-restore-cr.yaml EHRAERENH. HMACR:

kubectl apply -f astra-control-backup-restore-cr.yaml

ERACRINE MR EIRIEEE TiE
B
1. QIEBEENZRCR)XEHHIEHETGEN astra-control-backup-ipr-cr.yamlo BHAIES<>H
B8 I T ARE Y Astra ControBF i A1 £ ¥R
° <CR_NAME>: ILCRIZFRIRI; NERHRER—NGENAT,
© <APPVAULT _NAME>: 7Zf&#& ) MZEMAppVaultiy S i,

° <BACKUP_PATH>: AppVaultF/ZFfE&E P NEMERR. Fla0:

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9%b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appVaultRef: <APPVAULT NAME>

appArchivePath: <BACKUP PATH>

2. (AENRAFEEFEERNNARFNELERR. BRNHEE. HREESHRTICERER
EHFIR:

° <INCLUDE-EXCLUDE>: (F%i%FRE) {ER include B exclude BIESHIG A RICE EEFF
ENXHZER, 1L FresourceMatchersB3LLE X BT HIFREVEE
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* <GROUP>: _|

* <KIND>: _(FJi)_EimiBI =R,

* <VERSION>: Effikf
* <NAMES>: EffikpIHE
* <NAMESPACES>: (&

* <SELECTORS>:

Nl

spec:
resourceFilter:

resourceSelectionCriteria:

FE XA
TR "Kubernetes 14",

TR B IRAE,
ZORA_(RIIE)_hfkas,
JEEYKubenetes metadata.nameFEXHFEY_(RIiE)_NEFFo
%) BEim%krAR R Kubenetes metadata.nameFEEHMImE X,
ZIFERIKubelnetes metadata.name=F EEHEY_(RIiE)_FRsiki¥as >

3 "trident .netapp.io/os=linux"o

"<INCLUDE-EXCLUDE>"

resourceMatchers:

group:
kind:
version:

names:

namespaces:
labelSelectors:

T_uiﬁ?EZ}: astra-control-

<GROUP>
<KIND>
<VERSION>
<NAMES>

<NAMESPACES>
<SELECTORS>

-backup-ipr-cr.yaml ERIEMMENN 4. HACR:

kubectl apply -f astra-control-backup-ipr-cr.yaml

ZIRMIRERIE (CR)

B HEfhan & e R IGTRE R = (8lo
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fEFACRMIRIRIER
p

1. SIEBEEXFZRCRXNEHBEESEZ N astra-control-snapshot-restore-cr.yamlo BH 5
ES<>HHEUITEZ R Astra ControlIf B FIEEBF L &

° <CR_NAME>: LtCRIZIEMRZIR; NEHNIMEEZFE—NSENEZT.
° <APPVAULT_NAME>: FEFNRARIAppVaulttyZ#x,
° <BACKUP_PATH>: AppVaulth7ZiE&HRAERERR, Flu:

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9b-401d-a0c3

° <SOURCE_NAMESPACE>: iX[Ri21EREER & ==iEl,
<DESTINATION_NAMESPACE>: EFIZ1ER BFenE =8l

o

apiVersion: astra.netapp.io/vl
kind: SnapshotRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appArchivePath: <BACKUP_ PATH>
appVaultRef: <APPVAULT NAME>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",
"destination": "<DESTINATION NAMESPACE>"}]

2. (AT );z IRRABEEEBEROMBERFORESR, HRMFENE. LR OERHIRTTE BTN
SRR

© <INCLUDE-EXCLUDE>: _(F&i%FFE) £ include 5 exclude BIEHHIS A BIRSIEE T
EXBIEIR, AL FresourceMatchers B3 LIE X B EIES HIFRAIRIR:
* <GROUP>: _(FIi%) EimkfIRIEH,
* <KIND>: _(\it) EimErIZIREMHE,
* <VERSION>: ZfiiIZEIREY_(FIE)_hRkso
* <NAMES>: Effi%kaIERIIKubenetes metadata.name=F &R (F]iE) NEFFo
* <NAMESPACES>: _ (i) EVfitRIZIFHIKubenetes metadata.name > B RYE X,
* <SELECTORS>: HEXHZERHKubelnetes metadata.nameF & HHY_(FIiE)_IREiLiFRF
55 "Kubernetes 14", =il "trident.netapp.io/os=linux".
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spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. EIEF 2 /5 astra-control-snapshot-restore-cr.yaml fERIEHENHE. NACR:

kubectl apply -f astra-control-snapshot-restore-cr.yaml

fEFRCRMIRERIER EI R IA8r 2 (8]
B
1. QIEBEENZRCR)XEHIEHEAGEZ N astra-control-snapshot-ipr-cr.yaml, BMAIES<>
ch (B I TCERE A Astra Control K A1 BE AR -
° <CR_NAME>: LLCRIZFRIRAI; NERHRER—NGENRT,
© <APPVAULT_NAME>: 724 RZHIAppVaultiy 7T,

° <BACKUP_PATH>: AppVaultF/ZFE&E P NAMERR. Fla0:

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9%b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appArchivePath: <BACKUP PATH>

appVaultRef: <APPVAULT NAME>

2. (AENRAFEEFEERNNARFNELERR. BRNHEE. HREESHRTICERER
EHFIR:

° <INCLUDE-EXCLUDE>: (F%i%FRE) {ER include B exclude BIESHIG A RICE EEFF
ENXHZER, 1L FresourceMatchersB3LLE X BT HIFREVEE

158



* <GROUP>: _ (%) _EimiEksIHRIRA,

* <KIND>: _(FIi%t)_EImErIZRTE,

* <VERSION>: ZIiiEaIZIRN_(FI%E)_R7s,

* <NAMES>: Effi%EaIERIIKubenetes metadata.name=F R (F]iE) NEFFo

* <NAMESPACES>: _(AJift) EifiERZEREHIKubenetes metadata.nameF EXHHIAR & X,

* <SELECTORS>: HEXBIZERMIKubelnetes metadata.nameFEXHR_(Ai%) IREiEiRRF
T8 "Kubernetes X 14"s ~ffl "trident.netapp.io/os=linux"o

Nl

spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. AT 25 astra-control-snapshot-ipr-cr.yaml ERIEMENXHE. NACR:

kubectl apply -f astra-control-snapshot-ipr-cr.yaml

7

Astra Control IRIBERMHIVEBRERNARER. IREERULRERNARER. WREXAMENRNBERHER
NERXRNABRRFFRIKAMEHAE,.

FEPITEIRRIPIREGeME. SMEER)HIERRBXAMER/NG. EWeb UIRETRHTE AR/
@ ZHl. RESB207HAVER, HIEFRIFFIERELDHRMIITR, Er]UERFERIREE
BRARIAERKNBENR,

E{AI4RER 2 =B R M/ID S AR 12 == [BIAR 22 PR 22 == BRI Al 51 AR P R BT LUK N AR AZ e e FE SE R 2
@ [El—&Ef LAY 2 TR HARK P PRV EREMER, B, R—AR T AL E=E

FRRENERNAER. REIGEREFEIEH R TEE. ¢kFAiEm/FﬁE%EJLXéﬁ$EE}ZE

RAPKPHEMZEMAFPNABLAR. LR T X e =iERihaN R,

TN AR R E R HAIE] Jh e 51 R

&R A AN T2 AR tHRIESIEE EMNEIRNN BIEF PR HRN I E R BREF AR, &ErlL
RIEISEM S Z T8, FFZGVK (GroupVersion Kind) &3S HiBR A R,
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BAUTBEXSENHRARNESER
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Feaz i
s BB EER E &% T Asta Control Center,
c EEBES— I EEF L&) Asta Control Center,

p

1. MZ£kAsta Control CenterS2ff(iz1T7F L )&EIEE Asta Control Center i FRFEFFF1 BH5EEEE ocp-cluster-2
8.

a. BRF|5BhAsta Control Center32fil,
b. 7503 Asta Control Center&2%" (ocp-cluster-1) o
C. "HINBERSE =1 &E" (ocp-cluster-3)o
2. 1£5EBhAsta Control Center &1 Asta Control CenterfllAsta Control Centerig{E5 :
a. NZFAREFIER. EHFETE X
b. fE*Define application*& [, BWAFHINBIRF AR (netapp-acc) o
C. ¥¥E#iz1TEAsta Control Centerfy&E 2 (ocp-cluster-1)o
d. 3% netapp-acc Astra Control Centerfy#s & =8,
€. 7£Cluster ResourcesTiE L, A *include additional cluster-scope ResResResees*,
fEEARME AR,
0. EEFXLEERE, AFEE A"
* FREIEIESS: <label name>
* 4 i B .k8s.io
* hieZs: V1

= 2 : CustomResourceDefinition
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h. AN BREFERS
L3RR EX
EFEdefin*fg, WEBREEEXNAERTIE netapp-acc-operator). FARIERE netapp-acc-
operator R =iE
3. FipAstalTHIROFIRIER
a. TEiBhAstaizHIA O £ EEFEN AR R SN BERF TH,.
b. "#&1{7" Astra Control Centerf FI#2/F (netapp-acc) o
C. "&7" iIBEFRT (netapp-acc-operator) o
4. &ffAstra Control CenterfliRER 2 /5. EARINKIMEIME (DR)H =R "[EFEEIZ{Astra Control Center" ME
=S50

@ :{:'Zgﬁl—:Astrah%'JEPlUL_F?' R ERE (R EP BRFTARAYSE = N Kubbernetes58%). FHXTHT
LM AstraizflROER 5 F S ERBIDNS,
5. {EFAHEBIAstalEHIFt.  "E[R" Asta Control Center i FAFZFFBIESLHIMEL & rh:
a. %&$F*Applications*, FAIFi%EEAstra Control Center FRIZFBIZ FFo
b. MRIEFIM R FEEH, EF Restore®s
C. EEF RIREFRV= B ENIRREEL,
d. NIRRZFR (netapp-acc) o
e. EIEBEIRE=15E¥ (ocp-cluster-3) ,
f. EFBirmBTE. FHS5RIEHETEER,
o EEFEREE L. ERERERFRFENNARERER.
h. sE&ZFERRIEFREIERE
LR IME B EIR

. BEXRER, SAEERE *Restore* LUBENIEAstra Control Centerit/R 2| BT EBF IR FHTIZ (ocp-
cluster-3) . NARERFHNG. EEFTMHK available Ko

6. 7 BinEEEE LB E Astra Control Center:

a. T ALKIEHERKubeconfig"EIEEIBIr&EEE (ocp-cluster-3). HEFEEBEMENAstraim®l= L
b. #4IA ADDRESS Astra Control CenterBC B RIFIS | T ERFRIDNSER:

kubectl get acc -n netapp-acc

Mie) 7 :
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 24.02.0-69 ocp-cluster-
1.company.com True

a. YN8 ADDRESS RN A FERREE I Asta Control CenterSZBHIFQDN. iEEHILECE LS| B Asta
Control Center DNS:

kubectl edit acc -n netapp-acc

i. B astraAddress | spec: ZEIFQDN (ocp-cluster-1.company.com {EAREIH)o
i. (REARE.
iii. FEIARIIEE R

kubectl get acc -n netapp-acc

b. #% %= MEAER 16 ORER UEmERIIE.

5% FEREFI{RIFAstra Control Center

FSET BN B TEBERERNSE "Asta Control CenterE#" {£3FEAsta Control CenterS=ffl,

FUtR IR, Astra Control Centerf@22 L 2E7E | netapp-acc AT EIFHRIERTZZEE T netapp-acc-
operator B Tidl,

FreaZ Al
 RBESE ER % F Asta Control Centers
* BERES— 1B LR & HBNAsta Control Center,
-
1. M\Z%kAsta Control CenterSZfjl &2 F Asta Control Centeri FRFEF-F1 B 58 :
a. BRF|5BhAsta Control Center32fil,
b. "7sfN3Asta Control Center&2%" (ocp-cluster-1) o
C. "AINERE =1&E" (ocp-cluster-3)o
2. 1£5#EBhAsta Control Center &1 Asta Control CenterfllAsta Control Centerig{E5 :
a. ERBEE, SAEEIREE EAstra Control CenterfIB#EE (ocp-cluster-1) o
b. % er & Tia kIR,
C. 3%&#% ... netapp-acc M netapp-acc-operator "o

d. FEIFIR(ERE, JAE%EF Define as applications®,
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e.

EERENAEFRPEE UEEEXNNARERR,

3. EBERTFEHNGIH:

4. RREEH:
a. ZNARFRES L. %% netapp-acc NAER,
b. FEAFFRE & HIHREE",
C. 1%#E ... ocp-cluster-3 fENBEREE.
d. EEFER,
e. N ... netapp-acc fEANBIRIRE TIEL
. RIEFEEEREFIIRE,
g ;EE*T—F
h. #INECELEM, ARGk Save®

S MNRF RGN TEBIAIR. BB ERIKEHEEE S — e

EHIZERF Asta Control CenterfeBEFI BEAREERT (ocp-cluster-3)ERAARRHITEFEONTAPE

T EREILNFHRINEAstra Controlfg, fFiniERE fGiR TUHEAY &I EH-RH,

)=

LA E iR B E R FRYAstra Control Center,
RN E SR BBAr&EEE LA Astra Control Center,

EHXARBEMTE Establishing to Establishedo MTFEEPRESH. EHESHE D FHHIT—

BEEIRRERIEE NI,

()  ®REERERREAsra Control Center. LURRAINHTHIEHR,

a. EFEEERS B EE SERE

Data protection Storage Resources Execution hooks Activity

Configure v

Source

©
netapp-acc

© Available —%

O £ Fail over
- r

Reverse replication

Al Delete replication relationship

Tasks

Destination

©

netapp-acc
© Available

0 ocp-cluster-3

. netapp-acc

b. HEINFA(E B H ISR RS LI A isid 12,

ERXARTEENRN Failing over SAfG Failed over TeflfEo.

=

0 Snapshots | & Backups @& Replication

Replication relationship

STATUS
© Healthy | Established

SCHEDULE

Replicate snapshot every 5
minutes to 5 ocp-cluster-3

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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- TR IRRSECE

a. IR iEHERE =M EEE I kubeconfig (ocp-cluster-3) o ILEBIEE L2 Asta Control
Center,

b. #a%E 5 =1N5EF_EAYAsta Control Center FQDN (ocp-cluster-3) o
C. SEFACE LL5|FAstra Control Center DNS:

kubectl edit acc -n netapp-acc

i. 828 astraAddress | spec: fEFFQDN (ocp-cluster-3.company.com)o

i. RIFECE.
iii. FRIAMHEEE:

kubectl get acc -n netapp-acc

d.  HIAFRE % EMtraefik CRDEREIE:

kubectl get crds | grep traefik

FREERYtraefik CRD:

ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us

traefikservices.traefik.io

a. yN3R _EARERI CRDERSK :
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i. B "TraefikSZ14",
il. " X "XIHE H B ST,
il. [z FIEER

kubectl apply -f <file name>

iv. E¥iEEhtraefik:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. %= MEAER 1ZHIFORER UFRRMERIE,

524 . S Asta Control CenteriZ{Ef

fERHBIAstaiZHlF 0. MEDHFIEREAstafZHIPIORES, BireR RGNS R R =EER. WMRME
TREEBF P MIBR T Astra Control Center. W EFEEHR URITHRNIER S E,

p

—_

“

© ® N oo g k~ W D

ERNARERY, AREEREEBNAERNEI (netapp-acc-operator) o

MARIE I ETURER, %EHFE Restore*

EE R RN =R ENRREEL,

EEBERE =R (ocp-cluster-3) o

RKep R TRIE NS T IREEFXEXRYEr 2 = (8MH[E (netapp-acc-operator) o
SRR E R ENER R,

EEMERRIATF IR

EEREFRB R

BEEFHAES, ARRET Restore* FIaERIE,

"NAEFTIEETR 7 EEERE BRE = NEHNVAER DIEFIRORIER (ocp-cluster-3) o LhiTd12
TRfE. IWRSEETN available, %A, TIE_ERIDNSHINEN BT

MiE. BB =R LRILUEAAstra Control Center. EUEMBIERUNABHIRBNESHNRENAIERF
(ocp-cluster-3) o EERIBEG LIRENEMRIPRBEOSATHEG L, G0 RS8R ITRINEEHE
EDFIRER,

PR AR
HERREITIRRURFRIFEIER T M.

PodKiz1T: HIAFFEPodtIB R BIEEIETT:
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kubectl get pods -n netapp-acc

WNERHPBE—LPod CrashLookBackoff FRAHEFHFBE(N]. SNIRTER Running K.

* FIARYUIRE: HaikAstra Control CenterRFiTF ready RE:

kubectl get acc -n netapp-acc

Mie) &7 :
NAME UUID VERSION ADDRESS
READY
astra 89f4fd47-0cf0-4c7a-a44e-43353dc96ba8 24.02.0-69 ocp-cluster-
1.company.com True

* MIAEBBIRZS: E7RAstra Control CenterZBE{E 2 LAMAIA Deployment State /I Deployedo

kubectl describe acc astra -n netapp-acc

* Restored Asta Control Center ULR[0]40455 1R 4N R1E ST A £ XFENRT AccTraefik fEANDOEDL
&R Traefik CRD LURRFTE XLLEAHIIE L,

miEN AR EETITI

EENAREFMERGTIRREE
R ERIR * IEANARER, &8, FEERIEETRAIERIE,

XEHFHRSTUNEHSEHFIRS, BRAIUZFEEE. i, MRNAREFRFET2FF, EFLLUER
HREEER L UHERLENBIEFRFETERFP, XBERR,

N R XIR

" N IR * " BEIRAI B IEREULTRE
s YU FIEH Astra BIENN BARERHE,
c XESENVAEFERIBITER.

* VARFEARETeFRF WREERHENHTHE, WSXWHEHATRP) -
* EAMERAKREENNAREFNHE,

ERBERT, BBFAZT, RAERRSEANNAREFEXNEHTERENZ, G, ERaEERRE
RUHNRAREFRHE, L,Lﬁﬁieﬁii)\mﬂﬂjrﬁ$ﬁ AINF N AR
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SEEFEIIR

"R " EIRIRM T AR Astra 16RO EENERIZTIRRREMFAER, BRIUGERNBIEF—
HARNEEURNESFAES.

EHEEIRER
"Storage Backends* " EISIRHV(E B oI BB EHE FEEIRIEITINR, HPaiE:
BIENEFHEEIRSNE
* XEZERIRETIEITES
EiRRERE TR
* ERIERAEENGHREE,

BEEEHCTIKORHEIEFME

mMEEA%ﬁ?ﬁ¢®&ﬁmﬁﬁﬁ,ﬂTM*Eﬁ%EﬁMﬁ%EU,MWEﬁMM
8, ITFT R, KAMEMEFES. X UERESERIFNIAFMESR

EEEHCITIRAMNEAEER
B UEEEXEHNFAGEE. FIINEHNMUE. TETR. KAMEME®SE,
il
1. 7£ Astra 1THIR0 Ul B, %8R * &8,
2. £ &8 AL, SRETEHIFMEENER.
WREBUTP removed REBAEBMMLZEZTITIRNR RIF(IMBZE IR fEAKubernetes
@ APIFIRIEEBERTN). BIEIR {48 Astra ControliJkubeconfig Rl REARB B, XAt T A

THNER IR EIERSA A, EFIFLIOEER, 15ERTE Astra Control R EFT S EEFXEX
BYEELRE "Astra Control API",

. BEFE MR, *7FE M IED AR ENER, RIEEETHNER.
o R BXIFNRINFEESE, SEERS.
o *FfE . SUHBEXBIAANSE, SEFMEETRKS.
o *JARN Y 1 BRSSREEXEER,

SRR Astra 1R * (SRR * A EERHER, 7 " AREE * TH - S8 B0
() . coiEESEs, IREERE - S8 RE, #A 58 NES, HRE A S
ITHRIE,

B ENIREA S
el LUE SR BE MBI TR AESS, HAstra Control BIREEEIY. ERIREFERMAINFMES,
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@ 1571 Akubectisy L BERTF . BERAILIRIFS R, WREMkubecti#TER. NAstra
ControlRiZ [RIXLETE Y,

g

. TEAstraiZ IR\ Web UIFR, &R EEEE

e TIE L. EEREENNER.

W 17 E  ETR,

TR,

EEBIRENRIAMENFEENRIE TR,

EENEBEREINMES

—_

© o & W BN

EENAREFNEITINVANFEER

TEE\EQEﬁl_TZ%U(Astra COHtFO'ZE __le'ﬁlﬁf‘_Fﬁ&r_ 1.:.) T%?F'H(u( T'_Ziiﬁﬂl
PERYZ B2 ERIF). Pod. KAMEHES
3
1. £ Astra =690 Ul AR, %3 * BTER * , AEEERNBRERINE M.
2. EREEXER.
N RS
1Rt/ BRAsta Control @& AJ LLS N A F@IERVIRES.
° NARREFRIPRES: RUHNABEFNRIFEERS:
rEeRFP NAERAEE—NEDEMDITH, HESORIERAE—E
" EOMERIP Y NRRERAERESIEMITR, JEINRBIT RIS IIE D SRR
" RREFEP D BRREE2FRIPEARE S FRIFIN AR,

You can’t be Fully protected until you have a recent backup . X—mIFEERE, FANEHFHETE
MREFEFER, MABKANSE. MRAEMEREINEHIIRGER NI KA MEE, WEES
NAREME., REBTEILERE,

° Bk BXRE5NARERFXERPodBRERIER.
° BURERIP: BTEREHERIPRBURERIERBNED,
° 7 BETRNARRERANKAMS. M Kubernetes EE¥NAERE, KAMSHIRS.
° B BTRIEEEFESNHMNEEMPLER IR,
AR BRSNAREFEXEER.
EIEBILAM Astra $ZHIRC * S8R * FHEEENAREFERS. £ ZREE - T~

()  wmes - amtl, CALAESENRRE, IREREE - RS * .
N MAIER ¢ TESS, AR LS TR,
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BRI
BEAHAPNAES

] LAE A Astra Control ULARAN. MIBRFNZR4EAstra Control Center&3IFH . &R LAfE
FA Astra Control Ul B "Astra Control API" LUEIERFo

1852 7] LAEFBLDAPIT R E A P 1T S 9 J01IE,

{53 LDAP

LDAPE—MATFifaoHm BREENTUARENY. LW SMIIERE %R, & LUSAstraiEEd0
EIZEILDAPARS 28 LUEXHEERNAstraiZFIF P HITE MR, NRESEERE. ZEEE T M FAstra5LDAP
E/l. HEXSLDAPE X TR HJAstra ControlFBFP 14, {&r] LU{EAAstra Control APIZ{Web UIEZELDAP& 1%
IIELIRLDAPEFMA, EXIFEMEE. BEWUTX:

* "{§EFHAstra Control APIBIB i S i iEFI A"

* "{EMAstra Control UIE IR A F14A"

* @A Astra Control UI'EIEiiE B9 585"
el
WP EFEEMEBIER R LA Astra IEHIFORERNEZ AL,

p
1. 12 * BIEIKP * SMKEH, %EF *iKP .
2. JEFE - B ORI,
3. WEHE * AMAR *
4. BMNFAFBRTR, BFEptutAIgEYEEg,

BRRETERERIEREN,
o EABEHRANRNAF A,
ST ABEREUTIIR:

c*EBEGE T AUEERR.

° {ﬁﬁiﬁ AR EESRABNR, IUEENAEFRMNES, IUEEENARERUMBIERREME

o EER  BANOAGNR, FILURINAMBERFFAEE ZINIEREMARF.
* *FrBE * REEERAENIR, AILGIIAMRERBAIKS,
6. ENEAMRRNEERAENARNIAR, BEA * BARAGBRBINARFM * EEE,

BXAMARFAER. BN "EESMAAAE"

LB vi=:= Rl )
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EIRE

IERILATE Astra $26IFR O E IR P K BV,

e

ST IABEBS EE 2P P OB,

5

1. SRR LR S BT

WiE * REX
MR * JR1F * FISRiSE * B~ .
WAEAERERNER,
BRBNEHTH A

Vi B

o o A w N

SEEHMAPNES

NRENVIKF A EEGRSMEERENRE, NUEEEMAF K UREE SHIKFNERE, EEREH,
BEENE—IREES, AP OIEE R ELES,
pg

1. 12 * BIEIKP * SMKEH, ©&EF *iKP * .

2. R 121F * THIYIR

3. ‘EFEETL

4. WA AR ERIIGES I,

O BRBNERHITHIA

(D) RPTRBSN, REORRTERBNE,
6. %Ei% * BEWE

Gl
BAEMEENEERABNAR A LRI MK PRBRE AR
p
1. 7% * EIEIKP ~ SMRKEH, ©&EF KPP .
2. £ * AP * IR, ERERFRRYE AP FRE TR E R,
3. MIETSEERRY * 4&1F * Fldh, 4% ~ MFRAF /70
4. HIMRTES, BRI "remove” FikE * B, MERAR * LUHRIARFR.
&

Astra $zHFCMBK P RRIBRE R
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EEAE

fEalLLE AR B T EIRFEIHIEE P A ERHAXLERFRERA G, X, EMaILUITHIALRNEZRNIG
ial, #&u]LI{EA Astra Control Ul BF "Astra Control API" LIEIEAt,

a) f B AR a2 == E) PRl
EERNMEERF I URNRNEESRA RN E (8 PRE

p

1.

2
3
4.
5

10.

£+ BEKP * SMEKER, % KE

R AP YRR

T RE AR, NEAMANERRATBIAF ERERERE,
PR WA

- B BRBREIANOREMS * EiEE,

EFEENERT "MK " "EERE " AR, AN * At * THHIRPEZREMAE,
prirs =) [1 AT S

TR LR B =Rl Ean & EEn S EE T ALIRITIR.

- TE * OREE - THIIRA, RIEGRTEINEE S IEF * Kubernetes s T[] * 8§ * Kubernetes a5 %

TEIREE * o

MIIRPER—P RS PR TE IR, UES— R, BREREIAXLERR=IE,
PR * HIA ¢ o

" RIEAE " EREREALAEEERNLIRTIR,

prirs 2 DN

TP E L, EFLUE AR JPEEEANENEE LA CRIRG,

C) MRANENACBEATREFIERT * Wik * MARNERRE, WizAeRRdNnEET2R
% (ZAeREELpRsRLsaTaNENRER) -

M B R IBR R & 2B PR
B SEFEE AP A UM AR ERes 2 = E RS,

p

1.
2.
3.
4.

£ * BIEKP * SMKEFR, & iKF *,

PR B ETR.

£ 18 5h, NEBERREERAEERBEDNRNAFEERERE,
TR REEAT
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" REAR " WEEERA’RERISIR,

S. EEFREMPRAILIREMAT * X * o
6. WEHE * HAIk * o

BXIEAER ..
* "R fAeaRTE"

BRI E S IRIE

LDAPR—M A TR oHmI B REBITIAREDIN. B2 ISHIIERNE LR, &
B] LU Astraz il FOEZEILDAPARSS 28 LAEXNETE RYAstralzhl B P H1T S 105830,

MBREEEFRE. ZEEE WA AstraSLDAPER. HENX SLDAPE X Xt AJAstra Control B F14H, &BTLL
£ Astra Control APIE{Web UIEZELDAP &I LA LDAPF FF14H,

Astra Control Centerff B FR EREM(TER RIS MIIENEE ) RIERMEREFTZRF. X

@ FEFHEEAstra Control Centerd ERHEMNEIER . FERPHMTETE B FHBEFHE("mail")
AR EERBR("userPrincipalName")#I/E 1%, ItL/EMETEAstra Control Centerd B{ER & LU
TEMWIE, HELRITEZERFER,

A INFAFLDAPS & {318 IERYIEF

ZILDAPRRSS 2 RN E ATLSIER. LUEEERLDAPSIERZEY. AstraizhlF 0 E] LARLDAPARSS 88 1T B 150
IE, BRFEBHRITRURIE. HEERERNEBIHARRITICR(E,

p

1. BE K,

prirs 2 1 21 vied e S

R A0 ¢ o

E% . pem B XHRA I ECRENE R BI MR o

P A5 B kR,

prirs =7 |11 S

o o A w N

BRITESHIIE
0] LU FBLDAP B {33 FH D B Astra Control 535ZfZLDAPRRSS 28 2 [BIHYIEE,

FaZ Al

NREITRIEEFALDAPS., IBHRIELDAPARSS B E ATLSIE B LR EAstratzhl| 0. LUBAstratzli0EE
8 MLDAPRRSS 2R HITR N IIE. 1BS W FNAEFLDAPSEMIIEANIES BXYA, BESN.

p
1. EEKP>ERE
2. P EESHBIEERP. EREEXRS,
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3 IEFEEE
4. NRRSSEIPHINE. IHOFEEEZE NI (LDAPZHLDAPS),

@ ERRIESER. BT SLDAPRRSS 2R IEZFIEALDAPS, E&EZEILDAPSZAI. &FE
EAstraizHlP LR ELDAPARS M E A TLSIER,

S. LUBBFHREAR T NARS 1K F B (administrator@example.com), £5LDAPARSS281%#0S. Astra Control
BERXLER,

6. E AP LA SRS, HITLUTFRME:
a. M ANEADNIMENMA AP ERTG LS. LUEMLDAPIRS SR 5 ERYER,
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IEONTAP X EFIKF" BXIFHAER ...
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- RREREERAZE,
- BREEEIREE SEEXKNERNS,
5%
1. NEMSAZS, %% fFiE
2. NREEFR, BEHEEE,
a. EEFRE
b. FEAFTFHES R,
C. M *iRE * BRI, & BUHEIE *,
d. X\ "unmanage" HIALHIRE,
e. %EE * 2, BUHEBEEMEER
3. EFEBARM*,
a. EERFEEIR,
b. M * 124E * R, EEF * kR o
C. $N "remove" HIAILIRIE,
d. &% * 2, MEREFEMREER .

THREZER

* "{E M Astra Control API"

miFIEEBTRES

eI LT Astra Control P EFB X I X24/NIIAETTM. KM EBUHNEEIZITIES
MESHIFAES. B30, ERUEBRERGTHED. KRN CEZRENSES. #EEF
A LG RIRIEFFARERS. G UEEBEITHIE TR FohBEIRvR
EBVIRTS

BREABTHETANESN., ERURAESFAEEUEEE N FESIRS. WFEEHITHHETTM
IS, ESHEFHNZE. WTEBENGES. ESHEEFNER. WTFRAHERMAMBES. ESHERN
6,

() dFsmste. A5TFESHRBARBTRBEARL

BEEEXRRMAESHIFAEE. BER "miEk a6
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1. EESEITHE. B NAER
2. RFIFRAIEEZEN AEFRIE o
3. ENAREFIFAERD. EEMESETR,

ERILEEYRISI EESHFRERE. FHRESRSHITHIE,

@ ESBEESFIRPHEE KR40, Ea]UFEREE RSB R EMES EERIRE "Astra
Control API",

[ AR 15EFICRS & IEAstra Control 2%

fEFKubbernetes B E X &R (CR)&1EAstra Control N FFEF,. B LAEA LU I%EIN

* “fEFKubbernetes BTE X RIRE X N FHIERE"
° “'TE}EH E iEXJ\/ fiﬁﬁ%ﬁj\ﬁl

1&@33 Prometheus@iFluentdiEiz 5 iz E A 224

O] B E 2 M eRIR BRI |G Astra IT6HIFR0MEIE, BRITEHRNT RIENENE
RtZefs. i5ECEPrometheuss A IlFluentdiEi,

MR iETTAstraizH R OHNINEB R EEARIEERZEInternet (MBI ZHFE _LZFINetApp ZHFuER). M
FAstrafzhl RO REC B EARSS 280

* %% IPrometheus
* %323 Fluentd

N FEREEINetApp ZHFiE R BIIEARSS 23
IRETAstratZBIrR L M FIA BB ERA RIBEE T Internet (M{E§5 _FfEEINetApp SHFUAsS). NI
fEAStratEsl ol PR E A TEIR S 28,
() Astra RO RSWIEEHRERS BHNHBES, EHERENERNE
S
1. EFAE * BRI FEE * RIS B RE Astra FEHIL.
2. JHR BKF > R
3. NTHIBIR DL * % * URMCIRARSS 28,

Disconnected v

HTTP PROXY Connect

Configure Astra Control to send traffic through a proxy server.
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4. I NHIERSS BB R IP it IR ARIRO S,
o MMRNIERSBFEZHRIE, FEPIbEREE, ARBANBFRZNED,
6. WEF * EE

&

MREHANRIREERERE, W kA > * & * WEN * HTTP RIE * B BEREEERE, HETRS
Z5 8 Mo

Connected W

HTTP PROXY 7
Server: proxy.example.com:8888

Authentication: Enabled

RERIERSLE

TR U RERIERSR[IRE,

B

1. EAAE * BIERA | FTEE * (UIRMIKF B RE Astra 1£HIH 0
2.5 P > EE

3. N TFhIFIRHIEIF Edit USRI ERE

4. fRIBIRSSIFME SN EHRIEES.

5. EREFS

BARIERSSREE

TR U2 ARIERS 38EE. ERAZ. RASBEET R EMERE,
B

1. ERAE * BER | FTEE * (URMIKF B RE Astra 1£HIH 0,
2.5 P > EE

3. MTFHIFIRAER « BrFFERE © LI BEE,

4. {EFTFBIIHEED, HINEIE.

1E$#ZZ|Prometheus

@B LUEPrometheusiaizAstraisfl R0 EEE, &8 LUEPrometheusEt B 9 MKubernetes&E iR S Uk EE
?aﬁ\ 8] LU FB Prometheus B fL (K FEATEUGE,

B X fEAPrometheusBIFARESE . EBIMEAME. MitA "Prometheus NI ]%
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BREENAR
HREEAstraizHl OB S ] S Astrafzfil P OB B SR H & 8F T HH R EPrometheus &,

RERE 7 SRRV BRI TIRE "% 3 Prometheus’s

Prometheus EE B #ENS 5 Astratzld O Kubernetes EE 85 1TiB 5. MR AstraiTh|FuER R L
Prometheus. &EEMIFXLEIREES S Astraiz PO ERE HIETHIEIRIRS HITIEE.

EZE Prometheus

Astraiz il & EKubernetesE BFHAITCPIR 9090 _E AFFHEIFARSS . EEEEIE Prometheus LIMIEARSSUR
15T
*/F3¥
EREIPrometheusfR$3 28,
2. BEBLZBEAMEIF prometheus. yml XHER yml XEH. REERI— MR UTFUTARENEE

scrape configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>"']

(D WMREIZRET tls _config insecure skip verifyto true. FHRETLSAZE N

3. BB EIPrometheusfRSS :

sudo systemctl restart prometheus

iia]Prometheus

ih1a]Prometheus URL,

S
1. EXS R8P, AR 9090AIPrometheus URL,
2. FEEHRES>* B AR I BEE,
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7ZPrometheus P& E R

1&8] LUE B Prometheus & & Astraz il 0 E13E,

HIE

. TENISE 28, i \Prometheus URL,
MPrometheus32 8/, EFEH*
EFAENREEIES. H5EERITEH0E MR,
#t#E ... scrape samples scraped FIEEHITS
EEERBYEHBIERIZRT . HEEERS

o

a A~ w D

()  mBEKETSIEBME. NS MERNIETEUTANSRG ST,

%123 Fluentd

&7 LU B E (KubennetZ 4 ) MAstra Control Centerla iz R KX EIFluentdifis, ZHANIERT, Fluentd i&
B TFREARS,

FEREEBE%Kubarnetes TIER B IERVERE A L5 FluentdiEig, & REERFluentdiEZEFEA
JEKubbernetes|R4E T1EMEIBAVEESE,

Astra

z@ﬁ e
W fluentd
External log
7 fluentbit repository

event logs

() oesesmrnSEEEs2%EEE Fluentd.

Feaz i
« BB * BB FiEE * (XERY Astra 150K o
* B7E Kubernetes 8% &% Hi51T Astra Control Center

() Astra SHIROREWIFEN Fluentd IRSBMAKBLAER, SHHRENEMAE,

p
1. EREAR * R | EE * NRMIKFERE Astra 126150,
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2. JEERBKE > ERE
3. NET * BETFFERE * BT RIFIRAESRE * E1 * LURMIDER

v Disconnected W

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software,

4. B\ Fluentd ARSSSERIEN IP tthik, WOSHHEZZREA,
O. WEHEE R,
“

SNREN Fluentd ARSF[HABIFAEEBERE, W * 1KkF * > * EE * TTEHAY B8 * BoOFEREEER.
WMTE, EEILUARE&EER Fluentd IRSBHEEEHAS

NRERAEMRERY, WRSKETR * KK *. ERIUEAFFREA LA * B * THREIKKBRE,
EERTLATE * 0P * > * @0 * THEERNER.

@ MREFEWEBRSHNBIN@E, WERITEDR, HHREEE  Ivar/log/containers/” HAA]
Fo

/W48 Fluentd £
R LI4REES Astra Control Center S25IHY Fluentd %2,
S
1. FHESR * BIER | FrEE * IR ERE Astra 1ZH]F0.
2. B P > EE
3. MTFHIFIRAIEFR“Edit* LURIEERE,
4. E Fluentd SIS,
SR RE S

M Fluentd %
] LI 5 Astra Control Center S25IHY Fluentd %2,

I

1. ERAE - BRI FIEE  AURIIKPERE Astra 2410,
2. B HKP > < S

3. MFHIBIRDEE * WiFHERE * LIZREE,

4 (ESTFETHEETR, HiligrE.
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ECHE RN RIZFET:

* B A &M AIREBERS W MIBR.
© AR MEIERL TR,
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EEN AR,
MIETF B RIRIETIR, T BUEEIE
BEEEXER.
N "unmanage" #1THaiAo
wE R, BUHBEENBRER
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L

Astra IR B L BT FITRR
BUHBIRER
BiEMAstralz O BB T BRBEIIER.

()  aovssmerra, GRIUEEESERXROLAREY.

BUHE &R

* HIRER(ZLER Astra I£FIPOEIREE, EANEFHNEEERITEMAENR, BASMBRESRE

* Astra Controlft EfZFr S Astra= infZiE R S MEBFHREIE,, "7 ARU{AIEIEL Astra Trident"s

pZ

1. MEMSAA=A, EF - E8F .

2. R ABEEEEMNERN NS IEIE,

3. MIETNSEERRY * $$E * Fldh, &R * BUHER *

4 WABEUHEIRER, ARER 2, IUHEEER

R

EENRESRHEREERIR s /5. EEEMNERE TIE MR FEHRAstraimHFOEE,
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() mosEmEmEhsy SR B IETRENTE AR,

H4% Astra 3EHIH0)

TRk Astra Control Center. 15 FEZEIEGEHTR LA TR, Ea]LIERILRES BT
B BAMEES B XIFE AR Astra 7551500

XLEHBAT 4R T Astra Control Center M58 — MNRFTARASH LR Btk R FThRASHYIE 12, B RREEE M EL HEThRAS %
ERNREZIRENREH R, INRELEMAstra Control CenterhR s b SR FTARASBRIF Z R AN, (BRI BEEEH,
THERAALRIIESHRA. HEELEMNAstra Control Center{¥ Lt RFTARZASHE— MR A, B X B A FhRAHITEE
FIR. BB "ETIHEAE

ez Al
FEAEZH. BRFRENIRETIHRE "Asta Control CenterZfZBHRKER" BHIFENABUTAR:

* BE/2H "Asta Controlfd 212" AER FisiTAstra=im{z0E
a. HBEEIEEEITHAstra=I1 BiTthRas :

kubectl get tridentversion -n trident

MREIEITHRAsta=iHMMAR23.01HERIRAS. EFERXLEAR A 5" T L EIAsta

@ ControlfeBfEF 28l FAhEIAsta=IRZIRMIRE. WNREAstra=IRTZETEMZE24.02
BIPIMRAE O, ME L EiEAEKEIAstra Control B & 12F24.02, ffla0. &L EiE
MAsta=1#23.04F+4% Z|Asta ControlEit BFEF24.02,

b. #ilAsta ControlE BIZFE EBEE "enabled", Asta ControlEiR BF2FEAEEAF23.10 27 BiHIAsta Control
Centerhid, F+ZkAstra Controlfd B2 FHEHSEHKBIAstra Control CenterhRZASHEE). LAIH IR &2 HT
IheE,

* Y#MKubernetes 3 &

HaE IR EEiE{THIKubeneteshR s ;

kubectl get nodes -o wide

* ERRRRRE
HE R RSB EIR

kubectl describe node <node name>

M NIR A ES
HERIATFAES
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kubectl get storageclass

* BITRA R HRIFARIAPIBRSS
HIRFRAE API BRSHILATFETINVEIRIFBERIA:

kubectl get apiservices

* (INPRZAHEAR R) B A F#EiXF0 L £ Astra Control CenterfSAY st E AR
* ({XFEOpenShift)izi TR R 47 B ] BV BHR(ER

HBRFME SR ERYLTEITRARF BRI A

kubectl get clusteroperators

R E B TEm:
BRI, SHMIREBIET, EEAPE O RRITAS.

* iAi8]NetApp AstraizZ {FBREEMER
&0 LUESE MNetApp BRI AR P IREXAstraiT (F I L EE IR FIIERINEE. HldlAstraiz i B,

a. IEREBERIMEFAFMAstra Controltik 7 1D,

f&a] LLfEAstra Control Service Web UIFREEFZRIKFID, EERNEA EHANEENR, iEF*API
access*#Hic TERIMKFID,

b. Elﬂ—ﬁﬁﬂp, %E$¥*Generate AP t<LH* FIGAPIL I F AT R ERIZISINER, ARRKEREERIES

c. ZFFAsta ControliFAER:

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* RETREARS IR EE
WNR &£ Astra Control Center&ZiEHAB] L2 T IsioikRZ M 1%. Astra Control CenterBItt AR5 B 1EIsiofR S
18 MMRETEGEIRSWIE. NMREETEHAB)RE— "VIIAEE" AstraiTHIA L

RFUIES
Astra 26| ROARIERIERETAUATERTE.

() AR s, SEMAstatEhIsRL AP REAER,

* FEFHIREXAstratzHl=dty
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* MIREARMEMR. EEAEMDE]
© REBHEH Astra IFHIFCRER

* FR Astra $ZHIHL

* BIERFRE]

@ 15/70MBRAstra Control Centeriz B RF(fflg0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\ LLE e il BRPod.

T & FHIRENAstraizhl gl

MUELTF{IE Z— T #iAstra Control CenterfRf&:

* AstralTHlIERSSREIEM R MRER M AstralZhl RORGERAMIEMR, HEMNREESRERLLTSE
MNetApp ScHfibm THIRGE, BERILED,

* Astra: WRRFAMEMFRSNetApp ZFFIER ITHIFOIREG—REER, BEALED,

Astra ControlE{§& 3%

1. &R Asta Control Services
2. 5Bk E, #EF*Deploy a self-managed instance* of Asta Control*,
3. #&ERIHEAE REAstra ControlBREEMEZR. HEEXAstra Control CenterR 2R HIEENIZ B,

NetApp Z¥Fifi=

1. F# B & Astra Control Centerf93 {48 (astra-control-center-[version] .tar.gz) "Astra
Control Center FE 1"

2. (BIERE) FHAstraiZFI RO ANEPHERZE (astra-control-center-certs-
[version] .tar.qgz) ARIER EZBHER.

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version] .tar.gz.sig astra-

control-center-[version] .tar.gz

NS R REH verified OK WIERKING,

3. MAstra Control Center{R45 €] HI2EX AR :

tar -vxzf astra-control-center-[version].tar.gz
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NRERAHEMR. BEMEMTE
INREH RIS AstrafzBIrR OIRSP OHEX I AT M T, NBEFEANetApp Astra kubectdd S1TH

fliF&NetApp Astra kubectliE {4 H E L3

EEEFERARMIRABINetApp Astra kubectdn S 1THEFIG BRUGHEIX B A DockerfZ i ZE,

1. HERSEREILES:

kubectl astra

2. UTUT#RIEZ—!

° NRELENEE. Nitd<SiREkubecTnidEFEEEN. & LURIBRIRE R 2<BYkubecT1-Asta:
delete /usr/local/bin/kubectl-astrao

° IIRMELIREEIR. MWRRARREIIES. S UBSEHIT TP UREE,
3. REHEM:

a. 5t "] FIRINetApp Astra kubectiiift —#HIX . HIZ MEER AN CPURMIFRRRIX 4R !

(D) kubectiffffERiarly 39, HAMERFBIXHRT kubectl-astras
1ls kubectl-astra/

a. R IEMB SIS mhE SRR IEH B RN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

ReRREARMELEM R
1. ANREIH R Astra Control CenteriBSFEHEIXFIA MM K. BN B 2R 5| EFEMMERA TR :
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Docker

a. B AtarballlIiEE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. J&Astra Control CenterBf B RV BEIUSHIERIAMIEMR, TETZa1. BHITUTER
push-images Bi<:

* F&$<BUNDLE_FILE> ##ft /yAstra Controf4F 81X 4RI B R (acc.manifest.bundle.yaml
) o

* $&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfFi&FERIURL; 530 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

* ¥<MY_REGISTRY_USER> &#tNAF &,
* #¥<MY_REGISTRY_TOKEN> &1t 5/ M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. B Atarball RE R, BNEFIXHNER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. FREVEMRK:

podman login <YOUR REGISTRY>

C. HEIHETUTH M EEANPodmankRkZs B E X HIBIA > —, $$<MY_FULL_REGISTRY_PATH>
BN EEREAFEHREFEMEERNURL,

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. FHEBER:

cd manifests
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RIEEHEH Astra IEHIFPORIER
1. (URAHEMR) MR ERNERERE. ERRUTSE:

a. $TFF Astalz R E SR ERE YAML:

vim astra control center operator deploy.yaml

() UTSBRRE—MTTHYAMLTH,

b. INREFERIIMREES NI, BRIRAREBIIEAIATT imagePullSecrets: [] FERAUTHS:
imagePullSecrets: [{name: astra-registry-cred}]

C. BI{ ASTRA IMAGE REGISTRY » kube-rbac-proxy FMGHEIFMRERZH L—5,
d. BB ASTRA IMAGE REGISTRY » acc-operator JFBRMEHEXIEMRIEEH —5F,
e. BLUTERME env &5

- name: ACCOP HELM UPGRADETIMEOUT

value: 300m

apiversion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
spec:
containers:

- args:
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- —-secure-listen-address=0.0.0.0:8443
- —--upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- ——leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10
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2. LREHIEN Astra ITHIFRCRIESR

kubectl apply -f astra control center operator deploy.yaml
) Vaaxy N

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged

deployment.apps/acc-operator-controller-manager configured

3. JiEPodR & ETEIBIT:
kubectl get pods —-n netapp-acc-operator

% Astra 3=E|i0

1. #%%EAstra Control CenterB & X &R(CR):

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]

(D) UTFHSBBRE—MBEHYAMLTEL

2. BfAstrahid~S (astraVersion ™ spec)23.10.0t024.02.0:
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@ AR REEEM YRR AEEM T NE SRR R BXRELTRAHITETIR. 15
S0 "EITHER"

spec:
accountName: "Example"
astraVersion: "[Version number]"

3. EfEGIEME:

o (NPRZASHEMR)VINRFEANZAHIFMER. IERIEMETMRIEREZEER S PG HEIX R FMREERF
L2 E—*F, B imageRegistry P spec MIRAMIFMERR ERLELIKAETEH,

° (Astra ControlElf& MR )fEEFHAstra Control B /EMER (cr.astra.netapp.io)E B FHEHMAIAstra

Control#43 &1,
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"

4. BUTRBRNE crds RAECE spec:

crds:
shouldUpgrade: true

S. IERAINLL AT additionalValues £ spec fEAstraizHlF\CRH:

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

6. REFHBEXHRIESS, PSRN AFRMAIER. HFAFBARK,
7. (%) iF Pod EBA&RIEHEHATA:

watch kubectl get pods —-n [netapp-acc or custom namespace]

8. ZEfFAstra ControlREZHIETRARETHEERZMLE (True)
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kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

e 87 2
NAME UUID VERSION ADDRESS
READY
astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 24.02.0-69

10.111.111.111 True

@ BERERRE ST A PIRES. 1BIBTTUATER<S . kubectl get AstraControlCenter

-0 yaml -n [netapp-acc or custom namespace]

S BAstralS I ORIER B, BEFUTHS:
(:) kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

[.,LL 1.|-.E /_?l"‘\él L’{k [AXY

B RE| Astra 1=HIH 0
2. WA R B EAR. BSLAF REPHXF TlH.
3. WIEFMEREEMHNNAEFEGNEFEHZ IR,

fEFHOpenShift OperatorHubF+4%Astra Control Center

INRE{FEARed HatI\IERVIR{EGI 22 T Astra Control Center. TIB] LA{EF OperatorHubH
EFBVIRIEG F 4R Astra Control Center, ﬁﬁ%ltt?sﬂf’lf*/F%MﬂQ&Astra} SHlHC "Red Hat
B FZGEH R 3EA Red Hat OpenShift 828 F 8o

Feazai

* HEMBERIRERMY . TEHEKZE]. BHERENIETHE "Asta Control CenterZl Z I &{EEK",
* IRE B "Asta ControlEd E2=" AYER Fiz1TAstra=im{=f&

a. BEEEEETAstra=11 B irhRkZs

kubectl get tridentversion -n trident

MR BT RAsta=mMMAR23.01HERARA. FERXLEMZA 7" EHKEIAsta

@ Controlfc BEF2F Z B, FhEIAsta=imEISRHhRAS. NRERAstra=Im{FETEM4524.02
B MRABT O, el L EEALEIAstra Control B &12%24.02, HliN. Eal I H#E
MAsta=1#23.04F+4% Z|Asta Controlfit EFEF24.02,
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

b. HilAsta ControlBRBFZFEACE "enabled”, Asta ControlfRBIZFFEEATF23.10 2 B1AJAsta Control
CenterfRZx, FtZkAstra Controlfid B ZF. FHEHSEFAKRIAstra Control Centerhk2<t8[E). LUARERHT
IhgE

* BIREEHRIERMAPIIRSIZITIES:
° EOpenShiftEEBf . MRFIE SRR TFEITIRR RIFHRES:

oc get clusteroperators

° 7EOpenShiftseB¥ . HIRFIBAPIRRS L TFIEITIRNR RIFAVIRE:

oc get apiservices

* * OpenShifttfR*: B MITITRA LT BRI E IR XTRed Hat OpenShifta 23 ¥ &I IRINR,

* (fXPRONTAP SANIRZHIZRF )BT . WRFEAIEONTAP SANIREHIZER. IBARTEFTE Kuberneteste
BLrEATZRRE

NI VE7=ID W =S
* FREXNetApp Astrai= 4 BRE A R AV RIARPR :
1] LUZERE MNetAppBRISE MR IR EX AstratZ (H RY R BRI ANIEIRTHEE. BldlAstralZ (HECEIZF .
a. PREFFEMERFIFERIAstra ControlfK 1D,

f&a] LT Astra Control Service Web UIRERZNIKFID, EFERNEA EANEEMR, EFAPI
access*#ic F&BIMKFID,

b. Eﬁ—ﬁiﬁﬂh ¥ Generate API L hE* FIGAPIS R FIFERERIZIBEINGR, ARRKEREFERES

c. ZFF|Asta Control3E AR

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

B
* [ARHRER RETUH]
* [ENEINERIESA]
¢ [RRRMAIRIER]
* F4F Astra 1=EI900)

IR ERLEE
1. 5EROpenShiftB e FAHESRGEEH RWNAIRIES .
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Red Hat OpenShift Webiz &l &
a. ZR% OpenShift 28T 4& Ul ,
b. Mm-S, EF * ZEET > OperatorHub * o

{FERILLITER R EEF K ZIAstra Control CenterBY X Bk Zs,

C. ¥ netapp-acc FiEENetApp AstatZT il FICRIER,

netapp-acc-operator x

2420 provided by NetApp

Latest version
2420 Installed Operator

- Version 23.10.0 of this Operator has been installed on the cluster. View it here.
Capability level

@ Basic Install

s Upgrades Astra Control is an application-aware data management solution that manages, protects and moves
Full Lifecycle data-rich Kubernetes workloads in both public clouds and on-premises.

Deep Insights

Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

O Auto Pilot
leveraging NetApp's industry-leading data management technology for snapshots, backups, replication
and cloning.

Source

Certified

ertitie How to deploy Astra Control

Provider Refer to Installation Procedure to deploy Astra Control Center using the Operator.

NetApp N
Documentation

Infrastructure features  Refer to Astra Control Center Documentation to complete the setup and start managing applications.

Disconnected NOTE: The version listed under Latest version on this page might not reflect the actual version of
NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center
bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
N/A be installed.

Repository

Container image

registry.connect.redhat.co

Red Hat £ S &£ B R
a. 1%#F NetApp Astra FHIF0 EZE R
b. EIZF*EEFER",

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers P ﬁm.m

> Astra Control Center

Astra Control Center

Provide

by NetApp

Application-aware data management built for OpenShift ‘$’

Deploy and use

Features & benefits Documentation Deploy & use FAQs Get support

Overview
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https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

NI B RER

1. M*NetApp-ACC-OPERATOR *TiEH, i&E#F*Uninstall* LARIBRII B IR1ER,

netapp-acc-operator x
24.2.0 provided by NetApp

Latest version

2420 Installed Operator
. Version 23.10.0 of this Operator has been installed on the cluster. View it here.
Capability level

@ Basic Install

) Seamless Upgrades

T Astra Control is an applicati data olution that manages, protects and moves
Q FullLifecycle data-rich Kubernetes workloads in both public clouds and on-premises.
O Deep Insights

& Auto Pilot Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

leveraging NetApp's industry-leading data for , backups, repli

and cloning.

Source

Certified How to deploy Astra Control

Provider Refer to Installation Procedure to deploy Astra Control Center using the Operator.

NetApp .
Documentation

Infrastructure features Refer to Astra Control Center Documentation to complete the setup and start managing applications.

Disconnected NOTE: The version listed under Latest version on this page might not reflect the actual version of

NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center
bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
N/A be installed.

Repository

Container image

registry.connect.redhat.co

2. HaikR1E,

R B MIBRNetApp-ACC-operator. BERRBRIGXREKN R TRIMZEIR,. FIINNEES.

RIREAAVIR{ER

1. SME netapp-acc BRERZIERTIHE,
- SR REIRER I H R ERIIR(ER:
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3.

OperatorHub * Operator Installation

Install Operater

Install your Operator by subscerbing te ane of the update channels to keep the Operator up to date. The strategy determines sither manual o autematic updates

Update channel * & netapp-acc-operator
& stable @ provided by NetApp
Provided APIs
Installation mode
{259 Astra Control Center

& A namespaces on the cluster (default)

Operator will be available in all Namespaces AstraContralCenter i the Schema for

A speci the cluster the astracontrolcenters APL

Thia mode & not supported by this Operatar

Installed Mamespace *

netapp-acc-operator (Operator recommendied) -

A Mamespace already exists

Namespace netapp-acc-operator already axists and will ba usad, Cthar users can akready have access o
this namespace.

Update appraval * &

@ Automatic

O Manual

() srasEmREERHSTERTRE,

a. EFRIERM netapp-acc-operator BMFRIZIER LA R EMN G R TE)(TH B ENXHE TIE).
b. AR FrhEl B ahitt A SRS,

() muFmie. SMEBREETMAERR,
C R RE
() mREEETFHIERR. ROGRTEIEIRERNFHRET,

MiEHIEH, %% OperatorHub REHIMRIERBMINEE,

F+45 Astra 355500,

1.
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RedHat
OpenShift

¢ Administrator
Project: netapp-acc-operator v

Home
Installed Operators > Operator details
. netapp-acc-operator

Operators 24.2.0 provided by NetApp

OperatorHub

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

kube:admin v

Actions ¥

Details ~ YAML  Subscription  Events  Astra Control Center

Installed Operators —_—

R, AstraControlCenters  showoperandsin: ® All namespaces O Current namespace only Create AstraControlCenter
orkloads
Networking Name ~  Search by name.. /
Storage Name Kind Namespace Status Labels Last updated
astra AstraControlCenter @ netapp-acc-operator Condition:/\ Warning No labels @ Mar 20,2024, 12:29 PM
Builds
Edit AstraControlCenter

Observe

Compute

User Management

Administration

2. B AstraControlCenter YAML:

Delete AstraControlCenter

a. W N\BRHHAstra Control CenterfiRZs; f51%024.02.0-69,
b. £ imageRegistry.name, RIEFEEMRGIEMRIERR:
" YNR(EABYEAsta ControllFAFRIET. BIGERFERN cr.astra.netapp.ioo

R
/AN

" GRS

®

C. 8§ imageRegistry.secret RIEH

®

d. BLUTRERME crds BLE:

SECE 7 AHIEMR. BEERE L —

HEEMILFE.

crds:

shouldUpgrade: true

3. RTEFRHAYE
4. WUIBHIAFRER .

El#L Astra 1= H0

NRB MR AR EI T RBRAR = am, &8]
fIER Astra $=HIFR0F] Astra 18I FRCMRIER,

SEHEHFNEEERIE, E

/J\
AN

LIES S0 [ R

T hEXE RIS E GO AR,

JELIED nttp:// W https:// EMILFEEH,

?%T’Fmﬁﬂikl_#'fr MM ENE. REEERASMENERENRMEIBETNEZER. 7

EJ‘E% fRiF& Astra Control Center 2B 14,

ZIMFIETT IR (E D BRFTARIER <o

1T ERERR]
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ez Al
1. "BUHEEFBNARER" -
2. "EUHEBIEFTE &R

p
1. BER Astra ZHI0 UTaLTHIETFRINGER, IREHITEEXEE, HEHHL.

kubectl delete -f astra control center.yaml -n netapp-acc

=+
L5

astracontrolcenter.astra.netapp.io "astra" deleted

2. FEARALITHLMIFR netapp-ace (HBEXZFR) iR ZNaE):

kubectl delete ns [netapp-acc or custom namespace]

LR

namespace "netapp-acc" deleted

3. ERALUTap<HIbR Astra I=HIFRCMRIER RFA M

kubectl delete -f astra control center operator deploy.yaml

#5
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namespace/netapp-acc-operator deleted
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.
netapp.io deleted
role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted

deployment.apps/acc-operator-controller-manager deleted

X ENEL R B TP HEER
AL FARRTT AR RENER Astra 45 OB HELAO B

ENZ Astra ITHIFOTEABER EEE LRRITIE(EFR POD

WRTEENE; Astra Control Center ZBIKREBUHEIEEREE, MBI LUEA LT85 FaifiFR netapp-monitoring a3
TiEfldn B == | Pod :

B
1. MR B st 3R

kubectl delete agents acc-monitoring -n netapp-monitoring

#5

agent.monitoring.netapp.com "acc-monitoring" deleted

2' ﬂﬂ“l‘/ \ﬁ ?‘E—J:

kubectl delete ns netapp-monitoring

#5
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namespace "netapp-monitoring" deleted
3. HIACHIEREIR:
kubectl get pods -n netapp-monitoring
LS
No resources found in netapp-monitoring namespace.
4. HHIACHIPRISIE IR
kubectl get crd|grep agent
TSR
agents.monitoring.netapp.com 2021-07-21T06:08:13%
S MREEXHZREX (CRD) E&:
kubectl delete crds agents.monitoring.netapp.com
R

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com" deleted

ENEL Astra =605 BIE Traefik CRD
&R LLFohiiB& Traefik CRD » CRD @£ B&ER, MIRE(RseamER: EREMN BER.

PTIE
1. DI EERE EREEM Traefik CRD :

kubectl get crds |grep -E 'traefik'

GV
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ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us
middlewares.traefik.containo.us
middlewaretcps.traefik.containo.us
serverstransports.traefik.containo.us
tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us

traefikservices.traefik.containo.us

2. filf& CRD :

2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:

kubectl delete crd ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us

ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us

29:
29:
29:
29:
29:
29:
29:
29:
29:

117
117
127
127
127
13Z
137
147
157

tlsstores.traefik.containo.us traefikservices.traefik.containo.us

middlewaretcps.traefik.containo.us

THREZERE
- "EIE B AR
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{EFHAstra Controlft B12/F

BB e EimINE

BidFFHAstra Controlft EfEF. BN EERBNEFHEEIRZENRERHAME. M
MmisE BRI Z 24,

Astra Control e B2 21 iR B N E B 5 imiE 1 TKerberos % ©

* NEFERE Kubernet—Astrafic B 125 2151833 MONTAP OpenShiftFl_LiifKubernetes5E 8¥ 2| N 2BZFEONTAP
HHINFS3FINFSv4iEZ#HITKerberosN,

* NFSv-iZ B B2k #@id M _EiifAzure NetApp Files&EE$ZIAzure NetApp FilesEHRINFSv4. 13123
fTKerberosiNZ,

TRILAGIR. PR, WBEA/N. SIRRIR. R=fE. RiEmE. ASNERNFSMENE.

AR EFONTAPEECE L4 AIKerberos I %
BRI AN RSB 5 N EBONTAPTF it R < BIBY7E 477 8 5 FKerberos N,

@ g?ﬁﬁﬂﬂﬂiﬁﬁﬁ MNEBONTAPZAESIRIINF ST 2 #{TKerberosZ ontap-nas TFEIRENTE
FraZ Al

* FIRIEERE "EEAAsta Control il B2 TR EE# L,

* HRIEEI LA tridentctl AR

* HRIEITONTAPEEEiH A B BIE R IARINIR,

* RREHIEZMONTAPEERIHRHEZN— N Z N ER B,

* HIREEZIFONTAP Storage VMU #ENFSHRIKerberosii®, HEM "T40E LIF EEF Kerberos" &
xinkH, 1BEE M.

* IR B EMERE S KerberosINZMERINFSVAE, 1EEIHRINetApp NFSVAIEZE —T5(E130) "
{NetApp NFSv4ILsaIhEEF BRIESCERIERT) "o
FINSIELONTAP S H 5B

BEEZMIMEONTAPFLHEREGAIIMN, & SIS HERRS. LUEXONTAP Storage VMIRELIR S L
EKubornetes e B¥ HE Z U RIONTAPE S HKerberos &, fEARNIRY S H R M NS I T HERE T E
FrLUTA R AN A AR -

RN
fEFANFS. NFSV3HINFSv4ifin] il B & T tH 5k,

IBEFAER
TR LURIEENFREE U T =M R EHR48IKerberosiiE Z —:
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* Kerberos 5-(S {2 38iEANMNZ)
* Kerberos 5i-(B {4 IRIEFINE S B131RF)
* Kerberos 5p-(S M ¥IEMNIZE. BB SHFRFARIPIHEE

ERIEHIAFRNRECEONTAPS L ERESHIN, Ba0. NRERFEIEHIES FEAKerberos 5iflKerberos 5piiZ&

HINFSE. BERUTIAEIRE:

Type ESEAVTE TR B AR I5IR)
"unix" enabled enabled enabled
Kerberos 5i enabled enabled enabled
Kerberos 5p enabled enabled enabled

BRAIORONTAPS B A S BE AN, 158 LT 0A:
RIS A

RCEEES

IR

EET LGN B & Kerberos IEMAERIAIER 1R BRI FHE AT E.

XFIES
TR AT A EKerberosN BN EMESIRECE X4Y. &0 LUIERIEE =N FRREIRZAIKerberosi&Z 2z —

spec.nfsMountOptions S

* spec.nfsMountOptions: sec=krb5 (BRIIEFMIIZ)

* spec.nfsMountOptions: sec=krb5i (B@IRIEFMMNZEUNBH1FRF)

* spec.nfsMountOptions: sec=krb5p (BPIIUEFNNE LUK S FIFRFARIF)
BIIEE— 1 Kerberosill. WMRESETIRFIEEZ " KerberosZZRF. MREFERE— ML,

p
1. EREEH L. FRAUTTRAIRFERREREXH. BES<hNEBRRALIFERNES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFIES
SIBEMERITREY. EoILUERIEE =T ERrZsHIKerberosiI% Z — mountOptions B
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERALLTFRBI63EStorageClass Kubenetesit& :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

PIRFMEEIRNEELS. BIERIURES. BSRUTRE LES"
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Faz Al

* R E1ES ERed Hat OpenShiftEEEf L= FlAsta Control BB B 2. 1585 "EfAsta ControlERE 2" B
Xinfg, JmEW.

s FARERILLIAE] tridentctl SEAHER.

* EEEPMERFFIZEBHMNEE. HBIREE NKerberosMZ E&ETFAzure NetApp FilestZfiEfGiH "Azure
NetApp Files 314",

* R E IEMBECE [FBKerberosNZRIERINFSVAE, 15EHAINetApp NFSVAFERE —T3(5513M) "
{NetApp NFSv41Za3INEEFN RIESLERIERT) "

SIBEMER
& LB B & KerberosINZ IHEERYAZUre NetApp FilesTF G IRECE .

KFIES
T RIRECEKerberos BN FMEFIRECE XHEY. ERILIEHITENX.. FEMATFUTRNAIENESIZ—:

s RN EFEREGEIRAI* spec. kerberos FE&

* ERAIY RN spec. storage. kerberos FE
TEEMHERIEXEER. RASERFEEPITEREZFZM,
TEE—RF. EE A LIEE T =M AE R AHIKerberos & 2 —:

* kerberos: sec=krb5 (BPIEIEFNNZR)

* kerberos: sec=krb5i (BRIRIEFNIZE LUK B11RIF)

* kerberos: sec=krb5p (BHIRIEANNE LIRS HHFRFAR)

p

1. EREERE L. RIEFEE FHEEHNIE (FRERAFISEMBES). ERUTREZ—tIRE#ERE
IHECEX . RHES <>HREZRNERREFRIESR:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

etV uct Gl
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2. {5
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apiVersion: vl
kind:

metadata:

Secret

name:
type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:

kind:

metadata:
name: backend-tbc-anf

spec:

1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

TridentBackendConfig

Standard

backend-tbc-anf-secret

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

i

150

sec=krb5i #can be krbb5,

F LT heIBMNECE X O EN:

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

backend-tbc-anf-secret

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:



WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTRBI6)7EStorageClass Kubenetes It :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc anf-sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
fCES

SIBFERIRNEREES. EMETUERES. BSHUTRE TLEE"

ERIRIR VR E E LN

Asta Controlfic B2 Al F MIRERIFIRIR (I 1E R TridentActionSnapshotRestore
(TSR) CR, IltCRAE{EE S Kubbernetesi#fE. EIRERMEASFHARE.

Asta Control it B2 251 L RITIREBER ontap-san, ontap-san-economy, ontap-nas, ontap-
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nas-flexgroup, azure-netapp-files, gcp-cvs, M solidfire-san RXENFEF-

ez el
B BB HE RIPVCHIB] R EIRER,

* WIEPVCIRESEEEHE

kubectl get pvc

* BIABIRIBEAEEME. FUER.

kubectl get vs

g
1. BI#TSR CR, IERFIEHIPVCEIZECR pvel FEIRIR pvcl-snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. WACRUUMIRIBEIR, Ithf4E MSnapshotif R pvels

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R
Asta Controlfd B2 MIREBIRREIE. &) LAISIERIBIR IR TS,
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion:

* ERZHIBERT. NRKEKE. Asta Controlic BEFRF A BEIEIRILIZIE. EFEEZHH

. B EERHIIRIKubbernetes B F A BEABFHIR. AT RRRE
#5 ZIERAIEETSR CR,
fEFSnapMirrorE &

&I LUfEAAstra Controlild B2 E— 158 LRRENEFEE LRBIRE ZEIEER

GBXAR. WEAREMEEFIEIE, EIUERAERTRNBENEREX(CRDHIT
U 21E:
- EEZIEARREBERERPVC)
Mk 2 EMEGRXR
- HETEEREE
* RN FIRA — R (HFEET5)
- TEEEEE Y EINIT I AR IR AR T (FE R KB 3 A5 ST A HAiD)
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ke S
FraZ a0, BHERR TERE M

ONTAP &£

* Astra ControlEZEF2%: Astra Controli e BFEF23. 10 E S ARANEHA "2 iFaAsta = TN IHEE" AL TFfE
FAONTAPYEN fGimBYJRF B #xKubbernetes 585 .

* YFANE: ATERFEIRONTAPEEE /B AEREIERIFPERIONTAP SnapMirrorE ¥ rliE, 55N
"ONTAP FaJSnapMirroriF Al A" BXIFMAEE ...
POE:
* EEEEFISVM: ONTAPTEERIRN IR FWFERS. BB "S5 SVM WERLA" BXIFMER ...

() @R ONTAPEE 2 IS HI% A RERSVMEIER—H.

* Astra Control E&EFMSVM: MHFIZFESVMHAZIN et BArEEEE ERYAstra Control B &2 F R,

S ERIRENIZRE
* ONTAP -NASHIONTAP SANIRGIfEFE L iFEE 4,

BIZREPVC
RELUT I RAEACRDRAIEEEM —REZEIEIERBRXR,

P$IE
1. f£EKubbernetes&E8f FHITUTHE:

a. fEF B StorageClassX & trident.netapp.io/replication: true B,
ANl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. {5 %A eiE R StorageClassBlIEPVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

C. fERZHIE S 8RB RXARCR,
Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra ControlEL B2 F =R IVERIAERNE B URERN ST HIERIP(DPYIRES. AREBERHREXRZIVRE
FEo

d. $XKEXTridentMirorRelationship CRIAFKEXPVCHINERZ F#RFISVM,

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. = 4kKubbernetesE & FHITIU T L E:
a. {§Mtrident.netapp.io/replication: true2# 8| StorageClass.

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. £/ BHrflIRE S EBIREXRCR,
Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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AstaizH FR BRI E AR E R X R RS 2 MR (SHONTAPHIZRIA ZERE 2 7F) B SnapMirror X Z 2t H
1TH08E 1.

C. fEMFRItEZRIStorageClassBIE—TPVCLUREZ4(SnapMirror BF)o

Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

Astra ControlBR B2 510 E 2 B FE TridentMirorRelationship CRD. MR It X RARTFE. WTTEBIEE
E, NREFERERXR. Astraiz il ERZFBHAEFFlexVolEME R SHEHRXRZTENTIESVME
IR EXRREMSVM L,

EEHIRE

ZRIRBRR(TCR)Z—MCRD. RRPVCZEIERIX RN —in. BIFTXR EEHAE— TS, ZRE=SE
WFAstra ControlELBIZFFARHVIASE 4. BIRTXAR EERAFUTRKE:

* BEI AMPVCERRHEXANBETE. XB— KR

* 1'F: AMPVCHIREHEER. HAREIERNBRNFREERXR.

* EWNEL IMPVCERBRXANERS. URIHATZREXRT.
c IRBMEBESFEEUXR. ANERBZERENRNE. WAHERBEMEILARS.
* MREBZBIRGREULXRFR. WEMBIZFPRSFRY.

EitRIIMNA PR FS HR Rl FH 4 BNPVC
£ —ZkKubbernetes&E & FITIA T :

* ¥ TridentMirorRelationshipBy_spec.state F EXE# N promoteds

I XA ERPEFR S HiEl e A 5RBIPVC
RSB IR )MRE. ITU TS BIEA—&PVC!
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TR
1. #£FKubbernetes&8¥ £, BIEPVCHIRIR. HEFEIERR,

2. f£EKubnetes®EE% F. BlI7Snapshotinfo CRUFKEXAERIFAE B
NGl

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. FZ-RKKubernetes®EE¥ . ¥§ TridentMirorRelationship_ CRHY_spec.state F EXE# /9 _promoted_
#_spec.promotedSnapshotHandle_. LARIIREBAI R EZRRE FRo

4. E” 4R Kubernetes&Ef £, HiATridentiR R X REVIKES (stats . state FER) A E IR

FEHRERBEERFEERRR
HEERRIRERAZEL BEFEERFREEHI—IR,

T
1. £ BKubernetes®EE¥ . HREEFH TundentMirorRelationship LB _spic.netVolumeHandle FEZHI(E,
2. TEZ4KkKubernetes&EEf E. ¥ Tridentii & X R AY_spec.mirector FEXFHE reestablishedo

HAthig(F
Asta Control FRBRZFFIFFEE B K% LITIU THRIF:

B EPVCEHIZIFEI—LKPVC
WFREEE— N EPVCH—NAREPVC,

iz

1. MBI &K (B+5)EEFHIFRPerbestentVolumeClaim# TridentMirorRelationship CRD,
2. MECGR)EE T MIFRTridentMirorRelationship CRD,

3. EE(CR)ER EANERITMNH ZHK(BIF) PVCEIEHFHAITridentMirorRelationship CRD,
JAEESEGR. EPVCI _HPVCHIA/N
A LUEEEEPVCHIA/) WMRIIEEEI LA/ ONTAPR BshY BEf B txflevxvols

MPVCHRIBRE
EFREH]. BN LB RERITUTIEREEZ—:

246



* MBRREPVC EMEBRXR, LRIERPIEFIXR,
* &, spec.stateFEXEHT/_promoted o

MIBFPVC (ZRIEREKR)
ASRA ControlBEt BEiZF SN BRBHFEEHRIPVC, HEZHMFEZAIRERERIX R,

IBRTTr

BB &R X R —IRATH, RS SHFRIKHNTH, EFRTEAstra Controlfit B2 7 STk ilb& =z g1 E 2 _promotedik
o WMERIEEERFRBEITMirrorE4F_Promote K&, WAFEMBREGRRA. B TMirrorE# MR, Astra
Controlfe BERZFF =G ASMPVCIRF /9_ReadWrite, ItEHIFRIEVERFFEONTAPHRZ AR SnapMirrorst#4iE. 40
Rt ERBREFRGXADER. WELIENEBEGXRN. EMXAFEHAER _rel&il EEHPIRESHFTMirror,

EONTAPEXHBS EF IR E K R

BIRGXAG. TR EMXLEXR, B state: promotedﬁf,state: reestablished FH
FTEMXRANFE,
BEFERANENReadWriteBAY. BILUER_promotedSnapshotHandle $EE 25 Y a1&iR R EI AV E 1R

|77
i<

TEONTAPHRA B EBFRG X R

EAI LUfEFCRDHITSnapMirrorSE#fi. MAstra Control R EIEEIEFIONTAPERE, 152 LL T TridentAction R
1§ EFHRAIE:

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RERTridentAction$f& EFHCRDAVIRES. BRI LM _suced_. _in Progress __failedsFFREX
B
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{5 Astra Control REST APISZII B5hik

{#F9 Astra Control REST API S B h{y,

Astra Control 25— REST AP| , AT ERRIZES I Curl FXLREEFEIZIAIA
Astra Control IThEE, &iXa] LUEA Ansible F1Eft Boh{bi REIE Astra Control ZE,

FSBEMEEKubernetesN FITERE. &R LIEAAstra Control Center UIZ{Astra Control APl

BETHRELER, B%E "Astra BRI
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THREZER
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* "NEFEREXHE LEE NetApp (FEER) "

IREXFES B

NetApp LLZ 750 Astra Control 181tz 35, 2XRERM ZHNREEBSZFHED. {
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AR HFo

@ NRITIAE Astra FZEHIFOBNTEIFRIE, WAILERSRAZHR . B2, TiE@T NetApp
ihm (NSS) IR, ERLUEE RIBHETEAZRFFER). WA LUEAFNREBBRSS.

RS HRAT IR "AUE X R NetApp P S RISZHT" UG AXEIF B BIARSS SKFHED,
BUREGIEEFEMEA NetApp ZHiG= (NSS) SSO 1K,

B B 52 I

IERILAM Astra 26RO B P REARSFRHRED, 757ARMERBHRERE * 3285 * ®0+,

XL E KRR ER A

* "ERARNIREFGEEER)" #F5 Astra Control XX E, BIRFEBRENFEEERER.
* FEEFmXE XEEHNEEEENX SR,

* MBI ARG R R EI"PubRF R HAstra. SEHTHMERBILEKR.

** BIRSIHSERA ¢ 1 ERGTFELUR LS NetApp STHFERI 1T FEH R

HPXF Web ARSS

* * 2B X Astra Control* B9 iR: KIZEBFHBEZE astra.feedback@netapp.com , SHBFNERAEE, 48

RIS,

FERASHEITNIINFE EEZE NetApp X§F

EZ % Astra Control CenterHBIE](S1R$ERE) enrolled: true IEBATF autoSupport fEAstraiTHl|FLBEENX
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249


https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://kb.netapp.com/Cloud/Astra/Control
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
https://discord.gg/NetApp
mailto:astra.feedback@netapp.com
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

LR EIR 4 NetApp IFHIZHFE
BT Astra IR, BIRREMAATMUEMRHE, HREEX NetApp SIFERNEE, GHERSE, Asta i

ENFAEAGINEN, ERUREXAEEERFNNAREFNRIMER. MREEEREE Internet , NAJUERE
M Astra $zZH 0 Ul 2358 B2 E) NetApp xHFiEm (NSS) o

Astra 1RO RO ARSF B PR TR RYBT EIBUR FERY Astra 12RO R BRI AN URIERAZ 56
@ HEE, EIERRIFEMNISENFSIEIRTE 7 ERMSHFEFRHREREE (Fla0, BRAERIEIEER
SIMNRSVIEZFEERE) -

FaZ Al

MERIRHE TR NSS EEFENEER, MRFENAEEE, BRIEREENR Astra I£HIFOEE AR
RIERRSS 280

TR - K x>
2. 10 * EELE * PINIERE,

p
1. {EF Astra =& A A SRERY * 328 * TUE_ESIHBFRHERFSIS7E NSS 1P LRI =M,
2. BfEF Astra ITHIFR0 Ul ERREFE, BRITUATSE:

a. £ * 7% * TUE LRSI NG, R M o
b. 7 * £RXIFE * EOH, EEHIEER,

AU PR B R BT,
() caszaEREEE, BT R SEER0EE X,
C. IRIE, MR WA

d. rp * LRI B E L2 2] NetApp b= * EEE,
. JEE * ERIRGRE ¢ o

SFtaEENEE, SIRKEFR KA * > @B * E, * &) TEUKGENTIR (FhEdEE Ul
A LARNEREKLE) PRER—FE,

NREMRKY, NEFRFETE EZETR—MER. ERERUEEER.

AASREA LAENERRHR T EXSSHFEBAXNEMHNES, fli, MItIEFan
8], SUESTIFEIRMAVAYE], A EESSEREE, A T HFaEnESF.

NRERFETHINRE

MRERETHNNRE, BEEMSHFEERITUTIR, SZWPErIH TR, £ 5« TEs * 3
IMERE * BRO By * M * BURE R THE.

p
1 EF T HERRUTE A T I RE .,

250



2. FhiBR4IE EEEINSS
SR LUER LT A2 — TR E:
° A ... "NetApp BPWIEXH LE (FEER) "
° BRI E EREMNE) NSS ERIZEA,
° & ADigital Advisors
THREZER
s "WNENE X _E1E R NetApp (BREER) "
s "WNEIFESEXHE LEE NetApp (EEER) "

251


https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://upload.netapp.com/sg
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Miscellaneous/How_to_upload_a_file_to_NetApp
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_manually_upload_AutoSupport_messages_to_NetApp_in_ONTAP_9

EHARR A Astra 1561 F0 S

Bk E SN RN S =

252

"Astra Control Center 23.10314"
"Astra Control Center 23.073214"
"Astra Control Center 23.04314"
"AstratZ 022, 113044"

"Astra Control Center 22.08314"
"Astra Control Center 22.04 (4"
"Astra Control Center 21.12 344"
"Astra Control Center 21.08 34"


https://docs.netapp.com/us-en/astra-control-center-2310/index.html
https://docs.netapp.com/us-en/astra-control-center-2310/index.html
https://docs.netapp.com/us-en/astra-control-center-2310/index.html
https://docs.netapp.com/us-en/astra-control-center-2310/index.html
https://docs.netapp.com/us-en/astra-control-center-2310/index.html
https://docs.netapp.com/us-en/astra-control-center-2307/index.html
https://docs.netapp.com/us-en/astra-control-center-2307/index.html
https://docs.netapp.com/us-en/astra-control-center-2307/index.html
https://docs.netapp.com/us-en/astra-control-center-2307/index.html
https://docs.netapp.com/us-en/astra-control-center-2307/index.html
https://docs.netapp.com/us-en/astra-control-center-2304/index.html
https://docs.netapp.com/us-en/astra-control-center-2304/index.html
https://docs.netapp.com/us-en/astra-control-center-2304/index.html
https://docs.netapp.com/us-en/astra-control-center-2304/index.html
https://docs.netapp.com/us-en/astra-control-center-2304/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2211/index.html
https://docs.netapp.com/us-en/astra-control-center-2208/index.html
https://docs.netapp.com/us-en/astra-control-center-2208/index.html
https://docs.netapp.com/us-en/astra-control-center-2208/index.html
https://docs.netapp.com/us-en/astra-control-center-2208/index.html
https://docs.netapp.com/us-en/astra-control-center-2208/index.html
https://docs.netapp.com/us-en/astra-control-center-2204/index.html
https://docs.netapp.com/us-en/astra-control-center-2204/index.html
https://docs.netapp.com/us-en/astra-control-center-2204/index.html
https://docs.netapp.com/us-en/astra-control-center-2204/index.html
https://docs.netapp.com/us-en/astra-control-center-2204/index.html
https://docs.netapp.com/us-en/astra-control-center-2112/index.html
https://docs.netapp.com/us-en/astra-control-center-2112/index.html
https://docs.netapp.com/us-en/astra-control-center-2112/index.html
https://docs.netapp.com/us-en/astra-control-center-2112/index.html
https://docs.netapp.com/us-en/astra-control-center-2112/index.html
https://docs.netapp.com/us-en/astra-control-center-2108/index.html
https://docs.netapp.com/us-en/astra-control-center-2108/index.html
https://docs.netapp.com/us-en/astra-control-center-2108/index.html
https://docs.netapp.com/us-en/astra-control-center-2108/index.html
https://docs.netapp.com/us-en/astra-control-center-2108/index.html

MRERAZBEBRET FREBEE, LERERESRERE,

BEIR

UTETRAEERER Astra 26RO FIREBRIFH M — LB HEE, WFEESHHA, BRKR

astra.feedback@netapp.com

J518] Astra F=EIH 0

f+4 2Asta Control URL?
Astra IZH|FIOMER M H QI AR E N IFEE HR URL o

JFFURL. 7EX 2. ELEAstraizHIAOBT. 38 A\7EAstra_control_center. YAMLEE X &R (CR)X 4
Hspec.astraAddress FEE i BT L REH R (FQDN), BFHRH & EAstra_control_center.YAML CR
Bspec.email FEEHIKERE,

al|
BRIEEERIMERRF A, NABE SR aIE?
& LUE T MNetAppIRBXNetAppifF BT IEX 4 (NLG )42 A4 B 2 0 S B Bl ik
c HE
1. NEMSAAZA, %E4F * kP * > * FaE *
2. EFRNEELR A, ERF RN E R AMAYETISRE,
3. TR,
4. FSS B TRV RNESCE FIER < AN <o

KIEEERTHERRIFRIIE, HANARTUEENARZRFG?

BILA. R LAE A& AR T AIE( B4R A L RV B AN TG ARIFEDE) I I N A 2R ThAE. IT{GARITRNES

FTEEMIFRIEEINRE LB XA, THEMIFRIENERSRER. 520 e BXEFAESR ...

I Kubernetes S8

I N%)Astra Control/F. HKEEMKubbernetes &AM TET S, RIZEAN?

AL EM TET SR MBIM A, XEe(= B35 H Astra Control BENA I, WNREFT S 1E Astra Control R
AW, BREFLEDRETETR TS IFMMEER, EWrILIEA kubectl get nodes s T

EH REIEITIR

WA EMRECH S IR EERE?
1. "M Astra Control BCEEIEN BIZFE",
2. "M Astra Control BUHEIR&EEE"

253


mailto:astra.feedback@netapp.com

MAsta ControlFfliixKubbernetes(:8¢f5. HHINBIEFMBESLKEFABER?

M Astra Control FHIFEBRSWERNEE (NARFMKAMEE) #ITEMNER. WiZEEE LN AETRE
R 1TRYE Astra Control tREBS &4 ERIE /51X R, H Astra Control SRR A M FER DR ETE Astra
Control |, BT EIRR,

@ mE I E A EMIPREREZ AT, IHIAAM Astra Control FIBREERE, WRIETEELIEH Astra
Control BIEREREM T AMIFRESE, NnIgE=3ER Astra Control TP HIL A 4 R E R,

U H & Asta Controlid BEF2/% (S Asta Tricent)if. ©EB S BTHMERFHEIE?

MAstra Control CenterBXGEH B IREEEEHY. Astra ControlEd BiEF S Astra=ININEERA = BoIMEEF R EE, EiH]
#H Asta Controllt BEFEF M HAH 5 Asta Trandent. EFBE "5 LI TP EEHZ €& Astra ControlBe EFZFAR
£Z ) Astra TrdentS2{",

BEENAER

Astra Control 2 & 7] LUSE N FTER?
Astra Control R EEN AIERF. NBEFHINERZEIE Astra Control Z 4k,

{Z1EMAsta Control B2 AIERFE. NARRFRSAXETABR?

EAINA SN REEGTRBIEF. NARRFMBIERLTH, MEEERFRNERTIERENAREFHETZNX
BRI EAEHHIRIR,

Astra Control 2% 5] LU EIEIENetApp Efit LI BIEF?
A ESAAstra ControlB] UL I EFAIENetAppEERI N TR . (B AEIEFERIENetAppEENIN BIER.

N iZB1TE1EAstra Controll3?

Astra Control CenterBXINIE R FTAS B R AERI UEBHNNARER. BEETUERE "&OFER" EAS—
“MAsta Control CenterS2{5#JAsta Control CenterSZfjl,

BITRAREENPodES SN AEFEIE?
A= PodMBITIRAR RN AR B,

IR EIRIRE

RN AIZEFEERAZNPV.Astra Control 25 & X LEPVs R 2 REBIEH?
=8, Astra Controlxf i AFEFHITHYIRERIZEEIESE 2N BIEFPVCHFRBEPVEYIRER,

RETALUET EMiEO s REEEIZEEEAstra ControliRIRRYIRR?
FAsta Control 828V IREEFN & {9 R BEFFHAsta Controli# {TE IR,

Asta ControlEt B2

Astra ControlEd B2 FH1Z(EEC B ThEE S Astra Trident I /EEEC B THEER AR [E?

Asta ControlBt EF2{E/9Asta ControlB9—&853. ZF—ABENFMECEIIEE. XLEIhEEE RAsta=JT#iE
FARAT A, XLEEIHEE R M BURID A = o iiEr] B RFR A ThRERI 7t

Astra Controlfit B2/ @& IE/EEXfLAstra Trent?

254


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html

Asta Controlfid BF2 EEX{tAsta Trandent. FXJJAsta ControlZ2t9 R 7z E T B IR F M TR RHEEF . Asta
Control i P AT IR (E "2 FlAsta Control Bt E12F" ERAER 71iTHl, tbhRASh 2 FAsta=TThEE. BRFK
RS AR Z 5L INEE, Asta=ToEIBISRIFARIRES. FHEHENetApplIFCSIFIEMMINEEHI TR, 4P, ZIHH
B, BER. REESAER H=ZWMCSITEEUNY BEHEEIEENAER NiZtECEIEF 7 se TR H L
BIATER F3THIhRZS,

REB XM Asta= 72 g ER?

BAsta= IR R ERERBHELN. HAREETEH, IWE. FEHAstra Controlfit E 2 IhaEHE EAstra Control
FATIE,

R UEARLENERETHE Astra Controlfy15 )7 T Astra Control P E S IEMEC B INEE?

AL, BMEEFAEERAstra Control BB S IBINAERY ST ThAESE . AT LIFAZREAstra Control Bl B2 FHERHE
IhEE,

W MILE Asta TridentFA i3 JE E|Asta Control LUEB S & 1ZE S IEMAC B IhAE?

NREZIME M Asta TridentFA P (B1E A8 =H8JAsta TridentF 7). MFEELFKENAsta ControliF A, el
BIER. &I T #Astra ControllR B2 F RSP E. AHKAstra=im. H "=EFIAstra Control iR EFZFINEE"S

W{aIAliEAstra Controlfi E12/F @& BB 7 5£2% F#YAstra Trident?

Z2EAsta Controlfic BEFZR/5. Asta Control U EHNEBEE ER ACP version MAR Trident version
FEMYUFIREMNRES,

~\~ CLUSTER STATUS

(© Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC (]
Private route identifier Cloud instance Default bucket
. ® private astra-bucket1 (inherited)
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Asta=imi2{ER

IIF trident-acp A25IE{EIETT acpVersion A 23.10.0 EShRA(RERZA/923.10). KREH
Installed:

kubectl get torc -o yaml
Ma R :

status:
acpVersion: 24.10.0

currentInstallationParams:

acpImage: <my custom registry>/trident-acp:24.10.0
enableACP: "true"

status: Installed

Tridentctl
i\ E B FHAsta Control iR B2 :

./tridentctl -n trident version

Mie) &7 -
Fom tomm e tom - + | SERVER VERSION |
CLIENT WERSGTON | ACE WERSTON | frome—comee e R LS
tmmm - + | 24.10.0 | 24.10.0 | 24.10.0. | +====—————————uen-
fom fom +
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