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EFE=TBEEARN R PEHEARR HEGITO. MTNAREFERIMEERERS.
BT IRE,

* WERRSETIRART: REMBAPIRSEEHILTFEITRRARIFEAR:

kubectl get apiservices

s R EAETRBEFQDN: EitXI{ERBAstra FQRDNT] LR FERE, XEE BALZE DNS RSB 8EHE

—/~ DNS %8, ;E&ELZEEFEASEMIZO URL B8H.

* REIEPEER. IREHTEFMILIPERS, WREBRITRLERE "sHERFT R X, Astralzid

DIMARSAREECHIEPERR, RABRT. Astraizflh O ERERERER IHNIEREESS.

* ({XFRONTAP SANJzhiZF)E A ZR1E: WIREAMZONTAP SANKEIIERF. BHRTEFTEKuberneteste

BLERTZREZ.

S VE=751 W B= 3Tk
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FXEXNetApp AstraiZ i g EMZRAYIHRIR :
180T LU MNetAppBR &S E AR R PR EXAstraiT (F AV LS FNIERINEE. FlIS0AstraiTHFECETZRF -
a. IBREEREMFRFIFBIAstra Controlfik 1D,

& AT L #EAstra Control Service Web UIREFERIIKFID, iEFIEA _ EANEENR, EF*API
access*Hic TERIMK 1D,

b. Elﬂ—ﬁiﬁqﬂ, ¥ Generate API tLhE* FIGAPIL B F IR ERIZIBINGR, ARRKEREFERESR

c. ZRZAsta ControliFER:

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

LZEATRLBENIRSME: BFUEINEMRRIFAstra Control ENEEEHBEBEN LS "SZFFHVAR S M

@ D BETEAstra Control CenterfiBig]i%Astra Control CenterS5RSEZSMARER "L " MARIMIIF
T2, 235 MRRLIFET)IREIJEMMR LIRS,

EEAIsiofRSZMIE. EEERITLUUTIRE:
° 7 istio-injection:enabled label {EZFZEAsta Control CenterZ Bl Astamn & il INZIAstadn
Z=iEl,
° £ Generic NG E FHARMEERAND ML T,

° 3FFRed Hat OpenShiftiEdt. MEEHITE X NetworkAttachmentDefinition A XELAYAstra
Control Center®2 8]t (netapp-acc-operator, netapp-acc, netapp-monitoring ERIE

BB EXE).



p

cat <<EOF | oc -n netapp-acc-operator create -f
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

BRE Astra IFHIFL, BRITUATIE:

* THHIEEAstraiz Il

* MIRERAAMEMR. FEEAEMDE]

* [NEBSMEIEERIEMRICEHRETENZEH]
© REE Astra I=HIFRORIER

* BOE Astra =540

* FERK Astra iEHIFROFIRIER R

* BIERFRE]

* &EHFENLHIT R E T 4]

* BERE Astra =50 Ul

®

1570MIBRAstra Control CenteriZEfF (5140, kubectl delete -f
astra control center operator deploy.yaml). LUBSMIBRPod.

THFIRENAstraiz |l
MELTFIE Z — T #Astra Control Centerfff5::

* AstraiThlIRSSIRECEMR . NRERISAstraiz bl PORREAAMEM KR, HEWREESRERLTZE
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MNetApp SZ#Fibm FEIRGEE, BEALLED,
* Astra: WIRFAHEMRSNetApp kFruh = 16 ROIRE—EEEER, BER LR

Astra ControlElf§& 3R

1. & Asta Control Service,
2. E5BiRE, %EFE*Deploy a self-managed instance* of Asta Control*,
3. %81 BAE FEAstra Control & EMER. $EEXAstra Control CenterZ 2 IR H 1R BIZ IR &,

NetApp ZHFifm

1. F# B &Astra Control Centerf93X {4 (astra-control-center-[version].tar.gz) "Astra
Control Center FE;B1E"s

2. (BIERE) T HAstraizH|HOBNEPHE R E (astra-control-center-certs-
[version].tar.qgz)AWIFD ZBHNE R,

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-
control-center-[version] .tar.gz

LT E R verified oK RIERING,

3. MAstra Control Center{R45 £ P32 EXAR 4 ;

tar -vxzf astra-control-center-[version].tar.gz

NREAARMIIMR. BRAEMDER

WRIEITRIGAstraliz il OR SR R AR, NFEEFEANetApp Astra kubect@n LT
Z#ENetApp Astra kubectlffift

BLERIMINetApp Astra kubeclgs £ 1T, 1BERBIUTESE,

Faazan

NetAppA] AR CPUZRIIMIIRE R Srir (G —#HBIX . ERITIES ZH. BFEE TRIERNCPUNIRE
EYS

NREEMFRMRERLRETIEN. "HRESZESHIRA" ERMXESREZ A,
pg
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1. 5 BT FIRINetApp Astra kubectififf —#tI S 4 :

(D kubectiEff A Riarly—8%. FHAMERFRICHRP kubectl-astras
1ls kubectl-astra/

2. BRERFMCPURMFIRHNIX 4 ELFIRE. HIRHEEMEN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

B GARNE L EMR
1. IR EF XIS Astra Control CenterfR4F B HEIZ T AMFR. FNBD LS| BB L BRI :
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Docker

a. B AtarballlIiEE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. J&Astra Control CenterBf B RV BEIUSHIERIAMIEMR, TETZa1. BHITUTER
push-images Bi<:

* F&$<BUNDLE_FILE> ##ft /yAstra Controf4F 81X 4RI B R (acc.manifest.bundle.yaml
) o

* $&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfFiEFERIURL; 5130 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

* ¥<MY_REGISTRY_USER> &#tNAF &,
* #¥<MY_REGISTRY_TOKEN> &1t 5/ M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. B Atarball RE R, BNEFIXHNER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. FREVEMRK:

podman login <YOUR REGISTRY>

C. HEIHETUTH M EEANPodmankRkZs B E X HIBIA > —, $$<MY_FULL_REGISTRY_PATH>
BN EEREAFEHREFEMEERNURL,

<strong>Podman 4</strong>



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. FHEBER:

cd manifests

17



NEASHWIEERIEMRRISE SR TIEEH

. S Astra Control CenterEHEEE£Hkubeconfig:

export KUBECONFIG=[file path]

()  EEmmEA. EHRENKubeconfig"EMEZEEAstra Control CenterfyERY.
2. IREERIIMEREESHDIIE, WEEHITUTIRE:
a. B NetApp-Acc-operator BRRZIE]:

kubectl create ns netapp-acc-operator

b. /9 NetApp-Acc-operator SRATEEIE— N, M Docker 5 EHIEITUTHS:

@ S{IfF your registry path N5&5tai LERIMERYIE ILEC(FI40.
[Registry URL]/netapp/astra/astracc/24.02. 0-69) o

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

+
kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]

+

() wREEREPENRHETE. BERESSSE. ARERERHEENER,

a. B netapp-acc (HEEXHEMN)ERRETIE,
kubectl create ns [netapp-acc or custom namespace]

b. 82 E A netapp-acc (HBEEXBRMN) SR TE, RIBEHEMREIED. HFiDockerZ 2 HIETT
NSz —!

18



kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

LI Astra 1THIFRCIRIER
1. (RS MRV INRER N 24 EMR. BHUATTE:

a. FTF Astaiz R MRIEREFEYAML :

vim astra control center operator deploy.yaml

(D UTSBERE—MTEHYAMLTHL

b. INRIEFERHVIMRFEEZSMRIIE, BEEINIT imagePullsecs @ [] BRAUTAHR:
imagePullSecrets: [{name: astra-registry-cred}]

C. B ASTRA IMAGE REGISTRY , kube-rbac-proxy FMEGHEIEMREEZEH L—4,

d. BB ASTRA IMAGE REGISTRY ., acc-operator-controller-manager fFBREHEIEEEAZRES
7 E—H,

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:

19



metadata:
labels:
control-plane: controller-manager
spec:
containers:
- args:
- —--secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —--v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi



securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

2. R Astra FEHIPIORIES

kubectl apply -f astra control center operator deploy.yaml

FEFFAF A :

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

3. BIFPod @& ETEIETT:
kubectl get pods -n netapp-acc-operator
ECE Astra $5HIHu0
1. 4giEAstra Control CenterBE X FEIR(CR)M (astra control center.yaml)#{THF. Z#Hr. JFMER

MEMOSERE:
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vim astra control center.yaml

() UTSBRRE—MTTHYAMLTH,

2. BN HHIAUTIRE
i 2 R

EERE ...

accountName

AstraVersion

EEIRE ...

astraVersion

AstraAddress

EEIRE ...

astraAddress

22

(=1 =1
B~r

EE& accountName ?
TR, /RES5Astra
Control Centerfi P X Bx
2. RegF—

“~accountName.

(=3 =}
B~

EEZAYAstraizZFl
kRS, TTEFUIRER
TEMZRE. RALE
BISCiAa TS,

(=3 =}
B~

B astraAddress I8
REENE P IH

ia] Astrafz il Fhits
BIFQDN (3ZiY)3IPthilk
HF TR, Ittt
TE M AMAITEEIR O
¥ E|AstraizHldC. FH
B5EEEMEMNE
23R ERYFQDNELIP
HuHEAEE] "Astra 1=
’B\g*"o

AR B7ER
http:// B https://
#iitR, E#Ltt FQDN
MTEPRER B8P 5,

Type

string

Type

string

Type

string

Nl

Example

Nl

24.02.0-69

Nl

astra.example.com



AutoSupport

TR AT RAMMENERRREE RS S 5NetApptY E 532 571 T2 £ Digital Advisor LA #3HER & 1% 1L
B, FEOERMER(IrO442). FIEHEEHNSER K.

[EFIRE ... £ ...
autoSupport.en HWEBEZ—
rolled enrolled 8 url

R T B

TA=MENetApp &
poy 1B g ) 61
autoSupport.ur BEZ— LCURLEFHEE string
1 enrolled 8f url RBEIEBVLIE(L
WBLEIRFER B,
email
FFIRE ... ES Type
email B email FRFBRFEK string
IRV E IR Gtk
& I 1 BB F R A stk 1L
ERRER P B, It
B FHER I B YD

B

B enrolled A #H/R{E

Fi&AutoSupport
EIES false Xt
FAREAInterneti®
ERARBI R
true WFBEERE
he. BIRE
true RIFRKER
IR AKX NetApp
PAESE 15, BRIAIE
B false MR

RIKFRAR&. BT
EREIUL HitAstra

ControlP UL E|E 4@
o
firstName
EHFEIRE ... =S Type
firstName 5Astrafit ~ <EXRYERIA  string

THIAEERNRTF. B
RERRE. L ERRY
BB ERERFRE

AR o

Type

Nl

false (LENER
INE)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

admin@example.com


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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Y

EHERE ...

lastName

BES Type

SAstraffk F XEXBIERIA - string
IR EESRMR, B
RERE. L ERRY
BB ERERFRE
HARRE o

Nl

Admin



imageRegistry

BEATRNERENX THEAstralBIZFIRIR. Astraizhl R OE 1 E S MAstratz=hl i Helm 7 i E

RV A SRR EBOER R

EEIRE ... fERA ...

imageRegistry. Required
name

imageRegistry. Bk
secret

==

HEEEAsta
Control CenterFfZE
BIFT B IR{&EYAsta
ControlMUE AR
BB ZEIGT
EiETE. BRIAEECE
TERMEMER. B
MAFZERITEM
BE, X FauiE
R BB E
BB RN EEDH
EE RV BRE AR
KB E—4,
1B70ER http://
g https://
KRB

@i RgEm  string

RHITERIRIUE
AIKubernetesZH
K2R, ZERTR
FiET. FRIEEED
BT AR
REFIZEMER
BWMANFERFSE. &
MAREERITEM
B1E
imageRegistry.
name %g‘?}%ﬁo

HEHA: NRE
ERRZASHEMER
AEEREN. Wk
S ELIRI R
secret T
imageRegistry
BN LR KMo

Nl

cr.astra.netap
p.io (BAIN)
example.regist
ry.com/astra (

ZAHEE AR Y)

astra-
registry-cred

25
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i

EHERE ...

storageClass

volumeReclaimPolicy

EERE ...

volumeReclaimPoli
cy

== Type

B4 storageClass ff} string
BkE ontap-gold 7
KBNS — M FERE
HiR. BT
kubectl get sc LU
EERENNEEFHE

£, BAEERXHH
i NAsta ControlEC B2
FEENFERZ—
(astra-control-
center-—
<version>.manifes
t). FEATFAstra

PV, MIRKIZE. M=
FERARINEES,

AR MREETEIN
FHEER. BRIRE S
—BARIMIERTFE

%,

BES Type

XIE HAstrafIPVig& &L string
KRR, RFULREIZE

A Retain MifRAstrafg
REBXAME, KILER
BRISE N Delete fl
BRAstrafSflpBRK& A M

. WMRFKIZEILE.
MZ=REPV,

Nl

ontap-gold

il

* Retain (XEEIA

{8)

* Delete



IEFEHNER
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EEIRE ...

ingressType

S Type

BEAMUTAOREZ  string

1B (ingressType:
"Generic")(FKIN)
MREEEFERS—
ANOEHISRHHEFEH
&8 2O EHI2s.
AR, &
ZAstra Control Center
. BFEERE "\OF
flZ8" MERAURLA
FAstraizilF it

SEEFR: MREEE
AR 55 M1 5 Astra

Control Center&5&

. MABHEE
Generic fEANOIKEE
HFIGERZRBCH "AOiE
%u%guo

* AccTraefik*
(ingressType:
"AccTraefik")
MRIEARFEREND
=H2s. IBEFEALE
I, XFEEFEAstraizHl
Fl) traefik PXTE
JIKubernetes
loadbalancerZ$ B AR

5o

Astraiz il CERZEE
J"loadbalancer"BIBRSS
(sve/traefik ) HE
KRAESECET RIS
ZRIPHEYE, FNEREAIIR
15 78 VF{eE AR a3 Tl
25, BEEREE—
Frgs. MBI LAfE
FAMetalLBZ{ E 5N RAR
ZE T2 ZRS
PESMERIPHILE, TER
E8 DNS frZ25EEH,
1ERNE A Astra 3260
CNEIRAY DNS ZFFiEm
ETERY 1P ik,

AR BX"load T
2 M NRSS LA RIF
MER. BBW "EX

o

prinl

* Generic (XEEAIA

f8)

* AccTraefik
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A EAN

EHERE ...

scaleSize

AstraResourcesScal

ETEIRE ...

astraResourcesSca
ler

8S Type IR

ZRIAMBE R T, AstralgfE string * Small

BEr A% HA) , e s
scaleSize BY Medium ?%edlum (XERRIA
, AIEHAREREA S )

RS, HEEZ T RIA
MUSKITR. FH
scaleSize EN
small AfER 2R
FRERSHIRIAEE,
BEZARSERIN, LUR
MMERE, B
‘Medium SPEEE K
£9100NPod (N ELIER
B T{ETa%E,). 100Pod
BEF—1=FTa/=
MIHETREE). EE
RIZn)@iER IfRA
A BEETERIEPODWLS
[RHEIFREI. THEEE

FER MRS 75 588,

== Type eI
AstraControlCenter&ig string * Default (XA
PREIY Bk, BRIA B)

TER T, Astraizhld . off

SITERE. HHAstra

AR ZEAHIRET

HIFRIEK, BT XFED
&. Astraizl|HOoEB
AR BT AITE N 2R 1
Y R INAYIRIR
REFIE T, B2,
EFERBVINEYF & S
REEMBERT. CRFE
2%
astraResourcesSca
lar AJIKE N Off, Itk
BRIEBERARRIEK.
FAFER/AVERE E
EB%O



Hitt{a

D BUTHIEFNEAsraEHROCRP, UL REEADRE:

additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180

CRD

BIEARTIRINERRE T Astradz il RO 40 0 EECRD.

EEIRE ... 8S Type
crds.externalCert UNRFEAIMNBERERE HRE
Manager 25, IAHITEN

externalCertManag
er to true., BRIANME
false {FAstrafs ity
EREHERERCH
P EEEECRD, CRD
B EENINR. ®
Kellka et
HEMER S, EELAfE
FBUItARE R Astratz e
DERBES. IERX
LECRDIG HAstraiz il s
DLOMIEHEERERR

ENEE,
crds.externalTrae ZIANERT. Astraizhl #H/RE
fik FRICVERES

B Traefik CRD, CRDZ
ECENINR. ©&
el RESFmERN
HithER 9, ErILIEA
AR B AstradEs gt
RHES. B8R
LteCRD¥$HAstraiz s
DUIMNIEBEIERR
ENEE,

()  aExmmgra. EHENENREES T EROEHEIN L,

ANl

False (WENFRINME)

False (WLERFRINE)
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n~f5Astra_control_cCenter.yaml

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

FeRX Astra $ZHIFROMIRIER R E

1. WREE E—DRiEREE, 1EOIE Netapp-Acce (HBEX) mETIE!:
kubectl create ns [netapp-acc or custom namespace]

2. INREIETEAstra Control Centerd {FFRRSZMIE. ER LU TIRERIME netapp-acc HEENXHRTIE:

@ BRINOZEE! (ingressType)MIIKEN Generic fEAstra Control Center CRA. FAG4%
ST S,
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kubectl label ns [netapp-acc or custom namespace] istio-

injection:enabled

3. (BN "BEEEBIMTLS 3 Fisio service Mesh:

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. 7f NetApp-Acce (HEHWBENX) mRATIEIRZEE Astra Control Center :

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

@ ATER DEERIRORES R B EIRRER, R 2K RERR EHNREET KW Astra
[==

+ =
=
EHFORELEERET. BB T—1 RESEHNRAGHNEEXNESHE

BIFRGRE

EA] LUEAkubectl S LI R GRS, WREEZSWER OpenShift , MATLUERREFEN oc snLHITIRIED
B,

S

1 BRI ERARENSEIIRNERXNESHE:

kubectl get acc [astra or custom Astra Control Center CR name]

[netapp—-acc or custom namespace] -o yaml

() AER DEslRLERER AR AT SR E E MBS,
2. BEEHBRIGEREWIFHPOE T,
() mALEIRERFERRREENT R AR S5,

3. WIER B EMIhREFA RGAN

—-n
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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kubectl get pods

—-n

[netapp—-acc or custom namespace]

&1 POD BPRSIA running o EEBRSE Pod AIREFE L7 #HBYBSIEL



I AR R 2P R

acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running



38

ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (A[I%)ME acc-operator AFHIEHENHE:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—
operator -c manager -f

(D accHost EEIMERE—TURIE. WREKW. RERE SEAFAZKY. WRAEHETRH
EREMRN. ERIUSHBEIEIEM "EUIRRINSEE TIER" APl o

5. TEFREPodizfThY. WIFRERTHIN (READY A True)HFKENE RAstra Control CenterBt E{E B RIHIIAIE
BE:

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]
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Mje) 7 -

NAME UUID VERSION ADDRESS
READY

astra 9aa5fdae-4214-4cb7-9976-5d8b4c0ce27f 24.02.0-69
10.111.111.111 True

@ EHUUIDE, ZEEAN Ace-, FIR UUID B (Acc-uuIlD HEMREIFRAN Acc-9aa5fdae-
4214—4Cb7—9976—5d8b4COC627f) o

REEANUHITARTES

1R LA B — P Kubernetes N\[#ZH28. AT EEXMRSHVIMNBIAR, NREEANZIRIME. MEAITIIER
BT ANOIEHI BRI E TR ingressType: "Generic" fEAstra Control CenterEE X & RH
(astra_control center.yaml) . YIRIEE. MAFEFERLIREDE ingressType: "AccTraefik"
f£Astra Control CenterBEXZIJREH (astra control center.yaml) o

ZBZEAstra Control Centerfg. EEEREENITHIZS. UEFRHURLAFAstra Control Center,

RESBERPAERNACIEHIZREE M. AstraiThl RO SME NizhIZELE, XEgETRRRME T &
w R NERISBRENTRAI TR,

ez Al
* PR ANOERIZE" ZEERE,
* o "ALOE" NEEIES ANOERIZEI A,

Istio A\ &
1. EoElIstio Ao

@ IHRED B REER"BIA"ECE X EBE Istioo
2. PENRRUEEELCZFRRRVIEB T BEAX .
BRI LUMERCAZR BT R, RARYIIAstrattitit(FQDN),
an <l

openssl reqg -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. BIEEZH t1s secret name FE kubernetes.io/tls FHTLSEAZEBAFIER istio-system
namespace YTLSHIZEFFMA,

an <l
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kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

AR MRS istio-Infile.yaml X 12V spec.tls.secretName™ ILAL,

4. EHERENILZIR netapp-acc (XEEX BRI ZTIE (istio-Ingress.yaml ELRFIFFER):

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: traefik
port:

number: 80

o NMFEN:

kubectl apply -f istio-Ingress.yaml

6. BENORS:



kubectl get ingress -n [netapp-acc or custom namespace]

e 87 2

NAME CLASS HOSTS ADDRESS PORTS AGE
ingress istio astra.example.com 172.16.103.248 80, 443 1h

7. SERiAstratzfll &2,

nginx \ITHI23R5 2

1. BIEERBVAIEEH kubernetes.io/tls FIITLSERZIAFIUEP netapp-acc (HEENXHBEM)HR
il g0 "TLS Z5A"

2. EHEPEENZEIR netapp-ace (HEBENXTBEZM)HRETIE (nginkx-Ingress.yaml TELRFIFER):

H}

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: netapp-acc-ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:
name: traefik
port:
number: 80
pathType: ImplementationSpecific

3. MAEN:

kubectl apply -f nginx-Ingress.yaml
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(D NetAppRitBnginzHIBRE NS, TFRLE dacnonset.

OpenShift A1ZHI2ZHYSIE

1. SREGERFHIRENZRA, B CA X, LU OpenShift BREIfEMA.
2. gJ# OpenShift B&H:

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

ERE| Astra =590 UI

Z%EAstra Control Centerfg. EEREMIABIE RN, FHE R EAstra Control Center UI{E E 1R,

1. fEXYE 28, MIAFQDN (84 https:// BIZ) astraAddress fEH astra_control center.yaml
CREYE] HZL % T Astra 26 H 0

2. MRHIURT. BEDESBIES.
() caEBREaREEES.

3. #EAstra Control Center®RIIHE L. BANEHATHIE email EH astra control center.yaml CREY
18] BT Astra =50, RIERVIIRIEERRS (ACC-[UUID]) o

() MRERAWTBIRRER, ERRKPHEHE 15 95

4 i B
5. IRIEHER PR,

@ MRXREFE—RER. BETIETEE. HEAERCIZEEMEMEERBAKS. BHKR
"NetApp 2#5" LIRIGEIEME R,

6. (%) MFRMEBER TLS IERHIGEHBIA "HIEBMANE (CA) ERIBEEX TLS IEH"

R HITHEHR

WREMRSZATF Error IRE, EBEILMERE. &K 400 F 500 SEEIRB API MRS, XLEEFEERTE
EBFENE,

\%Iﬁ

~

* BI0E Astra ITHPORERBE, BRAUTRAE:
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* By Asta Control Center CREVIGIH

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

Hitte & d 12

* {£FRed Hat OpenShift OperatorHubi#1T®R%: FRILLSE "&AIEELE" £HO0peratorHub
7E£O0penShift - ZZEAER H1EHIH 0,

* {£FCloud Volumes ONTAP FifnE AR nh R f£A "XLLH2" 5B Cloud Volumes ONTAP 7Zf#fG
IRAYAmazon Web Services (AWS). GooglezF & (GCP)ZEMlcrosoft Azure AR E Astraizfill Hith.

T—&175p

* (AIE)RFBERIFR, TAREFIRE TLEDE

* "% Astra Control Center. BEFRFNUIHEXRZEGE. BEEGEIFONE. AIEE. BRSHMKIL. B8
FEURORINTEE D ER" S

FcEIMERIEREIREE

ﬁﬂ%Kubernetes%ﬁEF‘EﬁT WEREIESS. NEERIT LD E. LUEAstrafzhficy
SRERCOHIEPEIEE,

p
1. WINEREIEHEIEE:

kubectl get pods -A | grep 'cert-manager'

) vaans Tl
cert-manager essential-cert-manager-84446£49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. NOIBIEH/ZEAM astradddress FQDN:
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

MRz TR pf -

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. fERSATERMRIX HEIEEA:

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n

<cert-manager-namespace>

e Sz 73~ 451 -

secret/selfsigned-tls created

4. 8 clusterIssuer XH R T. EESHNMATEIE cert-manager PodMY&REE:

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

MR -

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

S. WFREE ClusterIssuer BIEMELI. Ready %N True EHEIRIEZ A
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kubectl get Clusterlssuer

e Sz 73~ 451 -
NAME READY AGE
astra-ca-clusterissuer True 9s

6. 5ERY "Astra ITHIFPOREL ", B— "AstraiTHIPOER YAMLIFI R ES B B, & LAERCRD
BELUETERERSEEIMNIRERN, EUITERERETTRIETE. MUEAstrai=HIOEEISIRFIIMNBERE
LT

£/ OpenShift OperatorHub &% Astra =50

WNRIE(FHERE Red Hat OpenShift , MBI LU#EH Red Hat IAIEIR{ER % EE Astra Control
Center . FRILIRIED EMLEE Astra 1TF|i0 "Red Hat £ FRSH R SfEF Red Hat
OpenShift 28 F&o

SERRIIRET BRE, EHNITUREIEIZERESBUSTER "FIFPEB" URIEREZRETHIIHER,
Feazai
s HEMIESFIHRSM: "FFe%E 7|1, 15 Astra Control Center P& /EZERVIFE",
EE=NAEEH KL SPIBEAER DIEHEIRL. MTHBAREFEHIFLERERE.
BEINHITI R,

* BIRERHIR(ERMAPIRSIZTIES:
° T£OpenShift&eB$i. MRFIBERERFLIILATIBITIRARIFFVRE:

oc get clusteroperators

° f£OpenShiftseB . FRIRFIBAPIIRS A FEITIRA RIFAVIRES

oc get apiservices

* HRE BRI EHAIFQDN: EitXIEARIAstra FQDNRI AR IR, XEKREERIANES DNS ARS583+HH
—1 DNS %8, HELEEFEREEIMATZO URL B,

* 3REXOpenShiftil[R: BHITAAANRZESR. EFEBEFABXRed Hat OpenShiftA2sF & HFTHE K EXRH
AR

* EEEIEPEERS. MREHPEFTIETEES, WFERITRLERME FHERFPE" X, AstraizhlH
DMASLREBCHIEREESE. RINERT. AstralFhlROSELREHREILEEH CHIEREIERS,

* G EKubernetes N[35528 : MR EE — MKubernetes N [15 428 L BB X ARSZSHISMNEBIAR]. FlansER¥h
AR FE. NEBRBHEIZEE N S5Astra Control Centerfic &1 :
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a. SIBIRFRanR =8

OC Ccreate namespace netapp-acc-operator

b. "L E" ERATEMANOERIZELE,

* (fXPRONTAP SANIRZHIZFF)B A ZHKREE . WRFEANIEONTAP SANIREHIZER. IBARTEFTE Kuberneteste
BLrEATZRZE

SV 7SI B3k
* FREXNetApp Astraiz {HIREEM FRBIIRIARER :
1B AT LR MNetAppREE TR P IREX AstralZ (HBY L EBRGANIEIRThAE. FlalAstralz(FECETZ 7o
a. IEREBEFREMKRFIFERAstra Controlik Do

f&A] LLTEAstra Control Service Web UIRERZNKFID, EFERNEA EANEEMR, EFAPI
access*#Hic FERIMKFID,

b. Eﬁ—ﬁiﬁqﬂ, ¥ *Generate API tLhE* FHIGAPIS R FIFERERIZIBINGR, ARRKREREFERES

c. ZFF|Asta Control3E AR

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* ZEATREBEENIRSHE . BIVERINEMARIFAstra Control ENEEHBEREN T2 "2 FFIVARSS W1

@ DgE7EAstra Control Centerffjg]}%Astra Control Center5SiRSSMIRER "L 2" A RIRIL T
I3 F2, MRS IFR IR EIHEMMEILIRE
B(FEHIsiolREMIE. EBHBEERITLUUTIRE:
° 7/l istio-injection:enabled 7EEBE Asta Control CenterZ gil. i5ricAstadn® = (al,

° M Generic NIEE HARHEERAND "IMERE FE",

° 3fFRed Hat OpenShiftsEdf., EEEHRHITEN NetworkAttachmentDefinition TEFFE XBLAIAstra
Control Center =8k (netapp-acc-operator, netapp-acc, netapp-monitoring SfERIE

BB EXE).
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cat <<EOF | oc -n netapp-acc-operator create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

p
* TEFHIREAstratZEHI 0
* MNREAAMIEME. BTRAEMTE]
* [FREHRERREDIH]
* [REIRIER]
© REE Astra 1=HIFL

pall

@ 1H70MBRAstra Control CenterizBRF(ffl#0. kubectl delete -f
astra_control_center_operator_deploy.yaml)\liﬁﬁﬁﬁﬂ&%Podo

THFIEE AstraizHl 0

ML E 2 —T#iAstra Control CenterBff&:

* AstraizhlARSSIRECEMR . NRERIFAstraiz il ROREEAAMIEM K, HEWREESRERILLTE
MNetApp bR THMGE, BERILED,

* Astra: WIRFAHEMRSNetApp Fruhm 16 FOIRE—EE6ER, BER LRI
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Astra ControlB& 3R

1. ZFAsta Control Service,
2. £ Bk E, %EFE*Deploy a self-managed instance* of Asta Control*,
3. IR EAE REAstra ControlBREEMER. HeBXAstra Control Center® 2R H IR ENIZ 5

NetApp ZiFih=

1. F#E @& Astra Control Centerf9{4 & (astra-control-center-[version] .tar.gz) "Astra
Control Center FE{TIE"s

2. (BIERE) FHAstraiz RO BIE PSR E (astra-control-center-certs-
[version].tar.gz)AWIFR ZBHNE R,

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-
control-center-[version] .tar.gz

AT B Rl verified OK WIERINE,

3. MAstra Control Center{45 €] 2 EXIRIER :

tar -vxzf astra-control-center-[version].tar.gz

NRERAAHEMR. BT EMTE

NREIH R Astratzfil P ORS E HEIX B A AR WIFEEEANetApp Astra kubectdn L 1T
Z3ENetApp Astra kubectlififf

ERERMIINetApp Astra kubecl@ ST BFTERUA TS B,

FIaZ Al

NetAppA] AR CPUSRITMIRIE R Srir (i1 — B X . ERITILES ZHI. BRE T RIERNCPUNMIRE
R

NREEMTMRERLZETIEN. "HREEZESHIRA" ERlXETRZE,

gz
1. B AT FAEYNetApp Astra kubectlififf Zi#HEIX . HiZ MRIERAFMCPUSRMIFR BRI 4R R :

(D) kubectiEffAERiarl—8%. FHAMERFRICHRP kubectl-astras
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1ls kubectl-astra/

2. BIEHM — SIS H BB M AT EREHEM BN kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

BIRERIE AR
1. INRE I XFAstra Control CenterfR4FELIEXBIAMIEM R, BENBR5 I BTHMABRS IR
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Docker

a. B AtarballlIiEE R, ENEE) acc.manifest.bundle.yaml XEMUTER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. J&Astra Control CenterBf B RV BEIUSHIERIAMIEMR, TETZa1. BHITUTER
push-images Bi<:

* F&$<BUNDLE_FILE> ##ft /yAstra Controf4F 81X 4RI B R (acc.manifest.bundle.yaml
) o

* $&It;MY_FULL_REGISTRY_PATH&gt; Bt faDockerfFiEFERIURL; 5130 "<a
href="https://&It;docker-registry&gt;"" class="bare">https://&lt;docker-registry&gt;"</a>.

* ¥<MY_REGISTRY_USER> &#tNAF &,
* #¥<MY_REGISTRY_TOKEN> &1t 5/ M RAVIZA S hE,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

Podman

a. B Atarball RE R, BNEFIXHNER:

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. FREVEMRK:

podman login <YOUR REGISTRY>

C. HEIHETUTH M EEANPodmankRkZs B E X HIBIA > —, $$<MY_FULL_REGISTRY_PATH>
BN EEREAFEHREFEMEERNURL,

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

(D) RECHIMRERE. LSRRG ELRNTFUTRE:

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. FHEBER:
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Red Hat OpenShift Webiz &l &
a. ZR% OpenShift 28T 4& Ul ,
b. Mm-S, EF * ZEET > OperatorHub * o

(D {FERILLITER R EEF K ZIAstra Control CenterBY X Bk Zs,

C. ¥ netapp-acc FiEENetApp AstatZT il FICRIER,

Install

Latest version

Capability level
© Ba

dource

Certified

Provider

NetApp

Repository
N/A

Container image
N/A

Createdat
e

Support

NetApp

Red Hat =S A%E R
a. 1%&E NetApp Astra I£HIF0 "EERT"
b. EFEREFMER

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

Home » Software » OpenShift cperators » Astra Control Center

Astra Control Center

Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use

Overview

@ netapp-acc-operator

How to deploy Astra Control

Refer to Installation Procedure to deploy Astra Control Ce

Documentation

FAQs

Get support
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() mespEmREERHETERTRE,

a. IR EEFHRTIEE netapp-ac-operator namespace will be created automatically as part of the

operator install.

b. 3% THER S L 5B
(D) muFse. SMEBREET—MMERLA,
C. AR R,
(D) REEET FUEEES. ROSETCHEIRERNFHREI.
2. pEHIAH, 5] OperatorHub EEHIHINRIER ERIIRE,

Z%E Astra IEHIH0)

1. MAstra Control Centeri®&{EREY* Astra Control Center3EIR-ERRRIESI & H. 1%EIF* 6
#AstraControlCenter*,

Project: netapp-acc-operator w

Installed Operators > Operator details

No operands found

Operands are declarative components used to define the behavior of the
application.

netapp-acc-operator .
4+ 2340 provided by NetApp Actions =
Details  YAML  Subscription  Events  Astra Control Center
AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

2. 185 Create AstraControlCenter Form FE&:

a. REHIPEE Astra I=HIFLBE T,

b. JgAstraiZ A OARNIIIRES o

C. BRNZRABEME. BIREBhZHFEE,

d. HNAstraizhl = OFQDNZIPHEL, 7ELEY http:// 3K https:// EHIEFEA,
e. 8 N\Asta Control CenterffxZs. 5]3124.02.0-69,

L ARNIKP 2R, BFHR A SRR K.,

9. EIFMELILEERS Retain, Recycle B "Delete. BAIMEN Retaino

h. SEERREBILLHIR N,
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FINBER T AstraERS M (HA) scaleSize By Medium, AJTEHARZRE K Z#K
() s, HEBSVEIEUEAAR, B scalesize /£ Smal AVER RIFTEMR
SHEIRNRE, ETBRSMN, I ERE.

iz = NNtk
* @M (ingressType: "Generic")(FAIA)

MREEEFERS—MNOEHRRELEERAEE SHNOFTEIEE. BEALLET, ZfEAstra
Control Centerfg. EEERLE "N\ [iTH|28" LIMERURLAF Astratz sl iy

* * AccTraefik* (ingressType: "AccTraefik")

NREAFLERENDIEHIZE. BERLIEDT, XIEEEAstraiTHlH L) traefik MXEE
JIKubernetesHy"loadbalancer"Z£ 8RS,

Astrafz sl FhOERZE R A" loadbalancer"fIARSS (sve/traefik ) HERANEDEAHIEHIINRIPHE
ik, MNREMIFBEAFFERAHTEEE. BEMKREE— N FR. WA UERMetalLlBI E IMEPARSS
T P& 28 NIZARS D BECIMNEBIPHELE, 7EPIER DNS BRSZERECER, ERIE A Astra IEHIFOIERAY
DNS &Z#Fgm AT &0y IP ithit,

() B aaTER e ESLLOYREE. BB R,

a. f£*Image Registry*#, FRIFECE T AMEMR, SNIFERARIAME. HTFAMEMER. BRHILEZRN
B L RHEXRERI A HRECEM KRR Z. 1BLED http:// B https:// FEHUEFEEF,

b. MBEERORETMEBESHWIE, FHNRGEA.
() nRCERNIMERESHRIE. FEH RS,

C WAEBRNET.
d. RELR
o IRMHERATEIEX,
() nREETRAEEL. ERECEE—BARMTINEEE,

f. X CRD QM EEEIN,
3. EEREYAMLIE U EE EEFINLE,
4. 5&% Createo
SIEFMRE R

MREERAREMREERITHHIIUL. B1EOpenShiftiEdf L RIE— 1N, ABETHNIZZIAZIR
Create AstraControlCenter REFES,

1. AAstrafz= R ES B p & =S (8]
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oc create ns [netapp-acc-operator or custom namespace]

2. EltaR TR EIREA:

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
——docker username=[username] --docker-password=[token]

(i) Astra Control{Zsz#¥Docker M FHE
3. SERHHERFE 8l AstraControlCenterR £ F L,
T35

FeA "R R BRIER R BEMRNREAstraizhlF 0. HRE—MNOIEHEB(FEE)HEREIUL 1N EE
FENT "REES" TREER.

{5/ Cloud Volumes ONTAP Ff&/[Gim&iE Astra 1690

{&Bh Astra =890, Ee]LUEABEIER Kubernetes ££8%F1 Cloud Volumes ONTAP 52
G REIMEPEIRNAIER. A LIIERNEKubornetesEE &t oy =M EHA— BT
EIEAIKubornetesEEEHEFZE Astra Control Center,

EHP—EZEDR, EEILUER Cloud Volumes ONTAP {EAFIEGInKHAITN AEF SR EIRR(F. EEA U
¥ 83 FE D ERECE NED BT

E1£Amazon Web Services (AWS). Googlez= ¥ & (GCP)#Microsoft Azuref{FF Cloud Volumes ONTAP 7Zfi
[RimgEAstraiThl P, FRBENSIFRRITUTIE,

* 7 Amazon Web Services FEFZE Astra EHI4 0
* £Google Cloud Platform/RZBE AstraiZfll sl
* 7F Microsoft Azure HEBE Astra FH!| 0y

& 0] LUfE A B BIEKubernetesEE 8 (5]#10penShiftA2s F & (OCP)ED R BN AR, REEEE
HIOCPEE A =@ IO IE R EFE AstratZ Fil o

7£ Amazon Web Services FZBE Astra 5540

& B LATE Amazon Web Services (AWS ) AF = LHEEMBEEIE Kubernetes 585 EEFE Astra 1ITHIH 0

AWSFRERINRE

TEAWSHZFZ Astra Control CenterZ 8. BEEHREUTERY:

* Astra Control Center ¥FHJiE, 1B "Astra =65 F AT E3K",
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* “HE Astra IZ=HIFOBIEK"
* NetApp Cloud Central account
* MNRMFEAOCP. MIRed Hat OpenShift Container Platform (OCP)AX R (£ 85 & == 814% 3! BB F 6l i Pod)
* AWS &EHE, 1518) ID MVZZREH, EERTOIRFME D EBRANIEZIEZINE
* AWS Mk 38R 285E M ( Elastic Container Registry , ECR) i5iRIF1& &
* Eifja)Astra Control Ul. FEEAWSHEEXIFFAmazon Route 535 B
AWS BYR/EIFIRER
Astra IZ=FIFOFE LT AWS 121FIFIE:
* Red Hat OpenShift Container Platform 4.11%E4.13

HRREEEIE Astra 6 ROBREIRE R R IR B 7 XA E A R REK,

BT MERZRIRERZ I, Asta Control Centerif B ERFEN R R 1BEN "Astra =5 OIEEMIEEK",
@ AWSSEM RS BT 122\ G, ZEENMEEITDockerBf & MR Z A,

AWS ZREHLAR
TEEENA T Cloud Volumes ONTAP {EATEME SRR EIZAT AWS B Astra 1251 O RIS 2.
TEHEFEHENATHPES M TR,
1. BRIEEEEBH 1AM R,
2. £ AWS %% RedHat OpenShift £&%,
3. EtE AWS,
4. FREEAFTAWSHINetApp BlueXP,
5. LEEBTFAWSHIAstraizh| iy,
MR EA BIEE 1AM 1R

BRIZER BBHNIAMAERINIR. AL LERedHat OpenShifteEE£FINetApp BlueXP (UAFIF#F I Cloud
Manager) Connector,

BRI "I AWS EiE"

£ AWS %% RedHat OpenShift 8%

7 AWS %% RedHat OpenShift A28 Fa%EEL,

BXRERIAE, EBN "1E OpenShift B2 T A AWS EREEEE
EcE AWS

ETR. BAWSELE NEIREMNE. IREEC2ITESLAILIKREIZEAWS S3EMED R, WIRTEHIEINetApp
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AstraiZHl| RO REEMER. NIFEEBIFE— M Elastic Container Registry (ECR)ZRFEE Astraiz il shiC iR &
FRIX LRI IR B L AR

ER AWS XTI T B, B2 "AWS L33

1. BIERAWSEINMLR,
2. E EC2 IHE LA, XAILIZE AWS FEVENARSS 283 VM o

3. MNRKHIXRAHREETRMITET RH Astra RIEFRERILE, HER AWS HRISEFIZEELLUAE Astra
BR, EBN "Astra FZHIFLER",

4. ZE/DBIE— AWS S3 TFiED ERRIEFMER 1D
5. (AIE)INR T RINetAppBRIESEM R IEHRITLATIRIE:
a. BIEAWS Elastic Container Registry (ECR)LUEEFf&Astra Control Centerff{&,

MNRAAIZEECR. MAstratzZElH 0T & M ELE Cloud Volumes ONTAP E EBAWS/TiH
RUEE A 0] SIT R, TNREEIREA Astra 25RO K I EIERERESHE AWS ECR
HIEIGR, NSSEEIamER

b. YAIER HEHIPOEGIEEEEE X8 EMRR,

AWS BMBSEME (ECR) SIS 12 )\HETH, HSMBERRIREEAN, M
()  #AWSEECloud Volumes ONTAP EIBIHEEMETA R £ ILFEHEA, TS E ISR ,
EBRA ECRMTHHMIE, HER— DR, LUBRIIE TR,

IR Z AWS EBERBI:
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2] Acc - Aws NetApp CVO Development

C

Amazon ECR Amazon S3
Hosting ACC ACC Application
Images Backups

l

OCP Platform Cluster Application Cluster
NetApp CVO Single Node NetApp CVO HA Multiple AZ
Availability Zone : Availability Zone &} Availability Zone & Availability Zone
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corn ¥ E 5 :
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Ao &1EFHTFAWSHINetApp BlueXP
fEFANetApp BlueXP (LAgI#R/ICloud Manager)BIZ2 T{E=E). MAWSHINEEZZE. IR TEIFEHSNEE.
&EEBlueXPXIETER L TH B, ESIUTRA:

* "AWS AfY Cloud Volumes ONTAP i7"
* "fEABlueXPTEAWS Bl iE E 28"
-
1. B EEARMEIBlueXP,
2. QBT fE=IE,
3. 79 AWS FINiERER. EF AWS ERREIER,
4. AENEIFELIE—N TR,
a. {ii&: "Amazon Web Services (AWS) "
b. 2.81: Cloud Volumes ONTAP HA
5. T OpenShift 528%, SEEHRIERERIENINICIRZM TIEIFIE,
a. IR * K8s* > * FEEFYIR * > * FEEIFMER * , BE NetApp EEFAEE,
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RE: ATLLUEE N LU R ZS S Astra Control CenterBR&H#EIXZI AR :

gcloud auth activate-service-account <service account email address>
-—-key-file=<GCP Service Account JSON file>

AT E— P Astraiz | POERE XS U R ERNGoogleBRIGFMRAUE. R~

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: S$ASTRA REGISTRY/Simage $GCP_CR REGISTRY/S$image"
root image=S{image%:*}
echo S$root image
docker pull SASTRA REGISTRY/S$image
docker tag SASTRA REGISTRY/S$image SGCP_CR_REGISTRY/Simage
docker push SGCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml

7. 1% E DNS X1,

JIGCPEZENetApp BlueXP

fEFANetApp BlueXP (LA ET# A Cloud Manager)8li2 T{E=iEl. MGCPARMNEZSS. IR TIEIMEHSNEE.

FZIEBlueXPX MU THE, 152N "GCPHAICloud Volumes ONTAP A%

FaZ Al
* ERFTRAYAMA RN A G5 1R GCPARSS

253%
1. B EERINEIBlueXP, EEN "IEERNGCPHKA",

2. AGCPARM—EEEs,
a. ER"GCPENIREIER.
b. 3ANGCPEIR. EEM "MBlueXPTEGCPH B ERESE"
C. MREIRIBRIETEIETT, RETHREIZIEES.

3. REMTINEIE—DTIEF R,
a. {ug: "GCP"

KA. Cloud Volumes ONTAP HA

4. S\ OpensShift 58, SEINEZIENINICIEMN TIEFIR,

a. MR * K8s* > * EEEHFIRK * > * EEHIMIER *, BE NetApp EEHIMAES.
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b. {FFEH L ARIAsta ControlEt BIZFhRZS,
C. i2 FERA"netapp"ENECETZFHICloud Volumes ONTAP SR 1ZiE

IEIRERE BN Red Hat OpenShift E£E8¥H N E D ECRIAEMESS, ERILUEIFREFMES,
Asta Controlft BEFEF 2 ESANA NI EF B iR,

5. 12 FItCloud Volumes ONTAP ZBEHHIFRB A A Mt &M%,

Cloud Volumes ONTAP A LI EABEIM T RIETT. WA UESTRMEHA)FIET. NREEH
HA. 1512 FIEGCPHIEITRIHAKRSH T R EEB IR,

RIER T GCPHYAstraizfl ity

BT "Astra BT RN,
(D ccremsmmssmiEs BAL,

1. 4 R DockerZ A LUREUE FAstratz il AU ZEE A IR :

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

7£ Microsoft Azure ZEE Astra 1THIF ()

& ] LATE Microsoft Azure 28 = EFEERBEIE Kubernetes 558 EE[E Astra =830

AzureFTHEHITHEE
fEAzureFEfE Astra Control CenterZ Bil. EEEHE U TR :
* Astra Control Center ¥ 8], 1EE M "Astra =6 FOIFRIEZKR,
* "JHE Astra I=HIHFLBIER",
* NetApp Cloud Central account
* INERFERAOCP. MJ}IRed Hat OpenShift Container Platform (OCP) 4.11E4.13
* NRFEAOCP. MIRed Hat OpenShift Container Platform (OCP)A PR (fE8p & =gk 3 AT 2lEPod)
* BERTRIRFMED EAMEESINARN Azure 1B
Azure FIRFIFIEER
FRIGIEFEREE Astra =5 ORNRMEIFME R R IMEE A XA E R T RER,

T MEREIRER Z 9, Asta Control Centerif BB EN R R, 1BEN "Astra 1Z5|F Lz EMIEERK",
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TEEBENBTIERT Azure B9 Astra 1IT§ RO LT TR,
THIFHANABTHEPESINTE,

1. 7£ Azure &% RedHat OpenShift &%,

Bl Azure FIRH,

RIS EE BIERY IAM X R.

ACE Azure,

FAzureEZ ENetApp BlueXP (L FT#F I Cloud Manager).
TR EIEA T AzureBIAstratzHl 3t

o o M 0 DN

£ Azure £ %%t RedHat OpenShift ££8f
E— B Azure %% RedHat OpenShift ££&%,
BXZEWHA, BERUTAS:
* "T£ Azure %% OpenShift S8,
* "RE Azure BKF"
B Azure ZIRA

Z/DoIE— Azure FIRLH,

@ OpenShift FIRERBIE B SR IRH, FRTXLEZIN, BIENENX Azure BiRH. EESNR
OpenShift 314,

TR e R EOIR T S LR R IRAN BATN ATERF OpenShift S28¥ R4,

WIRICEE B I50Y 1AM 1R

BREER EBNIAMAERNINIRE. B LlZ%ERedHat OpenShiftSEE¥FINetApp BlueXP Connector,
BB "Azure EIEFRE"S

BcE Azure

ETR. BAzurefL B NRIREIAMLE. KB ITEELHIUKREIEAzure BIbA 25, MNRE LA IRNetApp Astraiz
IR ORESEMRR. MIREECEAZUre B e AR (ACR)FIE B AstraiThl O MRE, HRX LG HHX T It T
e

28 Azure XHESERLA T, BB "7 Azure %% OpenShift 28"

1. BIEAzure FEHIILR,
2. BEITELG, XEILUE Azure FHIEHARSZ 25, VM
3. MNRLHIZERE KRS ETTAMITIET M Astra RIRZRERITES, I57E Azure FENLHIZER LUHE
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Astra XK, HBN "Astra ZH|FHLER"

ZE/LAIE—Azure BlobB 28 LITFEE 4

BIRFMEK, . BREEEREMEIKF REIZEEEAstra Control Center P FA{ETZE 7 ERRIA 28,
BIRFME D BRIA IR PR VR,

(BI3%E) AR T E A RINetAppBRGERRR. IEHITIATRIE:

N o o &

a. BIEAzure B3R (ACR) LT E Astaiz il &,
b. JFREAstra Control CenterBR{%1% & DockertiX/HIEXAIACRIF R R
C. {ERLITHIZIEAstra Control CenterBfu& X Rt FAIER

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

P 1 LT/ Il

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag $SASTRA REGISTRY/S$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. I &E DNS X,
FAzurefit ENetApp BlueXP (LLFIFFICloud Manager)
fEABIueXP (LLBI#F/ICloud Manager) Bl TIE=[El. [MAzure ™ NiEZ:R. QIR TIEIMEHSNEE,
REEBIlueXPXISSER L TH B, 1S "Azure R HIBIueXP NI %

Fiaz Al
fEFFRERRY IAM I RAN A &17318) Azure 1KF

PIE
1. B EERIMEBlueXPs

2. FIERT Azure RUERERS. 1S "BlueXPHEEE",
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a. %8 * Azure * ERIREER,
b. N Azure £iE, SENARER ID, TFRHEZHAMERE FEF)

EE I "MBlueXPr.7ZAzure Bl 2 iEE28",

3. MARIEZBIETIETT, AETIMREIZERES.

Cloud Manager

4. NENTIFREIR— D ITEFIR.

a. fii&: "Microsoft Azure" o

b. #X\: Cloud Volumes ONTAP HA ,

D,

Connectors Add Connectar

Q

ALUTE | WESIUSZ | W ACTIVE

azurecloudmanager

Azure | centraluseuap | ® Artive

CVO-aws-connector

AWS | us-cast-l | w Active

cvo-connector-gop

Google Cloud | us-eastd | = Active

TestazHA

Azure | westusZ | = Active

azUre-COnNnector

Azure | westus? | = Inactive

Manage Connectors

Ga to Local Ul »

Goto Local Ul A

Ga to Local Ul 2

Go to Local Ul A
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D =

Google Cloud Platform On-Premises

Choose Type

Cloud Volumes ONTAP HA

@

Kubernetes Cluster

Azure NetApp Files

Q, ifyou want to discover an existing Cloud Volumes ONTAP HA in Azure, Click Here

. B Openshift 8%, SEEINIEETENINISIZN TEIF R,

a. JEHE * K8s* > * BEE¥TIR * > * RBIFAER

Cloud Manager

Replication Backup & Restore

Cluster List » Cluster Detalls »

targetazacc
Status Cluster Version Added by volumes
(%) Running V1.21.6+bbeds0a Import 3

1 Working Environments

Provider

=! E‘miﬁl

3 storage Classes

) testHaenva: @9

Storage Class ID Provisioner
managed-premium mi=
vsaworkingenvironment-xr1hsSpd-ha-nas m i NetApp

b

EE NetApp EEHIFMER.

Account
fetappcom-0s.

File Cache Comptite Sync All Services (+9) ~

[ Update Kubeconfig

Conngct to Working Envirenment

Provider

EE Microsoft
WS Azure

Trident Version
V21041

VPC Date Added
- April 14,2022

westus2 10.00.0/16 0.00 used of 500 GB available

1-10f1
Volumes.
0
trident.
Xe1HS5pd-ha
3 trident netapp io/antrus

trident netanooforotocol=NAS +1

b. & FEH_AMAsta Control it BIZFhR4s.

C. I F2/R NetApp YENBCEFZFRY Cloud Volumes ONTAP SEEE1ZfiEE,
LE2VEIE S N\ Red Hat OpenShift S£8¥H D ECEVIATEESS, EEILUEEREMES,
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Asta ControlEL B2 RTESF AN AT IEF HiIRE,

6. i2 FItkCloud Volumes ONTAP ZBEHRIFR A KA &M%,

7. Cloud Volumes ONTAP AJLUM{ENBEN T 21T, e IESIAMTIE FiEiT. SMREBB HA, EIE T
7 Azure HIETTHY HA RS T S 2B RS,

LEMECEIE A FAzurefIAstraiz iy
BIBAREREE Astra IT=HIF0 "LEIHEE",

£ Astra 26 FICVRIN Azure ZiE7ER. 1IEZ I "R E Astra 126 RIOHRIIFIE D EL "

LR EECE AstraiTi| Pl
IRIBIEAVIFIE., REAstraiThlFOERsEE E#HITHMEE,

SHBR R PR

FLEIRIE fFFHResourceQuotasFILimitRanges X &R kA LE d5 & i8] P VR R &5 B &8 PR A FHCPUMA
1Fo AstraiThlFORIEERARS. FLARTEXLEFTRNER, MRENHERAXMAREE. MEEM
TR L2 Astratz il i B S 52 25 8] FR PR L 3R TR,

A LUER L TS ER RN pRX LIRS, EXERFIP. IRHSIUBERERSEH.

TE
1. EHFREGRIRECEN netapp-ace (HBEEXZIR) iR =)

kubectl get gquota -n [netapp-acc or custom namespace]

e Rz :
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium l6s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

2. IR MIBRPRE FIRACET -

kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]
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kubectl delete resourcequota pods—-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. EHIREVEHSEE netapp-acc (BIEEXE)ip & =iE]:

kubectl get limits -n [netapp-acc or custom namespace]

e Rz :

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23Z2

4. BT MIFRRESEE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

ANBEENX TLS IEH

RAIABR T Astrafz=hl s Oad 2 NizHI2E R E (I(RER LR E )M WebiX i 2EHIWeb UISHISIEERBE
BILSIES, MTFEFHE. BRBIFFRAEHESATLSIER. FREFRABIEBMAHIL(CA)ZZRITLSIE

AN BERIEBA T RMEERERE:

BEITHTTPSIEZ | Astraizfl#C\Web Ul

@ * FENITHIZRE(XE ingressType: "AccTraefik" BMEEHIRE
astra_control center.yaml fE&#Astra Control CenterfRig1 4 p XX %)

BRAATLSIEBGE A T A X EEEH TS P IIERIEH,

AR =Wl
* ZET Astra IF=HIH0 89 Kubernetes 528%
* WEEE @< Shell #HTEIRIFIR, LUBTT kubectl @3

* CA YL BEAMIEB XM
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BEREERIES
BRI ERBER TLS IEH.

1. 5 SSH , UEEAF BMNEREIIEE Astra 5|08 Kubernetes 2%,

2. EAUTHLSETRS YanEPXEER TLS 240, ¥ <Acc-deployment-namespace>" 7] Astra
Control Center ZpE &R =ia]:

kubectl get certificate -n <ACC-deployment-namespace>

3. ER LT e bR 2 A RERZRANES:

kubectl delete cert cert-manager-certificates -n <ACC-deployment-

namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

ERHSITRMIBED
AI—1H CAZEZ89E TLS iEH.

1. FRUTHSER CAhMETARPMEBXHCIERN TLS 5, HIEES <> dHSHE T NENE
IS

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. FRUTHSMRHIREEEBEEXREENX (CRD) X, #¥ spec.selfSigned BEXHNA
spec.ca.secretName , LAS|RELHIGIER TLS %A

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:

#spec:
# selfSigned: {}

spec:

ca:

secretName: <secret-name>
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3.

4

5.

72

FRAUTHSHRAEEIEFMNENR S ERUNERES B AESFIIEESR, Hi§  <Acc-
deployment-namespace>" &1/3 Astra Control Center ZfE &5 =)

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

)
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

ERUTRAIGIE certificate. yaml X, FHESHISUEBRAENNES:

@ L RBIER dnsNames B LAFEEAsta Control Center DNSHhilE, Astra Control Center sz
R 2R (Common Name. CN)EM15EDNSHIIL,

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
ERU T eIRIES:

kubectl apply -f certificate.yaml



6. AU TSR fiEL, BIEREEEREBIEBUNEEEREETIZRAEEENSH (FIMBMR, #F
£:pdi8], £R1T#(LEBHAF] DNS &#5) -

kubectl describe certificate -n <ACC-deployment-namespace>

Mie) 7 -

Spec:
Dns Names:
astra.example.com
Duration: 125h0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0mOs
Secret Name: <certificate-secret-name>
Status:
Conditions:
Last Transition Time: 2021-07-02T00:45:417%
Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready
Not After: 2021-07-07T05:45:417%
Not Before: 2021-07-02T00:45:417%
Renewal Time: 2021-07-04T16:45:417
Revision: 1
Events: <none>

7. AL TR FIRIETLSFECRDLEMINEBERAR M. HRES<>PHNHUHEBRNELSNER

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:

spec:
defaultCertificate:
secretName: <certificate-secret—-name>

8. EALIT e <HRGIIEEN CRD TLS M LUERMAVERER, HIES < hiyHUFHEEIR BN
GIEAC
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kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:

tls:
secretName: <certificate-secret—-name>
9. /A Web J5 285 2 Astra 1ITHIFO0AIERE P Hitik,

10. IIBERIFMER BT S ELRMERRIFMAE B LA,
. SHIERHRBLERS AT Web I E2EHHIEHEERF,

1%'E Astra ITHIH0)

70 Astra =55 C\BYF T IE

Z 3 Astra Control Centerft, BEZEBNVIFEMRIFETIE, MNREEFEF{EAstra Control
Center. AT ABKI b 38,

& B] LAfEER Astra Control UIZZNINFTIFRIIE "Astra Control API"

Astraizi g0 el EBKubernetes CPUBTTINIECPUR IR, HitEHDEARFIES EKubernetesEE BB TET
BHICPUZRR, FAIIEEFVCPUEAE, E?éﬂﬂﬁl‘l‘%lfF_hIEE’Jﬁiﬂifnm BFE0 "FE,

@ NREHNREILKEEIIFRIA CPU 8T, N Astra 26RO EIEEERNNARER. 8
BEN, BETRER.

() EErnaTEERsErTE. BN EHNE I,

FreaZ i
* JhiaFr &R Astra Control CenterS2fjl,
* BIERABNR,
Z "NetApp IFRITEXXH" (nif)o
T
1. B FRE Astra 1=H]F0 Ul o
AR P > FENE Y,
R * ARINFRLE ¢
AEENETHAFRIEX Y (NLF) o
R ARIIFENE * o

_cn_-b_oo!\)
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° BKF Y > * FENE * TESTFANEERS, FHIEHE, WrRHEFSIS, 1K/ ID FEEAR CPU 8T,

@ MREME BRI AIIE. FHERMFAutoSupport ZIX¥iE. EMRMAFMEEHKFID. LU
TEAstraz il 0 & £ HFERY E R,

/B FAsta Controlft B2~

Astra Trident 23. 10 S hRA IR T (£ Astra Control iR B2 FHDE. A IFFREIFA
HYAstra Control AP iRl &R FEECE DI, FR T E TR EAsta=irCSIFINEEZ M Asta
ControlBC B2 iRt T Lt BIhgE.

EENR# i AYAstra Control B, Astra Controlfit B2 G EX X Astra TrandentfE N EEC B2 RIZJmHE
F2%. FHAstra ControlAEAE. Eitk. 58Z1EiYAsta ControlFBF B FAsta Control it Bi2/F. Asta=7T#k
BB FRFFRIRS. FHERNetAppIFCSIFNELMMINEHIT AR, HiP. ZIFMEH.

XFUES

NREEAstraizFIFRORIFT AP . FAEEEFERAstraizHIEBEIEFINRE. NIRLEFLIRES B, NRE
ZAstra=IHHUEENREF . FEFEFEAAstra Controlid BEfZFIR AV EMIhEE. TR [REBY{#EHEAstra Control.
MERHEE L IR1ES B

HFEMIER. BIAE R FEAstra Trident 24.020 74 BB EZFINEE. %A B ALLIhEE,

FraZ
WNREFHAsta ControllR B2 IBARITUTFIRE:
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Asta Control i FH P iZ2{itAsta Control Center
* SKEXAstraiTH| R OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE

TRHERITNEE,

* ZE ALK EIAstra Control Center 23. 10 EShR4s: WNREITXI7EAstra ControlH{F A HTEYAstra

ControlBL EF2FFIN8E(24.02), MFEEHRFTHIAstra Control Centerhk4s(24.02),

 HRINEBFEE—MAMD64* R 4L Astra Controlfit B 2 & Eamd64F1ARM64 CPUZRH &R

i, {BAstra Control Center{¥ % #Famd64.

* REVAF EMERIFIRIAYAsta ControlfRS M : SR EEFHAsta ControliE R ENetApp ZiFih

= KT #HAsta ControlER BFZFFIRER. IEFERAYEM "Asta Control Servicelik ", BB HIRRZREH B
EBlueXPik P 5. &% UkRIAstra Control ServiceXGd B F B4,

* IRERET Astra= IR REZF, FRIAERAZELMRAEOR: NRERNAstra=ImRERFE

hRZx24. 02899 MRAE A, M LU{EBAstra Control B Z12F HIZEH K ZAstra= iF L2 F
24.02, 5a0. &7 LAEEMAsta=1%23.04F4%%124.02,

{3& i FAsta Controlflt B2 FHF
* SKEXAstraiTH| i OIFEIE: EEE "Asta Control CenteriFBJ3E" [BFAstra Control iR B2 HiARE

TRHERITNEE,

* MRERET Astra=im L EK2F, BWINERAEL NRANEORN: NRERAstra=in RERFTE

k24 .02B9P9MRASE AR, METLAERAstra Control B Z 12 HIEA R FIAstra= i REIZF
24.02, f5la0. & LAEEMAsta=1523.047%%124.02,

* 3XEXAstra Control Servicelk = LUARLEM R . EEEHiR)EMFRA 8E T HiAstra ControlBd B2 7R

B, BFAEA. BE5EMAEA "Asta Control Servicelk ", IEE IR KRB HBIEBlueXPIKF IS
&5 Uk ZEIAstra Control Service¥Ril B8 F MR {4,

(6 1)3KEXAsta ControlEZ B2 7R {&

AstaiZ 50 A P a] LUEAAstaiz A R NetApp TiFA S 775K AstaiTHIEC BEEF G, BERE
FiAstra Control8V1&/% TR Astra Controlid EFZFHYAstra Trentfl P R fER IR 5 7%,
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Astra Control B{§/E %
@ Eﬁtﬁéﬂf‘f'ﬁﬁﬂpx 1&B LAEFAPodmanimAZDockerfiTes <. SNREEAZWindowsiF
5. EiEAPowerShell,
1. IA18)NetApp AstraiT &R EAI R
a. &R EH|Astra Control Service Web Ul. fAEEEREA L AHEER.
b. 35E#F* APIIAIEN*,
c. IB &R ID,

d. 7EE—DIEM, E4F*Generate API tTHEHIGAPIEFREBEHIZIEIMGR, ASRKERFERE
Z24,

e. EREINEIES LT FRAstra ControlJ K :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2. ((NRBEESCEMRIRBUT S BREGSEIBESCEMRR, NRERERAIMER. HREFN=1H
BEERERTBHITIRE T

a. MEMERPIZENAsta Control iR B2 F L&

@ IRBRGAZIFZ TS, REFSRIBMEGEINENMERNES. FlgLinux
amd64,

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

Nl

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. tricER:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0
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b. IEIREGIEE R B E SCEMR:

docker push <my custom registry>/trident-acp:24.02.0

o] LU A" IBRE A" SR B XIE1T LA R Dockerdp <% :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZHFifm
1. F#Asta Controlft EF2F & (trident-acp- [version] .tar) "Astra Control Center FE{TIE"
2. (BIYEA]E) T & Astra Control CenterfYIEHFNZE & #R4EE (astra-control-crier-certs -[version].tar.gz).
LAB@iiEtrident - acp-[version] tarfl48EAIE 2

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. fiN#Asta Control iR BEFZFIR{E:
docker load < trident-acp-24.02.0.tar
e Nz 2
Loaded image: trident-acp:24.02.0-linux-amd64
4. tricE&:

docker tag trident-acp:24.02.0-linux-amd64
<my custom registry>/trident-acp:24.02.0

S. FIMRIEXE B ESCEMR:

docker push <my custom registry>/trident-acp:24.02.0
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(58247 )7EAsta Trdenth /5 FAsta ControlEt BT+

MERIGRES EREEA "B/ (FrsifERHelm)trdentcd” HIRIBRIGTS A TERABR A S R,

79


https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method
https://docs.netapp.com/us-en/trident/trident-managing-k8s/uninstall-trident.html#determine-the-original-installation-method

80

Asta=iIfie{ER
1. "FEAsta= IR LR T HARELE"

2. NREHR L RAstra= IR RERRF. HELBMIBAstra=InREREFPRIRTIRIER. BRBUTS
R

a. SIEEPEKA:

kubectl create -f
deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y

aml

b. I =INd&Z TIE (kubectl create namespace trident)ZHEIA=IErE TIEMLHATFEIE
(kubectl get all -n trident) . WMREMFRLILEFR=TIEL. FEMEIEE,

3. ¥EAstra TrdentE #1%124.02.0:

@ X FizfTKubornetes 1.245 B R hikASHYEERE. 751EMA bundle pre 1 25.yamlo ¥F
iZ1TKubernetes 1.258 EmhRASBIEERE. I5FEM bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. I8ifFAstra trident@ B EEIE T

kubectl get torc -n trident

Mie) &7 :

NAME AGE
trident 21lm

o WIREE—NMERNEBRVEMK, HLIR— AT Astra Control B & 12 FIRIRAIE TR

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. 4REETridentOrchestrator CRIIFHIT LA T 4RLE:

kubectl edit torc trident -n trident
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a. AAstra=IHIR&IZ E B E XCEMER N E U MAstra Control3E MR FIRENZMAE (trident Image:
<my_custom_reglstry>/trldent.24.02.0:Etrldentlmage.

netapp/trident:24.02.0) o
b. 5 Asta Controlft BF2F (enableACP: true) o

C. i&EAsta Controlft B2 KA B E XOEMRAIE S EE MAsta ControliE A R AHEEX
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) o

d. MIREEET EGIEESR ERRESBNAESS. ErIUERLIREE]
(imagePullSecrets: - <secret name>) . FREERELSEFLIZNEEZINEZIF,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. REHBRENM. BEIREEFIR.
8. WIFEEECRIRER. BEMBIRE,

kubectl get all -n trident

@ £ Kubernetes 8% REEH * —MEIFERFSEH] * o B7MEIEZS MEBERAsta=IRIE(F

=
Dlo

<

9. I8JF trident-acp AS1ETEIGIT acpVersion 7 24.02.0 RSN Installed:

kubectl get torc -o yaml

Mie) &7 :

81



82

status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

Tridentctl

1. "FHAsta = IR RERZFHARELE"

2. "NREE BAsta Trident. IEMIEE CHIEBPIFEEIR",

3. /2 Asta Controlit B2 HYIB R T % 2kAsta Trent (--enable-acp=true) :

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. 3\ E S AAsta ControlEd B12F:

./tridentctl -n trident version

Mie) &7 :
R e e et R e e e e + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | #-——————————————— R
fmm + | 24.02.0 | 24.02.0 | 24.02.0. | 4=————————————an
Fom e Fomm - +
e

1. NRELEE T Astra Trident 23.07. 15 ERhRAS. "EE" 12 1ERFIEMLA ML,
2. INREHIKubornetesEEEHIZT TR 1 .24 B R A, JEMIFRPSP:

kubectl delete psp tridentoperatorpod

3. FfNAstra Trident Helm7ZfEEE:
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. E#FHHelmBEIR:

helm repo update netapp-trident

MBI :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

S. FIHEL:

./tridentctl images -n trident

Ml :

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. BFRIRHT =TizE724.02.0:

helm search repo netapp-trident/trident-operator --versions

o] 87 -

83



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

7. f£M ... helm install FETUTERZ— HAEEX
° BREAMBNBR
° Astra=UmhRZ
° Asta Control i B2 FIUERI B TR
° BT BREERERITS

o (AE)RHFM R, MREFERHEAMIEMER. WA " {\270 {\f151 {\f270} " "I F—
NEMRFARBAGEMRD. 1BFFE CSIBEER M AN T E—EMRT.

° ZIRRMEIE]
YEIR
B EMRRRE

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

s RS ERRDER

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

PRI LAMER helm list BEREREFMER. FINBM. R =<E. BR. KE. NARFRE. FET
Flﬁ"?o

NREEEAHelmEPETRIdentEEEMEMIRIE. BETTL < U2 EE Asta TRIdent:

./tridentctl uninstall -n trident

1B "seeffifRAsta Trdent CRD" 7E=i EE#1/2 FAstra Control BB BI2F 2RI {ENEIEMN—EB5,
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“
Asta ControllR B ZFIIREE B A, &R LUIER HaIEITRMRZA AT BRI ERIZHEE.

({3& 3 FAsta Control CenterFi )& 4%Asta Controlfc E¥2/F /5. 7EAsta Control Center UIFFEE It A EFZFHY
EFBEETR ACP version AR Trident version FEEMYBILZENMRAS .

-\~ CLUSTER STATUS

(©) Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC ®
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

BEXFMAER ...
* "Asta TrdentHZ&>CRY"

fEFHAstra Control/ & AT £ EIEVIfE

ERMERZ A, MNAFRFHEUTaIRS M. N BEMETERKE. URFRENE
B ERIFAINEAstra Control Center. FHiRIEEZE 7 kubeconfig"EEEAE,

Astra Control /i SR IEIF B F BEIUARNNEH B & X %R (Custom Resource. CR)3{kubeconfig" &AL,
FHAZ Hl
C HEMBERHERMG: BRINMEHE REIMNEER" AER =5H0.

*EEIffNR BAREEELFD R AREPEAEINEFMEREER. UEPodR LIS RiRFMHEHEIT
B,

* EFPSARRS: WNRKEEATPODR2ENERI(XEKubernetes 1.25 N ESRAEERITERE). N
HEXN LT RIR=(EEFAPSARS:

° netapp-acc-operator fng=IE:

Kt

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring @R ZTIE]:
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * ONTAP ZiE*: TEEEZHAONTAP R4 LIEEONTAP EiRUNBLEAFAMBAFID. LUBEEAAstraizEl
FILEIDFIEIRN BIERF.

TEONTAP s 1THIBITIATaR<:

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* *kubeconfig-managed cluster requirement *: XLER4FE F Hkubeconfig-managediI 5 2R S8+,

° f£kubeconfig*a]ifinl: &ERILLIAIR] "BAIASERFkubeconfig" BB "fETE L HABIECE AV,
C JEPMANMEREI: NRFEAS|I BB IERIMANE(CA)Ekubeconfigfile XX ARINERE. BERFUT

1TAMNE cluster kubeconfig"SXHFHIERSY. XI£. Astra Control{E R AR INEERE:

insecure-skip-tls-verify: true

° *{YRancher *: 7ERancherff B EIEN AIEFERIT. JFEEMRancherifBIkubeconfig ) - EIR A

EFREERIALTY. UEREHITFE ETX. MAERancher APIARSS28 LT3 XEFERTLURD
Rancher API fR53 28 LRV Hi RS 14 BE,

* Astra ControlftBEFZEFEK: EEIEER. BN IEMACEAstra Controlft B2 F(BiEHAstra=1ThaEA

)o
o BEAstra=IRIMEER: 1TLRESFHRKAstra ControlELBIZEF ZHI. BEE "SLIHFNENH. FHE

ACE"s

° EFAstra ControlERBEIZFINEE: RN & Astra Trident 23.105LE S hkAFH B "Asta Control
ILERESRFMEINEE" s ERFMAT. WERAsta Controlft BFZEFREA. MAsta ControliER %
#Asta Trento

- BEFERR . UNEDE—IEEER "EEAsta TrdentPECE" 758 Lo

o BREFEE: MMEBLE—NFEESE “ET‘Asta Trdentth Bl E" 7R E, MNREE T IANFHESE, 15H
FRizEER R BB RIMFER Only" 171§

° EESRIBITHBHRESRIRE: "LEEREIEHEE" LUIEA MUTEAstra Control R IR R, "6l

F/D—1 volumeSnapshotClass fEHAsta=imZE|IhEE.

BITUTARKNSE, UBRENEEEESFHRINE Astra IZ2HI5 00

1. BEEEEIETHAstra=I B iRhR A :
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kubectl get tridentversion -n trident

IIRFHEAsta=TINEE. ERBZRMUTUTATE L

NAME VERSION
trident 24.02.0

NRAstra=iRFHEAREFE. WSEREMUTFUTASHEL
error: the server doesn't have a resource type "tridentversions"

2. PUTUT#RIEZ—!

° YNREIEITHRAsta= KM MAR23.01Z E R hRAS. 1BFEAXLERRZS "7 8" £k EAsta Control it B2
FFZHi. FEREAsta=imE&IhRas, EeILl "HiTEEAAR" NRERAstra=InTEETEMRZ<24.02/9 1
MREBEOP. NiEAstra Controlid B2 E#/924.02, a0, &0l LIEEZMAsta=1723.04F4%
F|Asta Control e ET2F24.02,

° INRIFITITHIZAstra Trdent 23.10ZE S hrZA. 15 iEAstra Controlft B2 & 2B "enabled"
o Asta Controlft B2 FBEAF23.10ZAiHJAsta Control Centerhiids., "F+4Astra Controlfd EFZ ="
LUEE 5EEFHLLRAstra Control Centerhi2sA8E]. LU R &R ETLhEE,

3. HaRFAEPod (B4 trident-acp)E{EiETT:

kubectl get pods -n trident

4. HEFELRT EEFRSIIFNAsta= IHIRNTEF. ECETEF BN csi.trident.netapp.ios 1A
ST RA:

kubectl get sc

MRz 7~ 5 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
B2 A B kubeconfig

it FEHkubeconfig"BIBREERE. R LUEIFR N Astra Control Center| ZBRARST B REIEGAE, X
RRAstraizFF S BEFRIIREL B, ANEBEEHEE T kubeconfig "&Z2#Ed 12",
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MREERGROFRLEUTE—ER. WIRES BAIFR B — 1 HIRAkubeconfig:

* I8 FHEERHIAstra Controlxt HEIERIEEF IR

s EAZ MR, HERGEFEREREREEERERIAAsta Control kubeconfig, & NTE SRR IR P {ERE—
IMENERABRKEER

a2 Al
EERIRES R ZRZA. BRERENBEEENEEABUTER:

« B%&ikubect! v1.238 BSR4
* kubectli5 A1 E{E A Astraiz R ORI & IR B

() ATFUBRESE . CRBEMETAstraibROMERE Tkubect B,

© BEEREIMEN SR EIE AR E RV EBEAY/EThkubeconfig

TE
1. BERRSIK :
a. Blj#% f asacontrol service-account.yaml’ BIARSS K P X1

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ARSI

kubectl apply -f astracontrol-service-account.yaml

2. QIR TEARHBIRMNERABRZ—. UEEEHAStra ControlEIE:
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EHABTZR
It EE S HAsta Control BB B¥FR B I RIRANE |

a. B3 clusterRole Xff. U1, astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. (& FOpenShiftEE &) EREMINILL THA astra-admin-account . yaml 3X{4:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. WAKEAE:

kubectl apply -f astra-admin-account.yaml

B RERAR

kAR EESERAsta Control EIRIVERINY BAR, MNREERZ MR, HETAFERELRERE
Ao E V2L IAAsta Control kubeconfig, WA AEAILL AR, SNEEHIFIER, RERA—NMMENERA
BIEREIER:

@ LI FHA ClusterRole FEE—NEMKubbernetesiiffl. B X4FEFEIFIERR
BH. & DlKubennetes$ & HRHISI Yo

a. Bl clusterRole Xff. ffI#1. astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

91



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

—_ T %0

b. AEHAR:

kubectl apply -f astra-admin-account.yaml

3 NEEAGLESRSIKFHNERAGBHE:
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a. B8 — clusterRoleBindingm X, ZXH8 N astracontrol — clusterrolebind.YAML

[e}

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. SR ABHE:



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBHN AL HEER:

a. BB ALV E XY secret-astracontrol-service-account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. (RS HEER:

kubectl apply -f secret-astracontrol-service-account.yaml

O B FLHERBRMAME. FEFMEIIRSIK, secrets AT RAIFHNRE—T):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILHARSIKFERS, & <context>" B FiEA FEM R ER LT

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTENES| secrets FEFILIOF kK, FELERREIF. BWZERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEiHP. B TRSIKFERNRSIRS. £ F—FH. ERFELRSIRES

7. YU R4 kubeconfig :
a. gll## create-kubeconfig.sh X

b. #1 TOKEN INDEX TELATFRIARIFF L. EHEMRBE,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

c. JREVHETF B ERN T Kubernetes EEE¥MIm <,

source create-kubeconfig.sh

8. (AIi%)¥&kubeconfigEE dn & N EEEHIE B X B K,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(FBEATIR) A2 EEE L Asta Connector

HAsta Control CenterZIBHYEE B {F FHAsta ConnectorfEf =2 & & ¥ f1Asta Control Centerz
B)3EIBE. BEETECIENMESEE R Astra Connector,

LRAER &z

& 8] LUE B Kubbernetesin < #1 B E X &R (Custom Resource. CR)X %% Astra Connector,

XFIES
* HATIXEESIRAY, TR E{EAstra Control i TEIERER FHITXERS,
s NRF AR EBastionEH. iEMBastion ENHIER 1T XL SHITIOI AR
FriaZ i

s REE R EEHAstra Control BRI EEE,
* BEEE FREAsta Connectorti2ER. EEEEBKubbernetesE ISR,

R ASEBEE T EHEHPOR LI KR Kubereles 125 EBITARBNBINILE). 1
() mEwEunsSEEAPSARS. A2 N R Asta Controlf BT E2 BRI BXN
#H, EE
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p

1. 7T E{FEFHAsta Controli#{TEIEREER R 3 Asta ConnectorizE /T, iE{TLLARSRY. SR TIE astra-
connector-operator ﬁUL#’H@E%r‘_ﬁﬁﬂ:np% SIEIK

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. WINRFRBREHESIE:

kubectl get all -n astra-connector-operator

3. MAsta ControlFREXAPISfE, iEE M "Astra AutomationSCiS" B XHEE, &S M.
4. (FASHEBIERIA, B<API_TOKEN>E#7#E MAstra Control U <k :

kubectl create secret generic astra-token \
-—from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. BlEDockerZ A LR Astra Connectoriffg, BES<>HHESRANEFETNEE:

@ f&A] LI7EAstra Control Web U3 EI<ASTRA_CONTROL_ACCOUNT _ID>, 7£Web UIH,
EENEA EANEENR, SAREEEFE*API access*s

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—-—docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. Bl#Astra Connector CRX & HIEEM AN astra-connector-cr.yamlo B AIES<>HHIE LTS
BJAstra ControlIF B FNE B AL

° <ASTRA_CONTROL_ACCOUNT_ID>: f£_t—3* i MAstra Control Web UIZREX,
° <CLUSTER_NAME>: [WEAsta Control? 9 ERItt S E£H9 2 FF
> <ASTRA_CONTROL_URL>: Asta ControlfWeb Ul URL, ffl&0:

https://astra.control.url
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apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. ERiEREZE astra-connector-cr.yaml ERIEMRERNXH. MACR:

kubectl apply -n astra-connector -f astra-connector-cr.yaml

8. IfiiFAsta ConnectorE B E e = :

kubectl get all -n astra-connector

9. Wir&ER 2T B MEIAstra Control:

kubectl get astraconnectors.astra.netapp.io -A

TNETRMTFUTREHEH:

NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector astra-connector true 00ac8-2cef-41ac-8777-

ed0583e Registered with Astra

10. I ZERZEE B 1EAstra Control Web UIBS*EEH TIH IS B E TR,
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ANINEREF

BHAEIENATERE, 157500 Kubernetes EEH IS EHENITE R BHITEIE, XN
Astra 1T=HIFOARII— 1N ERE, A RERINER Kubernetes N AIEF,

BRI, TEREMERRME Astra IZHIFRO#HITEIEZ A, STH Astra ITHPOEIEEEE
FRTERVEREE, ERIX Kubemmetrics BB XX EIE LURBUEITMBIEHIRER, A4
YRR HITEIE,
FeaZ Hl
* EARINEEE 2R, BEEERHFIITHERRE RIHEFHES
* NREFERBIZONTAP SANIRHIZR. EHRTEFTEKubberneteste®f LB AT &R,
T
1. NMEBRER R SM:
° M"Resource Summary"HI"{§ 84R"F. M"Clusters"&HEHIEEFE"HN"
© HEMSMXIEH, T ER. ARMERHITEPEZERMESE
2. {E4TFFHRY < RONEERE * O, 1% xubeconfig. yaml XHZHEML kubeconfig. yaml XHHAR,

@ Kubeconfig.yaml XERNES—MERMEREE

BB CH kubeconfig file. EREEENX*—* L TFXITER, 1BEMN "Kubernetes 14" B
KBRS R kubeconfig X, WMREFEENEREEAELIE T kubeconfig "ItEiT 72",
1S NTEI T B _EEE L bkubeconfigo

3. FRHERET. RNERT, EEBF=EMET HERNZT.
4 T T+,
S. R B AT tkKubernetesEE B M ENIATEESR. REIEFT—F%

@ ,‘&;;E‘Zii?%—’l\ﬁﬁ%?é\ BEFERTEAstralZFECERRF FHITECE. HEONTAPRiER (s

6. EEMEXER. MR—IER. HEERI
L5
SERRHEANERLKMRES. AREANBITIRVAERT s WE. EIEEERAstraizhlROEEEE,
AINETE Astra 16RO R EIENERG, SERITIRESAREFIR/LDFEdE, TEIbZAl,
BRAIERRERNIEHIER— * BiERERSEERK * . ERILUZRRILRE, FH
@ Astra IZHIFIOIRIS IEFPRSEY, RIRUERG T, SNRPEER E/LOHRARER. BHRES

E*HIZIT oc get pods -n netapp-monitoring fEAE R, BEEEFLFTRERRELU
At A,
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EONTAPEfEfGimE RS HKIE
AstraiZ il R 7T A ITONTAP [Eim# TS P I0IERIIET
c EFEIENSMIIIE: EBFAHINENONTAP BFHNAFRBIMERE, BRERAMEXNREERAE(
fadming{vsadmin). LAHERSONTAP MRAHRAFRA M,
* EFIEBNSMIIE: Astraizdl OiR B LUE A RIRTENIE R SONTAP S8 H1TRE. BNEREF N
WP, ZFAMAMECAIEBENRER)(EIN)-

EALEEEHRNEG . UEN—MEHIIEEERZ S —MBDIIES A —RNZHF—MEHIIES

/80

BRETEENSHIIE

ASRAIERIFIOFEEREERZNE admin SONTAP [aim@(s. SN ERTENTEX AR, 180 admin,
X AR S REHIONTAP iR ARFIFRE . XLEMAFTEESAFIEEAPI. LIHKFRBIAstratzhlROmR AN
Fo

()  TusEE RS BERAEHEEATFAstra Control Center, EFRRILXHHL,

T EIRE X W TFFR:

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

BIREX B UAN SN FEEIENE—E, QEREHEREM—FETHETIENTE, Alt. X2—IX
AEIERNITIRIE. HKubornetesKTFEEIERAMIT.

BRETIEBNSMHIEIE

AstratZFlF OBl LUERIEB SFHHIFIMARIONTAP Fi#TiEE. BNERHEXPHAUTER.
* clientCertificate: BFURIEF,
* clientPrivateKey:XExHIFAA,

* trustedCACertificate: FIfSCAIEH. MRMEMAAIE CA, MLIURMHILEE. WRAEARIE CA,
] AR RS2 B

TR AR AR RERERZ—!

100



- BERIES
© B=HIED

EREESEBEASHRIE
AN T(EREE TS,

p
1. EREFHIEBNER, £RA. BEA AR (Common Name. CN)IEEANONTAP AR, LUHITHNLE
iEo

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REXBNNEFPIHIESR client-ca FIFEONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

3. IAONTAP X2 B RABXZIFEBINEIES %o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FERERINERNINREHISE, E<SVM ManagementLIF> and <vserver name> &t A EIELIF IP
FIONTAP B#R, S IFRRLIFBIARSZ KERIKE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver-get></vserver-get></netapp>

5 {EHE—3H5F1E8E. 1TAstra Control Center UIRHRINTE(EE 1.

ERBE=FIEHEASNIIIE
NREWBEE=FIEH. WETLERUTTRIGEETIERNS DI,
TR
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1. £ FAEAMICSR:

openssl req -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

R CSRfZiEEIWindows CA (5=7CA). AGERHEHER FZIEH.
THERBIEBHREE R ONTAP signed_cert.crt

MWindows CA (=75 CA)SHRIEH,

AMESIHER ca root.crt

a > W DN

ME. BEBUT=XXHE:

° fAfA: ontap signed request.key (XEONTAP FRZSIEBIMETR. RERS/IEPEE
FIEPH. )

° HFRIEP: ontap signed cert.crt (FEONTAP HtB#R/9_server certificATE _, )
° IRCAIEH: ca root.crt (TEONTAP Ht1FF/5_server-ca certificZ7E_o )
6. TEONTAP RREXEIFH, £MHLE server fl server-ca ONTAP EHJES,
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EFHSAMPLE.YAML

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—EHABZFPRIEE. USLMEFEERE, Astaishld O ERLSIE 50NTAP #1TiEE.
8. TEONTAP LA ALERT P ImIEH:
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EFHSAMPLE.YAML

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. £Asta Control Center UIFRiRINEEG M. HiRHEUTE:
° BFIHIEH: ONATP_TEST client.prom
° #A$A: ontap_test_client.key
° A[{SCAIEF: ONATP_signed_cert.crt

AN E R

REFEFIEREMRILERE. EAILUGIIAONTAP ZiEaim a2 AstratzHl =0 L
BIEHAR,

BT Astra Control FREFEEEHEAFMERRAITER, EIUEXAMNE (PV) MEFMERRZEIZRLHE
%, ARBHEMEMEET.

YR BT Astra ControlEt B 2F. NI7EEANetApp SnapMirrorfi REY. B LUEIRTEAstraiZfl ORI E
IEONTAPTEE SR,
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pZ
1. MEMSMKIHAEERT. EFSim*
2. %A,
3. TERINTEEE R IEAERII A IO H, 1EF* ONTAP %
4. FER TRz —:
c (FREBIEGEIE: WAONTAP £ EEIPHIIIN SRR ER, RIEXNNESEECRENER.
EIEN N EIER B P UIIE A ontapi TEONTAP 58 FAYONTAP R EIEET R
@ BRRFEFIHAZ. MREXIfERASnapMirrorE#l. ENHAER"admin"AENER
ZiE,. ZABEBIARAGE ontapi M http. ERFABEFRONTAP £&8 L, F&0 "E
IEONTAP X IKF " BXIFHAER ...
o FEARIEP: EEIEP .penfile. IEBEH . key Xt UBIEBIMA NS (RIE),
3. iﬁ% * —F_ﬁ * o
6. FIANEmIFAEEFHIERE * 18 *,
“t

EinE2RET online BERMEFEBMFIRPIVKT.

() rcUERERmRELERTER,

ANEFAE D B

& 7] LIfEE B Astra Control UISRINTEEER "Astra Control AP1", SR EB&EZ{D N ATERH
KAMEME, EBEEBEEENEER, NHIURIN RFME D ERIREIZR. Astra
Control R XLEFDHZEFMEELZTEX N REFEDEEP,

NREERNAREFERENXA L EFERMERIF 8. NITFTAstra Control FEREFMED R, NAREFIRE
R AR EFE DB
FrHaZal
* HIREE—1 8] MAstra Control Center&E BRI EE B 0] AITEHE D ERo
* WREAR EFEDERIER.
* WRFEDBRAUTEREZ—:
> NetApp ONTAP S3
> NetApp StorageGRID S3

o Microsoft Azure

° 18H S3

@ Amazon Web Services (AWS)#1Google Cloud Platform (GCP)fEF @ S3TF i 7 EX 38,
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1. EEMSMKER, &F @
2. R AN o
3. EEFEFMESREEL,
ANNTFEDEREY, EERIEMNEFEDRRERIER, ANZRERFREERNZEE. FN

() . UItEE NetApp ONTAP S3 {EX£EHES StorageGRID &i; B, XRALRELE
RIS BRITA AR R AR & HATRER,
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- BAIEFED BB ENER R R,

EFiEoRBMMREELR ERAEMMUE. B UEEEEENNERZUE, Rkt
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