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Astra Control B{§/Ef %
@ Eﬁtﬁéﬂf‘f'ﬁﬁﬂpx 1&B LAEFAPodmanimAZDockerfiTes <. SNREEAZWindowsiF
5. EiEAPowerShell,
1. IA18)NetApp AstraiT &R EAI R
a. &R EH|Astra Control Service Web Ul. fAEEEREA L AHEER.
b. 35E#F* APIIAIE*,
c. IB &R 1D,

d. 7EE—DIEM, E4F*Generate API tTHEHIGAPIEFREBEHIZITIMGR, ASERKERFERE
Z2H,

e. EREINEIXS EE FRAstra ControlJ K :

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2. ((NRBEESCEMRIRBUT S BREGSEIBESCEMRR, NRERERAIMER. HREFN=1H
BEERERTBHITIRE T

a. MEMERPIZENAsta Control iR B2 F L&

@ IRBRGAZIFZ TS, REFSRIBMEGEINENMERNES. FlgLinux
amd64,

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

Nl

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. tricER:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0



b. IEIREGIEE R B E SCEMR:

docker push <my custom registry>/trident-acp:24.02.0

o] LA A" IBRE A" SR B XIE1T LA T Dockerdp <% :
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp ZHFifm
1. F#Asta Controlft EF2F & (trident-acp- [version] .tar) "Astra Control Center FE{TIE"
2. (BIYEA]E) T & Astra Control CenterfYIEHFNZE & #R4EE (astra-control-crier-certs -[version].tar.gz).
LAB@iiEtrident - acp-[version] tarfl48EAIE 2

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. fiN#Asta Control iR BEFZFIR{E:
docker load < trident-acp-24.02.0.tar
e Nz 2
Loaded image: trident-acp:24.02.0-linux-amd64
4. tricE&:

docker tag trident-acp:24.02.0-linux-amd64
<my custom registry>/trident-acp:24.02.0

S. FIMRIEXE B ESCEMR:

docker push <my custom registry>/trident-acp:24.02.0
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1. "FEAsta= IR LR T HARELE"

2. NREHR L RAstra= IR RERRF. HELBMIBAstra=InREREFPRIRTIRIER. BRBUTS
R

a. SIEEPEKA:

kubectl create -f
deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y

aml

b. I =INd&Z TIE (kubectl create namespace trident)ZHEIA=IErE TIEMLHATFEIE
(kubectl get all -n trident) . WMREMFRLILEFR=TIEL. FEMEIEE,

3. ¥EAstra TrdentE #1%124.02.0:

@ X FizfTKubornetes 1.245 B R hikASHYEERE. 751EMA bundle pre 1 25.yamlo ¥F
iZ1TKubernetes 1.258 EmhRASBIEERE. I5FEM bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

4. I8ifFAstra trident@ B EEIE T

kubectl get torc -n trident

Mie) &7 :

NAME AGE
trident 21lm

o WIREE—NMERNEBRVEMK, HLIR— AT Astra Control B & 12 FIRIRAIE TR

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. 4REETridentOrchestrator CRIIFHIT LA T 4RLE:

kubectl edit torc trident -n trident
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a. AAstra=IHIR&IZ E B E XCEMER N E U MAstra Control3E MR FIRENZMAE (trident Image:
<my_custom_reglstry>/trldent.24.02.0:Etrldentlmage.

netapp/trident:24.02.0) o
b. 5 Asta Controlft BF2F (enableACP: true) o

C. i&EAsta Controlft B2 KA B E XOEMRAIE S EE MAsta ControliE A R AHEEX
(acpImage: <my_custom_registry>/trident—acp:24.02.0EZacpImage:
cr.astra.netapp.io/astra/trident-acp:24.02.0) o

d. MIREEET EGIEESR ERRESBNAESS. ErIUERLIREE]
(imagePullSecrets: - <secret name>) . FREEFIELSEFLIZNEREZINEZIF,

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret name>

7. REHBRENM. BEIREEFIR.
8. WIFEEELRIRER. BEMBIRE,

kubectl get all -n trident

@ £ Kubernetes 8% REEH * —MEIFERFSEH] * o B7MEIEZS MEBERAsta=IRIE(F

=
Dlo

<

9. I8JF trident-acp AS1ETEIGIT acpVersion 7 24.02.0 RSN Installed:

kubectl get torc -o yaml

Mie) &7 :



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

Tridentctl

1. "FHAsta = IR RERZFHARELE"

2. "NREE BAsta Trident. IEMIEE CHIEBPIFEEIR",

3. /2 Asta Controlit B2 HYIB R T % 2kAsta Trent (--enable-acp=true) :

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02

4. 3\ E S AAsta ControlEd B12F:

./tridentctl -n trident version

Mie) &7 :
R e e et R e e e e + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | #-——————————————— R
fmm + | 24.02.0 | 24.02.0 | 24.02.0. | 4=————————————an
Fom e Fomm - +
e

1. NRELEE T Astra Trident 23.07. 15 ERhRAS. "EE" 12 1ERFIEMLA ML,
2. INREHIKubornetesEEEHIZT TR 1 .24 B R A, JEMIFRPSP:

kubectl delete psp tridentoperatorpod

3. FfNAstra Trident Helm7ZfEEE:
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helm repo add netapp-trident https://netapp.github.io/trident-helm-

chart

4. E#FHHelmBEIR:

helm repo update netapp-trident

MBI :

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart

repository
Update Complete. [lHappy Helming![]

S. FIHEL:

./tridentctl images -n trident

Ml :

| v1.28.0 | netapp/trident:24.02.0]
| | docker.io/netapp/trident-autosupport:24.02|

| | registry.k8s.

provisioner:v4.0.0|

| | registry.k8s.

attacher:v4.5.0|

| | registry.k8s.

resizer:v1.9.3|

| | registry.k8s.

snapshotter:v6.3.3|

| | registry.k8s.

registrar:v2.10.0 |

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-

io/sig-storage/csi-node-driver-

| | netapp/trident-operator:24.02.0 (optional)

6. BFRIRHT =TizE724.02.0:

helm search repo netapp-trident/trident-operator --versions

o] 87 -



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

7. f£M ... helm install FETUTERZ— HAEEX
° BREAMBNBR
° Astra=UmhRZ
° Asta Control i B2 FIUERI B TR
° BT BREERERITS

o (AE)RHFM R, MREFERHEAMIEMER. WA " {\270 {\f151 {\f270} " "I F—
NEMRFARBRGEMRD. 1BFFE CSIEER M AN T E—EMRT.

° ZIRBMEIE]
EIR
* B EMRRRE

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

s RS ERRDER

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 —--set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

PRI LAMER helm list BEREREFMER. FINBM. R =<E. BR. KE. NARFRE. FET
Flﬁ"?o

NREEEAHelmEPETRIdentEEEMEMIRIE. BETTL < U2 EE Asta TRIdent:

./tridentctl uninstall -n trident

1B "seeffifRAsta Trdent CRD" 7E=i EE#1/2 FAstra Control BB BI2F 2RI {ENEIEMN—EB5,
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ER
Asta Control iR EF2FIIEEE B . EAILUER LA THAR AR BEE AL,

({3& 3 FAsta Control CenterFi )& 4%Asta Controlfc E#2/F /5. 7EAsta Control Center UIFRFEE It A EFEFHY
EREER ACP version MAR® Trident version FEEMYFILENMAS,

-\~ CLUSTER STATUS

(©) Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC [
Private route identifier Cloud instance Default bucket
.. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

BXFMAEE ...
* "Asta TrdentHZE>CRY"

{EFAstra Control/E& A T B+ B IEMIfIE

ERIMEREZ . NRFRAEUTERE S, M BENEITEROE. URERENE
B BRI AINEAstra Control Center. FHIRIEEZEl7Ekubeconfig"EEEAE,

Astra Control A ERBIF IR R & IZ AN B E X &8 (Custom Resource. CR)3kkubeconfig"&EIERIEEE,
FreaZ Al
CHREMRERIERMG: BIMEHE REIMNEER" AER =8H0.

. EEEEI{’F%,#: BRE "EEE T 2" EEEPEREINFMHEREIER. LUEPodA] S FiRfFEHITE

EEPSARREI: WNREEFETPODREENESI(XEKubernetes 1.25 N EERAEENIRELRE). N
FEXW AT RIFT 8B APSARRH:

° netapp-acc-operator B TIE]:

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring A FTIE):
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kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * ONTAP ZiE*: TEEEZHAONTAP R4 LIEEONTAP EiRUNBLEAFAMBAFID. LUBEEAAstraizEl
FILEIDFIEIRN BIERF.

TEONTAP s 1THIBITIATaR<:

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>

-policyname <policy name> -ruleindex 1 -anon 65534

* *kubeconfig-managed cluster requirement *: XLER4FE F Hkubeconfig-managediI 5 2R S8+,

° f£kubeconfig*a]ifinl: &ERILLIAIR] "BAIASERFkubeconfig" BB "fETE L HABIECE AV,

* IEBMANADEEEI:. MNMREEMASIBAEIEBMA T (CA)Bkubeconfigfile X RINERE. IFRFLLT
1TAMNE cluster kubeconfig"SXHFHIERSY. XI£. Astra Control{E R AR INEERE:

insecure-skip-tls-verify: true

° *{YRancher *: TERancherffiZHEIEN AIEFEEIR. 15{EMRancheriZ Hkubeconfig 3 {4 HI R B
RFEHINALETX. MEREHIFE ETX. MmAERancher APIRSEZ 28 E X XHERLURD
Rancher API fR£ 28 EHI T HF RS 1E8E

* Astra Controlft BEFZEFEK: EEIEER. BN IEMECEAstra Controlft B2 F(BiEHAstra=1ThaEA Y

)o

o BEAstra=IRIMEER: 1TRESHKAstra ControlELBIZEF 2 Hi. BEE "SLIHFMENH. FHE
L&

° EFAstra ControlERBEIZFINEE: RN & Astra Trident 23.105LE S hkAFH B "Asta Control
ILERESRFMEINEE" s ERFMAT. WERAsta Controlft BFZEFREA. MAsta ControliER %
#Asta Trento

- BEFERR . MMEDE—IEEER "EEAsta TrdentPECE" 758 Lo

o BREFEE: MMEBLE—NFEESE “ET‘Asta Trdentth Bl E" 7R E, MNREE T IANFHESE, 15H
FRizEER R BB RIMFER Only" 171§

© EESRBITHISHLESRBE: "LESRBIZF2E" LUER LI7EAstra Control R EIZEIRIR, "BllE2"
F/D—1 volumeSnapshotClass fEHAsta=imZE|IhEE.

BITUTHERRE, UBRENSEEEESFHRINE Astra I2HI5 00

p

1. BEEEETIETHAstra=I B ARhR A :
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kubectl get tridentversion -n trident

IIRFHEAsta=TINEE. ERBZRMUTUTATE L

NAME VERSION
trident 24.02.0

NRAstra=IRFHEAEFE. WSEREMUFUTRENET:
error: the server doesn't have a resource type "tridentversions"

2. PUTUT#RIEZ—!

° WNRTIEITHIEAsta= KM 1 hR23.01ERhRAS. BFEAXLERRAS "7 " TEF 4k E|Asta Controlfit EF2
FFZHi. FEREAsta=imE&IhRas, EeILl "HiTEEAAR" NRERAstra=InTEETEMRZ<24.02/9 1
MREBEOP. NiEAstra Controlid B2 E#/924.02, a0, &0l LIEEZMAsta=1723.04F4%
F|Asta Control e ET2F24.02,

° INRIFITITHIZAstra Trdent 23.10ZE S hrZA. 15 iEAstra Controlft B2 & 2B "enabled"
o Asta Controlft B2 FBEAF23.10ZAiHJAsta Control Centerhiids., "F+4Astra Controlfd EFZ ="
LUEE 5EEFHLLRAstra Control Centerhi2sA8E]. LU R &R ETLhEE,

3. HaRFAEPod (B4 trident-acp)E{EiETT:

kubectl get pods -n trident

4. HEFELRT EEFRSIIFNAsta= IHIRNTEF. ECETEF BN csi.trident.netapp.ios 1A
ST RA:

kubectl get sc

MRz 7~ 5 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h
B E &£ 8 fA B kubeconfig

- FEAkubeconfig"BIRMIEERE. &R LU%EIR S9Astra Control Centerg A RIRT BN RERER AR, X
AEAstrafzHl RS BEFFERES B, EAKLEEFEE T kubeconfig "&2Ed12",

13


https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/zh-cn/astra-control-center/get-started/faq.html#running-acp-check
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements
https://docs.netapp.com/zh-cn/astra-control-center/get-started/install_acc.html#set-up-namespace-and-secret-for-registries-with-auth-requirements

MREERGROFRLEUTE—ER. WIRES BAIFR B — 1 HIRAkubeconfig:

* I8 FHEERHIAstra Controlxt HEIERIEEF IR

s EAZ MR, HERGEFEREREREEERERIAAsta Control kubeconfig, & NTE SRR IR P {ER R —
IMENERABRKEER

a2 Al
EERIRES R ZRZA. BRERENBEEENEEHABUTESR:

« B%&ikubect! v1.238 BSR4
* kubectli5 A1 E{E A Astraiz R ORI & IR B

() ATFUBRESE . CRBEMETAstraibROMERE Tkubect B,

© BEEREIMEN SR EIE AR E RV EBEAY/EThkubeconfig

TE
1. BERRSIK :
a. Blj#% f asacontrol service-account.yaml’ BIARSS K P X1

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. ARSI

kubectl apply -f astracontrol-service-account.yaml

2. QIR TEARHBIRMNERABRZ—. UEEEHAStra ControlEIE:
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EHABTZR
It EE S HAsta Control B IR B¥FR B U RRANE |

a. B3 clusterRole Xff. U1, astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. (& FOpenShiftEE &) EREMINILL THA astra-admin-account . yaml 3X{4:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. WAKEAE:

kubectl apply -f astra-admin-account.yaml

B RERAR

kAR EESERAsta Control EIRIVERINY BAUIR, MNREERZ MR, HETAFERELRERE
Ao E V2L IAAsta Control kubeconfig, WA AEAILL AR, SNEEHIFIER, RERA—NMMENERA
BIEREIER:

@ LI FHA ClusterRole FEE—NEMKubbernetesiiffl. B X4FEFEIFIERR
BH. & DlKubennetes$ & HRHISI Yo

a. Bl clusterRole Xff. ffI#1. astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

—_ T %0

b. AEHAR:

kubectl apply -f astra-admin-account.yaml

3 NEEAGLESRSIKFHNERAGBHE:
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a. B8 — clusterRoleBindingm X, ZXH8 N astracontrol — clusterrolebind.YAML

[e}

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. SR ABHE:



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBHN AL HEER:

a. BB ALV E XY secret-astracontrol-service-account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. (RS HEER:

kubectl apply -f secret-astracontrol-service-account.yaml

O B FLHERBRMAME. FEFMEIIRSIK, secrets AT RAIFHNRE—T):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILHARSIKFERS, & <context>" B FiEA FEM R ER LT

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTENES| secrets FEFILIOF kK, FELERREIF. BWZERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEiHP. B TRSIKFERNRSIRS. £ F—FH. ERFELRSIRES

7. YU R4 kubeconfig :
a. gll## create-kubeconfig.sh X

b. #1 TOKEN INDEX TELATFRIARIFF L. EHEMRBE,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

c. JREVHETF B ERN T Kubernetes EEE¥MIm <,

source create-kubeconfig.sh

8. (AIi%)¥&kubeconfigEE dn & N EEEHIE B X B K,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(FEARFIR) IR EEE LT Asta Connector

HAsta Control Centers IEYEEEE{EFHAsta ConnectorfE = & ££8¥fAsta Control CenterZ
BSLIEE. BRETEESIENAA &SR _ELEEAstra Connector,
REAER &z

& /] LUfEAKubbernetes&r <1 B TE X &R (Custom Resource. CR)XfEZ&%Astra Connectoro,

EXFIES
s HUTXLESIREY, TR FEHAstra Controli#{TEIRRVERE FHITXER S,

* NRFEHEEBastionT . i5MBastionENBIEF ST X e sn SHITIRI AR,
Feaz i
s EEE R EEHAstra Control EIRRIEEE,
* BEEEF PR Asta Connectorti2ER. EFEERBKubbernetesEIEGMNIE,
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DR HKBEE T EHTHPOIRSIENKRKubereles 125 EBITAEBNIINILE). 1
() EEwEmnsSERAPSARSL., ASN R Asta Control % T L2 BIRIIF " A%
%, EE N
R

1. T EfFEAHAsta Controi#t {TEIBRVEE LI Asta Connectoriz BT, iB{TIEFSH. AR %(E) astra-
connector-operator BIEHRKEENE TR =<iE:

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. WINRMEREREHEEMLE

kubectl get all -n astra-connector-operator

3. MAsta ControlfREXAPIS . iES M "Astra Automation> 4" BHXixBH, iES M.
4. (FEASHERIERER, B<API_ TOKEN>E#i /7 #E MAstra Control U | HY S ke :

kubectl create secret generic astra-token \
--from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. Bl#DockerZ A AR XAstra Connectorf R, &S <>HMEBRAGIFERHNER:

@ &R LITEAstra Control Web UIF$%E|<ASTRA CONTROL_ACCOUNT _ID>, #£Web UIH,
EEEA FANEE, SARIEE AP access*s

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
--docker-password=<API TOKEN> \

-n astra-connector \

--docker-server=cr.astra.netapp.io

6. Bl#Astra Connector CRX4HIEHEH AN astra-connector-cr.yamlo B AIES<>HHIELLEE
BJAstra ControlIF B FNE B AR E

° <ASTRA_CONTROL_ACCOUNT _ID>: 7£_E—# 1 MAstra Control Web UIZXEX
° <CLUSTER_NAME>: [{fAsta Controlf 3 EC It EEB¥ A9 FRo
© <ASTRA_CONTROL_URL>: Asta ControlfJWeb Ul URL, f5l#0:
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https://astra.control.url

apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

- EERERZE astra-connector-cr.yaml ERIERENXH. MHCR:

kubectl apply -n astra-connector -f astra-connector-cr.yaml

. I8iFAsta Connector2EB B ZpE:

kubectl get all -n astra-connector

. WIrERE SR EEMEIAstra Control:

kubectl get astraconnectors.astra.netapp.io -A

TNEDEMFUTHREEH:



NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS

astra-connector astra-connector true 00ac8-2cef-41ac-8777-
ed0583e Registered with Astra

10. WP 2 E 1T Astra Control Web UIB* &2 T1H LS B EEHIR T,

ANINERER

EBHAEIEN AR, 1E700 Kubernetes EBH B EHENITEZR RHITEIE, BN
Astra = ORIT— 1N ERE, A aEZIMER Kubernetes W IZR,

BRI, TEREMERRME Astra I=HIFROHITEIEZ A, 5TH Astra IZ6ROEEHEE
FRIEMVEREE, ERIX Kubemmetrics HUBMEERE R BXEIE URBUEITBIEHIFRE R, A4
YRERBEIHITEIE,
FreaZ Al
* AR Z A, BEEEHIITHERRE IR TS
* NREFAZONTAP SANIREHIZERE. 1EHRTEFTEKubberneteste8¥ LA T ZH1E,
gl
1. NMEBRIEREESM:
> M"Resource Summary"#J"{5 24R"F. M"Clusters"&EHEHIEEZE"RN0"
° EAEMSMXEA, EE e AREMERHTTEPIRE RIMEE
2. EFTFFEY * AIN&ERE * HOF, EfF kubeconfig. yaml XA kubeconfig. yaml XEHNRNR,

() kubccontig.yaml XHRINEE—MERMERKIE "

B ECH kubeconfig filed. BREEEX*— L FXTE. HEEMN "Kubernetes 314" &
KOS R kubeconfig X, MNREERNERERFFAEELIRE T kubeconfig "It 2"
BES LS B EE Sk Mbkubeconfige

3. IBREEIERR. RINERT, FEEMBETAEEMNET.

4. JEFT—F

5. EFRER T ltKubernetes SR BFIERINF B, RBXFT—F%

@ ;&;;F_‘Ziﬂ%—/l\ﬁﬁﬁix ZIFEREAstralZ (FECEIRFRIHTTECE. FHONTAPTEfiEIRH S

6. ZEMEXER. WR—VIES. HEZF R
“

ERHRHANETLKMRES. AREANBITIRRERT s WM. EIEEERAstraizhlROEEREER,
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AINETE Astra TR O EBENERE, BERITIRIEATEZTE/ L9 E, ELHbZ i,
BHEREENIEHIER— * WIERERSKERK * B4, ErIUZEEIEE, FRAY

() Astra I=HIFOIRISIEFIRSES, RIRUERE AR, SNRPIER E/ L0 HRART. 1BRESE
B¥HIB1T oc get pods -n netapp-monitoring fEAER., BHEEEERITRERAEU
i ial R,

{EONTAPEEfGIREH B pIIE
Astra¥iE RIS T FIRIFONTAP [E 1T S 10 ERIE R

 ETEENESMHIIE: BEEFAENRMNONTAP AFRMBAFR ZMNER, ENFERMEXHNEZEERAE(
Yadmingvsadmin). LARSONTAP iRAHISRAFRE .

* ETIEBNSMIIE: AstraizdlOiR B LUE A RRTRNIE R S5ONTAP S8 #H1TRE. BNERE N
IEP. FRMAESCAIEPGNRMER)(EIN).

EALHEEEHRNEGEmN. UEN—MERIEEER G —MBNWIEST A, —RNZHF—MEHNIES

7o

BRETRENSHIIE

ASRAIFHIFFLFEEERCEMNZE admin 5SONTAP [Gim@(E. BN ERTENTIEXAE. 180 admin,
IR AR S RERIONTAP iR ARRIFRE . XLEMRAFIRER AFFIIREAPI. LUHARFRBIAstratzhl ROk (5E
Ao

(D) ousmaE R BERAEHGEATAstra Control Center, BRI

TRt E X 90 TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret"

[EiRE X R UAX ARAFEEENE—IE, ¢/ENEREREH—FETREENTR, FElt. X2—TX
REERNITHRIE. HKubornetesS7ZHEEIR BT,

BRETFIERNSHIIE
AstraiZ RO R UERIEB SN IMENONTAP Eim#H TIEE, BNERKEXPRAUTES.

* clientCertificate: EFiFIFH.
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¢ clientPrivateKeyZ?éH*E"]ﬂ\%ﬂo

* trustedCACertificate: FIfSCAIEH. MRMEMAAIE CA, MLIURMHEILS. WMRAEAFE CA,

AT BRI E
AT AR L T 52—
© BERIES

© BEHED
ERBERIIBEASMNIIE

AN T(EREE TR,

p

1. EREFHIEPNZAE, £HE. BFE AR (Common Name. CNIEEHNONTAP BF. LUHITE %I
o

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=<common-name>"

2. REXBPHNEFPHIED client-ca FIFONTAP,

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

3. HIIAONTAP Z£ERAEIIFIE P DI -

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. FRERIPERMLE NI, ¥<SVM ManagementLIF> and <vserver name> B A EIELIF IP
FIONTAP B#F, B IHfRLIFRVARS RERIRE ) default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver-get></vserver-get></netapp>

5. fEA L —%hFk1EMME. 7EAstra Control Center UIFRRINTEE G5,
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ERE=ZHIEBEBSHRIE
NREWBEE=FIEH. WA LERUTTRIGEETIERNSHIIIE,

p
1. £ FAEAMICSR:

openssl req —-new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

2. ¥ CSRf%#E|Windows CA (=7 CA). ARIEEER FRIEB.
3. THERIEBHEHEM 7 ONTAP signed_cert.crt

4. MWindows CA (38=7CA)SHIRIEH.

5. AL HERA ca_root.crt

ME. BEBUT=XXHE:

° fAfA: ontap signed request.key (XEONTAP FRZSIEBIMIETH. RERS/IEPBEE
FE$. )

° HFRIEP: ontap signed cert.crt (FEONTAP HtB#R/9_server certificATE _, )
° JRCAMEH: ca root.crt (TEONTAP Ht1Ff5_server-ca certificZ7E_o )
6. TEONTAP RREEXEIFH, £MHLE server fl server-ca ONTAP EHJES,

28



EFHSAMPLE.YAML

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate



certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

<Certificate details>

7. AR—EHABZFPRIEE. USLMEFEERE, Astaishld O ERLSIE 50NTAP #1TiEE.
8. TEONTAP LA ALERT P ImIEH:
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EFHSAMPLE.YAML

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

oe

}
}
}

9. £Asta Control Center UIFRiRINEEG M. HiRHEUTE:
° BFIHIEH: ONATP_TEST client.prom
° #A$A: ontap_test_client.key
° A[{SCAIEF: ONATP_signed_cert.crt

AN NNTF 1 =

RERENERSMNWIEHERE. TR LUKIEONTAP ZFiE/5in AN E Astratz il ohit X
BIEHAIR.

IR Astra Control FEVTFESSBHENFHEGIRAITEIE, ERILUEXAMSE (PV) MNEFMEERZ BRI
#, HRGHMEMERET.

MR BT Astra ControlER B2 MTEENetApp SnapMirrorfzi KRBt AT LUEIRTEAstraiZ &l ORI E
IBONTAPTE &S H.
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TE
1. MEMSAMKIFHAE SR, EZEFiH*
iz = ) | Rl
ERMFEEHRIIENERINAEHIH, EFE ONTAP %
R TTIRmZ —:
c FHEBEAEE: WAONTAP £HEEIPHITEERERE. SEAMEEETENEE.

> w0 D

EEM N EIER A P U IIE A ontapi TEONTAP 5£8f FAYONTAP R EIEET R
@ BRRFEFIHAZE. MREXIERASnapMirrorEl. ENHAER"admin"AENER
. ZBEEAEBIARAEZE ontapi M http. EEMBEIRONTAP £8 L, 580 "E
IEONTAP X EFIKF" BXIFHAER ...
o FERIIEP: EEIUER (pemfile. IEBER . key X USIEBIMA NG (FTE).
3. iﬁ% * —F_ﬁ * o
6. WINEIRFAEEHFER - EE
ZR
FisE ERES online BEHEEENTIRTPIVRES.

() rcUERERmRELERTER,

ANINTFE D B

f&0] LIfSEFA Astra Control UISRINTZEED ER "Astra Control API", SIREBEZ DN ATEFH
KAMERE, EEEEERENAER, WA REED ERIRHEIZEF. Astra
Control XD N EFMEELREX T REFEDEP,

NREERNAREFIEENKRA L FiEEEIFE—&. WIXFEEAstra Control P ERFED K. NARFIRE
e R R EF DB
Fraaz il
* HRIEHE— 1] MAstra Control Center & IRV EEBE I I0)FITE1E 90 .o
* IRIEEBIEFEES BRIVEE,
* WIRFED R AUTREZ—:
o NetApp ONTAP S3
o NetApp StorageGRID S3

o Microsoft Azure

° @A S3

@ Amazon Web Services (AWS)#1Google Cloud Platform (GCP){E & S37=fi# 57 ER R EY,
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