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2. FRALTFTAWSEHSITRES S HMAmazon EBS CSITNEIN. EiES<>FHE EERNEETEN
IFIRHI(E, ¥ <driver_role>E N E7E E—F HeIiEREBS CSIRoEF A EBZIR:

aws eks create-addon \
--cluster-name <CLUSTER NAME> \
--addon-name aws-ebs-csi-driver \
--service-account-role-arn

arn:aws:iam: :<ACCOUNT ID>:role/<DRIVER ROLE>

BB EBSTZ(iEE
1. ¥¥Amazon EBS CSIIRaHIZEF GitHUb7ZfiEE R Z BB RS,

git clone https://github.com/kubernetes-sigs/aws-ebs-csi-

driver.git

2. SMBITSEETHIE R,

cd aws-ebs-csi-driver/examples/kubernetes/dynamic-provisioning/

3. NER B RIEEBS SCIFELMEBSHIXAMERH,

kubectl apply -f manifests/storageclass.yaml
kubectl apply -f manifests/claim.yaml

4. HIREBS-SCTEfEZ,

kubectl describe storageclass ebs-sc

ENEIERFERE MR,

BlZAmazonfk
WMRIETEZEHBEAmMazontk P . MFEEEIE— KR IIAmazon EKSEHITE.
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"Version": "2012-

"Statement": [

{

10-17",

"Sid": "VisualEditorO",

"Effect":
"Action":

"Allow",
[

"cloudwatch:GetMetricData",

"fsx:

"ec2:

DescribeVolumes",
DescribeRegions",

"s3:CreateBucket",
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject",

"iam:

SimulatePrincipalPolicy",

"s3:ListAl1MyBuckets",

"eks:
"eks:
"eks:
"eks:

"iam:

DescribeCluster",
ListNodegroups",
DescribeNodegroup",
ListClusters",
GetUser",

"s3:DeleteObject",
"s3:DeleteBucket",
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": "*"

3. QlEEREK:

POLICY ARN=$ (aws iam

create-policy --policy-name <policy-name> --policy

-document file://policy.json --query='Policy.Arn' --output=text)

4. FFERBEMIINE] IAM FBF. ¥ <IAMAF 2> B EeIBHIAMA R B IAMBFRIRBFS:
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aws iam attach-user-policy --user-name <IAM-USER-NAME> --policy-arn

=$POLICY ARN
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1. FHEE, ¥ <AMARZ>BiRAEFERNIAMBFRNAERE:

aws iam create-access—-key --user-name <IAM-USER-NAME> --output json >
credential.json

“

LEEHE B2 credential json XX . ERI LUK RS N\ ElAstra Control ServiceH,
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Astra ITHIIRSEE DB RIE A EH Azure BRSZEX, Astra ITHIBRSZFE A LIRS AR RE (R
Kubernetes N FTZFEIREE IR,

E%%IMS%?E??UEZH%EF%, RS TEMEZNE . NIRSEEDEABRIRHIIAFE Azure BIRHI
[Rlo

RIBUTHBER Azure S TREACIERS X, BEERHEREE JSON XHEF, HIEEBEIRMHS
Astra Control Service » "BxfEF CLI BUiF4H{EE, 1520 Azure SXH4",

AT BBRECHNCERS A, HEITEN LEZRE Microsoft Azure SDK  (AZ 88%) o

&R
* REFELDNEREMBDIE. FEZFFEP,
* MTNIRS EAEREFTXWER Azure ITIHI SR EAE SFRAE E1H DR,
* ERSEREIERNT RS ERANNE S AKS EE R Azure NetApp Files 1K,
T
1. BT AKS SEBEFRTERVITIAFFER, ID (XLeEEZEELE Astra Control Service FEIRAIEEE) o

az configure --list-defaults
az account list --output table

2. RIEEERANEEMTATRARE, RITUTEREZ—:
° QUEMRSEMR, DB TTEE " AR, HEESEENEMIRNER.

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-ID

° QUERSER, DEC" THE " AT, HiEESREENRIRA.

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-
ID/resourceGroups/RESOURCE-GROUP-ID

3. LM Azure Br 21T ERILLTFES JSON X

BEERMIUH, LUE Astra Control Service 8% & TG AKS B3 HEIE Kubernetes #UIEEIRIR(E,
"T fi#3N0{AI1E Astra Control Service REIRER",

4. B%&: RiTiE 1D FRHNE JSON Xf4Hh, LUE Astra I=HIRRSTEEEF I AR BEETLL ID o

BN, EBEHIIZRATE Astra Control Service FEINITE ID o
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°

"appId": "0db3929a-bfb0-4c93-baee-aaf8",
"displayName": "sp-example-dev-sandbox",

"name": "http://sp-example-dev-sandbox",
"password": "mypassword",

"tenant": "01llcdf6c-7512-4805-aaf8-7721afd8ca37",

"subscriptionId": "99ce999%9a-8c99-99d9-a9d9-99cce99f99%ad"

o HIE: MIRNERIARS T RIBERIRS TAEAEE, MUTRAlE<SHHTIER,

TsERE

az login --service-principal --username APP-ID-SERVICEPRINCIPAL

--password PASSWORD --tenant TENANT-ID
az group list --subscription SUBSCRIPTION-ID
az aks list --subscription SUBSCRIPTION-ID

az storage container list --account-name STORAGE-ACCOUNT-NAME

HIRATEE

az login --service-principal --username APP-ID-SERVICEPRINCIPAL

—--password PASSWORD --tenant TENANT-ID

az aks list --subscription SUBSCRIPTION-ID --resource-group RESOURCE-

GROUP-ID
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Kubernetes ServiceF R HITFE D ERER AT RIFME(LRS)ITRIED, EFxtAzureZE 7 EREREIFARNTTRIL

M. EEERITUTIRE:
p

1. AR ERMFRITREAAIAzure FFEIKF "X ELER",
2. fERTEMFIEIKP PEIZAzUre R8s "X LEWEA",

3. BB BENDEEFMEIAstra Control Service®, FE W "HIN— M EIMNITZEEDEE",

4. (FIR)EERMEIENEFEDBIENAzure ENMBAEED L. IBRHEIRBE NAzZureMBNAEED . 1BS

W "EHERIAS

£/ Azure R EWLE1SE Microsoft Azure

1E{EF Astra Control Service & IE Azure Kubernetes Service 8527 B,

FENITEY
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Azure Kubernetes Service S£8¥E K
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Kubernetes hRZs
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Azure X3
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A8 Microsoft Azure

WMNREZE Microsoft Azure Tk, 155 £ Microsoft Azure o

P
1. 3% ZE "Azure 1TIRT1E" 1715 Azure BRSS,
2. FEERE—MTRIH IR IR BEERIT IR

BIE Azure RS EE

Astra ITHIIRSEE DB RIEBE AEH Azure BREEK, Astra ITHIBRSZSFE A LIRS F AR RE (R
Kubernetes N FTEFEIRETE,
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8o

BREBUTHEBER Azure 2 TREACERSZ T, BEEREHERET JSON XEF, HEEBERHS
Astra Control Service » "&X{FH CLI BYIF4HEE, 1550 Azure 314",
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ER

* REFEMITEREMBDEIE. FZIFIEP,

* MTMNIRS EAEEFTXWER Azure 1T IR SRS SFRAE E AP R,

s BHTEEERMITRS R RANTNE S AKS EEFFIIZR Azure NetApp Files 1P,
HIE

1. HAE AKS SEEEFRTERIITIAFTER, ID (XLEEEEZEETE Astra Control Service FEIBRIEES)

az configure --list-defaults
az account list --output table

2. IRIEEEANEEMTATEERRAE, RITUTEBREZ—!
° QUERSER, DEC" TEE " AT, HiEESEMENEMIRIER.

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-ID

° QUERSER, DiC" TIE " AT, HiEESREMENRIRAE.

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-
ID/resourceGroups/RESOURCE-GROUP-ID

37


https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli
https://docs.microsoft.com/en-us/cli/azure/create-an-azure-service-principal-azure-cli

3. KR Azure sp L 1TSREIHILLTFAES JSON XX fFo

BEERMIUXH, LUE Astra Control Service BEIS & TG AKS EBFHEIE Kubernetes FUREIRIR(E,

"7 fRU0{AI7E Astra Control Service HEIREIE",
4. |[ik: 3T ID RANE JSON R, LUE Astra IFHIIRSE AR I SR BopiERLE ID o
BN, EEFEIMIRRETE Astra Control Service FEgANITHE ID o

° Tl *

"appId": "0db3929%a-bfb0-4c93-baee-aafd",

"displayName": "sp-example-dev-sandbox",

"name": "http://sp-example-dev-sandbox",

"password": "mypassword",

"tenant": "01lcdf6c-7512-4805-aaf8-7721afd8ca37",
"subscriptionId": "99¢ce999a-8c99-99d9-a9d9%9-99cce99f99%ad"

S. mIk: MINERIARS T RIBERIRS TAEMEE, MUTRAIE<SHHITIER,
TESEE

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
—--password PASSWORD --tenant TENANT-ID

az group list --subscription SUBSCRIPTION-ID

az aks list --subscription SUBSCRIPTION-ID

az storage container list --account-name STORAGE-ACCOUNT-NAME

RIRHTEE

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
—-—-password PASSWORD --tenant TENANT-ID

az aks list --subscription SUBSCRIPTION-ID --resource-group RESOURCE-
GROUP-ID

FCERRFMEEO (CSl) RaiZFFAER

BB Azure 2 BHLRE S5 Astra Control Service 5 & A, BEELREMEMNCSIIRNIZR,

7E Azure iTEHE A CSI REHIZFTHRE
TERE CSI W22 al, MHRET Azure ITHEIFEA CSI IR,

p
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1. $TF Azure &5 <175 E,
2. BT RS LUE M IR THAZ R |

az feature register --namespace "Microsoft.ContainerService" --name
"EnableAzureDiskFileCSIDriver"

3. BITU T ap < IR ER B EHE:

az provider register -n Microsoft.ContainerService

BNEREMFUATREGEH:

"id": "/subscriptions/b200155f-001a-43be-87be-
3edde83acefd/providers/Microsoft.Features/providers/Microsoft.ContainerSer
vice/features/EnableAzureDiskFileCSIDriver",
"name": "Microsoft.ContainerService/EnableAzureDiskFileCSIDriver",
"properties": {

"state": "Registering"

by

"type": "Microsoft.Features/providers/features"

}

£ Azure Kubernetes Service 5285 %4E Azure FEEHIE CSI IKEHiEF
&R LAR % Azure CSI IRTHAZF LASERER T1E,

SIE
1. % "Microsoft CS| IRTHFZE SHY",
2. RIRIHBAREEFRER CSI IRKohiERs.

A% NAzureFRFEHEDREEETSR
&R UIAAzure BN FE D ERECE BIF AR, FRINER T, Astra Control Service ld F7Zfi#Azure

Ku bernetes Servicef& {7 HVFFE D EXERA AT RTFME(LRS) TTRIED, EXfAzure 75 BRERERANTTRIE

. EEERITUTIRE:
iz

1. RO ERFIETLRRSBIAzure AN X L7,

2. (EREMFMEK P P RIEAZUre B S "X LEIHFE"

3. Bt BABERNSEERIMNEIAstra Control Service®, BEZ I "HIN—NEIMNITZE D EE

4. (AIE)EERZNFMED BRIENAzZure B HRIBINEFHE D R, BRHIRENAZUreNBRIANFHE D . 155
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W "BREATER

STAf Astra Control Service

EFEAAstraiThliRS. BEE—NS5EBNetApp BlueXPik P X EEBYAstraiz IR S A
SERkAstra Control Service;¥AHZ 2. AR, WIREEEHEBlueXPikF . & EMBlueXPLL
i a]Astra Control Serviceo

yIfff Astra Control T
EERE Astra ITHIRSE 281, EREFTRGEMIIEA GEIREX Astra ITHIARSZ Ko

f£F3 Astra Control Service BY, ERJLIMIKFP R EENBEER. KA EETUEEMERKF PRINBER UK
a9t g E BB P,
iz
1. "#%3|BlueXP_LHAsta ControlTAE",
2. R ENFIA*,
3. EREBEAHEHFAEER.
BEERENEETEN—EEEEN:

° BRI ZMAMILLIVERTIR, RARMNSHEHAITIE, UWHREIXEZGMMRIENR,

° * Astra KPP Z R * &1 AY Astra Control Service kP HIZ R, EIE7E Astra Control Service R /&
EHREIIETR, BEE, NREE, EeIg|EHMKR, (&Z51) o

° TE* RV EBFHRE I FEE T, WIREENetApp BlueXPKF, IETE LM N FIZtk P R EE FHB 4,
INREIT 2B NetApp BlueXPIKF . 5fEREMBlueXPEYTE LA 51 N B FE FBR 3k,

4. FHE - QIEEKF *o

T EIBlueXP

AstraiT IR S R ENetApp BlueXPRI B IGIEARS H, &1 LUEFBlueXP3NetApp NetApp b= 17
EFRFBlueXP, TNRIEIXEHENetApp BlueXPENetApp ZiFihm tkF. i&EMBlueXP. LUEifa)Astra
ControliIRSEZHINetAppHI E b SRS . NRIEE EBlueXPEiNetApp Z1FiE S Mk H BT, WA LA
"Astra 155IIRSS" EHIZFEABlueXPEENetApp ZiFih s EiE,

Ejﬁi%?ﬁ;lf\ﬁ!i’z;;ﬂE%EEE’Jﬁ?&(ﬂ%é%T&)iﬁﬁ%ﬁ’é%’éi%ﬂBIueXPo ETHRESZER, B%
S 0" $AF51%E$F * Cloud Central B RIEI * .

-

. ¥ ZE "NetApp BlueXP",

2. TR LA, #%EF*Get started*,

3. FHE *EM

4. IHERE,

—_
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HRIGTE LA A N BY R IE S HEA] B F BR (i 5 B TE BT —1MAstra ControlE A& R A RYHBIEFEE],
O. WEEE *OEM o

(ETE L35 eI\ F T ABEHAL R AEEINetADD BlueXPFF IDBYEB T AR(EME, LI
RFTHIAstra Controlb P SAstra Control EI2 R BIEEM AT A Astra Controlik P, A4
LttBlueXPF 1D,

6. F1FNetApp BlueXPEIXREEFHBME, IHLEBFHIER BN saas.support@netapp.com , BIREEE )19
FREW R, BSHIOTEEAIRIIR R S5,

7. EBFERFENAIS, R FERE AR BISEE LGSR R F BR (st

#R
Mz, EERBBUHBlUeXPBFRERR,

AME. &AL EZEMERBIlueXPEEIARIASRA Control https:/astra.netapp.ioo

B EE A NZAsta Control Service

KEBIFRRE, EAILEIE Kubernetes 528, SAIRREEZANNZE] Astra Control Service o X
. E5ia] LIfEF Astra Control ServiceSR{RIFEEE FHIN FHTEE,

RIEEFERMEAstra Control ServiceBIEEEFRE, EEEFARRNT BRANNERE

" \,tt},ﬂﬁ*ﬁ’;éfiﬂ’jﬁﬁi,]\j]u |Astra Control Service": ERUTTBERMNAB RPN BREREEE
B, BEESRHEBNRZ MK, IRSEAAFPKS,

. 3|—:7FL\7§T/E1ﬁF’i IBRYEEEE A INEAsta Control Service": FRUTHZERNEE T AP BRSIRERE
BEHER, BHEECREBNRSEAKP. REKFPHEFKS,

* BB EIEERANEIAstra Control Service": ERUTSBARIMAEG 2P B RIEHNALREIENE
B, EFENERMBIEEFEIE— T kubeconfigfile XX {4,

* "“EFLAE B EIEEEANEIAsta Control Service": ERUTHSEBARINES ZHIPHIHHENALSIENE
B, BF|ENERMBIEEFEIIE— 1 kubeconfigfile XX {4

HiEHTFEEE A Asta Connector

Asta Control Service{f@fHAsta ConnectorEAsta Control Service#1&Z FAEEE: 2 8|S
S BEETECIENELT AKEEE EL & Astra Connector,

Astra Connectorsz 15 LA TSR BT ISR

* Amazon Elelic Kubelnetes Service (EKS)

* Azure Kubernetes Service (AKS)

* Google Kubernetes Engine ( GKEE )

* EFAWSHIRed Hat OpenShifthRs5(ROSA)
* EBAWS PrivateLink 9 Z 75
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mailto:saas.support@netapp.com
https://astra.netapp.io

* Red Hat OpenShiftA 28 & NEFEFE

TEAER EiESR
EFUIES
s ITIXLS R, EXWNE[FAAstra Control Service BB T FHEE R ITXLER S,
s NRFEAMEBastionEA. iFMBastionEAN A SITIHX L ar S TR AR,
Feazai
s (REE RN EEHAstra Control Service BIRHIE AEEY,
* B1EEE F R4 Asta ConnectoriZER. BEE BB KubbernetesEIE MR,

p

1. 7EEfEHAsta Control Service BI2M %L ISR L3t Asta Connectoriz B, iETIE <. R TE
astra-connector-operator BIEHBEEN A FirRAZTIE

i

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/23.07.0-
202310251519/astraconnector operator.yaml

2. WINRFREREH EEMAE !

kubectl get all -n astra-connector-operator

3. MAsta Control3REXAPI< . 1EE I "Astra AutomationX 4" BXER, ES M.
4. B Astra-connectordn & 53]

kubectl create ns astra-connector

3. Bll#£Astra Connector CRX 4 HIEE &R astra-connector-cr.yamlo BATES <>HAELLER
HJAstra ControlIF BN E B AR E

° Astra: 1THIRSHIWeb Ul <ASTRA_CONTROL_SERVICE_URL>, ##0:

https://astra.netapp.io

° Astra: &1 E—3HIFKEAI<ASTRA_CONTROL_SERVICE_API_TOKEN>#FRig,

° AzAzure Kubernet: ({X[R5EE%)—%FH<PRIVATE_AKS CLUSTER_NAME>&S£EIMEEZTR, I BT
RINE FAAKSERN, A REUHIRFHIETIETT,

° Astra: M<ASTRA _CONTROL_ACCOUNT ID> Web UIZREY, EZFTiEA EANEENR, AR%E
#*API access*s
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apiVersion: netapp.astraconnector.com/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
natssync-client:
cloud-bridge-url: <ASTRA CONTROL SERVICE URL>
imageRegistry:
name: theotw
secret: ""
astra:
token: <ASTRA CONTROL SERVICE API TOKEN>
#clusterName: <PRIVATE AKS CLUSTER NAME>
accountId: <ASTRA CONTROL ACCOUNT ID>
acceptEULA: yes

. Ef$IEFEZ 5 astra-connector-cr.yaml FRAIEMENXH. WMHCR:
kubectl apply -f astra-connector-cr.yaml

. I8jiFAsta Connector@ B B e E :

kubectl get all -n astra-connector

- BIFEEBER B B EMEAstra Control:

kubectl get astraconnector -n astra-connector

BNEREMFUTREGEH:

NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector true bed75ae5-1511-4eaa-909%e-712£09b0d065

Registered with Astra

0 FASTRACONNECTRID; #&E#7ARN%E|Astra Control PG EEIEID,
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T—FE2H4?
IMIEE B L Astra Connector.  A] LUEFAE &£ &£ 7N EAstra Control Service T o

s "EAEIREEEIEMNERTINZ|Asta Control Service": ERUTESEBAMEBSZHIPHitBEBHSRERE
BEHER, BEESREBNRSEMAKF . REKFHEFKS,

* "EFAE B BIEERANIEIAsta Control Service": FERUTHSBERMIEEZHIPHILEBRENALNREENE
B, BREENEDMBERCIE— T kubeconfigfile XX 4

BXEFEAER ...

* “ANINEEEE"

R EIER EIEERE
B AR HEEIENEE R INZEAstra Control Service
WESIERG. A LISIEKubennetes&ERE. AR EANNEIAstra Control ServiceH,

* BllE Kubernetes &&%
* Y& NNZEIAsta Control Service

* [EERNIATEER]

813 Kubernetes 5£&f

MREIREEERE. WA LIEIERHEEKRMESE "Amazon Elastic Kubernetes Service (EKS)BJAstra Control
ServiceZEK", WMRERGHER. NI EIRFHEERIESR "Google Kubernetes Engine ( GKEE ) HY

Astra Control Service Z3K", RETGEERE. MeTLICIEREERBVERE " A Azure NetApp Files BY

Azure Kubernetes Service (AKS) B Astra ITHIBRSZEK" 5% "R Azure S E MR Azure Kubernetes

Service (AKS) HJAstra Control Service K",

Astrafz iR SS 2 #5{#E A Azure Active Directory (Azure AD)i#{T S I IEF H 1) EIEMIAKSEEY,
() cumsEmey. ERECREMBBSTIR R S ERRENERAE AD, ERERRER
HRAKSEEMIAzUre ADERRBIERK,

ISR NE|Asta Control Service

ERE| Astra Control Service Ja, B—TBFIGEESEE, EIRFEEAINEAstra Control ServiceZ B, ZFEE
RITREESHBRER BRI EER.

7 EI2Azure Kubenetes ServiceflGoogle Kubenetes Enginef(£8#8S. 1E3EE. EEMM A AT BT Astra
TridentZEMEMEAREE:

* &R LIfEEF Asta Control Service BB IEAsta=in 2 imAVEds B, Ak, BHREFEHAstra Control
Service I TEIENER FRTEAstra=TNThEE, EXMIBRT. Asta TridentSELFIREREHN BT
#Asta Trident. HEzhbIEAsta TridentFH4Rko

s EaI L B1TEEAsta DenttVE AR, Ak, BEEEE LREAER H=in. AEBERAER HEHIIR
SEIRER, EXMMBERT. Astra Control Service=t|EAstra TrandentBE &%, HFEFRASENTEED
EIFAstra TrandentHk, iBEE M "Astra Trident 14" BXxLEHB. EEM.
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7E£fEAAsta Control ServiceBIEAmazon Web Services&EE#it. MNREEEFHAsta TridentEFANEER
s, MWEBLEER FFhREAsta Trident. JATFHEfERAsta Control ServiceiHTE IR, 1SN "Astra Trident
Y BRZERA. 581,

Faazal

Amazon Web Services
* BYIREEStEERHNIAMB R EBIJSONX . "7 I eIZEIAME R,

* & FNetApp ONTAP BJAmazon FSXFEEAstra Trident, INREiH%IERIERFNetApp ONTAP
HJAmazon FSX{ENEKSERNEEGIR. EZSIRPIIAstra Trident(5 2 "EKSEEFZ K",

* (AE)INRFERM kubectl ERNIFERCIRENHEMIAMAB A NS LWIENIR. B2 IR
fEAmazon EKSHEIRERHF. (AAEHMIAMAR A EREIARRR? "

* WNREIT+X{ERNetApp Cloud Volumes ONTAP {ERTEEGIR. NMFEE4ECloud Volumes ONTAP ACE&
FfERAmMazon Web Services, 152 . Cloud Volumes ONTAP "& & 14",

Microsoft Azure

* BNARE B ETECIZEARSS AT Azured s 1T R EMILEBIISON . "7 ARAN(AIZ B ARSS £ 1"
SNRAKKE Azure 111 ID FANE] JSON X e, EHFEELL D

* WNREIT+X{ERNetApp Cloud Volumes ONTAP {ERTEEGIR. NMFEE4ECloud Volumes ONTAP ACE
5 Microsoft AzurefE & 1EH. 12 I Cloud Volumes ONTAP "i& & 14",

Google Cloud

* BB REFRBENIRIARS KA BIARSIK P BEAN . " T IR EARS KA

* WNREITX{ERNetApp Cloud Volumes ONTAP {EATEEGIR. NMFEE4ECloud Volumes ONTAP ACE
715Google CloudEe&f# . 55 IlCloud Volumes ONTAP "% & 14",

TR

1. (AR MR EERNMAmazon EKSERH B HITEIEAsta= HFITHREMN LR AR, IBTEILER & itAsta
ZiEFIIhEE, IEEB M "Astra Trident SCAS" BXLRIEWEA. BEEMW,

2. 75345 28h$TFAsta Control Service Web Ul,
3. FEERL, % * BIF Kubernetes &8 * o

R ANINEEEY

4. @RtE. ERENTRER. ARREIENEFIFRMENEREIEREERNNE LM,

3. * Amazon Web Services*: Ef&JSON 43 MEIMEIRAENEJSONXHHINA. LUIRHE XAmazon Web
Services IAMA Pk P BYIFL(E Eo

JSONX N B & B2 EERIAMA P YR,

6. * Microsoft Azure* : &t L& JSON XA MEIMERFEME L JSON XHBIRARIEMHE X Azure FREFEK
FRETHIICH

JSON S‘CT'-'FF_@, BUEARS E AR Azure P TREMRILH. EXATUESENITH ID ,, UEBhAME
Astra o BN, BEEFIZME JSON FFap@AN ID o
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C. iﬁ% * —F_ﬁ *o
d. BizffitE: ERREFRER.
prir

e. EFE*Add-EEEERNNEIAstra Control Service,

5 EoNINERT B
1 A] AR BRI BIA TR B

{EF3 Astra Control EEXERIATEESE

@] LATEAstra Control P EEEUER BV BRINEE ., WREBFRLALTENFMREHRS. NI /AERLL S
EBREBNAF L (FREEEIZE NIINMEYRIE), EXMER T BRI [FERGHS1TESENINFESE],

5

1. £ Astra I=HIBRSS Ul AR, &8 * &8,

2. B TIE L. EREEHRER,

3. &R * 1F6E IR,

4. FFFELLT,

5. EFRBILE RBINMENFRELN R RE,

6. FEIEEBERNEINES

ERLITESENAEFESE
ERILAfEAKubernetess € BECUERBFHIRBNATRESS . TICEEFMVECE WA, LT EEERL.
p

1. EFEFIKubernetes&EE%,
2. FIHERBPHFMHEE:
kubectl get storageclass

3. MERIATFAEE R MBREAIAIETE, K <SC_NAME> B ATFELERIR .

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!

4. BHAMTFEIATIZAIIME, R<SC_NAME> B iFtEERI R IR:

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}'

56



o. HINFBIERIATR B

kubectl get storageclass

¥FhE B EEEE RN EIAsta Control Service

WEINERE, AL Kubernetes 528%, FATERELZNE! Astra Control Service o
EEEEHEIEEEREMNEIENER, Astra Control ServiceXIFEAR S EHEBTHESIBER, EaILL
%i’itﬁ?’lﬁﬁ%ﬁ%ﬁ%ﬂﬂﬁ%stra Control Service kubeconfig.yaml XHFEEERFRERHCICFIANE
FHKubnetes 5 & kit

f&E] LAfE A Astra Control Service BT FREN T A B ERER:

Kubbernetes 73 & 2510 EN
Kubnetes (%) 1.26%E1.28
Rancher Kubernetes Engine ( RKE) RKE 1.35REE FE122882.6

RKE 1.45REE FEIEL82.7
RKE 2 (v1.24.x)5REE F2.6
RKE 2 (v1.26.x)5R9cher 2.7

Red Hat OpenShift 28T & 4.11F4.14
LUTFIREBREE BB A SR AR T iniRinnZEB ML 274,
BB EREETIZIAstra Control Service. BEBHITUTES:

1. REAER EiE2E

2. 1§ B KA MIFHE]

3. BEABEEEERINEIAsta Control Service
REAVER EiEss

ERNERER 8. BEEBHFIER FZ3Astra Connector. LU{EAstra ControlB] LIS Ei@(E, i8N "&it
1EFTFAAEER A Asta Connector" BXiHBE, FE M,

REKRAEEE
NEREEXA MR E. BXEEXAMFEINFAEE. BERANIXHE!

* "f§8 Azure NetApp Files & & Microsoft Azure"
* "{F A Azure S EHLEZIZE Microsoft Azure"
* "I&&Amazon Web Services"

* "i&H Google Cloud"
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L ABEEIEERINEIAsta Control Service
WE. BRI E AR ARINEAstra Control Service,
Fiaz a7l

HEIRERRIEEEMBNEIENERS, Astra Control ServiceXIFE AR EIMERIETHNE SIRER, &
BB EBIREEF o] LUFEFHAstra Trident5NetApp/F RS HEER. thr] IR R 287=#Z O (Container
Storage Interface. CSIIEENFEF 5 Amazon Elastic Block Store (EBS). Azure2 &£ M Google
Persistent DisktBi%E#%,

Astratz AR S3 32 5 A8 LA T Kubernetes 73 & hig iy B E IR & 8% -

* Red Hat OpenShift 22T &
* Rancher Kubernetes3 |2

* _E¥Kubernetes
THBEEBEERTEREUTEXK:

* SR ANEE Internetifa)o

* IREEEERIITYERERBACSIIREEFFME. Nkt L2 RBNHNCSIIKERF. B
KEACSIREIZFERFMENIFAEE . BSAEMERS I,

. EzﬁlL‘,{iﬁI‘ﬂfﬂ'@’é—’l\t?ﬁ(ﬁ%E’\J%ﬁkubeconfigfileﬁlﬁzo TRIEME XL A" & Rkubeconfig. XX

* MREFEHAS | BRAEIEBMAN(CA)SKkubeconfigfile X ARINEERE. IEFE LU TITARME cluster
kubeconfig"SX f4HRIER ST, XHF. Astra ControfERIZRINEEEE:

insecure-skip-tls-verify: true

* *{¥Rancher *: 7ERancherffiE R EIENFHZERFEER. F&XRancherig i kubeconfig>) 4RI
BREFEHIA LT, WEREHIFE L TX. MARRancher APIBRSS 28 E T3, XA LURD
Rancher API fR$S28 Lt HFH RS 1EaE

* Astra=im: SIREEEFERHITLIERNetAppEif, BHARE RERMIRAENAstra=ixm, NRER
HEAstra=imEF. "WEUBRE2&ERE"

@ &I LA "EBE Astra Trident" B TridentiZ B fF(Fohak FEHAHelmER)3K tridentctlo
ERERFARKAstra TridentZ i, BEEF "ZiF0F0H. EmRfEVEE"

° BECEAstra=imfFEiERin: HAEVEEE—Mstra=IR{EEgE "CifE" T5EE L,

- BEiEAstra=IHZEZ: MAEDE—PMAstra=ipiFE "B E" TEH L, MREETERIAE
fiER. BHREARIRE—NEFEEIAEGIIRE

° BREHEE" Astra TridentBRIBITHIZSZMEIREBE . HRBITFIZBHIN "ELE" LUERTLL
7EAstra ControlFglI7EREE, ZE/D—Astra Trident VolumeSnapshotClass B4 "ZE" HEE
AT

* Astra ControlE &2 EffHAstra Control B &EFHNEAXAEIEMZMHEECEINEE({XAstra Control AP B] ik
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TR

1.

IAXLETHEE), WML EAstra Trandent 23. 10K EShRZASH B A "Astra ControlfC EFZFINEE"S

&

EEERLE, %R * BIE Kubernetes &E8f *

RIS S

MR R EMOETRLNINE X BITEENSEEIFAES.
- Hith: @ EERMEAEXBEEERRIFMAIEE kubeconfig. yaml XHSFMUENRE

kubeconfig.yaml X{#o

() WREEH woeconrisfieh. BRGEL — ETRRR, BEIL KT X0
{8 kubeconfig X%,

- RIERMR: RHE LZEAstra Control I B EIEERERENZM. RINBERT, RIEBMEBMERNES

GEE 1its

. TRARBFRES: mATHRBRBEFES, EaLIMAstra ConnectorfREVIZATIRfT. WNRE @ EHAstra

Connector kubectl get astraconnector -n astra-connector SRS H. TRHEBEFIRFITA
ASTRACONNECTORIDo

@ T HERBMRRRTE5Asta ConnectorkBXFY R 7R, Astar]i@iTAstaBEIE L FHKubnetes&E &%,
EXMERT. EREEIERAInternet AFFEAPIIRSE 22IKubbernetes&E 2%,

R T,
. (ETEERE: (AE)EEBAG R T 5 B E 1 SR I HKubemetes B A2 MRS,

a. BAEBHEEMINATEMS, 5B *Assign a new default storage class* & iEHE,
b. MFIRAFIEFFHIEATZEE,

S SREBFERSHBRETUTNE, HEEMEEER:
* Cloud Volumes Service for Google Cloud: #/1#&. 4HREFNGEEE R
* Google Persistent Disk: B MN1E. HEEHHEER
@ * Azure NetApp Files : THEEFIEMER
" AzureREHE: TRIANMNME. HEeTERIEER
* Amazon Elastic Block Store: &BME. MaeaEMEER
* IEAFNetApp ONTAP BJAmazon FSX: &EMIR. MEESEMER
* NetApp Cloud Volumes ONTAP : &EM1&. MRESRMEESR

B EES A ERUTRS Z2—:

* "I&AF Google Cloud B Cloud Volumes Service"

* "Google FFAMLR"
= "Azure NetApp Files"
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https://cloud.google.com/persistent-disk/
https://cloud.netapp.com/azure-netapp-files

* "Azure S EHIER"
= "Amazon Elastic Block Store"

* EFHTF NetApp ONTAP By Amazon FSX"
» "NetApp Cloud Volumes ONTAP"

THREZIERE "Amazon Web ServicesEEEFIVTFNEL", THREZSE "AKS EEHEFMEIL", THRE
%158 "GKE SEEHITEES"
C.EFE*T—F *,
d. EZAHLE: SEZEEIFAEE
%k

€. EFR*Add* G EEE AR NNEIAstra Control Services

EREIAFER
&) AR BRI BAIA TR B S

{F£ A Astra Control ERBAIATRAESL

&R LATEAstra Control B CREREFBURNIATF AR, WIREEBHER M RENFHEERARS. WrJRETLAERLLTS
ABERANFER(RREERNKBENRINERIF). EXMIER T, EALL (AR SITERIAFIESE

p

1. 72 Astra $THIBRSS Ul FR, k8 * &8 o

2. (R TIE L. R EBIER,

3. JEHE * TEfE I+,

4. R FEE LR,

O. MEEIGENRIANENFRELEATIRIERE,

6. EEFRENIIAES

ERmBLITESENAFESE
R LAfEAKubernetestn < BCUER BFHIRBNATF AL . TTICEEFRVECEN(A. I EEERL.

$IE
1. &R FKubernetes&E%,
2. I EEBFPRITERESS:

kubectl get storageclass

3. MERIATFAERFMBRRAIAIETE. K <SC_NAME> B ANTFELERIR .
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kubectl patch storageclass <SC NAME> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!

4. BHEMFHEEIRCHBMIAME, RK<SC_NAME> Bk HTFiEEAIR R

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

S. MHIANFTHIRRIATE L

kubectl get storageclass

KB Asta=lE L EERRZS

ERIN{EAAsta TrdentiREFZEIRSZS B SIRERE. 1BHRE TR Asta TrdenthRAs N &
RS,

iz
1. K& Astra TridenthR s,

kubectl get tridentversions -n trident
WMRRET Astra Trident. MEBRFMFUTABRREL

NAME VERSION
trident 22.10.0

MR KL EAstra Trident. G ERRMUFUTARAEHEH L

error: the server doesn't have a resource type "tridentversions"

WNRAstra Trident R LR A E =R #E,@t?ﬁmﬁﬁﬁﬁﬁAstra Tridenti2 17 iEARSS
(D)  UBEARERFMAGAsta Tident, ARBAERIE, SR "Astra Trident SR H%5t
EH’ 1ﬁ/Jr]La

2. H3{RPodIETEIE T:
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kubectl get pods -n trident

3. MEEFRERTEEFEASZIFMNAstra TridentiRohiEF. BELEIRF RN A
csi.trident.netapp.io. BEERLUTRMA:

kubectl get sc

e Rz 7~ f51) -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h
tlZkubeconfig X

&) LUE Fkubeconfig" S E £ B 7R N E Astra Control Service, 1RIEERNNAVERFLE!,
Eo e B EMBRSE S B AEEFF it Ekubeconfigfile X {4

* JJAmazon EKSEEE# Sl kubeconfig. XX {4
* JJAWS (ROSA)%E% FHIRed Hat OpenShift ServicetllZ—1Mkubeconfigfile SX {4
* [NEMIFERRIEEEEIiEKubeconfig. 3]

J9Amazon EKSE 26l ##kubeconfig. 3 {4

?E’E"\LX—FiHEH?QAmazon EKSE&EE# Bl Ekubeconfiglile X4 FIK A ShEEH, EKSHIEENEHFTEKASER
Ao

pZ
1. $Z BRI S SR AP A3 BR 4 Fitkubeconfig:

"JIAmazon EKSE B 8l 3% & #rkubeconconfig X f4"
2. RN TR BIERRSS MK
a. BB ARSI X4 astracontrol-service-account. yamlo

RIEFZRERSIKF RIR, SR T8 kube-system RESEFE, WMRETEMBERTRSK, R
. MRS RPN AERRIEN.

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system

3. MZAARSSHKA

kubectl apply -f astracontrol-service-account.yaml

4. I ClusterRoleBinding X EHF astracontrol-clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

o MASEABYE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

6. IR NHIIRSE M SHENE XS astracontrol-secret. yamlo

<strong>astracontrol-secret.yaml</strong>
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system
type: kubernetes.io/service-account-token

7. RS IEE:

kubectl apply -f astracontrol-secret.yaml

8. HERLHEEN:

kubectl get secret astra-admin-account -n kube-system -o
jsonpath='{.data.token}' | base64 -d

9. Fi#t user ZBHIHIAWS EKS kubeconfigconfig S A KRSk, WA TR BIFRR:

user:
token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxXMtd2VzdCOyLmFt YXpvbmF3cy5ib20vP0FjdGlvb] IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJIzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmWC1BbXotQ3J1Z2GVudGlhbD1BS01BM1JEWDAKUOhaWU9LSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTJIGc3RzITIGYXdAzNFIyZXF1ZXNOJ1gtQWl 6LURhAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1gtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmUSYjU4ZWMONzdiM2NkZGYxXNGRhNzU4MGI2 Z
WQ2zY2NzI2YWIwM2UyNThiMjRhNTJ§NmVhN]c4MTRING JkOTg2Mg

JIAWS (ROSA)% 2% FRYRed Hat OpenShift Servicet|E—"kubeconfigfile X {4
BB LI Tt BAIRed Hat OpenShift Service on AWS (ROSA)EEEE 6! i kubeconfigTMX 15

S8
1. ZRFIROSALERE,
2. QIERSK

oc create sa astracontrol-service-account
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3. ANIEERAE:

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-

service—-account

4. ERUTTAL QI RSKFA B EX A

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
name: secret-astracontrol-service-account
annotations:
kubernetes.io/service—-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token

o. BIEEA:

oc create -f secret-astra-sa.yaml

6. /RIBEOIENRSMH, . FHIEAstra Controlf[RSZ AN B ZFRAMEIR secrets 25

oc edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvfcd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:30Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "169770"
uid: 965falb51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvfcd
- name: secret-astracontrol-service-account ####ADD THIS ONLY####

7. 5 HARS KBRS, B <CONTEXT> FRERTENRENIEHIFE:



8.

66

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HWHRERNEMT U TRA:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

FRENTENZERS| secrets FEFILIOFkL, FELENREIF. MZES| astracontrol-service-
account-dockercfg-dvfcd R0, HAOEZES| secret-astracontrol-service-account ¥
Ale EhbH. B TRBKFAZEIANERSIHRS. T F—FH. ERFEZLRESIHS.

N PR EE X kubeconfig :
a. B create-kubeconfig.sh X4 &# TOKEN INDEX 7ELA FHIARBIF K. (ERAEMRE.

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. SREXETFIEE N T Kubernetes EEE¥MIA S,

source create-kubeconfig.sh

9. (AJif)¥kubeconfigE&n B NERIINE BN B,
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mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

NEMERINEE ) Ekubeconfig. XX 4
KRB TR NAMIERE. EifKubernetes58#FIRed Hat OpenShift&E &% 8l i£kubeconfig"> {4

FRZ Al
EFEZz Al BHERENITEN LA U TR

* B&E&Ekubec g LEEv1.26TEShRA
* BEREFENEREIE AR EIENERIY ERkubeconfig

p
1. BIZARSS KA

a. BB ARSI X4 astracontrol-service-account. yamlo

RIEFEBR PR R =6, MREULAHITT B, WNEU TS RPN AEBRIENR.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

a. MAARSIKA

kubectl apply -f astracontrol-service-account.yaml

2. QI TEEEBNENEEAE Y —. LUFEEEEHAstra Control S :
- ZIREEHAE: tABE S HAstra Control BB &R I EM SRR
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BRATR

i 8

3 clusterRole XfF. 5. astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Justification for resource permissions:

# Astra Control needs to be able to discover (list) resources
of all types within your application.

# These permissions are required to discover, back up, and
restore your application resources including

# secrets.

# For example, if your application contains custom resources
or cluster-scoped resources, Astra Control

# needs '*' to discover, back up, and restore your application

resources.

# Justification for Verbs:

# - "List" enables discovery.

# - "Get" enables resource backups and enables users to define
apps using GVK.

# - "Create" enables restoring an application from a snapshot
or backup using Astra Control.

# - "Delete" enables application resource clean-up as part of
an in-place restore of an application or clones.

# - "Patch" enables maintaining owner references and updating
labels on some resources.

# - "Update" enables replica scaling in case of operations
like in-place restores of your application.

# - "Watch" enables Astra Control to keep an up to date view

of resources.

# Manage all resources
# Necessary to back up and restore all resources in an app
- apiGroups:

— LIS |
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resources:
= T x 1
verbs:

- get

- list

- Create

- patch

- delete

- watch

- update

- nonResourceURLs:
- /metrics
verbs:

- get
- watch
- list

# Use PodSecurityPolicies
- apiGroups:
- extensions
- policy
resources:
- podsecuritypolicies
verbs:

- use

# OpenShift security - uncomment the following lines for Red
Hat OpenShift clusters

#- apiGroups:

# - security.openshift.io

# resources:

# - securitycontextconstraints
# verbs:

# - use

ii. (1EFFOpenShiftsE &%) IR &} OpenShifteE &% 8l Ekubeconfig, iEBUH A BRI RE—1T

astra-admin-account.yaml X # Use PodSecurityPolicies Zp93s



# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:

- use
iil. R FAERBEMAE:

kubectl apply -f astra-admin-account.yaml

c FRMNEEAG: hABESERAstra ControlBEMNERNYT BAIR, MMREFEASINFE, HET
EERERERIEE ERZAIAAsta Control kubeconfig, WA LAEA LA, SNELENIFES, JEH
— MR ERA B REER:

@ LI TFHZA ClusterRole FEBE—NEMKubbernetes =i, B XIFE FERIIFIERR
BH. & DlKubennetes% & hRHISI 1S,
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3.

72

BRATR

i. QI# clusterRole X, a0, astra-admin-account.yamlo

RIEFEBR PR R =6, MREULAHITT B, MWNEU TS EPNAEBRIENR.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

B I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

T %0

verbs:

—_ T %0

ii. NFRSEEAG!

kubectl apply -f astra-admin-account.yaml

NEHABIESIRSIKFPINERABYE:
a. 8l clusterRoleBinding X BEIAR astracontrol-clusterrolebinding.yamlo

RIEFERIFRCZIRS K IHEAR AR MR =06,

<strong>astracontrol-clusterrolebinding.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

a. MAKRATBHE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBRFHNALEEA:

a. SIERAMSHNZ XY secret-astracontrol-service-account.yamle

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. AL HEEA:

kubectl apply -f secret-astracontrol-service-account.yaml

O BIRLHEEARIARME. BEAMEIRSZIKS secrets AT RAIFHNRE—TT):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. GIHAREZ MRS, B <CONTEXT> BRERAF RN RN IEHRIFE:

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTTENES| secrets FEFILIOF kK, ELERREIF. BWERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEitHP. B TRSIKFZERNRSIRS. £ F—FH. EREFELRSIRES.

7. YW R4 kubeconfig :
a. B create-kubeconfig.sh X & TOKEN INDEX 7ELAFHIAMF L. FRIERNIE,

<strong>create-kubeconfig.sh</strong>

# Update these to match your environment.
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Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

HH o % =

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
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—user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes EEE$ 1<,

source create-kubeconfig.sh

8. (AN%E)RrkubeconfigE a2 NERHIB B X &K,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

T 2HA?
ME. EEEZRHMEAstra ControliiRIN T 8. FILIF R A Astra ControlBV W FAFEF %K
BEIBINEET o

 "FHAEIEN BIEE"

* "RIFN ARER"

s "mfEN AER"

* SEITE"

s "BIBMEIERP"

 "EBIEREEERE"

 EIBEA

Astra Control Service 4

EENetApp TV. TfEHE XAstra Control Service I RFMIAARR. NetApp TVAHHIFISTE
/I~ 7 Astra Control ServiceBYFRLEIHEE. HE MR 7 WA FE L ILES,

"Astra Control Service fi4i"
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https://www.netapp.tv/search/astra%20control%20service

A X Astra AR SS BV E IRl
MBERBEHET RNERE, LHILNERESREREH,

RN

Astra Control SE1E{E X Kubernetes [REN RIZFHIN AIEFHIELE R BAHIEIRRE, AstralfhlIREZIFES
M IREBRIFIEFIEITEKubernetesSE 8%,

A& T NETERER Astra Control B ETaEIBRIRE b —LEREUR (RS, MBEEMEMES, BEKAR

astra.feedback@netapp.com

18] Astra Control
* JEfft Astra Control B, AtARZRMMLZEIFMER? *
Astra Control TEFMBI B EERMNEFER. EHIT2XKEZEME (GTC) KE, BIRMHILER,
* JEfft Astra Control BY A+ ASHIR " JEMERK " $51R? *

Astra Control EXRETENRBIREERNEZEFERE. RERENEEARER, N=UWE] "Registration
Failed" $5i%. EFTEREMIKF BESBBIE,

* ft4RZ Astra ITHIfRSS URL? *
&R LB 18] Astra £HIBRSS https:/astra.netapp.ioo
* BAESERET —HBFHEER, BMIHEREE., KiZEAM? *

BRI EERIRBME G F P BB KB do-not-reply@netapp.com BIERFHREE, SEEWRERETEE " &
B ", A UL P HEREFRAINEN T,

* REMEBEITHIFAREIEER PayGO itil. RBEZNEI0 M anR = EIE&? *
i, AREIZRITRIE. Astra ControlFHEAERIIKF REIFAE R E 6 2 =B WEER Ao
* BRE—TAFARIEL PayGO ithl. RRSZEBTNARZMER? *
BMAREBET LA,
* REEFEAREITY, BEINKAMERIEMNE? *
EH. BRENRHEENERERNKALEENE,

1 Kubernetes &&¥
* IS EEEEARINE Astra Control Service ZHil, BB BB/TEE FR%E CSI KoiEF? *

B EE R Astra Controlfg. ZARSS & B h1EKubbernetestE 8% R ENetAppHI = I A 2377 B1Z [ (CSI)IR
g, LLCSIRMIERATANCRMHBZIFNERHICE KA S,

77


mailto:astra.feedback@netapp.com
https://astra.netapp.io
mailto:do-not-reply@netapp.com

* 70| Astra Control Service [, BREEREEMITETR. FTZEAD? *
LS TET S MBI E A, el LlgliEFt. EFiEREN1_R cCOS CONTAINERD MURIERY, XLE(F

E¥4H Astra Control BEI &, WIRIT S7E Astra Control FRAI R, BREN T ES SRR EEETS S
HIBRIG R, (SR Al AR IIEH TET RBEITIRRL kubectl get nodes %!

7EffiElastic Kubernetes Service (EKS)5 &
AL E FHEKSEEH A NNEAstra Control Service?

AL, EELUEE AEKSER FINFAstra Control Service, EBHINEAEKSERE. FE M "M Astra Control
Service FFIAEIE Kubernetes SEE&F",

sEftAzure Kubernetes Service (AKS)& &%
* BEYLUEE R AKS 875 0%! Astra Control Service ? *

AL, EEILUEEF AKS E£E750%] Astra Control Service » ZERIMEAAKSERE. 52N "M Astra Control
Service FFIAEIE Kubernetes &EE£",

AT LUFERActive Directory EIEAKSE 21 B {9 I0IE?
AL &R LUSAKSEEFERE A fEAzure Active Directory (Azure AD)#{TEHIIEM B HEIR, OIiERER

B, BHRIRARRYIR BRI TIROE "IETUOE" KR EHECE N EMAzure AD, EEEMREEHEAKSEERIAzUre
ADERHIER,

7EAtGoogle Kubernetes Engine (GKEE)& 2

* BEAILUBE B GKEE 25702 Astra Control Service ? *

AL, EeLUEE A GKE- £8550% Astra Control Service F, EHRINEHAGKESEEE. iFEM "M Astra
Control Service FFIAEIE Kubernetes &E&f",

L HACGKEERBF AR "=INW4" IRE A 71T Astra Control IP it
52.188.218.166/32
* kB9 GKE SR D AILMUTHE VPC £? *
Mo Astra ControlF] ABIEHZEVPCHMERE, "TUIAIANHE VPC ECEI&E Astra IRSSTKF ",
£ GCP LRI AT LUK B ARSI~ 48 ?

B REG "Google Cloud Console", ERIARSIKFIFMEEREERE * IAM IEIE * o, BXFMER, 7
20 "40E1 A Astra Control & & Google Cloud”s

* RFEMAER GCP IMB HINAER GKEE &8#, Astra Control 2H X5 1thIhaE? *

FZHE, BWRRERZZHR Y, ZHF—1 GCP IiH,
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1. "M Astra Control BGHE BN BIEF",
2. "M Astra Control FEHEAERE"
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4. fIpREREE,
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EIBBTM GCP FffipREERE, MBIBESXFERI Astra Control T 7= 4 & 4 R (A ja) &,

* M Astra Control Hf}iBRrEEFRT @ B =ENE Astra Trident ? *

MAstra ControllipREEEERY. A= MEBFEIFAstra Trident,

BIENVARER

* Astra Control @B A AHEL AEF? *
Astra Control " =EREN FATEF. NARFHUIMEIZE Astra Control Z5h,
*HEFELARFHEAPVCHEERIGCP CVS, BftAlmE? *

TERIHZRNNE] Astra Control f5, Astra Trident EERFSREIIATEMESIZEN netapp-cvs-perf-Premiumo
AR BIEFH PVC R4BEEIERTF Google Cloud B Cloud Volumes Service , &EaILIITUTLNTE:

S,

* JB1T kubectl get SC HIREIRIATFMEZE,
* REATEHENAERD YAML XH3 Helm Bk, EEREEX T HMEEZ,

* GKE1.24 N BEEhRAS A 2155 FDockerfy T bR, 105 UHRRGKEERIY LT SBRMERELN
COS_CONTATINERD NFSHEE I,

* {Z1EM Astra Control BNV AIEFGE, NARRFRSAEFABR? *

EAIA EHRBE R WMF. MARFMEBIERZAAR, SEEERFTERTIERENAREFIETIZN
FRREFRERENEIRE,

IR EIRIRE
* Astra Control 7E{RIABIEN RIFHDER? *

B REEFHIPEVERTE 7T WRFENMUE. F0, MREFMEIE PRI TRONK, NSER—
IR BEREFMIR. MRFE, B HINEMFED "
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* REIKP REERGIZNRE, efkamn? *

FEREIFERT, Astra Control ZERITHMMTIZ BipeIB R, MRXEARBRERAEEI/ Lo, &7
UL 2 tiG EMIER.

* RN AEFEFEHRSZ D PV, Astra Control BB S ANFAE XL PVC I IREBMER? *
&M, Astra Control3f N AFEFHITHVIRERISEIESE 2N BI2FPVCHIFT B PVEYIRER,
s BRI EEELI=IRMHEFEEIE Astra Control BlIZERIIREE? *

A Asta Control 8| ZAYIREBFI &5 R 8e(FEFHAsta Controli#{TEIE,

Asta Controlfit B2
Astra Controlfit B2 R 7F &AL B IhAE S Astra Trident Y ZEEC B THRE R MIAR[E?

Asta ControlBd Ef2F{E/9Asta Controlf9—EB9y. ZF—HBEBNFMEECEIIRE. XLEINRETEFREAsta=JTEUE
AR, XEEINEER M RUREM = BRI BAYFR B ThREAY AN 72

Astra Controlft B2 B EUL T Astra=TNINEE?

7EAsta ControlBRFREFHH. Asta Controlfd BEFZF G EXNfLAsta Trandent. F{/Asta ControlZRtgsh Y EEECE

ﬁzf" M mHER. FEt. 58ZUE N Astra Control P A "2 FlAsta Control it 125", Asta=JT#UIEIG 4%
FAREFRIRS. FERANetApplIFTCSIFNEMINEEHIT LA, HiF. IFMEH.

HA TN Astra=In R IE(FEENT?

BAsta= I A BRERBFREAN. HelRETH,

EAREMERFTEAstra ControlVIER T, B4 0] LUERAstra Control P H7EEEIEMACEIIEE?

AL, BMEEFAEERAstra Control 3B S IRINAERY TR INRESE . AT LIFHZREAstra Trident 23.103 5B S hikds
H B AAstra Control it BE12FEIhEE .

WE MIRE B Drident A 2B | Astra Control LUE A SR 1Z(E B IEMAC B IHAE?

ﬁﬂ% SR AENTridentB P (BELE =T HAsta TridentF ). MEE L REXAsta ControliFAiE, SERLLLIRIE
5. &R F#Astra Controlfd BEFZFiR48E. FZRkAstra=im. F "EFHAstra Controlid EFZFINEE"

W{aIAliEAstra Controlfie B2 25 BB 7 HIVEE: L Astra Trident?

L2 Asta Controlfit BEfZR/5. Asta Control U EMNEEERE ER ACP version MAR Trident version
FERMBFIRENRES,
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

NRETAAELEUI. WETLAER LT A7 ERIAR /T
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Asta=imi2{ER

IF trident-acp A#sEfEIE{T acpVersion /9 23.10.0 A Installed:

kubectl get torc -o yaml

Mie) 7 :

status:
acpVersion: 23.10.0
currentInstallationParams:
acpImage: <my custom registry>/trident-acp:v23.10.0

enableACP: "true"

status: Installed

Tridentctl
i\ E B FHAsta Control iR B2 :

./tridentctl -n trident version

e R :
o o o + | SERVER VERSION |
CLIENT VERSION | ACP VERSION | 4-———-—————————m R
T + | 23.10.0 | 23.10.0 | 23.10.0. | 4+-———————————————
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ONTAP kel
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S3 Buckets | © SnapMirror
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Recovery
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Kubernet: Kubernetes Kubernetes Data resources App resources
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l

!
Customer ONTAP

Managed
Network PVs ’ Kubern gez es
Boundary Cluster
' Tiaeer
Customer Premises @-
The Internet

or
Public Cloud

Fully Managed Astra Self Managed Astra

Astra Control B4

* *Kubernetes ££8% * : Kubernetes @— 10148, A BHAEREFEES, BTFEERR[UITIERHMNRS
EFHITERUESZMBE5hE. Astra I Kubernetes ¥ PITEMN AIZFIZHEIERS.

* * Astra Trident * : {ENE NetApp HIPNT TN REEICERERFNAHER, Astra Trident {E1&

BEW% 79 Docker *III Kubernetes BEIEN R LN BIEFEIREMESE. FHAstraizd|ROEZER. Astra
Trident=2 83F— 1 B ECERIONTAP 1Zif /5 iH.

* * Cloud Insights * : Cloud Insights 2—5X NetApp =EMZEMIEIE TR, ATATFRITH THP0EEN

Kubernetes SE8$HY4RE *U%'Jﬁﬁ o Cloud Insights FEEFRES TIEREHMEXE, 1E Astra I=HIF 0 E
A Cloud Insights E#ZfE, & ;E&I EIRTE Astra =870 Ul TTEH,
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Astra Control £
A UERARNRE RIS :
* *Web AFPRE (Ul) *: Astra I54IIRSZH Astra 156 OMERRE—NETF Web 89 Ul , ERIIATEES
BIR, TRMERIPNARER. s, TR Ul EEAFKAEREIRE,
* *API * : Astra %R H Astra =R OMERERRY Astra 125 APl . A APl , ErIITSEER Ul
HENES,

SR A LUEN Astra I£6IFOEIR, ETRAERP VM HEFIE1TH Kubernetes £2%,

BXIFHAER ...
* "Astra Control Service 4"
* "Astra = H0 A"
* "Astra Trident 314"
* "{§F Astra Control API"
* "Cloud Insights 34"
* "ONTAP 14"

BHEIRIP

T iR Astrat=HIAR S PRI BRVEURRIPRE. UM URES N ERENTREIF G A
2o

N

REE, SRR
RS RIRIP L TR EM R

-0

* NRREFREE
* SN ARERKENERKAMEIES
* BT AREROEAZERIE

snapshot @ FAREFHINEREIA, ESNAREFFEER—IEEES L. BEERERR. &R UERAZM
REE N ARRFEREIRFIMNE R, RENTREZZREA; RVEENBEFHIFTE Kubernetes WK,
BIEEREX . REMNTFRERERE—SEETFNINAREFIFEER.

_backup_B TR, EEFEEMNINREMER. Fit. SAMIRRAELL. SIRRERIREIRIE. ERILUGNA
BEFEMHEREIR—&EE, UABIENAREFENTRIIEMERIBNARER. EErLUERRKHNE
IMREBHR. BTEMEFEEIININREFMES, FIELAERSHEAERIIEERNE, SMERLIRBIRHELT
BYERIP,

RIPERR 2@ RIRE AN BERE XTI BeheI 2 IREB / &0 RPN BERENAE, i &
EA] OB RIPEREIEFREE TP RE Z D NRBNED. FREFENITRINESRS. FERRIPEESH
TROMERERERS M RREFRIBALENFRIIRS RS Y (Service Level Agreement. SLA)ER#HITHR
FHRES
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You can’t be Fully protected until you have a recent backup . X—mIFEEE, FAANEZHFMHAE
@ MRFHER, MABKANLS. WRAEHELBINEHIZRERF R XBAKAMEZE, T
REEDARME. RBILELEMRE,

MNREHITIREBHED. BIRELRKH ZRFEIZ"The resource was n't created because of an
(D) internal serverimfifiit . ERELURREEEEBNEEEHREE T EBORDRE, Ritf
fBEIREE R SEEEO(CS)IKENER. MEMEMERRNEEIMPIRIEITHES,

A ECERE D

ROl L&D EBIEEIEENBERRN L EZERTMIRNED. ELIEARTENNEDET. Astra ControlE10E LR
EERMNTEE D ERR— RS NZ/RIEEY(Write onBY 3EEXZ R, WORM)EEDER. IIRE. NEHERED
7EAstra Control PR B E X,

Astra Control ServiceSz#F# B I T FAMEE DR SIBR I RENEGD:

* Amazon Web ServicesfERECE 7 S3X R B EAIAmazon S3TFED &

* Microsoft AzurefE i EECE R BB SRERRIAZUre 7 i 73 BX

s FEAEE T IREFEIMGoogle Cloud Storagef# i3 EXHIGoogle KubF AR E T 1R 4 .
* FRECE T SIMRBIEHISITENE 77 ELHINetApp StorageGRID

ERAAEE&ERIY. HEEU TS

* NREBMENFRIFHF S PHIWORMEFME D RN E DB AR ZIFNEFEDERRE. WA= hIT AT
RULESR. a0, BNfEEIRERE. &EHHERESEK.

* Astra Control Rz R E A AIHAEIERER. U AZIFFoIMFRT AR EEMINEEIER LXK, HBiR
FiERimARECE S EIEAstra ControllRIRSL & 15 #ERI £ dn I .

SefE
_cloner_ZEMNARERF. HEEREKAMBIEENRHAEIZA. ErRILFER— Kubernetes SEB¥ 85— &8 £

FrhplEiE, MREEENARFEMZEM— Kubernetes E£E$E5HEI 5 — Kubernetes ££8%, NITef&N
BREFIEEER.

AWSE B R1F MBS E 8E

AstraizHll iR 55 7] LU Amazon Elastic Block Store (EBS). Amazon FSx for NetApp
ONTAP ZXNetApp Cloud Volumes ONTAP {EZ9Amazon Elastic Kubelnetes Service (EKS)
KRR R IR,

Amazon Elastic Block Store (EBS)

1SR EEBE O] LU £ FA B 287712 0 (Container Storage Interface. CSI)IRGHIEFSEBSEIIE, EHAEBSHE

NEKSEENFMEEIREN. BB —LEFEESH, BXsHNE X UKRNAEESHNEAEE. B3N
"Kubernetes3Z14",

TR LIEEBSHER SR ERENE:
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* EIASIXENEE(SSD)
* FERIRENES(HDD)
s K&

BXBMHEXRUREMERNFAERE. BB "Amazon EBSXIE"s BXENER. 1HEI "Amazon EBSEM

o

iEFF NetApp ONTAP #J Amazon FSX
fEIE B FNetApp ONTAP BIFSXIENAWSEBFITFMEGIRET. /OMRERURF X HRFANAE AR TERER

. BXEHTNetApp ONTAP 4EERIFSXBIREKEFER. 15 "EH T NetApp ONTAP 4EEFIAmazon
FSX's BXEMEE. BN "EATFNetApp ONTAP FJAmazon FSXEM"s

NetApp Cloud Volumes ONTAP

B XA ENetApp Cloud Volumes ONTAP FIEKEE. BIEMEEREIN. 151AIR "NetApp Cloud Volumes ONTAP
X",

AKS E£ERIEMERF PV K/

Astraiz iR S3 25 EAAzure NetApp Files . Azure3t &2 5 NetApp Cloud Volumes
ONTAP E}9Azure Kubornetes Service (AKS)SE B HI1F0E S .

Azure NetApp Files

Astra 1THIIRSS 23535 Azure NetApp Files fEJ Azure Kubernetes Service (AKS ) SEEMEGEGIR. BN T
FRIEETFE LN KA ME R/ N NEIEE B E LI BE B AT,

AR5 R AN FNTFAESE

Azure NetApp Files ST =FIRSZ K7 BEE, SREENITEEE. EPFESNRSEINE R NFHEEAEHIE
BEERMILITAY:
BIEfE

£ 1 TiB &Z 0] 128 MiB/ F) &M E,

=RIEhE
£ 1 TiB AR 5% 64 MiB/ #PHIEMH =,

IETENE
& 1 TiB Al %X 16 MiB/ #HEMHE.

XLERSRINZBREMNHN—NEY. BEERNET Kubernetes EEPEANES MRSAFNIEE—BEM, "
TR EREM",

Astra ITHIIRZ SR XLIRSZS KT RIEARAMENEMES, 1§ Kubernetes E£E#5NZ! Astra Control Service BY

, RAKTERIEIERE "ule" , "Premium" ¢ "Standard" {EARRINTEER., FEXEMBFREIE netapp-anf-perf-
ulum , netapp-anf-perf-prem ¥ netapp-anf-perf-standard
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"BRXEARSRAIRIFAESR, 1550 Azure NetApp Files 315",

KAMEBRNMMERE

NEFRIR, SPIRSEFINBELEHNEEESEN 1 TB ., XEKRE, BRANSILURHEFItEE. Alt,
HEEEN, NRREEFEMEETK.

R/NERN

Astra ITHIIRSERR/NE KR/ 100 GiB REEEXKAMSE, BME PVC BEXRMEA/NE/NMEIZILE, a0, @R
Helm B&RABY PVC EX1ZHt 6 GiB , Nl Astra ITHIIRE =B A& 100 GiB %.

R AR &EG

IR EF1PAzure NetApp Files T7fiE LN TR . AstraiThliRS =Bl BREM, &95%ME. Asta
Control Services AR EMFREIEIFIHIA/N. RIBEMNAzUreiTH. TEXMIERT. ERIfES=E1FEE
o EalE* Activity MBI EH HEPEEREMAR KN NEGHHNHEIER.

NRTEIFEA/MEIERRE. BEMBIAzurelTHRIFHRAKRN. WEMHMRIERRK. H=MAzure APIfR%

B A
= Ho

Azure B

Astraiz il iR S3 B LU FA A 2872112 0 (Container Storage Interface. CSI)IREHIEFIENTEEGIRSAzure 2 Bl
BHITIEE. RS AIIREA Azure BIRRVIRRZ(E,

"THREX Azure REMENEZER"

NetApp Cloud Volumes ONTAP

B XEZENetApp Cloud Volumes ONTAP HIEAE 2. BIEMERERIN. 15117 "NetApp Cloud Volumes ONTAP
14",

GKE- &85 HIARSS KA, ZE3EHM PV R/

Astraiz RSS2 #3548 NetApp Cloud Volumes Service for Google Cloud. GoogletFAf5
g NetApp Cloud Volumes ONTAP{EAk A 14 E&HITZ i [T IR%EIN,

i&FF Google Cloud Y Cloud Volumes Service

Astra 1Z=HIBRSS A LUEAE AT Google Cloud B Cloud Volumes Service fEAKA M ENEEE K. SN T i##
HEIERSEE, FEEENKAMEXNNAEBELIMEEB 5.

1BER

Cloud Volumes Service for Google Cloud 12 {#F#MARSSEE: CVS H CVS-Performance . #§7E Google
Cloud HIX T#X LRSS KR, " ZENetApp BlueXP2 Bk X gt E]" HEEEFFT7EM Google Cloud XIFg % #5RY
RS EE,

SNRIEHT Kubernetes SERF AU AT E X, MR ERIZXIEZ RS K,
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2. 3% P
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BXAMNARVFAER. 520 "EEAE"
H

6. ZRFHMAF, FEF  FNEMAR * HRAMAFRNER.
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2. £ * AP " EIRAY < 1R0E * SR A PR ER,
3. iR * RIEAE Y,
4. EE-IHAR,
o BENEEMANEERBENAFPFINR, BEA * BABRKINAREN * E%E,

BXAMARNFEAEE. BEN "EEAE
6. E&HF * #IL o
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Astra Control ZRHEEERBIH A B EH AP HIER.
pllEaEET
BEFIEE RGN oI LR MK~ FEREMA P

pd
[Sviz =l 9l
2. 72 * P * TR, EERERRRRAER.
3. 7E * 1BRMF  FIHEERR S, AEERE * MIBREF o
4. HIURTEYS, BN "remove" HEIAMIRR, AEERE 2, BERAF
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Astra Control 35 F P Mitk P 5B

BEAE

B OB A Ndr B = ERHIH G A A ERHAXLERGFREEAE, XiF, EaLL
EHIXT AL N B IERIIGE, &0 LIERR Astra Control Ul Bf "Astra Control API" LIE IR
&,

a7 N an & == 8] PR
BESAEREERP A UG &EELIR,

SR
1. 45 * BRI SR, R KR
2. Y% * FF " AR
372 * BfE 5Ih, NAERRNEEBACHAFHEZLR,
4. PR REAE
5. B * BABRENYRES  EHIE.
BEBERERT A% EER " AE. CTUM " BE THIRPEEREAE,
6. ¥ii% * FRAILE * o
EE LSS SRR S S SIS SR T ARTIE,

7. £ * REE * THIFIRF, RIBGRTIEECE S NIERE * Kubernetes s T (8] * I * Kubernetes w55
TEFRE *

8. MIIRAEZFE—NH SN RTEHARE, UHR—RE, FHEREINXLaHR=E,
9. WEHE * HHIN
" REAE " TERETENTEABERNLARYIR.
10 3%% * #IN * o
£ IKP TTEL, ERLUE AR VIhEEEANENEE SR A ERIRE,

@ MRAENACBRATREFERT * Wik * MARRNEFRE, WizAEREANERET2R
fll (ZAEFRELILRDEAmATENERRR) -
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BRI EFTEE AP A UM B e ibRes & =8l R,
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1. 7% * EIEIKP * SMKEH, ©%EF KPP .
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2. 5% * FF *BE,
375 * F * SIR, HAERRANEERAE ARG EHORNAFSERS R,
4. I RIERE

" RIEAE " HERTAENEDAR.
5. SEIEREMFRELTANI * X" o

6. 12 Hik " o

BRIEAES ...

CEBRR eSS EE

A NNANMIBR TR

FERS1E & BRI P AN A BR iRt 7 £H8. Astra Control fEFXLEEHER &I
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¥ E, Astra Control FHIFRE R #EZHEBENERSE,

AINEE
@ Astra Control FRINERNRERN A EEEEER, BEMITUMKPTIERNERE. A5, EEEHM
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o
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CEE P > B
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%EF* Google Cloud Platform*,

—_

%E3R* Amazon Web Services*s
7E Astra Control FEINEREZ T, UERKESHMEIEX D,
RIHFAEER,
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JSON X EE ﬁULHE‘ZEE{Z!SHT Azure SiRITREINEIH. SR UEEENITR ID , LUMEEARMNE
Astra Control , BN, EEBELEIRM JSON FEFENHEAN ID o

9. * Google Cloud Platform* : &@id &> I MG IhiR R IR E KR Google Cloud BRSS K 2 A o

10. * Amazon Web Services*: @i & HarENILEI LR AR B KigHAmazon Web Services IAMEF £
o

M. ARNEHE

#ZR
IMTE, ERILATER Astra Control NS BERT IRAFX LR,

R R
FEEY MK FRIER R, EREEEZEMRERE "BUESEMEER. RIFEETRRERGESN FHREHE

o

@ ANINE UAstr:o\_ControI HE—AEIRRALTERIRS, EJ Astra Control A XEEIERAE R
FEDEBHITE M. RFFERPRXLEE.
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1 REE kP > FIE
2. 75 * RS * FIHREERERIBRREIEN THRITIR,
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4. BANEIBZMUUIARER, 2AEEE 2, BBREE
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mIEK AR
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Byl eI IRERAT, AR LUK P /A S HE] CSV Xt

7£ Astra Control F&EEFIEKFIELD
1.8~ JEh Y
2. {ERATmIRSRAE/ NVENSTIREE, HECEAERIEEHTIFEARNS,
3. 1% * SHE CSV* BEMMKFIESh FEE CSV X4,

BEERENRIZFRIKF AL
1. %&% - WRiER * , ARERNAREFHNET.
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EEEBNIKIE)
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RBENNHERREREA LA,
ERAINEEXERBANAREIMCAER (NMREHEGIRNT—IFEMRAREN, We] UEALLINEE) -
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1. &R EARNRIZENEE,
2. EFEM, ARERE A2 AER R BTRAEER

SNk * BRFTEEA ¢, NSMEERE,.
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NREARBFE Astra Control 1, B LAREER XM
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BERLG

DRFIRZREFPHN— M, ERUANEITCRESESIERA. 816
BB SR, TEMXEKEE

7E[MAstra Control N INFTERERTS, &R LUBIE— D =SEfl, &l LUfERAstra Control UI4RiE = 3Ll LA R E AR
HENTZE D L. FH{EAAstra Control APIX =2 FIH 1T H b,

a A W DN

AN SE

7EAstra Control /NINFTEEEERY. BRI =EH, 1520 "M Astra Control Service FHIAEIE
Kubernetes 285" BXiFMEEE ...
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TR ME R BRI TSRl

p

1. BERLH

2. EREHIFIRA., ERBHBOTEFIRIRERE,
3. WEHE * YREE o

FitTE b SR UEHSLEINBZRARIAEED Ko
(D) Astra Controlh S P BSEAIBARAEH—HEF,
R ILHIRyEIR
f&o] LUEFAstra Control APISIR = ILFIBVENE, THMEZER., "2 Astra Boifb>2iE"
il Bk = S 151

f&aI LAfEAAstra Control APIN IR ERPRBR LA, THREZER, "2 Astra Boifb32iE",

2 Asta ControlBd BEiEF

Astra Trident 23. 10 EBEhRAIRM T (EFHAstra ControlBREFZFHNEIN.  AFIR1F ]
HJAstra Control i F iRl E Rk IFMEECE IR, PR T E TR EAsta=IRCSIFIIEEZ 5. Asta
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J(_3hontrolEE%EJ’%@B‘F&T t7 by R INEE, &R LUERIHRET BB AT EAstraiz i B 12
Fo

& @Y Astra Control Servicel] #< BEh& & Astra Control it B2 AT AT,

7EAsta Control Y RREHFHH. Asta Controlfid EFZ R EX{{Asta Trandent. F{/JAsta ControlZR I EERCE
ERMAIERHIZER. Elt. 52871721 Asta ControlFi P ;5 FAsta Control it B2, Asta=oEIBIGHERIFH
TIRE. HEANetAppBIFCSIFIEMINEEHITE IR 4P, ZIFMNEH.

NAEEEEEEE HAstra Controlit Bi2F?

IR & EAstra Control Service MINBYERE Z Bk T Astra=TNINAE. MIEEEIEIRIC N Eligibles RICIE "
IGERARINE|Asta Control", AER IEHIECBIREFIEBEIEA.

EBEKRMNIC Eligible, E#ARIC Partially eligible RRIZ—:

EfERANEIBMRASHIAsta=ix 2] F
s EEANZSAER F=iEr23.10. BEkEREEIEFIETN
* WEEEAARTESEH

BT Partially eligible ERLERT. BB TIHBFINEEF B Asta Controlld B2 -

JEEL Add cluster STEP 2/4: CLUSTER

CLUSTER

Choose an Azure Kubernetes Service cluster to enable application data management and the Astra Control storage operator.

A

Cluster Location Eligibility

sandbox-ragnarok-aks-02 ﬂ= centraluseuap © Eligible

Configuration required
sandbox-ragnarok-aks-03 Failed to detect Astra Control
Provisioner on cluster

sandbox-rstephe2-aks-01 .= centraluseuap (9 Eligible

17X /2 FAstra ControlEd BI2F 2 &1
WNREIMBERIAsta Trident;& B Asta Controlic EF2/F. 1EE/ZHAsta Controlid B2 BB LHITUL T R(E:

* MRERET Astra=in R =12, FRIAEMRAZEN MRABEOR: NREBAstra=imZEEF
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7£23.10ARZAHIE MR ASE RN, WA EEAAstra Control & & iz B R EIAstra=imn L E12/23.10,
Blan. SR LIEEMAsta=17%122.10A 2k %23.10,

s *HIAEEBEE A —1AMD64* R L5 . Astra Controlfit B2 F MR Eamd64F1ARM64 CPUZEM R ERIR i,
{BAstra Controlf¥sz#Famd64.

p
1. IA18]NetApp AstraiTHBR&EA R

RATSE

a. &3 %|Astra Control Service UIFFIE REFIAstra Controltk F 1D,
L EEEA L ANEET.
ii. JFEHF* APIIAIR],

iii. 33 TFEBIHFID,

b. ZEFE—DIE, 1%&#HF*Generate API tSHHIRAPIRIEFRBEFIZTMIR, RAERERTFERE
Z2H,

C. FAREMNEIEREERAstra ControliE MR

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

2. MREFEECIMER. BREUTSERE. UWEERAEERGERMGEEHEBESCEMRR. MRERE
FEMER. BRBHNZIREERETTEEITRE T—7

@ LTS el LUERPodman. MR EDocker, {IREFERANEWindowsIFiE, EiE
FPowerShell,
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Docker

a. MEMERPIZENAsta Control iR B2 F L&

@ IRBBIRGAZIFZ TS, REFSRIPMEINENMERENFES. Flg0Llinux
amd64,

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform <cluster platform>

Nl

docker pull cr.astra.netapp.io/astra/trident-acp:23.10.0
--platform linux/amd64

b. RiCE&:

docker tag cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

C. BIEHIXREIBE CEMER:

docker push <my custom registry>/trident-acp:23.10.0

F2EA
a. ¥Asta ControlEC B F B R EHIZ| B ESCEME:

crane copy cr.astra.netapp.io/astra/trident-acp:23.10.0
<my custom registry>/trident-acp:23.10.0

3. EFEFRMAsta TrdentLEiE /£ 2B EH,

@ 1B70{EAHelm/Z AAsta Controlfic B2, MNREEVBRLEHRFEAHelm. HEEAHER
F)23.10. MEEBFEAMKASIRIER Sitridentcd I3RS FAsta Control iR B2,
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Asta=iIfie{ER
a. "THAsta=IRTEREFFHEELE"S

b. INRE KT EAstra= IR LZEIEF. WEEMIIBAstra= IHLZERREFFHER T IRIER. BT
THE:

L glEEFEKRA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l
6.yaml

i. BQIEE=INERA S8 (kubectl create namespace trident)IIA=INmRATEHATEE
(kubectl get all -n trident) . WREMBRILFFR=TE. BFEMLIEE.

C. $Astra Trdent®E#7/23.10.0:

X FizfTKubornetes 1.245 BB Rk ASAYEERE. 51/ bundle pre_1 25.yamlo

Xt FiziTKubernetes 1.258 B s hRAHIEEEE. T51EH
bundle post 1 25.yamlo

kubectl -n trident apply -f trident-installer-
23.10.0/deploy/<bundle-name.yaml>

d. I83iFAstra trident2 & IFEIE1T:

kubectl get torc -n trident

Mie) 7 :

NAME AGE
trident 21lm

e MREF—MEANEZRVEMER, BEIE—TATREAstra Control B &2 FIRIRAVEA -

kubectl create secret docker-registry <secret name> -n trident
--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

f. ¢4mEETridentOrchestrator CRH#H{TLL T 4RLE
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kubectl edit torc trident

i. FAstra=IRIURISE B EXCEMRNLE T MAstra Control;E AR 1R EUZ IR &
(tridentImage: <my custom registry>/trident:23.10.0 of tridentImage:
netapp/trident:23.10.0) o

ii. /3 A Asta Controlif EF2/F (enableACP: true) o
iii. 18 Asta ControlER EFEFF IR EY B E XM R B TIE E MAsta Control;E A R F132EX

(acpImage: <my custom registry>/trident-acp:23.10.0 g} acpImage:
cr.astra.netapp.io/astra/trident-acp:23.10.0) o

iv. NREEEIL EGHEVE R ERMESBNFIES S S UEMEEE]
(imagePullSecrets: - <secret name>) . FREERET EFLIENERRIFNNE S
o

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:23.10.0
enableACP: true
acpImage: <registry>/trident-acp:23.10.0
imagePullSecrets:
- <secret_ name>

9 RIEFFHIRENXMF. BREIIZIFBENFE,
h. WIFRBESIRIRER. HEMEIARE,

kubectl get all -n trident

@ £ Kubernetes S8R HBER * —MEIEFISEA] * o B70EIE Trident BIERBIZ D
#BE.

I. IO trident-acp A28 IE{EIEIT acpVersion 4 23.10.0 R&N Installed:
kubectl get torc -o yaml

Mie &7 :
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status:
acpVersion: 23.10.0
currentInstallationParams:

acplmage: <registry>/trident-acp:v23.10.0
enableACP: "true"

status: Installed

Tridentctl

a. "FHAsta=InLEEFHEELRE",

b. "INRIEEHAsta Trident. EMIEECHERFFRBHEIE",

C. 7/aFAsta Controlf EFZFF BB/ TR 3EAsta Trent (--enable-acp=true) :

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:v23.10

d. #IAEEHAsta Controlld BT :

./tridentctl -n trident version

Mie) &7 :
R e e et R e e e e + | SERVER
VERSION | CLIENT VERSION | ACP VERSION | 4-——————————————m
e fmm + | 23.10.0 | 23.10.0 | 23.10.0. |
Fom e Fomm fom e +

#R

L2 Asta Controlfic BFZR/5. 7EAsta Control UIHIEE L EIZEFHERIEE/R ACP version MARE
Trident version FERMYUBIREMNMAS,
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|\~ CLUSTER STATUS

(& Available

Version Managed Location ACP Version
v1.23.8 2023/10/11 02:22 UTC j= centraluseuap 23.10.0

Namespaces Storage Activity

BXFAEE ...
* "Asta TrdentFH£ESIRY"

BEHBEIEN AR5 E:
M Astra Control HflfF B EES BTN BiZF o EEE,

FIEEENARERF
{ELEERTREREM Astra Control &1, QIERIRIBHTIEMNAER.
BUH SRR AR

* PR BB E A RIBERIT W MIBRo

* NARFEMEIRRZ R A,
TB

1. NEMSH=F, &%~ LERER *.
RN AR,
MIETS B RIRIEY . R EUREE
BEERXER.
N "unmanage" #H1THIIA.
wE 2, BUHEENARER .

o oA w N

“

Astra Control {ZLEEIBN AR,

(I EIREEE

{ZLEM Astra Control BIEEABEEESIENER,
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()  ovseEmerra, ERIUEEESERXBROLBRE.

ERRERE, RITEINETTM Astra Control FfliBREEE, AEEET GCP RKEMIFR.
BUHEIEEREFRT

* bR 1EIG(SLEE Astra Control BIRE R, ERSMNEHNEEHITEMEN, BRMPRESR,
R MEEBFFRENEL Astra Trident . "7 f#UN{AIENZ] Astra Trident"s
g
RI7i7 2 = il
2. PR BEREEEENER NN EIEE,
3. NRE TRy R, EEBUHER,
4. MIAEBUHBIRILER. AREEE. BUREES
&

SRS ERETEMR 25, ZEESRE M ClustersTIHMIFR, FEAREBHAstra ControlE1E,

MR EE P RIFREEE

EMIFRIFAMSE (PV) HB7E NetApp 7B LAY Kubernetes 8B 2 71, BRELRBIUTHEZ—MIBRK
AMERRE (PVC) » EMBREEZFIRRPVCHIPVEIRRERSWEI ZIREFHEINKE,

* *HE 1Y MNEERIBRN ARER TEAHEGR T, 7B Trident d5 & I8l
s *F3k 2% . MR PVC # Pod , SREMIFRES PV BEZE,

H1& MAstra ControlEIEKubernetesEE 50T, Z&EE N BREFSERENIRHBE KA M ENERES
iR, MNRMEREFHMPREREMALMER PV , NEIHERESER—HIER,

ERERGEZ R MERFHIBRENE PV o EMIFREEZRT, BIHIREEE LAY NetApp TFERPAREFEEM
PV

INREMPRER ZAIARBERXA LS. WEEFIMIRMEFPRIFERS.
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{EFHAstra Controlft B12/F

BB e EimINE

BidFFHAstra Controlft EfEF. BN EERBNEFHEEIRZENRERHAME. M
MmisE BRI Z 24,

Astra Control e B2 21 iR B N E B 5 imiE 1 TKerberos % ©

* NEFEBERIKubernet—Astrafit B 127 215813 MONTAP OpenShiftfl_EiifKubernetesEEE¥ I NEFONTAPE
RINFS3FINFSv4iEZi#{TKerberosiN&,

* NFSv-iZ B B2k #@id M _EiifAzure NetApp Files&EE$ZIAzure NetApp FilesEHRINFSv4. 13123
fTKerberosiNZ,

TRILABIRR. MIFR. WEEA/N. SIRRIR. R=fE. RiEmE. ASNERNFSMENE.

ERANSIONTAPEEL & Z i iIKerberosiZ
BRI S EE B SANEFONTAPEE IR 2 BN EME R 2B AKerberosilZ,

@ g?ﬁﬁﬁﬁﬁﬁﬁﬁ MNEBONTAPZAESIRIINF ST 2 #{TKerberosZ ontap-nas TFEIRENTE
FraZ Al
* BRETERELEE LB FAsta Control it B 2. 1SN "= AAsta ControlEL E2F" AXWE, FS W,
* HRIEEI LA tridentctl AR
* HRIEITONTAPEEEiH A B BIE R IARINIR,
* RREHIEZMONTAPEERIHRHEZN— N Z N ER B,

* HIREEZIFONTAP Storage VMU #ENFSHRIKerberosii®, HEM "T40E LIF EEF Kerberos" &
xinkH, 1BEE M.

* IR B EMERE S KerberosINZMERINFSVAE, 1EEIHRINetApp NFSVAIEZE —T5(E130) "
{NetApp NFSv4ILsaIhEEF BRIESCERIERT) "o
FINSIELONTAP S H 5B

BEEZMIMEONTAPZLHERESAIIMN, & SIS HERRS. LUEXONTAP Storage VMIRELIR S L
EKubornetes e B¥ HE Z MU RIONTAPE S HKerberos &, AN S H R M NS I 2 T H R T E
FrLU TR AN G AR -

RN
fEFANFS. NFSV3HINFSv4ifin] il B & T tH 5k,

IBEFAER
TR LURIEENFREE U T =M R EHRZ8IKerberosii® Z —:
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* Kerberos 5-(S {2 38iEANMNZ)
* Kerberos 5i-(B {4 IRIEFINE S B131RF)
* Kerberos 5p-(S M ¥IEMNIZE. BB SHFRFARIPIHEE

ERIEHIAFRNRECEONTAPS L ERES N, Fa0. NRERFEIEFHIES FEAKerberos 5iflKerberos 5piiZ&R
HINFSE. BEFRUTIARIRE:

Type ESEAVTE TR B AR I5IR)
"unix" enabled enabled enabled
Kerberos 5i enabled enabled enabled
Kerberos 5p enabled enabled enabled

BRAAIORONTAPS B A S BE AN, 158 ML TS0
* "OIRR S AR

RCEEES

IR

EET LGN B & Kerberos IEMAERIAIER 1R BRI FHE AT E.

XFIES
TR AT A EKerberosN BN EMESIRECE X4Y. &0 LUIERIEE =N FRREIRZAIKerberosi&Z 2z —

spec.nfsMountOptions S

* spec.nfsMountOptions: sec=krb5 (BRIIEFMIIZ)
* spec.nfsMountOptions: sec=krb5i (B@IRIEFMMNZEUNBH1FRF)
* spec.nfsMountOptions: sec=krb5p (BPIIUEFNNE LUK S FIFRFARIF)

BIUEE—Kerberosl, MRESHFIRPIETE S MKerberosMZERF. MRS FERE—METL

p
1. EREEH L. FRAUTTRAIRFERREREXH. BES<hNEBRRALIFERNES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFIES
SIBEMERITREY. EoILUERIEE =T ERrZsHIKerberosiI% Z — mountOptions B
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERLLTRBI6)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE. BIETUEESE. BXHEA, SR "TLEE"
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Faz Al

* R E1ES ERed Hat OpenShiftEEEf L= FlAsta Control BB B 2. 1585 "EfAsta ControlERE 2" B
Xinfg, JmEW.

s FARERILLIAE] tridentctl SEAHER.

* EEEPMERFFIZEBHMNEE. HBIREE NKerberosMZ E&ETFAzure NetApp FilestZfiEfGiH "Azure
NetApp Files 314",

* R E IEMBECE [FBKerberosNZRIERINFSVAE, 15EHAINetApp NFSVAFERE —T3(5513M) "
{NetApp NFSv41Za3INEEFN RIESLERIERT) "

SIBEMER
& LB B & KerberosINZ IHEERYAZUre NetApp FilesTF G IRECE .

KFIES
T RIRECEKerberos BN FMEFIRECE XHEY. ERILIEHITENX.. FEMATFUTRNAIENESIZ—:

s RN EFEREGEIRAI* spec. kerberos FE&

* ERAIY RN spec. storage. kerberos FE
TEEMHERIEXEER. RASERFEEPITEREZFZM,
TEE—RF. EE A LIEE T =M AE R AHIKerberos & 2 —:

* kerberos: sec=krb5 (BPIEIEFNNZR)

* kerberos: sec=krb5i (BRIRIEFNIZE LUK B11RIF)

* kerberos: sec=krb5p (BHIRIEANNE LIRS HHFRFAR)

p

1. EREERE L. RIEFEE FHEEHNIE (FRERAFISEMBES). ERUTREZ—tIRE#ERE
IHECEX . RHES <>HREZRNERREFRIESR:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

etV et Gl
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apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-anf-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-anf-secret

2. EREE E—SheENRE X EIEER:

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:
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WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTRBI6)7EStorageClass Kubenetes It :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc anf-sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
fCES

SIREERmMEFEERS. BMEAUEES. XA, BEN "EEE

ERIRIR VR E E LN

Asta Controlfic B2 Al F MIRERIFIRIR (I 1E R TridentActionSnapshotRestore
(TSR) CR, IltCRAE{EE S Kubbernetesi#fE. EIRERMEASFHARE.

Asta Control it B2 251 L RITIREBER ontap-san, ontap-san-economy, ontap-nas, ontap-
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nas-flexgroup, azure-netapp-files, gcp-cvs, M solidfire-san RXENFEF-

ez el
B BB HE RIPVCHIB] R EIRER,

* WIEPVCIRESEEEHE

kubectl get pvc

* BIABIRIBEAEEME. FUER.

kubectl get vs

g
1. BI#TSR CR, IERFIEHIPVCEIZECR pvel FEIRIR pvcl-snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. WACRUUMIRIBEIR, Ithf4E MSnapshotif R pvels

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R
Asta Controlfd B2 MIREBIRREIE. &) LAISIERIBIR IR TS,
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kubectl get tasr -o yaml

apiVersion: vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372Z"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZEBERT. MREEHE. Asta ControlfiL EREF A2 BERILIRIE. BREHFRHA

@ 1TIEIR1ES
* XA EERAIGINNEAKubbernetes B P RIBEA TR IS BIZ R THINIRE. A e ENBER
R TEFEIETSR CR,
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{& 3 Astra Control REST API S2I Hh{k

Astra Control EB5—> REST AP| , AT ERRIZES I Curl FXREEFEIZIAIA
Astra Control ThiE, &iARILUER Ansible F1E B Ei{v R EIE Astra Control ZFE,

THREZER. "#%E Astra BEpEHE"
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A = F5

JERR LGRS 2 H5F

FIREMWFE, Astra Control =18 B ERIMK P KRGS, WRLEFM, &r]
LAFohEM LGRS S, BF1S NetApp AR IFMEE), EEIMZH,

IOUE IR Ay SZ F 7 A

Astra Control 88— ZFIREFE, ERILUBE EFERIBIAZIZ M,

p
(72 2 S I
2. FEEFRESFR.
SFPRSM " REM " FHia, BAETHERERN " EEH#IT", REEN"EEMR "
HTHREEMRSE 15 DHII—R. #HY NetApp ZFFRAJREREE T — 1M LIEE M NN HEM. 4l

RESE 48 /NAXRER " EEM ", EAILUFER astra.feedback@netapp.com BXZ& NetApp XM Foh
7ERR https://register.netapp.com,

REF5S

AP B, Astra Control 2R EIRENEXRTTABTIMNEEEM— 20 {U#H NetApp 51T, tEFEFISIL
"941" F3k,

NetApp %S &R EBY Astra Control tKF . FTFF Web ARSZ £EBY, EBEEFERILLFESIS,
EAI UM * 35 * TIERY Astra Control REFIXEIFEYIS.
BUE ST IR

YN Astra Control 57 B EMERIMK S LR1ESZ1, MATUEM S Astra Control XEXEY NetApp YIS 7 8
BUESZ RN, BHRM 2 MR ED

1. (EFIMA NetApp ZiFihEE (NSS) SSO tkFHIZAT NetApp BF
2. 379 NetApp B, ZEMEM NetApp HFibs (NSS) SSO kA
I 1 ;. EFILE NetApp ZHFhm (NSS) HABIZHA]T NetApp EF

TR
1. SMF) "=EERS 2" DTE LS NSS KA,
2. %4% * HEEM NetApp BF * o
3. AT NetApp ZHFiL R EREUE R

LB B IE R P M DU,
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First Name®
Last Name®
Company*
Email Address”
Preduct Line®

Billing Provider *

Product/Service Serial # * @

Existing Customer Registration

The fields marked with * are mandatory

IS

FT

Add another Serial #

4 ERBEHESRHER:

a. MNERSR, ARMBFERFMit,

b. % * XE * fFAFmk.
C. WAFFIS,
d. gEiF * R3EM * o

#R

BNEERE " EAIHEEM " TTH. SEREM KB B FERHIIDETE LD AR —EBFHbF, 5

"ERNF IR ARREXE .

SRR HISH—RIEZFEEMR.

I 2 ¢ HAY NetApp &7, 2BIAER NetApp b= (NSS) 1KF

p

1. SME) "=EIERS 2" DIE LS NSS KA,

2. %8R * AZ NetApp SEMEF * o

IEATE 2R "New Customer Registration" TiiH,
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the form. Please
click the validation fink In that email to complete the registration.

The fields marked with * are mandatory

First MName®

Last Mama*®
Company*

Email Address®

Office Phone®
Altarnate Phone
Address Line 1*
Address Line 2

Postal Code [ City*
State/Province / Country™®
Melhipp Referenca SN

Product Line®
Billing Provider *

Product/Service Serial #* &

- Select - '

If you currently owmn any other NetApp product, please provide the Serial Number for that
product hete in odder 1o belp speed-up the validation procsss
Asira W

NelApp W

2.9 84100000000000000055

Add another Serial #

3. ERP HIEEMHER:

3]

RERFTISH—

a. MANERNERNATES.
b.

TR RE * 1FAF mik.
MAFTIS,
WeRR * R

TR R —EREBREMVEINE FER . WRAKEKEHIR, %éf"l—:i%;ﬁr‘ﬁu " EAZhIR S ER
TH, EERE —/J\E]‘WH&EU—H%?EB#, B " BRI A RRIRET "

RS EM

4. £79 NetApp BUHIE R, MEFEEIE— NetApp ZHsihm (NSS) BFIKF, LUMHEREIEZFIUNIS
RIS F517 1P OB TR FFHIR A Web ARSS &,

BE

BB PE R

T RRI{AI R R IR

"NetApp SZHHEAMUAR" BAITILESS . ERILUREFEMEY Astra Control F5ISKANRILT 2,

BB BN — L NI,

https://kb.netapp.com/Cloud/Astra/Control
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BXRIFHES ...
* EREEHR"

IREXFES B

NetApp LLZ #7509 Astra Control I8 1F, @XRERMH ZHNREBBZIFRDL.
WENIRE(KB)XEMAFEE, EH Astra Control kP EF15i@1d Web IRSS IR HATITIE
RBAREZ#H,

IBRATSITILIRE ECEFHER NetApp FFISHIZ 5" LIEEAXLIEBBIIRS F%ET, IR Web IRS
BRNRRGIEEEFZEFF NetApp LR (NSS) SSO kP,

IERTLAM Astra Control Ul If31R]3<#1itT0, 757ARMERBAIER * SXHr * I+

BEIZHF
XL S KR ER IR
" AR
1315 Astra Control XX E, HIABRERFHIEEIELS.
" Xt
RIS B EEEE MR,
* E AR AR
HE"Pub 3 FMAstra, SEHTHIE RERULBR.
* RIREBFHEE

RIZEFHMEE astra.feedback@netapp.com , SHFAVEHAEE, AT E,

IS4

BR T ERBBISTFRETZ Sb, EIERILLS NetApp i T2 )M —fRIEfAIRE A0S &R NetApp 51589
Ho

BUE Astra Control FHIS /5, ] LUEE 8RG8 NetApp HAZRIARR "SZHFARSZ 8
E3E ¥ =EIEARSS > Astra * o

ERERY "941" F5ISHTH Web BRSZ 8, "F4 T HRENFETIS"
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Create Case
o Select System o Problem Details @ Contact Info

SERIAL NUMBER SYSTEM NAME MODEL PRODUCT SERIES
9419595999595999995 7 SREG-ASTRA-SAAS cLoun
PRIORITY @

(") P4-General Technical questions or request for information
@ P3 - Occasional disruption or problem

| P2-Serious or repetitive disruption/very poor performance () P1-System not serving data

PROBLEM CATEGORY

@

Cloud Services > Project Astra

PROBLEM DESCRIPTION

Please briefly describe your problem here (2000 characters maximum), you will have the opportunity to fully define and add more details ta your problem later in the case creation process
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"https://www.netapp.com/company/legal/copyright/"

Bl

NetApp . NetApp #ARH NetApp Etriim L5 HAIFRIERE NetApp «  Inc. BIEIR. EMABSMN~mBAFRATEE
EHEZBEFREENET.

"https://www.netapp.com/company/legal/trademarks/"
=2

BX NetApp HENEFHRFTIE, HHE:

https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf

EENIZE S

"https://www.netapp.com/company/legal/privacy-policy/"

FBUEACED
BRI HFHREE X NetApp B ERRYE =75 IRIFIIFRIHERE Bo
"B X Astra BYEEN"

Astra Control APl iFR]3IE

https://docs.netapp.com/us-en/astra-automation/media/astra-api-license.pdf
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