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HINFSE. BEFRAUTIARIRE:

Type ESEAVTE TR B AR I5IR)
"unix" enabled enabled enabled
Kerberos 5i enabled enabled enabled
Kerberos 5p enabled enabled enabled
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spec.nfsMountOptions S

* spec.nfsMountOptions: sec=krb5 (BRIIEFMIIZ)

* spec.nfsMountOptions: sec=krb5i (B@IRIEFMMNZEUNBH1FRF)

* spec.nfsMountOptions: sec=krb5p (BPIIUEFNNE LUK S FIFRFARIF)
BIIEE— 1 Kerberosill. WMRESETIRFIEEZ " KerberosZZRF. MREFERE— ML,
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERLLTRBI6)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE. BIETUEESE. BXHEA, SR "TLEE"
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* kerberos: sec=krb5 (BPIEIEFNNZR)

* kerberos: sec=krb5i (BRIRIEFNIZE LUK B11RIF)

* kerberos: sec=krbb5p (BRIEIEMNNZ KRS HFIFRFARIR)
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret

etV uct Gl



apiVersion: vl
kind:

metadata:

Secret

name:
type:
stringData:
clientID:
clientSecret:

Opaque

<CLIENT ID>

apiVersion:

kind:

metadata:
name: backend-tbc-anf

spec:

1

storageDriverName:

version:

subscriptionID:
tenantID: <TENANT ID>
location:
servicelevel: Standard

networkFeatures:

TridentBackendConfig

Standard

backend-tbc-anf-secret

<CLIENT SECRET>

trident.netapp.io/vl

azure-netapp-files
<SUBSCRIPTION ID>

<AZURE_REGION LOCATION>

capacityPools: <CAPACITY POOL>

resourceGroups:

netappAccounts:

virtualNetwork:

<SUBNET>
nfs

subnet:
nasType:
storage:
labels:
type:
kerberos:

encryption

credentials:

name:

i

150

2. {5

sec=krb5i #can be krbb5,

F LT heIBMNECE X O EN:

<RESOURCE_GROUP>
<NETAPP ACCOUNT>
<VIRTUAL NETWORK>

krb5i, or krbbp

backend-tbc-anf-secret

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:



WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTRBI6)7EStorageClass Kubenetes It :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"

selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc anf-sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h
fCES

SIREERmMEFEERS. BMEAUEES. XA, BEN "EEE

ERIRIR VR E E LN

Asta Controlfic B2 Al F MIRERIFIRIR (I 1E R TridentActionSnapshotRestore
(TSR) CR, IltCRAE{EE S Kubbernetesi#fE. EIRERMEASFHARE.

Asta Control it B2 251 L RITIREBER ontap-san, ontap-san-economy, ontap-nas, ontap-
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nas-flexgroup, azure-netapp-files, gcp-cvs, M solidfire-san RXENFEF-

ez el
B BB HE RIPVCHIB] R EIRER,

* WIEPVCIRESEEEHE

kubectl get pvc

* BIABIRIBEAEEME. FUER.

kubectl get vs

g
1. BI#TSR CR, IERFIEHIPVCEIZECR pvel FEIRIR pvcl-snapshoto

cat tasr-pvcl-snapshot.yaml

apiVersion: vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. WACRUUMIRIBEIR, Ithf4E MSnapshotif R pvels

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

&R
Asta Controlfd B2 MIREBIRREIE. &) LAISIERIBIR IR TS,



kubectl get tasr -o yaml

apiVersion: vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"
completionTime: "2023-04-14T00:20:372Z"
state: Succeeded

kind: List

metadata:

resourceVersion:

* EARZEBERT. MREEHE. Asta ControlfiL EREF A2 BERILIRIE. BREHFRHA

@ 1TIEIR1ES
* XA EERAIGINNEAKubbernetes B P RIBEA TR IS BIZ R THINIRE. A e ENBER
R TEFEIETSR CR,
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