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4. WHMFMEIATCARIAE, R<SC_NAME> B AT ESERIR !

kubectl patch storageclass <SC NAME> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}'

O. HIAFTRIFRIATFAiEE:

kubectl get storageclass

K& Asta= TR

ENINfEMAsta Control B & 12[F X Asta = in X FiEARS AN B EEER. IFHRERE
BYAsta =i FFhi < /923,108 R AHThRAS
SR

1. BEGEEETHAstra= T B IFARES:

kubectl get tridentversions -n trident

WMRLZE T Astra Trident. MEEREBMUFUTHREN @ :

NAME VERSION
trident 24.02.0

INR KL FAstra Trident. ERFBEIRMUTFUTARTR L

error: the server doesn't have a resource type "tridentversions"

2. PUTLUATREZ—:

° YNRIEEITHEAsta=IH M hR23.01HERhRAS. BEFHX LR "5 A" TEFH 4k E|Asta Controlid EF2
FFzai. FREAsta=imE&IMhRas. ErILL "HiTEEAAR" NREAstra=InTEETEMR4<24.02/9 0
MREBEOP. NiGAstra Controlid BEFZF E#/924.02, a0, &o] LIEEMAsta=1%23.04F4%
F|Asta Control iR ETEF24.02,

° YNRIFIZITHIZAstra Trdent 23. 10 ES kA, 150 IEAstra Controlfit BEfEF & BB "enabled”
o Asta Controlft B2 FREAF23.10ZAiHJAsta Control Centerhids, "F+4Astra Controlfd EFZZ"
LMEE SEEH KM Astra Control CenterfrZA<+8E]. LUA IR BRHIHEE,

3. HAfRPOodIETEIETT:

kubectl get pods -n trident
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4. KEEFEERTIETEASZIENASta TridentiX5hi2F, RBREFZINA
csi.trident.netapp.io. BB TRAI:

kubectl get sc

e Rz 7 f51) -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSTION AGE
ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

tll#kubeconfig {4

1& 1] LUfEE Fkubeconfig"SX {415 £ 8¥ /N E Astra Control Service, 1RIBERINAVERFER,
oI REF RS E S B NEEF ot Ekubeconfigfile X 4

* JJAmazon EKSEEftll#kubeconfig. 3 {4
* JIAWS (ROSA)EE% EAIRed Hat OpenShift ServicefllZ—kubeconfigfile X4
* [FEMAER R E R B kubeconfig. XX 4]

79Amazon EKSEEf6l72kubeconfig. XX {4

R AT iR BAJIAmazon EKSEE# 6 kubeconfigfile XX fFMIK A L W& TH. EKSHITEMERFEXKASTHE
#Ho

TB
1. ¥RER L S SRS AR Y15 BE 4 B kubeconfig:

"J3Amazon EKSE B8l 5% & Frkubeconconfig S 4"
2. FN TP ARSI
a. gIERAAMIBRSBIKF X astracontrol-service-account. yamlo

RIEFZRERSIKF BIF. SR TIE kube-system RESRFE, MRETEMHBERTARSK, &
R, MINTE AN S B RN AR E R

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system

3. MZAARSSHKA

kubectl apply -f astracontrol-service-account.yaml

4. I ClusterRoleBinding X EHF astracontrol-clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

o MASEABYE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

6. IR NHIIRSE M SHENE XS astracontrol-secret. yamlo

<strong>astracontrol-secret.yaml</strong>
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system
type: kubernetes.io/service-account-token

7. RS IEE:

kubectl apply -f astracontrol-secret.yaml

8. HERLHEEN:

kubectl get secret astra-admin-account -n kube-system -o
jsonpath='{.data.token}' | base64 -d

9. Fi#t user ZBHIHIAWS EKS kubeconfigconfig S A KRSk, WA TR BIFRR:

user:
token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxXMtd2VzdCOyLmFt YXpvbmF3cy5ib20vP0FjdGlvb] IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJIzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmWC1BbXotQ3J1Z2GVudGlhbD1BS01BM1JEWDAKUOhaWU9LSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTJIGc3RzITIGYXdAzNFIyZXF1ZXNOJ1gtQWl 6LURhAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1gtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmUSYjU4ZWMONzdiM2NkZGYxXNGRhNzU4MGI2 Z
WQ2zY2NzI2YWIwM2UyNThiMjRhNTJ§NmVhN]c4MTRING JkOTg2Mg

7IAWS (ROSA)&E 2% EAIRed Hat OpenShift Servicet|Z—"kubeconfigfile S {4

BB LI T ¥BAIRed Hat OpenShift Service on AWS (ROSA)EEE% 61 7 kubeconfigTMX 5o

p

1, &

REIROSALER,

2. QIEEARSSHKF

12

oc create sa astracontrol-service—-account



3. ANIEERAE:

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-

service—-account

4. ERUTTAL QI RSKFA B EX A

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
name: secret-astracontrol-service-account
annotations:
kubernetes.io/service—-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token

o. BIEEA:

oc create -f secret-astra-sa.yaml

6. /RIBEOIENRSMH, . FHIEAstra Controlf[RSZ AN B ZFRAMEIR secrets 25

oc edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvfcd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:30Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "169770"
uid: 965falb51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvfcd
- name: secret-astracontrol-service-account ####ADD THIS ONLY####

7. 5 HARS KBRS, B <CONTEXT> FRERTENRENIEHIFE:



8.

14

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HWHRERNEMT U TRA:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

FRENTENZERS| secrets FEFILIOFkL, FELENREIF. MZES| astracontrol-service-
account-dockercfg-dvfcd R0, HAOEZES| secret-astracontrol-service-account ¥
Ale EhbH. B TRBKFAZEIANERSIHRS. T F—FH. ERFEZLRESIHS.

N PR EE X kubeconfig :
a. B create-kubeconfig.sh X4 &# TOKEN INDEX 7ELA FHIARBIF K. (ERAEMRE.

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. SREXETFIEE N T Kubernetes EEE¥MIA S,

source create-kubeconfig.sh

9. (AJif)¥kubeconfigE&n B NERIINE BN B,

15



mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

FE B RIEEE B Z kubeconfig. XX 1+

I T iREANAMIERE. EifKubernetes®8¥H1Red Hat OpenShift&E &% 832 B FREH B A kubeconconfig
X1,

3t F1EHkubeconfig"BIBREERE. R LUEIFR N Astra Control Servicet| 2GRN RE BAREIE R AR,
MREERHSHIMELREUTE—B R MItR(ES B EEEE LR — B M AYkubeconfig:

* &/ RHIAstra ControlXt H EIRRIEREFRIANR

s BERZNE. HERREFERERELEEEREIAAsta Control kubeconfig, B MITEERYIFIE AR EERR S —
BB RA BB FEER

FIaZ Al
ETAIRES R PEZA. BHERIENBEENEHARFGUTER!

© & "SRR A" B R Ekubeck.
* M EfFEFAstra Control Service R INF1 & IEHIEEEHkubectif R R
(D) ATFUHEESE. ERBREHETAsratE5IRS HER#TkubectiFI.

* BERAEDHRNEREEANREERNSEERERkubeconfig

3
1. BIEEARSSIKF
a. SIERAMBRSM X astracontrol-service-account. yamle

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. 7 FARRSSHK -

kubectl apply -f astracontrol-service-account.yaml

16



2. 8IEEUTEE BBNRNEREATRZ—. LUIFEEEHAstra Control EE:

17



EHABTZR
It EE S HAsta Control BB B¥FR B I RIRANE |

a. B3 clusterRole Xff. U1, astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

- deployments



- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers

19
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- imagestreamtags
- imagetags
verbs:

- update

b. (& FOpenShiftEE &) EREMINILL THA astra-admin-account . yaml 3X{4:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. WAKEAE:

kubectl apply -f astra-admin-account.yaml

B RERAR

kAR EESERAsta Control EIRIVERINY BAR, MNREERZ MR, HETAFERELRERE
Ao E V2L IAAsta Control kubeconfig, WA AEAILL AR, SNEEHIFIER, RERA—NMMENERA
BIEREIER:

@ LI FHA ClusterRole FEE—NEMKubbernetesiiffl. B X4FEFEIFIERR
BH. & DlKubennetes$ & HRHISI Yo

a. Bl clusterRole Xff. ffI#1. astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

—_ T %0

b. AEHAR:

kubectl apply -f astra-admin-account.yaml

3 NEEAGLESRSIKFHNERAGBHE:

a. gl clusterRoleBinding X BEIAR astracontrol-clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. SR AEHE:

21



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBHN AL HEER:

a. BB ALV E XY secret-astracontrol-service-account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. (RS HEER:

kubectl apply -f secret-astracontrol-service-account.yaml

O B FLHERBRMAME. FEFMEIIRSIK, secrets AT RAIFHNRE—T):

kubectl edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILARSIKFZEIL. B <context> FRAGEHATENRENIEMRIFE:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTTENES| secrets FEFILIOF kK, ELERREIF. BWERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEitHP. B TRSIKFZERNRSIRS. £ F—FH. EREFELRSIRES.

7. YW R4 kubeconfig :
a. gll## create-kubeconfig.sh X

b. £ TOKEN INDEX TELATFRIARIFF K. FEHEMRBNE,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

c. JREVHETF B ERN T Kubernetes EEE¥MIm <,

source create-kubeconfig.sh

8. (AIi%)RkubeconfigEdn B NEBHNBE RN A,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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