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Astra Connectorsz #F LA TR AT SRS

* Amazon Elelic Kubelnetes Service (EKS)

* Azure Kubernetes Service (AKS)

* Google Kubernetes Engine ( GKEE )

* ETAWSHIRed Hat OpenShiftiR55(ROSA)
* EBAWS PrivateLink 9 Z 75

* Red Hat OpenShiftA28F &R PIE
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1. FEFEFAsta Control Service BI2HIE A EE E L% Asta Connectoriz B &F, BTSSR, MmASTE)
astra-connector-operator SIEHFEENAFinE=TIa:



kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/23.07.0-
202310251519/astraconnector operator.yaml

2. WINRFREREHEEME !

kubectl get all -n astra-connector-operator

3. MAsta ControlZREXAPIShE, 158 "Astra Automation>Z 14" BXBEE, HS L.
4. gllFEAstra-connectorfp ¥ =]

kubectl create ns astra-connector

3. Bll#£Astra Connector CRX 4 HIEE RN astra-connector-cr.yamlo BHFIES <>HAE LA R
HJAstra ControlIF BRI EEBF AL &

° Astra: 1THIIRSHIWeb Ul <ASTRA_CONTROL_SERVICE_URL>, #¥0:

https://astra.netapp.io

° Astra: &1 E— HFHKEAI<ASTRA CONTROL_SERVICE_API_TOKEN>#FTig,

° AzAzure Kubernet: ({X[R5E%)—%FH<PRIVATE_AKS CLUSTER_NAME>&£EIMEEZTR, I BT
RINE AAKSERN, A REUHIRFHIETILTT,

° Astra: M<ASTRA CONTROL_ACCOUNT ID> Web UIBREY, EZFTIEA EANEENR, SAR%E
F*AP| access*,


https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html
https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html
https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html
https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html
https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html

apiVersion: netapp.astraconnector.com/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
natssync-client:
cloud-bridge-url: <ASTRA CONTROL SERVICE URL>
imageRegistry:
name: theotw
secret: ""
astra:
token: <ASTRA CONTROL SERVICE API TOKEN>
#clusterName: <PRIVATE AKS CLUSTER NAME>
accountId: <ASTRA CONTROL ACCOUNT ID>
acceptEULA: yes

. Ef$IEFEZ 5 astra-connector-cr.yaml FRAIEMENXH. WMHCR:
kubectl apply -f astra-connector-cr.yaml

. I8jiFAsta Connector@ B B e E :

kubectl get all -n astra-connector

- BIFEEBER B B EMEAstra Control:

kubectl get astraconnector -n astra-connector

BNEREMFUTREGEH:

NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector true bed75ae5-1511-4eaa-909%e-712£09b0d065

Registered with Astra

0 FASTRACONNECTRID; #&E#7ARN%E|Astra Control PG EEIEID,
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kubectl patch storageclass <SC NAME> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!
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kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

S. MHIANFTHIRRIATE L

kubectl get storageclass
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1. ZFFKubernetes&E %,
2. SR RRIFEEE:

kubectl get storageclass

3. MERIATHER R RIERRAIAIETE. Ki<SC_NAME> B AEF BB !

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!
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4. WHMFMEIATCARIAE, R<SC_NAME> B AT ESERIR !

kubectl patch storageclass <SC NAME> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}'

O. HIAFTRIFRIATFAiEE:

kubectl get storageclass

//J\\}J 0 5 'EQ:EE$E¥

BB EIBEE A INZIAstra Control Service
WEIRERE, ErILLRI#E Kubernetes E£8%, AEIFEARNNZ Astra Control Service o

HEREHSIEEEIBNBIEMEERL, Astra Control Service I AR BRI B BIRER, ol
§11T_J:F§>|—JEAEE$E¥/J\ N%Astra Control Service kubeconfig.yaml X&EEBHRERHEILAFMRNE

Fi1ERIKubnetes ) & kR
1B LU{EFH Astra Control Service BIR L FRE M AL B EIRERY

Kubbernetes 73 % SHFRIRRAS
Kubnetes (%) 1.27%F1.29
Rancher Kubernetes Engine ( RKE) RKE 1: hRZs1.24.17. 1.25.13. 1.26.8. H#RANcher

Manager 2.7.9

RKE 2: hR7<1.23.16#11.24.13. #Randcher
Manager 2.6.13

RKE 2: hRZs1.24.17. 1.25.14. 1.26.9. #RANcher
Manager 2.7.9

Red Hat OpenShift 828 F & 4.12F4.14

UTFHBREEECIE— BITEENSER,
* &R NMNEIAsta Control Service

* [ERERINFAER]

B E B INE|Asta Control Service

Z R E Astra Control Service f5, B—F BHIREIRER, TREERNMEIAstra Control ServiceZ Fil. BFE
PITHEESHRFRERFEREER,
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M BEITEEREE T LUIEAAstralZ HEC BI2F SNetApp/EiE iR S ERE. LA LUERBHRFMEEO(CSHIRED
#£%5Amazon Elastic Block Store (EBS). Azure}tEREE M GoogletF A MEIEE

Astraiz# RS L EHMEA LI FKubernetes ) A kR BV B S IR B

Red Hat OpenShift B28F &
Rancher Kubernetes3 |2

_E¥Kubernetes

EHEEEEEFTEREUTER:

p

Z3

o BN EE Internetifinlo
s NREIEEFERSITRIERERBRACSIIRIIZEFIIEE. NN EER ELEENAICSIREIER. B

KEACSIKmNZFEMEFERIFAER. BSAEFMEARSSHISHE,

s A LRI E & — N E T Xt &M E B kubeconfigfile XX, 15381E "X L1 A" 4 Aikubeconfig. XX

o

* MREEAS| ARBEIEBMANAI(CA)Rkubeconfigfile X A RNMNERE. B TITAME] cluster

kubeconfig"SX 4FEIERSY . XHE. Astra ControfERI ZRINEEES:

insecure-skip-tls-verify: true

* *{XRancher *: fERancherffMEFEEN BIEF LR, JFBARancheri{#ikubeconfig X IR

BEREERIALTX. LFEBIEHITFE ETX. MA2Rancher APIfRS328 E X, XHER LURD
Rancher API iR5528 ERYT i HFIR S 14 8E,

* Astra Controlfd BEIEFE K. BEEIEER. KN IEMALEAstra Controlif B2 F(BiEHAstra=IIhaE

BHF)o

° BEAstra=IFIFRER: ELREHFHRKAstra ControlELBERRF 2Rl 1BHEE "HHF1H. Eimil
ENECE"

° [3FAstra ControlEd BEfEFINRE: BTN IR L& Astra Trident 23.105 B ShRAFHEF "Asta
Controlft EF2F S RIFMEINEE"s TERFERRAR. WK Asta Controlft BEFZFAREFH. MAsta
Control¥ A3z $¥Asta Trent,

c MEEFMERIR. WANEDVE—NEFEMEEIR "EEAsta TrdentFELE" 1E5E8 L,

c FLBEFMEYE: BB LE—NEMEE "BEfFAsta TrdentPELE" 1TER# L, MREE T RIAGMHESE
, IBRRZIFEREREEHIATERNOnly" FiE2E,

c EESRBIEFHIRBHLRSGRBE: "LEGREITFIZE" LUERTLATEAstra Control P EIE2RER,
BliE" E/b—1 VolumeSnapshotClass fEAsta=imZITNEE,

1. EEERLE, %EF * BIE Kubernetes ££8% *

14

RTINS


https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/zh-cn/astra-control-service/use/enable-acp.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/backends.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/manage-stor-class.html
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#create-a-volume-snapshot
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#create-a-volume-snapshot
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#create-a-volume-snapshot
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#create-a-volume-snapshot
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#create-a-volume-snapshot

MR R EMETRLUINE X BITEENEEFAES.

a. Hfth: @3 LFRHBEXEEEEHIFMESR kubeconfig. yaml XEFEMLHRE
kubeconfig.yaml X5

@ BB 2 kubeconfig file. EREEENX*—* L TFXT&R. 1ESN "Kubernetes 14"
BXOENER kubeconfig X1

- RIERIR. RHEE L1 EAstra Control Y B EIEERRIENRM. BRINERT, REIMEHAERNER

O 8

. ERREBRRT: FERGERETERERH.

CEE T

- (AIE)TEfE: (ANE)IEFRINE R T 5 LEE R LR P BIKubernetes B2 EAMEMES,
a. BAEEHEEMINATEMSE, 5B *Assign a new default storage class* & iEIE,

b. MFIRAIEFFNBIAFEE,

BN oREBFHERSHIETUTNE. EEMREER:

* Cloud Volumes Service for Google Cloud: #1&. MAEMGEMER
* Google Persistent Disk: B M. HEEHEEER
@ * Azure NetApp Files : THEEFI#MEER
" AzureREHIER: TRIANMME. tEETERIEER
* Amazon Elastic Block Store: &BM1E. MaemEMEER
* IEAFNetApp ONTAP BJAmazon FSX: EEMKR. HEESEMER
* NetApp Cloud Volumes ONTAP : &BM1&. MRS MEESR

BMAERY A ERUTRS Z—:

* "I&FF Google Cloud Y Cloud Volumes Service"
* "Google FFAMLE"
= "Azure NetApp Files"
* "Azure ZERE"
= "Amazon Elastic Block Store"
= ST NetApp ONTAP B9 Amazon FSX"
= "NetApp Cloud Volumes ONTAP"
THRES(ER "Amazon Web ServicesEBHINTFIEX"s TRESIER "AKS EEIEEL", T
fRE S5 R "GKE SEFIIEMESR"
C.IEE*T—F s
d. EifiteE: ERREFAER.
e. JEFAdd-RFEERE RN EIAstra Control Service,
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fZRI LA TEAstra Control FEEENEEBF IV BRINTZ (B, NREBFER LM RENEFEERRS. NWATseT AL
EENBIAFER (LR G BERABINERIE), EXMIERT. EaIL [EAGSITERBIATFMEE,
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1. £ Astra 1=HIBRSS Ul /b, k3R~ 8,

B TIE L. EREFREER,

PR 128 ST,

IR 1 EIS LS,

EREIGBERABRINENFERAIRE RS,

EFEBENERINE"
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EAMLITERBIAFESR
A LAEAKubernetesan < LR BF VBN RIS . TTICEBRIECE WM. 75 7EZEE R,

HIE
1. &R FKubernetes&E%,
2. I EEBF PRI TRAESS:

kubectl get storageclass

3. MERIATFAER R MBRRAIAIETE. K <SC_NAME> B ATFELEIR .

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!

4. BHEMBFHEIAFZHBIAME, R<SC_NAME> B HTFELA B R

kubectl patch storageclass <SC NAME> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}'

o. HINFTBIERIATR B

kubectl get storageclass
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BEIBREHEIEEIERBENEIEMNESRE, Astra Control Service X HE AR SIMBERITITHE ESIRERE, EaTl
%ﬁtf?’l@@%ﬁ%ﬁiﬁﬂﬂ FlAstra Control Service kubeconfig. yaml YTLT- CEERGFRERHFEICFANE
F#HHKubnetes 7 & fi

a] LI{E B Astra Control ServiceBIBL TRAENE B R EIREER:

Kubbernetes 73 % X FFRYRR AR
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Manager 2.7.9

RKE 2: higZs1.23.16%11.24.13, #Randcher
Manager 2.6.13

RKE 2: hRZ4s1.24.17. 1.25.14. 1.26.9. #RANcher
Manager 2.7.9

Red Hat OpenShift BT & 4.12F4.14
UTiRBREEECIZIAEEREHERT T I HRZEBNTEH %,
B L HERRINEIAstra Control Service. BEERITUTES:

1. REAVER EiZR

2. REKAMIFE]

3. BERBEEEEE T INEIAsta Control Service
ZEAER EiESS

ERNERER 8. BEBHEIER FZ3Astra Connector. LU{EAstra ControlB] LIS E&(E, BN "%t
EFATFFAEEE A Asta Connector" BXiiEE, EEN
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* "i&&H Google Cloud"
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kubeconfig.yaml X5

@ QUEE EI;EI‘J kubeconfig fl|eq:|\ @Qﬁ?i)‘(*—ﬂ:?;‘(ﬁgo -ﬁ%%m "ﬁ%iﬁﬁﬁu ﬁ%ﬁUEE’\J
{8 kubeconfig X5,

- RIERIR. RHEE L1 EAstra Control Y B EIEERRIENRM. RINERT, RIEIMSEHAERNER
GEE 1itS

. THRHBRIMRR: MATHEBEIMRR, ELIMAstra ConnectorfRENIZARIR R WREE T EIFAstra
Connector kubectl get astraconnector -n astra-connector s H. TRABBEIRRRIITA
ASTRACONNECTORIDo

@ T HERBEMRRRTE5Asta ConnectorkBXFY R 7R, Astar]i@iTAstaEIE & FHKubnetes&E &%,
EXMERT. THEEZIERMAInternet AFFEAPIIRS 22 MKubbernetes&E 2%,

CEECTF

- (ADE)ERE: (ANE)EFERIANE R THEIE I ERPHIKubernetes i ATZFERARNTFEE,
a. EAEEHEIRIMINATEESE, BB A Assign a new default storage class* & IEIE,

b. MFIRAPIEFFHIEIATZEE,

ST REBFHERSHBIETUTNE. EEMREER:

* Cloud Volumes Service for Google Cloud: #1&. MAEFMGEMER
* Google Persistent Disk: ZEMN1E. MHEEHEMEFER
@ * Azure NetApp Files : HREFIEMER
" AzureREHER . TRIANMNE. HRESGHEER
* Amazon Elastic Block Store: &EME. MaEHEMEEE
* IEAFNetApp ONTAP BJAmazon FSX: EHEMKR. MEESEMER
* NetApp Cloud Volumes ONTAP : &EM1&. HaES#EER

BMAERY A ERU RS Z—:

* "'&AF Google Cloud B9 Cloud Volumes Service"

* "Google ¥FAMER"

= "Azure NetApp Files"

" "Azure ZEREE"

= "Amazon Elastic Block Store"

= "iEAT NetApp ONTAP HJ Amazon FSX"
= "NetApp Cloud Volumes ONTAP"
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1. ZRZFIKubernetes&EE%,
2. HIHERPRTEESE:

kubectl get storageclass

3. MBRIATFRELFMIBRERINIETE, Ki<SC_NAME> BT ESEpI R M.

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!'
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kubectl patch storageclass <SC NAME> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

O. WHIANFBIRRIATR B

kubectl get storageclass

K Asta= lf R4

A IfEMAsta Control B &2 FSAsta=in M FEARS EAN B EEER. FHRERE
HYAsta = im0 Fhiv < /923. 108 &= HrhR 7o

p
1. BEEEEIETHAstra=I0 B iRhR A :

kubectl get tridentversions -n trident

WNERZE T Astra Trident. NS ERFBMFUTRABHIEHE L

NAME VERSION
trident 24.02.0

NRKZHAstra Trident, ERBIXMUTFUTASHEL
error: the server doesn't have a resource type "tridentversions"

2. PUTUT#REZ—!

° WNREETHIRAsta=IHMMAR23.01HERIRAS. IFFERAXLERRZA 5" TEH S EIAsta Control it BF2
FFzHi. FREAsta=imE&IhRas, EeIL "HiTEEAAR" NREAstra=InTFETEMRZ<24.02/9 0
MREBEOP. NiEAstra Controlid BEFZFE#/924.02, a0, &v] IEEZMAsta=1723.04F4%
F|Asta ControlBid &T2F24.02,

° INRIFITITHIZAstra Trdent 23.108E S hrZA. 153 iEAstra Controlit B2 F & 2B "enabled"
o Asta Controlft BF2FEFEEAF23.10ZFiHJAsta Control Centerhids, "F+4:Astra Controlfd EFZZ"
LUEE 5EEFHLLAAstra Control Centerhi2<A8E]. LU IR &R ETLhEE,

3. H{FPodIEEIET:

kubectl get pods -n trident
4. REFELARTEEEAZZRAstra TridentiRchiZF, BREREFBIRNA
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csi.trident.netapp.ioc. IBERLATRE:

kubectl get sc

MRz 7 5 -
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h
BllZkubeconfig> {4

,‘ETLM%ﬁHkubeconfig"jdq:?l—r%ﬁ}%%bl]%UAstra Control Service, RIBERNNBVERFALE,
EoI e R EF R ES B HEEF ot Ekubeconfigfile X 4

* JJAmazon EKSEE Bll7Zkubeconfig. S {4
* JJAWS (ROSA)EE¥ FAIRed Hat OpenShift Servicefl|Z—Mkubeconfigfile S {4
* [PEMMIEEIRE BB iR Kubeconfig. 3]

JJAmazon EKSEE#6l##kubeconfig. XX ff

RIRLLT B9 Amazon EKSEE# 8B kubeconfigfile X (F FIK A L E R, EKSHIEERSERHFEXA L EE
Ho

TE
1. $Z BRI S ST A A R 35 BE 4 Btk ubeconfig:

"J9Amazon EKSE & 8l 5L & Hrkubeconconfig S 4"
2. RN TR EIEARSS MK
a. gIERAMIBRSBIKF XM astracontrol-service-account.yamlo

RIEFZREIRSIKF BIF, SR8 kube-system RESEFE, MNMRETEMDERTIRSK, R
M. MRNFELT BN AERRIENR.

<strong>astracontrol-service-account.yaml</strong>
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apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system

3. MZAARSSHKA

kubectl apply -f astracontrol-service-account.yaml

4. I ClusterRoleBinding X EHF astracontrol-clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

o MASEABYE:

kubectl apply -f astracontrol-clusterrolebinding.yaml

6. IR NHIIRSE M SHENE XS astracontrol-secret. yamlo

<strong>astracontrol-secret.yaml</strong>
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system
type: kubernetes.io/service-account-token

7. RS IEE:

kubectl apply -f astracontrol-secret.yaml

8. HERLHEEN:

kubectl get secret astra-admin-account -n kube-system -o
jsonpath='{.data.token}' | base64 -d

9. Fi#t user ZBHIHIAWS EKS kubeconfigconfig S A KRSk, WA TR BIFRR:

user:
token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxXMtd2VzdCOyLmFt YXpvbmF3cy5ib20vP0FjdGlvb] IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJIzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmWC1BbXotQ3J1Z2GVudGlhbD1BS01BM1JEWDAKUOhaWU9LSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTJIGc3RzITIGYXdAzNFIyZXF1ZXNOJ1gtQWl 6LURhAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1gtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmUSYjU4ZWMONzdiM2NkZGYxXNGRhNzU4MGI2 Z
WQ2zY2NzI2YWIwM2UyNThiMjRhNTJ§NmVhN]c4MTRING JkOTg2Mg

FIAWS (ROSA)EE#_EAIRed Hat OpenShift Servicefl|ZE— 1 kubeconfigfile XX
BB LI T ¥BA I Red Hat OpenShift Service on AWS (ROSA)EEE% 617 kubeconfigTMX 5o

pZ
1. ZRFIROSALEE,
2. RIEEARSSIKF :

oc create sa astracontrol-service—-account
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3. ANIEERAE:

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-

service—-account

4. ERUTTAL QI RSKFA B EX A

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
name: secret-astracontrol-service-account
annotations:
kubernetes.io/service—-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token

o. BIEEA:

oc create -f secret-astra-sa.yaml

6. /RIBEOIENRSMH, . FHIEAstra Controlf[RSZ AN B ZFRAMEIR secrets 25

oc edit sa astracontrol-service-account

apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvfcd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:30Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "169770"
uid: 965falb51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvfcd
- name: secret-astracontrol-service-account ####ADD THIS ONLY####

7. 5 HARS KBRS, B <CONTEXT> FRERTENRENIEHIFE:



8.

26

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

HWHRERNEMT U TRA:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

FRENTENZERS| secrets FEFILIOFkL, FELENREIF. MZES| astracontrol-service-
account-dockercfg-dvfcd R0, HAOEZES| secret-astracontrol-service-account ¥
Ale EhbH. B TRBKFAZEIANERSIHRS. T F—FH. ERFEZLRESIHS.

N PR EE X kubeconfig :
a. B create-kubeconfig.sh X4 &# TOKEN INDEX 7ELA FHIARBIF K. (ERAEMRE.

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

R e

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-o jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN DATA} | base64 -d)



# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. SREXETFIEE N T Kubernetes EEE¥MIA S,

source create-kubeconfig.sh

9. (AJif)¥kubeconfigE&n B NERIINE BN B,
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mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

NEMERRYEE G EKkubeconfig. S 4

WRIB LU iREA AN ERE. EifKubernetes®E8#1Red Hat OpenShift&E &% 82 B FREH B A kubeconconfig
X

it FEHkubeconfig"BIBREERE. BRI LUEIR Astra Control Servicet| B2 G RNRE BAREIE R AR,
MREERHEIMELREUTE—BR. NItR(ES B EEENE LR — 2B M AYkubeconfig:

s IRZFEPRAIAstra Control X E B IRHIEE B RIAR

s EASNFE. HETRREERAEREREEEREIAAsta Control kubeconfig, & MITEEAIIFIE H{ERE—
MRS IRAEEAREIER

FaZ Al
ETARIRES R PEZA. BHERIENBEENEHREFGUTER!

© & "SZiRAR A" BZ&EEkubeck.
* M EfFEFAstra Control Service R INA1 & IEHIEEEHkubectif R R

(D) HTURESE, ERREMETAsraEHRSM0ER#Tkubecti5IT,

* BERAEDRNEREEANREERN SRR ERkubeconfig

B
1. BIEEARSSIKF
a. gIERAMIBRSBIKF X astracontrol-service-account. yamlo

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. 7 ARSI -

kubectl apply -f astracontrol-service-account.yaml

2. IEEUTEEBBNENEREAEZ—. LUIFEEE HAstra Control EE:
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EHABTZR
It E S HAsta Control BB B¥FR R U RRANE |

a. B3 clusterRole Xff. U1, astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources
# Necessary to backup and restore all resources in an app
- apiGroups:

N T |

resources:
= T x 1
verbs:

- get

- list

- Create

- patch

# Delete Resources
# Necessary for in-place restore and AppMirror failover
- apiGroups:
- apps
- autoscaling
- batch
- crd.projectcalico.org
- extensions
- networking.k8s.io
- policy
- rbac.authorization.k8s.io
- snapshot.storage.k8s.io
- trident.netapp.io
resources:
- configmaps
- cronjobs
- daemonsets

- deployments
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. (& FOpenShiftEE &) EREMINILL THA astra-admin-account . yaml 3X{4:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. WAKEAE:

kubectl apply -f astra-admin-account.yaml

B RERAR

kAR EESERAsta Control EIRIVERINY BAUIR, MNREERZ MR, HETAFERELRERE
Ao E V2L IAAsta Control kubeconfig, WA AEAILL AR, SNEEHIFIER, RERA—NMMENERA
BIEREIER:

@ LI FHA ClusterRole FEE—NEMKubbernetesiiffl. B X4FEFEIFIERR
BH. & DlKubennetes$ & HRHISI Yo

a. Bl clusterRole Xff. ffI#1. astra-admin-account.yamlo

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

—_ T %0

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

—_ T %0

b. AEHAR:

kubectl apply -f astra-admin-account.yaml

3 NEEAGLESRSIKFHNERAGBHE:

32

a. gl clusterRoleBinding X BEIAR astracontrol-clusterrolebinding.yamlo

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. SR AEHE:



kubectl apply -f astracontrol-clusterrolebinding.yaml

4. BIBHN AL HEER:

a. BB ALV E XY secret-astracontrol-service-account.yamlo

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. (RS HEER:

kubectl apply -f secret-astracontrol-service-account.yaml

O B FLHERBRMAME. FEFMEIIRSIK, secrets AT RAIFHNRE—T):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":{},
"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. FILARSIKFZEIL. B <context> FRAGEHATENRENIEMRIFE:

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

WHRERNEMNTFUTRS:

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

RENTTENES| secrets FEFILIOF kK, ELERREIF. BWERS| astracontrol-service-
account-dockercfg-48xhx N0, HALIEZRS| secret-astracontrol-service-account

M. TEitHP. B TRSIKFZERNRSIRS. £ F—FH. EREFELRSIRES.

7. YW R4 kubeconfig :
a. gll## create-kubeconfig.sh X

b. £ TOKEN INDEX TELATFRIARIFF K. FEHEMRBNE,

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

c. JREVHETF B ERN T Kubernetes EEE¥MIm <,

source create-kubeconfig.sh

8. (AIi%)RkubeconfigEdn B NEBHNBE RN A,

36

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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