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aws AWS N.Virginia 01234567890123456783 Target Bucket Name
Provider Region Account ID Bucket Name
'j Backup Details ~
<) Success Scheduled Snapmirror Initialize Backup Policy Name Disabled
Job Status Backup Job Type Scheduled Backup Palicy Name Ransomware Protection
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",



"glue:
"glue:
"glue:

"glue
"glue

1,

"Resource"

"arn:aws:s3::

Yo

CreateTable",
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:BatchCreatePartition",
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls",
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
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"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"
1y
"Resource": |

"arn:aws:s3:::netapp-backup-*"

@ FAWSHEMX IR EHNHE. BHEEGIAMEKREEFFTE_Resource Z FHIAWSHEIRH
#r"arn" M aws"E 2L "AAWS CN"; 540 arn:aws-cn:s3: : :netapp-backup-*o.

ARG E. ENRSKRTERNIFRZEANINEZERR, XLEEEFEET) ONTAP &3, LUE
ONTAP AJ LU EIE&E M MIEIRE] S3 FEDER. Nk, EFEECIZRBLUUTRR IAM BF,

BESN "AWS XiE: glEAELUE IAM BFEIRIR",
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"Version":

"Statement": [

{

"Action":
Va3

"S3

1,

"2012-10-17",

[
GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:

1,

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3

1,

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
"s3:

GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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MREBZEB CHEMEDER. N ERFMEDERB IR NetApp-backup”. MMRFBEFHABENX B, 15HIE
ontapcloud-instance-policy-netapp-backup IAMRole. HELATHIRMRMINEISINEF, BEEZGIE
“Resource”: “arn:aws:s3:::*” HPEESEMEDEXENFIEHLENR,

R |
"S3: ListBucket"
"S3: GetBucketLocation"

]

"Resource (FJ&)": "ARN: AWS: S3: : : : ",
"%Zuﬁl": llj_t'.lq:ll

N

{

"RIE": |

"S3: GetObject".

"S3: PutObject”.

"S3: DeleteObject".

"S3: ListAllMyBucbes".

"S3:. PutObjectTaging"”.

"S3:. GetObjectTaging".

"S3: Restore".

"S3:. GetBucketObjectLockConfiguration ".
"S3: GetObject{R&".

"S3:. PutBucketObjectLockConfiguration ".
"S3. PutObject{RZE"

]
"Resource (FJF)": "ARN: AWS: S3: @ : "
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1. £/ Amazon VPC £ 8gim<1TelBiENEaidE, 152 1A xEHERTAmazon S3HIAWS
PrivateLinkB9i¥4AZ 8",

2. {82 5BIlueXP ConnectorxBXH R AR E, EHNTEILRIEERA "Custom” (BENX) (M "Full
Access") , FHEMNIIFHEHEN N "Custom" (BENX) MEHHFEEZF I S3 VIR WNaTEFiR.

Select security groups &

&
(_; Filtlar by tags and attributes or saarch by keyword ftadoald
Group ID = Group Name - VPCID = Description = Owner D
@ 50120898  putink-testD..  vpc-09c102B..  EC2VPC Nethpp OCCM Instance ... 464
Close
Policy® ) Full Access - Allow access by any user ar service within the VPC using credentials from any AWS accounts to any resousces in this AWS Li]

service. All policles — 1AM user policies, VPC endpoint paticies, and AWS service-spacific policies (e.g. Amazon S3 bucket policies, any S3
ACL policies} — must grant the necessary permissions for access to succead.

® Gustom
Use the policy creation ool 10 generate a policy, then paste the generated pelicy below.
[

*Sid*: *backupPalicy*,

“*Effact™: *Allow®,

*Action®: |
“s3:DefateBucket”,
*s3:GellifecyclaConfiguration®,
*s3:PutLifecycleConfiguration”,
“sd:PutBucke!Tagging”,
*sd:ListBucketVersions®,
“s3:GetObject”,
“s3:DelataDbiact”,
"s3:ListBucket”,
“s3:ListAliMyBuckets®,
*s3GetBucketTagaing®,
*shGotBucketLocation”,

NREERIKROB0 (HTTP) ST AmAHITEE. NWEIRETE. EMAEA UTEE L EABlueXPERHR

o

NREFERIRO443 (HTTPS)5E Bimm#H{TiEE. MHATMVPC S3inaEFIIERFHBEERIEIONTAP &£
Bich, WIE T RPN T BT

3. M AWS #Z 5l & 3REXIm s Y DNS &5,
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[ec2-user@ip-10-160-4-68 ~]$ openssl s client -connect bucket.vpce-
0ff5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443

-showcerts

o Mittar< Bk, EH) S3IERRIHIE (BEFIR I ERIEBITICZEINFIEHIE) !
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Certificate chain

0 s:/CN=s3.us-west-2.amazonaws.com’
i:/C=US/0O=Amazon/0OU=Server CA 1B/CN=Amazon

MIIM6zCCCOOgAWIBAgIQATMGJI4FaDBRBULOKR301tTANBgkghkiGOwOBAQsFADBG

Ggvb0Oz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCM4ESI2b+IpBmPkriWnnxo=
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clusterl::> security certificate install -vserver clusterl -type server-
ca
Please enter Certificate: Press <Enter> when done
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AT iE B REMFMAER, EoILiEE SnapiR*. *Ef* W *Backup* XREBEENFIEEMNXHTIR. HKIAE
R B ERATAMSnapshotd s,

® Volume name & ® Working Environment name & AWS SVM name @ ‘) /) Healthy
Volume Working Environment Location SVM 3-2-1 protection Protection health
Snapshot Replication Backup
Local Snapshot Palicy Snapshot policy name (.5 Labels ) ~
Snapshots (1,200) Q

Snapshot name - Snapshot size - Date -
Snapshot name number 1 2125 GiB March 27 2023, 00:00:00 am
Snapshot name number 2 2125 GiB March 27 2023, 00:00:00 am

3R *SnapiB* 5t *Backup* LA B EMIPRAIE 19 KRR,

* Volume name &) » Working Environment name €0

YVaolume Waorking Environment

Snapshot Replication Backup

3. BE - WTFEMBFNEENE, AERE Wik UTHFEBERENKREFEMERIED XK
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Backups (1,200) Q

Backup name - Backupsize 2| Date %2 | Ransomware protection % | Storage class % | Snapmirror label 3 |

Backup Name Number 1 2.125 GiB March 27 2023, 00:00:00 am Compliance MNone
Scan for Ransomware

Backup name number 2 2,125 GiB March 27 2023, 00:00:00 am None None Restore
Backup name number 3 2,125 GiB March 27 2023, 00:00:00 am Compliance Mone S asi ==

4. FEWIAFHEIES, B B

BirEED <R

MRBEELIBHEMDAHBIRRE. EREMEIEEMXMA. WRERENE DX RZFRMAIFENG, X
. BRI UERERREFSENED XM ERES. RMNEFERFETERZIE,

EBARUHRREE. EEILRGRENEDXRAHRBRSE. EXMERT. BILUHEEES L"BE" &, XM
BRT. MaFERARBELENI A2 ERNELARNEESHBEESHI R, FEE. NREEFHEFE
PERFR. WERNEDEEINEHER,

DEERFITITONTAP 9.12 1S E S4B, LthIhEEA BT o

EARREMBIlUeXPEMAMERFR REFTHIRES, B2, EAMUE"ER". M ETASFAEE"TIE "MIZL
EMERE",

@ MERxRE. EXEMFRENEEMHXMH. B2, BRI "RHIFEMES0" NMREMFFIES
3t

p
1M * & EBRA, B .- FEREEO> PRXR"

Volumes (5,000) Q
Volume name % | Working Environmen t name T | SVMname T | Volume type = | Volume style = | Existing protection = \ Protection health = \ o
volume 4 Working Environment 4
R 22 o on SYM1 RW FlexGroup 1) D) 3

View volume details

\iulume 5 aws Worklng Environfiients SYM1 RW FlexVol View Backups Edit backup strategy
® On ® On

Create Ad-hoc Backup Local Snapshot »
volume 6 aws  Warking Environment5 i
® On "/ @ 6n SVM1 RW FlexVol

Pause Backup Replication 3
volume 7 Fr) Working Environment 5 SO - i Diedete ralatiarohin | I Backup I »
® On = ® On f’j

ALEMR(ZFABlueXPEMDHIE

FRAILEFRERBlUeXPEMNNMESERARA LENENE N, ANEIEREERRIEE. FMRERMRE
& XEATMETIFFRFEUEEMENIRS—ERE LATERAE SN AERENE F—EREE,

HAR, RIEENENERNEE, SNRRUBIBEMERER REFMEMRAE fIFFE7,
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-manage-volumes.html#manage-volumes
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TR
1M * & ETRA, &F * FRE

@ Ba(kup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Manitoring Reports

All Working Environments (6) - O’ Last Updated: June 30 2023, 10:20:56 am Backup settings

24 3 5 . 8 11
L % § 3-2-1 Protection % Partial Protection Unprotected Volumes

Total Volumes

2. £ Backup Settings page 1, Bif .- W TEZRAEMHNIIEFE, 8I%EF * EAEM -

Backup Settings

Select the BlueXP backup and recovery version

ti;) Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version

11 Warking Envireanments

aws  ClusterA () Active 7 48

Manage Policies
aws

Cluste.rB. . f\dl.‘f’_e. 7 . . 3/70 - Advanced Settings

Delete All Backups

Deactivate Backup

3. EMIAIHEIES, =/,

C) ER2RAEMNERT, RAGHLTEMEET— * S50 « . MBEERNZIEIMESE
HSE&MINGE, AL EIIRE.,
HNIEFIBECH M BlueXPEHMME

NREFEBEREMNINE. MEZEZTEMERABZIEANENME. Wl EBUEEMER TZIFFIR
BUBlueXP&EMHMIME, @B, MREHVMEFTIBMEHERCEEMRS, WAL,

NREBENFEEREONEMNREME, BWAILUERLLINEE. A IIEFMREUEEMBlueXPEMHHIMES.
TR LUERHNRIRMEE RS N ILER B ABlueXPEHHIME.

FEEUH I MBlUeXPEMHME ZAl. BRI TFIRFHRITUATLE:
* AILFIFRIFABlueXPEHHIME
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* BFRZ TR R B &1
REEXWMEFTEME, BUHEMEDRA A,

p
1M * & ETRA, EF * FRE

@ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Manitoring Reports

All Working Environments (6) - (¥ Last Updated: June 30 2023, 10:20:56 am Backup settings

24 o 5 . 8 11
1 % ¥ 3-2-1 Protection % Partial Protection Unprotected Volumes

Total Volumes

2. 1% Backup Settings page 1, B - WFEBUHIMEMIRSNOITIEIFR, HEEF * BUEEM * o

Backup Settings

Select the BlueXP backup and recovery version

(@ Display the new BlueXP backup and recovery version () Display the previous BlueXP backup and recovery version

11 Working Environments Q
awe ClusterB Not Active = 1] =
ClusterC Not Active - 1]

aws

Unregister

3. TEMIAFHEES, B~ BUEEM o

MBI X IRRONTAPEUE

ONTAPEEIEIE N AT MBIBE BV EIRTF: SnapshotlZs. EHIAIELURFETEINR

FHEPNED. ERIUMEREEA—PEHUIEMNFER B RIEREIE. S UMEHX

FEREZENONTAPE. HEWRERIFERR/L XA WA BURRX AR BN o
CEEL B (FAHE) ERIIRGIERER, ERBRSIKAVEMTFFREHAE ONTAP 24,

* BRI LR X R EREIRR TEFRERNE. ERBETKANEMITEFRRNEHAEONTAP R
EB%E
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* IEELUOR Xt RREIRI TFFIERHE, ERERTKSNEMTFFEREIEHAE ONTAP 245t
EB%E,

BRVBENEOXHEREIEF RS, FEEUBIBlueXPEHHIREIFATIE,
BER . U2 AT REHIEL/REIONTAP TIEIF R B RUR

* HEOXH-BRERS
* EHNE-BRRNE
* Snapshotg@l4&—B1X RS

ERIEER

BRILERTRERSRIITE. XRMXHTEREE. BNRERESR. R EHBlueXPRERREHHMIK
B ARBEERET+F. SHALEE | >WRS ERNSHIRERSPEE EREEIR

() YABHEL—TIERREBIUXPENTINE. HEU A ENBERNXE,

@ Backup and recovery Volumes Restore Applications virtual Machines Kubernetes Job Monitoring Reparts
Browse & Restore Search & Restore
Interactively browse your backups in a native file system experience Globally search for volumes and files by name, parts of the name, ar path,
to recover specific volumes and files. across selected working environments for instant recovery,

" —L.-

IS o

{{3} Indexing Settings

Restore Volume Restore Files or Folder Search & Restore

Restore Distribution

NT73 ttems ) 10,500 1,273

Local Object Storage

EiZn, | B

24.25 e

NIEFRIL, RREBRREMH TR RRNGERMEOXEEREE: * FSAER * M - BRMER

EEIH AT R A R TR AR IR
BHES, YERBEMIE—AR—AERIES, XARAZHH, _Browse & Restore"BH R EF—EA]

EBXHNRMAMUE. URXHNRE—MREREFNEH, B8, SEFBRERE. XHRIX MG
Bt. _Search & Restore"= &4, BENCFHIINZIR. SRENEHRE—MASRIFFIBE.
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TR XM EHIT T AL

SRR RERMIER
MR RFXNRNERUBRBENEDXAFHE. X BEDNTEERNR. B0 TR/ AR,
B o AEREMEMIERmESRE FIA & X PER

B XHRIXF
MRXHEMFHERR. HEAFAMEREXS QSEHEIRE / MER/ EHIBRUSFEIE / BIER/

A, WASZBIEXHRE Ean BRI

ERIIMIIRHBRIR MR, STk BEIMNIEFESRMARKR
RHBRER.

EFETIMNIIRMHE A MR ER, AEEHMNEUSHRERERTEDIH
5] %8

SFHRIEE R FFFRELFRo

L FRARIBEE DA PRI EYIH T B ENERIE(F

HinLE X B AR R EERMER

REE mE Xt MmEXMHF EEE mE X 8 X 3%
Snapshot & =ZH9 ) = =0, =0, =3in8
SRS =0, B = =0, =/, =0,
B X p=1i p=1i =0, =0, =0, =0,

EFERE—RREREZA, BERFREAINEIEE THE—NEREER, UTETRNBXLENRK,
BEENEEANEFRIZELRRENERNER SR :

* FRNEMBRAIEEES; TR

* FERANEMBARERRE X 4FA X, IR

* <<Restoring ONTAP data using Search & Restore,{ffSearch amp; Restorelf[R#&. XHFFNHF
RN S FE RIE R ONTAPEIE

FHRERES. XHRIXHZE. BNAEZERNENRIR. BT TEFREMSVMBIR MR EMFIE
REENXHIARKBE. ErTLIMSnapshotBlZs. ERINEH N REFEFEFHEREDIERONTAPEHE,

IR MMIREEERRENFIENEOX G EEE IS EFEP(MONTAP 9.10.1718). MIEFEIREREERK
BIRtIE. HEFERA, M BIFEEHESNIIEITONTAP 9.10.1HESRAFIERE. i5179.11.13RFEX
. 18179.12.13FF R Google ArchiveF]StorageGRID . i5179.13. 13RS A3,

"THRBEXM AWS IEEFHEERENEZER"

"THEB XM Azure IIEFERENEZER

"THEEXMGoogle) I EFRIEENEZER
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(D) BHIBMAe ST REIStorageGRID RYEY, R MR

NEHT RN TN RFERUER

TR LU R TR R (E RIS ) S REFE(F 10 X ) FRIE D XA ONTAPEUEIR R EI LU T TIEHF
5. Snapshot@| &MU FRIIEIFRH. REERREIF—FRY,

AR SR UM ERRENENXHERS. BIREMNREFEPRE D X HERRX 4R B DX,

MIRIFE(ED)

Amazon S3

Azure #89 Cloud
Volumes ONTAP
REFERE ONTAP &4

Google I EFEZBZEONTAP
RZHRICloud Volumes
ONTAP endf: gcp[]

FINEBONTAP RS

METZ(E(Snapshot)

AWS #HJ Cloud Volumes AWS #1fy Cloud Volumes

ONTAP
REFEE ONTAP &R %:

Azure #89 Cloud
Volumes ONTAP
REREE ONTAP RSE

FHAW:  azure[]

ifdef: : gcpl]
NetApp StorageGRID

ONTAP S3

MFREMER. A O ERSRREE U TUE:

MR 25 (E )

ONTAP
REFEE ONTAP &R %:

FHRFF: 0 0 AWS]]

ifdef: : azure[]

Google Cloud 7#fi#

NERERE ONTAP R4t

NERERE ONTAP R4t

* 3fFAmazon S3. Connectora] LA EBETEAWST AEZBIFIEH

* 3t FAzure Blob. BJLUConnectorZfBTEAzureIEHIRZPIFIE
* 3+FGoogle Cloud Storage. @ Z{EGoogle Cloud Platform VPCHEEZEConnector

* X FStorageGRID . EIZZZMNNEPEBEERINEIFER; vILAREInternet. 7RI AR Internet
* XFONTAP S3. &2 0] LIER B BN ERIF IR (T IL RS Al ARl Internet) Y iR A IF R A

BEEE, "R ONTAP &4t " BI5|FAE4E FAS , AFF # ONTAP Select &%t

162

EBRIIEFR

ifdef: . AWS,
Azure Blob

Google F#Y Cloud
Volumes ONTAP
NERERE ONTAP 4%

REPZRE ONTAP R4
Cloud Volumes ONTAP

REPZRE ONTAP R4
Cloud Volumes ONTAP



@ NRF#GE LRIONTAP IRARTF9.13.1. MINREH XA EECEDataLockMFHE . MFEER
XHERH o EXMIBR T ERAIUMENXHERZENE. ARBRPIERNX .

ERNEHBANERRE; TR

MEBEMXHERER . BlueXPEMDHIMEZEAENFHEIEEIE—1_new_T. MNREFMEREMN. &
AILRHECREIRRTERERNE. SEIERRUTE—aKF FREM T EFIREREONTAPR S,

EEAONTAP 9.13. 0K E =4I =& 1R R ZICIoud Volumes ONTAPRZEIEITONTAP 9.14. 19K

EEONTAPRZET. &R LUEIFNIT_quick Restore_operfi, RIFFRIFEIEEFER PUREITEMIS R PRAY
REME B, REERZFTHIEBMNENXHEREE. MARERBNENX . FRIERESIER S

HNVARFRITRERR. AEEEFNEHEAIFRELR.

@ RETLREEMNIRRATITIZONTAP 9.12. 1K ESRASEY. FlexGroupE 7 ZHFIRIRIE
R, #E. REHRERFIZITHEONTAP 9.11.0EShRAET. SnapLock&A ZHFILINEE,

MEFINERRN, S LUREERREIFRIBI(FIFR. Cloud Volumes ONTAPEXAESONTAP RS,

Cloud Volumes

Object storage, ONTAP
BlueXP Backup secondary system,
and Recovery or source system @
@ Volume Restore Request > Restore Volume
{ Working Environment, =5 RAPAIR
SVM, Volume, = S
Backup File }

On-premises
ONTAP

NEFRIL. BHRITEER. BREBMERIIFFERIR. Storage VM. HRFFFM & X 4B E.
AT SRER T R RER REEL
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Cloud Backup Service:
Restore Demo

Powered by Cloud Manager

January 2022

LI

1. MBlueXPHEH, EFRMFIF>FHAIME,

2. B IFRR R, B ERIEREER.
3. 7£ Browse & Restore B9 H, B * ERE * .

Interactively browse your backups In a native file system experience

to recover specific volumes and files.

Browse & Restore

ne

Restore Yolume

Restore Files or Folder

4. 7 _Select Source" TNEY, SMINBRRHENEZND X, EF * TEFE *, * & * UREEBELRRW

BHA / B {EIEAY * &0 * X

"I E"Y) B REHD X (Snapshot)@* asit* (R RS _ERISnapshotg|A). —4k(ZZRONTAPZA S EHNEHH )i
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https://www.youtube.com/watch?v=9Og5agUWyRk

BN REFE (W REFEPHE DX EREERIIX .

o Select Source @ Select Destination

Select Source

@ Selected Working Environment
120 Snapshots
Q
SnapshotName = | Location = Date 3] size > | Ransomware Scan - Storage Class -
@ Selected Volume
Backup 1 Local June 12 2022, 00:00:00 12125 TiB N/A N/A
(] Backup 2 Local June 12 2022, 00:00:00 12.125TiB N/A N/A
Selected Backup
Backup 3 Lacal June 12 2022, 00:00:00 12.125TiB N/A N/A
Backup 2
Backup 4 Object Storage June 12 2022, 00:00:00 12.125TiB f;) Protected Standard
* _ *
S.BEHECT—H

HAR. IREERENKREERONEOXM. FEZEDHHRRAEFRPA T EDIRSHIREEE (D RER
SR T DataLock MIEI R HRIF). WARZ R REETREIEZ BN & (DX HEITHINIERI .
HMNEWNERBEOXG USRS RR S (EFEXINTINMITRMEBELER. AEHRENXHNRA
5o )

6. 1£ Select Destination TAE, EREXRRER * TIENIE *

@' Select Source o Select Destination

Select Destination

@ Select Warking Environment 5 Working Environments Q

Worlkdng Environment Name : = Provider

Working Environment 3 Cloud Volumes ONTAP Azure
. Destination Volume wgn [ Source Working Environment [
Waorking Environment 2 Cloud Volumes ONTAP Azure

I

7. NHRIFEEREHD XA, MREFRNIONTAPESE. FHEHKREESHREFMENEIHEE. NRAARIE
TERNBMES:

° M Amazon S3 /BT, HIXRZEBIREFITE ONTAP S8 IP i8], WAGRIERAF A RIZ AT
MZEH, LUES ONTAP EEHZ T S3 FES EBRAVIARIMNIR, 1bsh, ERILLUEERE—NE A VPC s
KL L 2 TR,

* M Azure Blob iF[EBY, iHEIREITERTER ONTAP S8R IP Z=8], %E#E Azure 1T LA RIS
RIFME, HOLEFEDIERF vNet I FWIEFERTFLEHIBEEHNATIR S,

* M Google Cloud Storage i&/RBY, iEi%#F Google Cloud Project K iAia] 22 sAFIAN 22250 LA 1) X
RIFME, BOEEFIENXIE UKL BARERRTERN ONTAP S8 HH IP =(El,

* MStorageGRID IFREBY. 4HAStorageGRID ARZ523HIFQDNLELRZONTAP 5 StorageGRID i#
THTTPSEER N ERMNmRA. EFRFRMREEFAFRINIARZEANNZZR. UNBEREHRE
HIONTAP EEE8¥-RRIIPZS 8],
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* MONTAP S3iA[RET, 4 NONTAP S3ARSZ25AIFQDNLL R ONTAPSONTAP S3i#{THTTPSE{SHT
NAERMIEO. EFRHR N REFEFAEIIANZHINZZRH, UNBITEEHEONTAPE R+
RIIPZ 8],

a. MABRTARMNENZIR. AREFIIHEEFEStorage VMRS, ERFlexGroup&ht,
BEEEERZIMEBE, BINMBERT, €A * <source_volume_name>_Restore* {EAEZFF,

Select Destination

@ Selected Working Environment

® A new volume will be created in the working environment based on the backup you selected
Working Environment Name 2

Volume Name .
Volume Information

@ oestination Volume > General_restore Volume Size: 50,00 GB
SRR et Storage VM Backup Policy: CloudBackupService
| svml b | Protocol: NFS
Aggregate Disk Type: RW

aggr2
Restore Priority

Low

TE{EFONTAP 9.13.0H E SR A I RIFMEF 1 IEREIONTAPA S 5iE1TCloud Volumes ONTAP
9.14. 1KYREBONTAP R SRS, EAILUEIFRHIT_quick Restore_operft,

ZIE%UEN\U?UEI&?%%F (M ONTAP 9.10.1 Friaieft) FHEMXHERE, WAILUERERM T

"THRE XM AWS JFEEFEERIIEZER

"THRE XM Azure |FEEFEIERRIVEZER"

Tﬁ#ﬁ%}‘AGOOgbUﬂFﬁlrﬁg FEEVEZ(EE"s Google ArchiveZEEHFHEM X GV F2IIEBNER. HEARSE
RR" R

1. BE*Next (F—H*)EFEHRITEEMER R REMEIIE:
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@ Restore Volume @ Select Source @ Select Destination ° Select Restoration Type

Select Restoration Type

°

Normal restore .
Quick restore

N Restored volumes and their
data will be available
immediately. However,
during the quick restore
process, data access might be
slower than usual. Do not use
the quick restore process on
volumes that require high

performance.

AN

| Previous | Restore

© ERRR: NEESHENEERERLR, EXRIETRZE. ERATR.

© RFAER: EREMEBIRFIULENIA, B7EFTESEENE LERILET. FRATERETRITIZ
. WEIENIREE A RS TE IR

2. BFER, BREEZZERESR, UWEEETFIEEHE.,
Q:l:

BlueXP&EMBHIME ZRIBEEEERENE D EIR— .

AR, NABEEFNEOXEERENEFER DTN, BERRTRASENERMTR. ErTUE
Rl i R REEEREE.

ERR SR AINEEIR R X KM X4 ; EIR

NRIEIFZMONTAP EEMIERIL M. WETLUERRRX AR BN X4 MABERERENE, &AL
R R X EREFETRRERNIRES. W UEREIERE— z:kaFE’JET’@I{’EWiRo Ay L
SRR REIREBONTAP R4t LHE,

@ LB, EREEMMRFEFRNEOXAFERXHRIRENX . BRIRH MAsitiSnapshotEl s
B — R TARRIR(E RIS ) FEIE (0 AR RIS Ko

ﬁﬂ%ﬁi%%’\iﬁ, NEFE XA EREREEEFENE—BFE. Eit, MRBHEXAHEREFENE, NFE
2,5
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fEFAONTAP 9.13.0EShRAES. (SR LUR R KR EARBIFRE XM FXHFHE, £/H9.13.0Z81HIONTAP
ARZARY, REEREX RPN MARIERF XA RFF X FRPRIS

* MRE DX EEEDataLock M= RIF. MIHHONTAP hrZA799.13. 13 B Shiv A
B, AXFXHRFER, NREEABEZEMZAEIONTAP . A UMERXHFERED
@ . AEBRIFTERNX RN o

* NREGXH T BEAIEEFEP. W B HONTAP hiiA799.13. 1HESRAY. A FX M4
KREF, INREFERNEFHARRASFIONTAP |« TAT LM i R I HE BB & 10 ST R S
k. WA LNFAREDERENE. ARTHRFIRRIS R M4,

* BRIT_files_IFFIRIE. ONTAP kR AS# 9.6 ESARAS.

* BT folder JRRIZIE. ONTAP hRZASAINAN. M AHEShRAS, INREWEMA T )AIEFMEP. HEBRZOXHE
IETEfEADataLock B =B 4R1P. MEFEZEONTAP 9.13.1hRo

X R FERS T2
eI A2 90 AR

1. MRBEMEEZMERXGERE—PRZIXHE. BREERETE. SARET Browse & Restore. FHI*IE
RS e S

2. EEXG RS IEFFRERRLEIRAE. EMED XM,
3. BlueXPE MM E 1§ Bk E &5 A RIS 4IRS
4. EEBMZE D IERB I,
S EREBRRENHREAXGHEFRME (TR, EMXHR). RERET TR
6. XHBEXH,
Cloud Volumes
ONTAP
BlueXP Backup Object BlueXP Backup
and Recovery storage and Recovery @
Folder/File Restore
@ Restore Request }- @ Folder/Files
—_— R
{ Working Environment, Backup E= HA PAIR
SVM, Volume, Displays all e 3
Backup File } folders and files T
in the Backup file
On-premises
ONTAP

SNIEFRIL. BRITXHREXHER. EREMETEFIRRIE. TR &5 BEAFM SR/ 4R TR

RS A
BB T BR X 4RI MONTAP EEFINIEREE, BNAMEZRTERXHRIXAHNEZTMENX
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frEVBHR. LEINREMERSSETNINITNGEE, UEERIUERESNENXAHFRNERMXHTIR,
AP SRR R T IR R 8N SRR IR 4R -

Cloud Backup Service:
Restore Demo
Powered by Cloud Manager

January 2022

T

1. MBlueXPHE R, EEZEMRIP>FMHIME

2. B R *ETE, S ERTEREER.

3. £_Browse & Restore I3, B AR XA a X3,

Browse & Restore

Interactively browse your backups In a native file system experience

to recover specific volumes and files.

ne

Restore Volume IRE‘;TorF: Files or F’J:ﬂ?l'l
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https://www.youtube.com/watch?v=9Og5agUWyRk

4. 7£_Select Source"TIE . vﬂn |8 &ETR E’Jﬁdﬂ#@:ﬁﬁ(#ﬁ’]éﬂ’]éfﬁiﬁ% EERAEEEMPIERX AR
B/ BEIERY * TEFIR -, &M &K~

o Select Source @ Select Items @ Select Destination

Select Source
@ Selected Working Environment

120 Backups Q
I Working Environment 1 I
Backup Name - | Date | size + | sStorageclass . | RansomwareScan -
@ Selected Volume Backup 1 June 12 2022, 00:00:00 12.25TiB Standard None

° June 12 2022, 00:00:00 15 Tig Standard None

Selbcted Batkip Backup12 June 12 2022, 00:00:00 1TB Archive None

Backup 2

Backup 20 June 12 2022, 00:00:00 2178 Archive None

o  BET—F IR ETREE DRI AR,
SNREMNIETFAER PRSI XAFERS R WA LOEEIR R AR,

"THREXM AWS ITIERIERENESZER
"TERB XM Azure IFEFHEIEEMNEZER

"7 RE F M Google| I TEERRHIE ZEE" Google ArchivefZiEE RSN XE N ELIIENER. HATRE
E7EERE"I LR

=+

ﬁﬂ%ﬁ%ﬁiﬁ(#?ﬁﬁTE)J?EA#H%?F(!ZD%T‘ B RSB A T DataLock M ZF A RIF). MRKIRTEEE
[REHREZ R E DX AHSITEMNYE R, FTBNERRE O X USRS R . (EFBELEHIH

WRIREREHEE, P AEHANNE. )

+

Select Items

Select Files Folders & Files @

All Folders & Files > Folder A Very

%}:;5 pl5Ltxt ®

Last Modified: Aug 23 2021, 7:27:04 am

1.25 M8
° ﬂ File bsplst.me Aug 232021, 7:27:04am 125 MB
Path: root
| File bspiS2.o Aug 23 2021, 72704 am 1MB
B3 Frolder Long Name June 12 2022, 00:00:00 - - >

1. 7£_Select items_TUEH. EEFBERINARRI M. ABRE M, BEHEERAD. BHRTUTR
fE:

° INRBEMRIMFR. AILUREHE,
° SRR HRRENTH NSRRI R MU B ZEMENZI R
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° WRILMEREX R T FMAF B HHEUEBREX o

EEREX MR, XEXHERAMETEALN, UEERUEEEEFNXM. NRFE, EUREXH
BFEWAHY * x * RMUEETIRPRIFRS o

2. 7£_Select Destination_TIE™. EFEFRFT BN TIEIFE

@ Select Source @ Select ltems 9 Select Destination

Select Destination

e Select Working Environment > 7 Working Environments Q
Working Environment | Type > -
s Working Environment 1
R = i | NTAP {|
@ Select Volume o On (o] Cloud Volumes ONTAP (Single)
o I Working Environment 2 I
s 5 Cloud Volumes ONTAP (Single)
n

Select Folder

Working Environment 3

On-Premises
® On

NSRERAERSERF, BRREESHRFMEIERERE, WARIRTERANENEER:

° M Amazon S3 IR, HNBIREFTTE ONTAP £ IP TialARIA R RIZGEFIER AWS 18]
ZHRMNZBEHR, SR LUEFET AR E LUEERDIEE,

* M Azure Blob &/&EAY, #NBEIREFRTE ONTAP 8 M IP =ja], iR n] LUERE Bin i & LUE
1ERIEER,

* MGoogle=FEERR. N BIREFIEONTAP &R IIPZS 8 LA 8] W R GEFR B840 2 58
FMNZZE,

MStorageGRID ERES, HiAStorageGRID ARSZ288IFQDNLLRONTAP 5StorageGRID #
THTTPSBIER R fERMEO. WMANARN RFMEPIFRIFRZAMNERA. UKRBIRERR
T_ONTAP ERPHIP=(El,

a. REEF M XHEFR . LUERX AR o

Select Destination
@ selected Working Environmint Select Target Folder (®) Select Target Folder (O Maintain Source Folder Path
Working Environment 3
Folders Q
All Folders
. Select Volume
Type | Name * | Last Modified v || Size * |
] Folder dirl Mov 04 2020, 2:39:01 am -- b]
@ Select B
Folder restored May 04 2020, 11:40:07 pm = ?
| ° i Folder testing Sep 20 2020, 4:00:01 am -- >
] Folder results Oct 25 2020, 630:01 am -- b]
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R RANSCAES, & 8] LUk — LI B %D,

° MR OEFBERXMR ¢ 5, LEFR!
* ISR ORISR,
* BRI ERAFEER I XX LA RS | BITRERFLURANZI TR, AEEFE—1XH

o

° WIREEEN B TIRRRNE SRR/ FERNALEMRRE. WA DOk 4Em RS SRR 1E
R X IR RENREMRFERBRX R, FrEERBXHRMFXREBBNEFE; F=EIZ

XHFR, FXHTRERQMUERN. ErILUERESERX A SeIZHIX .
a. Bf R, ERREFERERR, UWEEEERRRENHE, Stha] B S Fill iz Em-F
BEERRHE,

ERERIEERIRE ONTAP £U3E

TR LUERERRMERMONTAP & XARRE. XHRIX T, ERERMERAUMFBESENPERNE
. XHRIXMH. ARRITER. EFRFEMEBTN TR, SRMHXMGR. BREEHMEEE
o

ERIRERTBONTAPS A E A #ISnapshotBlZd. ZREHRA LHNFIEEHEURMREFEFHNRE&E%
Xffo HBFMZAHSnapshotBl AT E I EERBIBLE NN REFEPHEN XHFEREER. MAER. HE
FIREREMXEE M B RERE.

ME D XHER_full volume_BY, BlueXPEMHIME ERE M FEIBUEEIE— _new_%. ERILIKFIIEIF
NEE TR RN EERE SR TR T E—oK P PR EM TEIFE S AERONTAP RS,

TR LUR_folderglfiles_IAREIFIGEME. F—LEFRTHNAES. ERR—aKFPBREIEFIRERN
ZRFONTAPR G EHYE,

fEFHIONTAP 9.13.08 EEhRAsEY. &0 LURR X 4R MR ERBIFAE XHMFXHF, #FH9.13.0ZEHIONTAP
hRZAES, REXRRZEFFE. MASIERF X F T HF RS,

MR BT R EMED XU BT IRIZE R (MONTAP 9.10. 1 FFHART ). MR RISIER E BRI BIH =45
GRS, TEER. BFEEHEMIUEITONTAP 9.10.1HEBRAFRIERE. 1B179. 1. 13REFEX . 15179.12.1
SkIZEGoogle Archivef1StorageGRID . i5179.13. 1K R R 4K,

"THE XM AWS JFIEFEERIIEZER"
"THRB XM Azure JIRFHEIRRIVES(EE"
"7 ##8 X MGoogle| I FHEIRRIEZESE",

* NRWREFEPRIFH XA EEEDataLock =5 FRIF. MIREHONTAPARZ/79.13.1
HEShRAR A REIER. MREERNZFIREHIONTAP . METLIMENX
HFRRENE. ARVIEFIFRS R Mo

RN BT & I BRI R, TS HONTAPERAS 19,13 1 B SR A
©) B AR, MR ERNE S HRARIONTAP . TIB] LU i TR A &
DTHRETHE. BE LM S DERE S, RSB ENX A

* JEEIE MAZure I AL F AR R BStorageGRID R4H. AL iF'E"ERMER.
* Bl Z3FMONTAP S RIFEFIEIRIR X F,
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Fazal, BN THRERRNEHXAANZTHLE,
AR SRR R T IR R BN SRR R TR 4 |

Cloud Backup :
Search and Restore

Indexed Catalog Preview Feature

February 2022

© 2022 NetApp, Inc. All rights reserved

BRI R FN TR R EHERERER

SR UM Z R TR (B HI0E ) S REME (B D X)) PR D XA B ONTAPEIE LR E LU TEHF
1%, SnapshotBlZ{i FRILIEFIEHR. RERREIE—RS,

VERL ERILUMEMRENEOXHRRENX . B REMTREFEFRIE N XHRR X,

PR EARTIEIRHE
I RIFME(FD) ZRERG(EH) ifdef::aws]
Amazon S3 AWS 189 Cloud Volumes ONTAP  AWSAZBEZRZEONTAP R4+
MEBERE ONTAP R4 ICloud Volumes ONTAP endf
: AWS []ifdef: : azure[]
Azure Blob Azure F18Y Cloud Volumes ONTAP  AzureJZFONTAP & ZHHICloud
RNERERZE ONTAP R4E Volumes ONTAP endf: azure[]
ifdef: : gcp[]
Google Cloud 7£fi& Google FHJ Cloud Volumes Google N EREBEONTAP RFH
ONTAP BYCloud Volumes ONTAP endf
NEBERE ONTAP R4: . gepl]
NetApp StorageGRID NERERE ONTAP R4 NERERE ONTAP R4
Cloud Volumes ONTAP
ONTAP S3 WEFIBE ONTAP R4 WEFIBE ONTAP R4

Cloud Volumes ONTAP
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https://www.youtube.com/watch?v=RZktLe32hhQ

MTFERMER. AJLUSERBRREEUTUE:

* 3}FAmazon S3. Connectora] LIZPETEAWSE A ZRIFEH

* 3FFAzure Blob. A L& ConnectorZfEEAzure &I R ERIFIE H

* 3+FGoogle Cloud Storage. @7 TEGoogle Cloud Platform VPCHEEZ Connector

* XFStorageGRID . HFHZFBRUNIEBEZHIAERIFIER; AILUARInternet. B LARIFE]Internet
* X FONTAP S3. 1E#%23 0] IEPBEENN AR (T ILRE Al EInternet) | R IR H A E A

HAE, "HNEP ONTAP R4 " 195 | BB EE FAS , AFF #1 ONTAP Select &%,

(k= ts

* SEBEK:

° ONTAP hRZ#A N/ 9.8 35 = hRENo

° HFRTERY Storage VM (SVM ) EEREEIE LIF o

° IEE LEIBANFS (ZFNFSHISMB/CIFSE),

° MITE SVM L#7E SnapDiff RPC ARZ528. ELIFIFREREAERSIE. BlueXPBEGIAITIE

E. (SnapZEH E—HMRiEIRFSnapshotBI A Z B X EHFE RESHE AR, )

* AWS E3K:

° IKTUEHFERIAmazon Athena. AWS glueFIAWS S3HBRFAINZEI fBlueXPIREIEMN AR AEh, "

REEHREEFMER"

HAR. IREELEEABlueXPEMNMMEIER T I AR ERNEESE. NIMEFEIFAthena ki
ERAMEBlueXPAF AtH, BRMERFZEAEN.

* AzureEK:

o fEAIEIT IR EMAZUre Synapse D TR RIRHIER (FF A "microsoft.Synape"), "7 fEUNME A EHIITIR

ML REEE" ERREITH PRI E B T E 7 e M R IRR MR .

° INTUE4FEMIAzure Synapse Workspace#Data LakeTZfi&k 2 A PRI E) A BlueXPIRIEA PRI A F

B, "WREEREEENR"

BAR. MREEBLFERT EIERENEIZRREMABlueXPERBHNIME. NIMERERAzure
Synapse WorkspacefllData Lake7Zfiitk P i R ARMNEIBlueXPEF feaH, ERMERFEFEREN.

° A Connectorft B * A A B *IBIRS 28, UMEBIHTTPSInterneti#{TiB(S, WRE N Connectorfic

BTHTTPRIERSEE. NIEEAER"RRMNEBIR TIEE,

* Google CloudZEX:

° IR E R Google BigQuerytX IRANE JBlueXPIRIEMN PRV F e, "HEREEREEREN

PR"s

EER. MREELEEABlUeXPERMIMERER T I EXEENEESE. NIMEFERBigQueryi R
ANZEIBlueXPRFABH, BRMNTEEFRFEAEN.

* StorageGRIDFIONTAP S3E3K:
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RIEEHECE. FAREI MM TUSEHEE RMIER

° INREHIKP PR B iR ERE. WRS|IBREBRKEEEConnector Lo

c NBFBEMBEEL )L hEREERE. N'EANEREN" BREEREMEEERSR L(FEEE
£83.9.255 B S h A ),

o YNREH "AWS FIE" o "Azure credentials” FEF . R | BREFRESREDL. MEXEE=D
ByConnector—#t¥, (WREEHAEXFHNMERE. NEINBER FIEEFEAWS, )

BMEE(FE R RN ERERE Connector. tATEIY # B =it i X ConnectortX [RAI =R B BRI E
Ko FEALESEME. 55 1 EIRAWSHIAzure XK,

HEMTRIDRR

IS A2 FFAR

1. EERRFNTRZH. EEEREMNTEREHIENESNEIEFE LER"R5IREH", X%, E3|IBF
A RSN EN & X

2. NREMNEZMHIRREHXYE, EE Search & Restore T8 * HEEMIEER *

3. HRERDHTEELZN. BOHTBXHR. FMHUE. A/NEE. QIERESEE. HtERMiEBRmNE.
XK XHEIERR MY, ARRT*Search®,
"ERAR " TTEBERXERES ENEREZGENFIE IS,

4 BEEEMBEN F UEBZRATERSIXENMUE, AREEEANEREHXELREE > TR,
O RBRRE. XHRAXMAHUE. AEREEE
6. &, XHFRFIXHEER,

Cloud Volumes

Object storage,
ONTAP

BlueXP Backup secondary system,

and Recovery or source system
Volume, Folder, or Restore Volume,
@ File Restore Request > Folder, or File

Full (or partial) volume,
folder, or file name,
backup location, other
filters...

HA PAIR

3
4]

Displays matching
volumes, folders, and

files in all Backup files On-premises

ONTAP

NEFRIL. ESEFR ERFEMEE DB, FHEd SERIERILECHFRE &1 XA R1TBlueXPEHMIRE L

ZIR0
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AN IR RER"BwE"

AEERERNMERZA, ERBEHIMNPFEREIXAHNESNRIERNE LER " R5I14%H " XF, R3|18
KA URES NSNS MEOXE, NERRIFERESN.

BRLINEEE. BlueXPEDHIME SESVM ERNERBASnapDiff v3. HEHITUUTRE:

* HFEEEAWSREL, BARE—MT0SIEIES B "Amazon Athena THAEIS" Fl "AWS
BRS SMUR RS

* WFEEEAzure N ED . E2BECE—MAzure Synapse L{EZ[a]f1— Data Lake X R A ENTZMETLIE
T EIHIEN A2,

* XFEEEGoogle CloudHHIE M. EREEE — M TEMEDERF "Google Cloud BigQueryfRs5" 7EtK /M B
G

* X F1Ff#E7EStorageGRIDEXONTAP S3HHIFD. EX7EConnector =it iFIfR LECESIE,
MRENTEIFEERBRS, BRI T —TUREHE,
ERNTEIMEBARSIgE, BEHRITUTIRE:

s MNREF N ITIEIFIEREIZRS], I5TE "Restore Dashboard" H#9 Search & Restore &, Bk * AT FIFER
B&E5| *, ABRET - N ITIEMERRARS .

s MBEVE—NIEFIEEHFIZES|, 17T "Restore Dashboard" H#Y " Search & Restore" T, 8 * &
SH&E *, AEBEE - AITERBEBRARS *,

RETRMERSHEERSIBRGE, TIEFRIEETRA "Active”

Search & Restore Search & Restore
Globally search for volumes and files by name, parts of the name, or path, Globally search for volumes and files by name, parts of the name, or path,
across selected working environments for instant recovery. across selected working environments for instant recovery.

b k- |

To activate Search & Restore, enable Indexing for at least one working environment. | @ Indexing Settings |

Enable indexing for Working Environments / Search & Restore

Indexing Settings for Working Environments

Enable Indexing far each working environment where you'll want to use Search & Restore.

Working Environment Name # 1 () Active
aws =

Cleud Valumes ONTAP | & On Index ( -'li-"l\'.'f Staty

Waorking Environment Name # 2 =} Not Active
aws I3 C Enable Indexing |
_ Cloud Volumes ONTAP | @ On Index Catalog Status -

Working Environment Name # 3 (J In Progress
Index Catalog St

WS

Cloud Volumes ONTAP | @ On tatus

RIELIFMREREHNARNARPIEI T ERUETHIENXHHE. VIR |IREIEIIZPIERERKA—/\ITRIES
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B Zf&, E/NTERMER—X, HHTEERN, MRS,

fEFSearch & amp; Restoreif[R#. R

fREid ENEHNTERREERZRS IR, B UERBRNERERKERE. XXMt Xi¥, ERA
LATE R Z M ih i 28 SR E B MFR B & 10 X IR RV HTIS M B E,

PIE
1. MBlueXPZEr, FEFRIP>EZPFIMES
2. B R R *ETE, NS ETRIEREBIR.
3. 1£ Search & Restore #8593/, #if * ERMTE *,

Search & Restore

Globally search for valumes and files by name, parts of the name, or path,

across selected working environments for instant recovery.

____Q

‘

{}} Indexing Settings

Search & Restore

4. 7xSearch to RestoreTIE T :
a. 7£_Search bag_#. MATERZHDERZN. XERZFFXHZ,
b. EIFHIRLEE: &, XHF. XHFZ*2I,

C. 7£_Filter by"BXIg AR, ERTHESM. FI0. ERILOEREIRPIER TIEMFIRAMSAHRE, Fi.JPEGX
. HE. NREREBENREFEPH T ASnapshotBIANHEMNXHHILRER. WA LUEEEHAE

KA,

S BHHEFR BRERKERETEFSENERLENXHE. XHRIENFRERER.

177



Search to Restore |_ Browse to Restore
Q la All Resources - 1b

All
Filter by: Waorking Enviranment e File Type v Size - Creation [ Backup Location
by & 7 [ velumes
1c
( ) ¢
| Working Environment 2 x \] ( Working Environment 4 x ) ijEG x ) Clear All Fliters
\ e [ Folders
[ August 10, 2021 - September 10,2021 X ) [ Cloud ) [ Primary (Local) X )
- N
2
100 resources Q
Resource Name 2| SourcePath ) +|  LastBackup %| Backups = |
?0 Volume 1 WorkingEnvironment\SVMName'... 2.25GiB June 12 2022, 00:00:00 10 3 View All Backups
E\ Volume 2 WorkingEnvironmeant\SVMName'... 25,125 GiB June 12 2022, 00:00:00 100 View All Backups
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EER. LE?E%’I-:%LEEE?EP@ ZX YA E SnapshotB| A FIRIZE HlE. EALLAEMEENDX
. SnapshotBlAHEHIHEIRR,

8. MBREXRRE. XHXRAXGHERUE. REREER",
° WFE. ERLUERRIGEFRIEFR. M LUERERIEFIR, &RFlexGroupEhY, EEBXES

/l\g;ﬁlzlo
° WFXHR. ERILEREIFRIGMUE. WaILUEREMUE. SEIEFR. EMXHE,

© WFXH. BAUEREIRGMUE. WAILUEREMAUE. SEIFFE. BNXHE, EFRIRUE
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SNREEZNE ONTAP 24, BHKREESHREMHNERER, WRARIRTEHNENEE:

* M Amazon S3 RREY, iHIEIFEBEIREFATE ONTAP &£ IP =8, RWAERIENAF8ARZ
BANEER, UES ONTAP SEEHE T3 S3 FED RBIIAFMNIR, LLIh, EAILIER—NE A
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* MAzure BlobiR[RBY. IHERBITEFTEAIONTAP B FRMIPE|E. 1 E] LUK vNetfl F M 3F
ERATREWIEERNAAE RS, "EEEAXEERWFEMEE"

* MGooglemTFEIR/REY, IFEFBITEMERIONTAP SEBRHIPTIE. UKRiIFRIZANNER
ALLRNRFE, "BEARAXLEEZRVFAEE"

* MStorageGRID IFEBY. iAStorageGRID ARZ528HIFQDNLELRONTAP 5 StorageGRID i#
THTTPSIBENRERNEKA. MAARINRFEFRENIARIZANNZZA. URBETE
EONTAP &8P [a], "&E G X XEERIFMAER"

* ONTAP S3iE[REY. 4 AONTAP S3fR5525HIFQDNLIRONTAPSONTAP S3#{THTTPS&E(S
BN ERERO. EFN RN REFEFARIIGRZRANNEEH. URBEIREHEENONTAP
SHTNIPEE, "EERERAXLEERIFAEE",
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ERPRIERE. XERBX A, HFREREZTRESR. UEEATUEERRRIRFHEE, SHAILSESE
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HFEAENS, GO EEIENEHLE RERE,

BEERLFINEDIR

O U ERENEPNONTAP RS EBlueXPE MMM E S BN S N ERRIIZ &
B, AN EBEN"SNEMEENELIRE, XEEENEHEINREENEE
ERE, [FESnapshotBlAEEFHARDXHE,

@ XERENAATERENREFHE. XEREHFEFMENSnapshot EFIIRE. FRZ MR
RANEFRMEMBERFRANEFIRE,

SRR EMDISERI7E_Advanced Settings TTE 1 E),
TR BN —EERMSESE:

* BROEATREND LEENREENMETE
ifdef: : AWS,

* B ESnapshotBI AR T BETERRE MG RLEH IR

- ERETMNERATFHIR SE RE
EERRHLNNEMRE
ERIUEES LI RNEREEHRE,
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2. W+ & &R, B8R &RE

@ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Manitoring Reports

All Working Environments (6) - (¥ Last Updated: June 30 2023, 10:20:56 am Backup settings

)

Total Volumes

=5 e E 11

¥ 3-2-1 Protection Partial Protection Unprotected Volumes

3. £ Backup Settings page ', B - WFIIEIFE. IHEFBRIEE

Backup Settings

Select the BlueXP backup and recovery version

[;) Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version
11 Woarking Environments Q
Clusterd (&) Active 7 4/8 —
Manage Policies

aws  Clusterd (%) Active 7 3/10

a
I

Advanced Settings

Delete All Backups

Deactivate Backup

"SRKE " TTHETR T A TR SRR E

Advanced Settings

Working Environment: ClusterA

Max Transfer Rate Unlimited
Export existing Snapshot copies Disabled
Yearly Snapshot Deletion Enabled

MRFBHITEMER. RAFRAETHHITELREE, EErFE &R ERME.
HAR. RIERES LOONTAP RAURENFAENSRESBIR. FERTATA,

180



ENAATRED LEANREFENNESH

BINBER T EAIIEMESCEBIUeXPE MR ER. ONTAP A LUE B LIRSS M EIEM T/EIMERH
EEREINREFM. NRELZMEDREEEZMEFEBR TEAZE. WA LREIEHEREERANMNE T RS,
BRI LUER—PATF 131, 000 Mbps Z [BIMEE N R AL HEIRE,

Max Transfer Rate

O unlimited

@® Limited Limited to:

Apply  Cancel

R RR BERHA A ERNRATER. REEF LR LUIET LB R,
IRERZFMIECLA R REN TR RPN GECERNEMEMERIX REH R,

BN EEEHESnapshotE| &~ T H A& Xt

NRENEA At Snapshotgl & 5 B TR IERERNE O IR LR GIWN. 80, 88F). LS
XLEFHFRBIEAZTOXHSHEINREMRE, XiE. BB T IHBSnapshotgl A hE| B A FZ D a4 K
TBY=HPNED,

HAR. IR IRESHME N X R TIERDR BIE. HERIP(DP)EFFFILEDL,

Export existing Snapshot copies
Export existing Snapshot copies to object storage as backup files

All historical Snapshot copies of read/write valumes that match the Backup schedule label (daily, weekly, etc.)

will be copied to object storage as backup files to ensure the most complete data protection.

Apply  Cancel

QAREEREEESHI B SnapshotElzds. AREE* N AR,

FEENRRGFRIFR"SE"RR

NERENER KRR SE"EOREN. SIEMNSnapshotBl&IFER, BINMERT. XEFERBREER
B REFMEEBNMNRERGFMEFR. &R LM "EE SnapshotiBx"E8 3 BLALLERAIATT A,

Yearly Snapshot Deletion Enabled

® Enabled
Yearly Snapshot copies are deleted from the source system after being transferred to object storage as backups,

(O Disabled
Yearly Snapshot copies are retained on the source system. Note that these snapshots can be large.

Apply  Cancel

MREBARRAZLRBFEERR., HEF BRAHRET VA
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& A F N AEFRIBlueXPEMHFRE I MAEBONTAP F AL miREEHN AR —
HISnapshoti EEK B RIPIhEE,

EA L& 9 Oracle. Microsoft SQL. SAP HANA. MongoDB. MySQL. #PostgreSQLN FBIZFHIEMA
EZRONTAPZ 4:ZIAmazon Web Services. Microsoft Azure. Googlez=F & #1StorageGRID,

BXNAEFBBlueXPEMIMMENIFAER. TSN

* “EABlueXPEHFI1EE LUKz SnapCenter ##17 N IR AN B & 19"
s "ERAFNAEFENBlueXPEHFIE EE"

ENK
FEFERNAREFSIEEMNEISREEZA. BB TER, UBRENEER .

* ONTAP 9.8 S{E S hAs
e BlueXP

* SnapCenterfz55234.6 X E S hR 7S
° NRBFALITINEE. N{ERASnapCenterfRS3284. 780 E ShRZs
" RIPENRZ NI ZREFERN R
* {RIPSAP HANAL. T2
* RIFVMwareIFEFREOraclefISQLN AT
* BINNEESE
" (=RED
* B M SnapCenter AR5 2%
* WRBFEALITINAE. FfEFASnapCenterfRs3 284 958 E =i A :
* HE#H OracleBIBES %
* RIREIERFE
° YNRE{RIFMongoDB. MySQLFPostgreSQLN AFER. [{ERSnapCenter Server 4.9P1
* SnapCenter lRZSEF N AT I ARERFEMEH—1&EH
* &£SnapCenterd EVE—NMgH. BRANEAKRE. 5BlueXPHIEISHEITE HATEAER

TEERT &N NS MEURTEE N2 BESHNERE:
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BlueXP Backup and
Recovery for applications

i Connector ' Cloud bucket
saas | ( 't ) | s 5 i s 7 Backup
\ / ' : A s

Data transfer
over HTTRS
Backup ! Restore

OMNTAP API
Oparations

E Management LIF Interclustes LIF
> . E HA BAIR

i SnapCenter fRSS 28

]

On-premises data center

QB BB SnapCenterAdminB B F A BE £ TSnapCenter fRSZ 254 .65 & im ik A< 1Y

FAl. Er]LATEBIueXPHEM Z1NSnapCenter ARZ5 28 1o
Pz
1. fEBlueXP UIH. BEHEMRIP>*FHIME >N BERF
2. M\ *i%E * THIFIERSP, B * SnapCenter Servers* o
3. Bk * ;3 SnapCenter Server* o
4 IEEUTHEAGEE:
a. 7 SnapCenter fRZ28FESHH, 5% SnapCenter ARSS2:E41AY FQDN g IP Hbtit,
b. #EIOFEEH. FEEIZ{TSnapCenter fRZ 2T HMIHEOS,
BN RREmOSITH. LUEESnapCenter fRSS 28 f1BlueXP 2 ali# 7@ (S,

C. FEFMEFRP, FEEBEARIC SnapCenter ARSSBIHVIER R, R MEER BEXZ Mo

XEEFRIE LLE S 73 R0
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d. ZRFRBMNEBEFEF, IEEERHE SnapCenterAdmin FERIAFHEHE.
O M*EEHEER TR RAIEREEES,
6. B M
SR/

BE * FHMER * > * NARER * I EEHEAEMB SnapCenter ARS8 ENRIFHIPIEN AR, BINER
T AASAESRTREMNAIXENBIERF.

PN AREFRHEEERE:

* Oracle#{EEE:
° BRIRTRE&H(#E+BAE). HPELEE—1EH. ERANEAITI
° SAN. NFS. VMDA-SAN. VMDA-NFSFIRDM
* Microsoft SQL Server #{3EE
° JhIT, MRS EREFSLGIANEI LA
© BRIRRREE&D, HPELEE—NEH, SAXEAIN
° SAN. VMDA-SAN. VMDA-NFS#IRDM
* SAP HANAZLIEE
° BB
° ZNBUBESE82.x
° HANAR SR E HI(HSR)

FURM—RIER EVEDE—NED. EELUREN ZRAGHITE KRS ESIER KRR,

° MBS (NDV)EIR. BIINHANATESBIXX . HANAIFEBEE. HANAREZESESE
* MongoDB
* MySQL
* PostgreSQL

Fa R TFHIRRE:

* RBEEIEIEE
* (REERENE/ )\ RNEIEE
* FEENVMe LM Oracle#iERE

IR T &N AEFRIRES
RO — MBS, B BRFREEHEIR.

FIaZ Al
* MRBRFEDMNREFESEIEEFE. FHRERERFIFENONTAPhRZ,
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° YNRITEFARIZAmazon Web Services. NN {EFONTAP 9.10.15E Sz
° WREERBIZEMicrosoft Azure. NN EFONTAP 9.10. 1K E &R
° NRIEFEABIZEGoogle Cloud. M EEFONTAP 9.12 1 EShRA
° YNREFEHAIEStorageGRID. MR {FEAONTAP 9.12. 1 E S k4
* BN AN ERESEE I HRE.
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RIS ST DR, IEEREET,
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T BERIR,

o o & W DN
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1. BlueXP U1, BEHRIF*>*&HFIRE>* N BEF .
2. B - WNFNARER, ARRE " BUEED -

3. ENERIRTIES, HEERERHBRE * T—F .

4. BINTAEIFIR,
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b. ERMITFFIERSH:
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ii. $5FEONTAP £8P &R,

& TN AREFRIBlueXPEMNMIME N FEEFEIR,
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C. B * FMIIEIRE *,
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. 387 AWS K,
- £ AWS TFIRBAFETR, IEEEH.
- £ AWS HIZZAFER, IEEED.
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- IEEIPEEl,
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B RER N FAIZF 2UEE 19 E]Microsoft Azure
SN T R, BN BIERHEEMONTAP &4 ElMicrosoft Azure,
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2. B - WNTFNARER, ARRE " BEED -

3. ENERIRTIES, EERERHBE * T—F .

4. BINTAEIFIR.

FCEREBlueXPRIIMEEEIELIF, AEF—IMNARFMITEFRRE, TN EEER— ONTAP &
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a. JEESVM. ARBE R ITIEIRIES
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ii. ¥EEONTAP &8 F YRR,

& TN AREFRIBlueXPEMNMIME N FFEEFEIE,
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b. ERERIZEMNHXIH,
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e REARBPEEIEFM. HEFIEE.
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6. ECEHIEMEMBRINFRIF
. BEREFREEHREE C BEED

B REN AR FEE D EIGoogle Cloud Platform
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3
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* WFOracleffiEE. RARVIHHEEMMBSEN. STEMHARLKENRERS(SCN). FMEMNIVERE
Hl, SRERRMEEMHBEEFELIRIFGUE, BB SEEHMASEHERIIERUE,
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7£BlueXPik#%23P A ESnapCenter CAZ R iEP

&N 1EBlueXP Connectordfig & SnapCenter CAZ R IEF. LU{EConnectorr] LAEiiESnapCenterfYiE+,

Faazmi

&N 7EBlueXPiEE 2R HIBTT LA T an < LAFREX_<base_mount_path>_:

sudo docker volume ls | grep snapcenter volume | awk {'print $2'} | xargs sudo
docker volume inspect | grep Mountpoint

P

1. EREFIConnector,
cd <base mount path> mkdir -p server/certificate

2. FECAMIHa]CAXHE #IF]_CA/server/certificate <base_mount_path>B R,
CAN N KA. promi& e
3. MMREHCRLXXM, BEHITUTHE:

a. cd <base mount path> mkdir -p server/crl
b. ECRLXHEHZ_CRL/ARSZ28<base_mount_path>/CRL_HF,
4. FEED = EIEEE snapcenter. FH¥Fconfig.ymlFHYE FACACertfEi Htrues

sudo docker exec -t cloudmanager snapcenter sed -i 's/enableCACert:
false/enableCACert: true/g' /opt/netapp/cloudmanager-
snapcenter/config/config.yml

S. EMRTI=EIEEE snapcenterdzs.

sudo docker restart cloudmanager snapcenter

73BlueXP Connectorfic ECAZ ZiFH

YR 7ESnapCenter /B 7T XWASSL. NI7EiE#E285SnapCentenEiERf, ENIEIEES FHITUTSE. LUE
FCAIEBIEAR P IHIEF.

Faazai

ERIE1 T T8 < LUIREY_<base_mount_path>_:

sudo docker volume ls | grep snapcenter volume | awk {'print $2'} | xargs sudo
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failed with status code 500, error
{\"error\":{\"code\":\"app internal error\",\"message\":\"Failed to create
snapshot. Reason: Snapshot operation not allowed due to clones backed by
snapshots. Try again after sometime.
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g

1. &R ZF|Connector VM,

2. R#SnapCenter LinuxEHEHF Z#HHI3X 4. <code>sUdo Docker exec -it cloudmanager_SCS_cloud curl
-X get '<a href="http://127.0.0.1/deploy/downloadLinuxPlugin'</code>" class="bare">http://127.0.0.1/
deploy/downloadLinuxPlugin'</code></a>

3. EFIMIF LTI ER* sudoer.txt IRZA: /var/lib/doker/volumes/service-manager-2_Cloud
manager_schs_Cloud volume/_data/$(sudo doker ps|gep -po"Cloud manager_schs_Cloud: .
? "|sed -e 's/*$//'|Cut -f2 -d: ")/SC-Linux-host-plugin

4. {ERrootA PP EREISAP HANAR G Mo
5. @B L BEIhEHIMNNXAEHIZ /etc/sudoers.d/snapcenter XK H3ErootF F B & sudoif Bl R,

7£9_/etc/sudoers.d/snapcenter SXEFRIIBIITH. & _snap_ER<LINUXUSER> J33FrootFiF
¥ _home/snapcenter &i#t<USER_HOME_DIRECTORY> }J_home_sport_<non-root-user>,
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1. ZRZIConnector VM,

2. {EF Connector i AV A R It iR 4o
sudo bash /var/lib/docker/volumes/service-manager-—
2 _cloudmanager scs_cloud volume/ data/scripts/linux plugin copy and install.sh
--host <plugin host> --username <host user name> --sshkey <host ssh key>
--pluginport <plugin port> --sshport <host ssh port>
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sudo
/var/lib/docker/volumes/cloudmanager scs_cloud volume/ data/scripts/linux plug
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--sshkey <host ssh key> --pluginport <plugin port> --sshport <host ssh port>

Name Description WIE Default
plugin_host FETESAP HANAEA] =/ -
host_user_name FEETESAP HANAENL E 28, -

BB SSHIXE

BJSnapCenter FAF
host_ssh_key $5E SnapCenter FiF =, -

HISSHEIR. AT&EE
ZISAP HANAZEA

plugin_port el E R AR & 8145
host_ssh_port IEESAP HANAEHNLE & 22.
HISSHi%E M

%0, “sudo bash /var/lib/dDocker /volumes/service-manager-2_Cloud manager_scs_Cloud
volume/_data/scripts/linux_plugin_copy_and_install.sh --host 10.0.1.1 --username SnapCenter --sshkey
/keys/NetApp-ssh.ppk
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curl -X get '<a href="http://127.0.0.1/deploy/downloadLinuxPlugin'</code>"
class="bare">http://127.0.0.1/deploy/downloadLinuxPlugin'</code></a>

IAEH I BISXHALTF . cd Avar/lib/docker/volumes/service-manager-
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chmod +x snapcenter linux host plugin scs.bin
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keytool -import -alias agentcert -file certificate.pem -keystore
keystore.jks -deststorepass snapcenter -noprompt

BMEoISPL: systemctl restart spl
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docker exec -it cloudmanager scs cloud curl -ik https://<FQDN or IP of the
plug-in host>:<plug-in port>/PluginService/Version --cert
config/client/certificate/certificate.pem —--key
/config/client/certificate/key.pem
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/var/lib/docker/volumes/service-manager-

2 cloudmanager scs cloud volume/ data/scripts/linux plugin copy and install.
sh --host <plugin host> --username <host user name> --sshkey <host ssh key>
--pluginport <plugin port> --sshport <host ssh port> --upgrade
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/var/lib/docker/volumes/cloudmanager scs cloud volume/ data/scripts/linux pl
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--sshkey <host ssh key> --pluginport <plugin port> --sshport <host ssh port>
--upgrade
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a EFEFT—F*,
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b. EZF T EIFIRFHIEE NetApp H o
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C. EEFENS,
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/opt/NetApp/snapcenter/scc/etc/allowed commands.config Mff

[root@scspa2622265001 etcl# cat allowed commands.config
command: mount

command: umount

command: /mnt/scripts/pre script.sh

command: /mnt/scripts/post script.sh
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HIHBW FE IR EIRZEN S B R
UserStoreKeyNames ERAHANASGIERERCE A P EMEEH
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R EFRMEREERE R EIRIEA TONTAP BIFSX TR IR R4 o

* JNREBIFSX for ONTAP LTIEIFRFMEIEE(LF B —MEINFAB = (Virtual Private Cloud. VPC)H. MATLA
ER—MVPCHEE thiEER.

* TNRIEAIFSX for ONTAP LTEIF B EUREMIF RERIVPCH:
° YREIEAFTONTAP BIFSX EACE TNAS (NFS)T1Efad. NMIEUfEE—VPC LRI EESR,
° NRENECE TSANLTERH. HFERITEFERERNAS (NFS)ITEMRZE. NINIESIEZEFSX for ONTAP
RFEBIVPCH IR ERESS,

EEANAS (NFS)TERE, BRAEMIEREVPCHIAmazon VPCZ BN, 1E5
(D SRIPHARINFS P RAEBSFFRMEMS — PVPCIHE, R HELHBVPC
SRIBIEFRIPHAL,

SEiEREGE. B EE> BA> RN ITERE >R TEFIE . AERBIETAIIIEME, HF
ﬁ}EConnectori%?%ﬁ']Oracle?ﬂEfﬁIM*ﬂFSXI{’EWL’%O 2R N RENSIEIE BIFSX TEIMB B S IR IPHY

B RIS B> R TR > R0 TR R SR TR R

iR MIE R ST B B E N U SIE A FONTAP IFSX TEIFIR, LhiEiE2Rn 3SR FONTAP TE
RAIFSXHYEEF E IR IPHIME,

© BT EESI>EIEGESHAREERSRBIR. UERIEZSRID,
ZIEEATFSQL ServerfiSnapCenterifiFFHRMMEGEEEN

B ESNSQLEERE EN L L RIEATSAL ServerfySnapCentertfifh. RINEIEEE
Wl RIEHER L O HEC B SR E R BRI R,

LHEERTFSQL ServerfySnapCenterffifd

&N T i *snapcCenter_service_windows_host_plugin.exe*, AGIITERLEIEFHSEIREEEN L
LR ZE M.
FHaZ A
* B RE R L T ER R .
° BRENet4.7.2
° B&%PowerShell 4.0
° AIAEETEIE L5 GB
° RAMKXNED N4 GB
* BROBITAPIISEREF NIR, BXEZER. HEN:
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Tenant%20Registration/create Tenant
B
1. 8T MRS ENVBTTAPISR N Rt iR,

docker exec -it cloudmanager scs cloud curl
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Tenant%20Registration/createTenant

'http://127.0.0.1/api/v2/pluginpackage/windows"

HSXHBIMIE R /var/lib/dDocker®/service-manager-2_Cloud manager SCS_Cloud volume/data/sc-
windows-host-plugin/snapcentre_service_windows_host_plugin.exe<agent_version>,

2. {EAscpEE Mt 55548 _snapcCenter_service_windows_host_plugin.exe Mi%EfZesE §I3)SMSSQL
Server#IEEFE o

3. RELHM
'C: /lISFeature/silent_Install_SCSQL_flex.log"/log"C
> INSER/HA_Suite_Install_SCSQL_Flex.log"<install_folder>/log"C: //install_folder /"
BI_SNACPENTter_port=8145 <install_folder> Install=SCSQL"

4. B BZERIEP Mivar/lib/dkdker/volumes/service-manager-2_Cloud manager_sss_cz=&
F¥_volume/_data/client/certification/certifice.pem_EHIZIMSSQL Server¥iEEE 4o

MBRERINER. FTUERBERIEPHCAZRZIEP,
3. fEConnectorEHHRHIEF M. promixiE A critgto

"OpenSSL x509 -outform der -in certifice.pm -out certifice.crt"

6. WHIEPLURERME DN F“ZEERIEBIANAD Z &,
ANINSQL ServerfiEE T

&N A EHFQDNAINMSSQLEIE ZE E 4o

'& fasnapcenter.cloudmanager.cloud.netapp.com/api/v1/hosts'

BXRFMEE. iESM: https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/
AddHosts

LEAPISIE T — B MBlueXP UIH#9*Job Monitor &I E# 1 TIRERRI R

Parameters

Name Type Required
Addr string true
connector_id string true
plugin_type string true
install_77%& string true
plugin_port W= true
username string true

228


https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/AddHosts
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/AddHosts

e 2

SNRAPIBLIIHIT. M BRI AES202,

ANt
{
"Jjob": {
" links": {
"self": {
"href": "/api/resourcelink"

}
by
"uuid": "3fa85£64-5717-4562-b3fc-2c963f66afab"

BEERMBISQL ServerfiBEEH
o] LUBE1TIHLAPISREB A IIBIFRE SQL ServerfiBE £ o

'$XBXsnapcenter.cloudmanager.cloud.netapp.com/api/vi1/hosts'

BXIFMEE. B8 https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/

GetHosts
e 7
WRAPIREINATIT. W R R AES200,

]l

229


https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/GetHosts
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/Host%20Management/GetHosts

"num records": 1,

"total records": 1,

"records": [
{
"id": "85bd4603-08f7-45f4-ba8e-alble2al0f4do",
"addr": "scspa2722211001.rtp.openenglab.netapp.com",
"status": "Running",
"connector id": "fBf8Iwbp4BscBfD02gBwWm6I03gGAesRclients",
"plugin port": 8145,
"plugins": [
{
"type": "mssqgl"
}
I
"os type": "windows",
"platform": "onprem",
"username": "administrator",
"operating mode": "production"
}
1y
" links": {
"next": {}
}
}
K IR EHEEESL )

R LUBTTILAPIFF R EVLIDR L BT EMSSQLSE A,
'& fasnapcenter.cloudmanager.cloud.netapp.com/api/mssql/instances/discovery'

BXiFAEE. 158 https:/snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/
MSSQLInstancesDiscoveryRequest

LEAPISIE T — B MBlueXP Ul #9*Job Monitor &I E# 1 TIRERRI R

S
Name Type Required
host_id string true

e 7

SNRAPIBLIIHAIT. BRI AE3202,
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/MSSQLInstancesDiscoveryRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/MSSQLInstancesDiscoveryRequest

Nl

"Job": |
" links": {
"self": {
"href": "/api/resourcelink"

}
by
"uuid": "3fa85£64-5717-4562-b3fc-2c963f66afac"

BEEERIEIREELG
BRI LUBTTILAPISREEBFRE B A LAV EHEZESLf.
'$XBXsnapcenter.cloudmanager.cloud.netapp.com/api/mssql/instances'

BXiFAEE. 1580 https:/snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/
GetMSSQLInstancesRequest

Mje) 7
WRAPIREIITT. N E R AES200,

Nl
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/GetMSSQLInstancesRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/GetMSSQLInstancesRequest

"num records": 2,

"total records": 2,

"records": [

{

"id": "953e66de-10d9-4£d9-bdf2-bf4b0eaabfd7",
"name": "scspa2722211001\\NAMEDINSTANCEL1",
"host id": "85bd4603-08f7-45f4-ba8e-alble2al0f4do",
"status": "Running",
"auth mode": O,
"version": "",
"is clustered": false,
"is credentials configured": false,
"protection mode": ""

"id": "18elb586-4c89-45bd-99¢c8-26268def787c",
"name": "scspa2722211001",

"host id": "85bd4603-08f7-45f4-ba8e-alble2al0f4dl",
"status": "Stopped",

"auth mode": O,

"version": "",

"is clustered": false,

"is credentials configured": false,

"protection mode": ""

1y
" links": {
"next": {}

A& SR EESL I R
18] LUBTT L APISREGIERN 18 & R EE SE IRV 8.
"% fisnapcenter.cloudmanager.cloud.netapp.com/api/mssql//api/mssql/credentials-configuration'

BXiFAEE. 158 https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/
ConfigureCredentialRequest

LEAPIBIEE T —NAT MBlueXP UIFRY*Job Monitor iEIN R i#{TIRERRIVELL .
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/ConfigureCredentialRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Instances/ConfigureCredentialRequest

Name

host _id

Instance_ID

username

password

auth_mode

e i

Type

string

string

string

string

string

SNRAPIBLIIHAIT. BRI AE3202,

Ny
{
"Job": {
" links": {
"self": {
"href": "/api/resourcelink"

}
by

"uuid": "3fa85£64-5717-4562-b3fc-2c963f66afac"

FHD=EEMicrosoft SQL ServerfiiEE

Eer i

ellfES-gvpsticd

P ECPREZRISRES KGRI R R IR T E D

A LUBTT AP ISR B & 5 3R ER,

Required

true

true

true

true

true

'’% fasnapcenter.cloudmanager.cloud.netapp.com/api/mssql/backup/policies'

BXEFAER. B

https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/

MSSQL%20Backup%20Policies/MSSQLBackupPolicyService_CreateMSSQLBackupPolicy

LEAPIBIEE T — N MBlueXP UIFEI*Job Monitor< &I £i#{TIRERFI VR,

Parameters
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backup%20Policies/MSSQLBackupPolicyService_CreateMSSQLBackupPolicy
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backup%20Policies/MSSQLBackupPolicyService_CreateMSSQLBackupPolicy

Name Type Required

name string true
backup_type string true
copy_only&{f string false
HNEZENX string false
backup_name_format string true
schedule_type string true
start_time HF true
Hours_interval" ME true
parallElt 0 true
{REGHAY string true
{REGME BF true
End_Time BF true
e 7

SNRAPIBLIIHIT. M= BRI AES201,

]l

" links": {
"self": {
"href": "/api/resourcelink"

KRB 53 EoLa SQLEE L)
ERILUBITILLAP G SRB8 73 BCLa SQLEURE L1,

'’& #isnapcenter.cloudmanager.cloud.netapp.com/api/mssql/instances/{id}/policy-assignment'
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Hrf, _id_B@in TR MEIEESSHIAPERENRIMSSQLLFIID, BXIFAER, ESH "LRINHHEESEA",
b NBYZ2IDEE, BI4n:

"c9f3e68d-1£f9c-44dc-b9%af-72a9dfc54320"

BXFMEE. BB https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/
MSSQL%20Policy%20Assignment/PostMSSQLInstanceAssignPolicyRequest

LEAPISIE T — B MBlueXP Ul 9*Job Monitor &I E# 1 TIRERRI R

e 7

WRAPIEIIIT. W ERMENAEE202,

Ml
{
ey |
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"uuid": "3fa85f64-5717-4562-b3fc-2c963f66afab"
}
}
BIBREEMD

&R LUBTTLEAPIR B 238 & 17
'’& fisnapcenter.cloudmanager.cloud.netapp.com/api/mssql/backups’

BXiFAEE. 158 M https:/snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backups/
CreateMSSQLBackupRequest

ILEAPIBIE T — N R] MBlueXP UIFREY*Job Monitor i I+ # 1 TERERRYVE N

Parameters
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Policy%20Assignment/PostMSSQLInstanceAssignPolicyRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Policy%20Assignment/PostMSSQLInstanceAssignPolicyRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backups/CreateMSSQLBackupRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backups/CreateMSSQLBackupRequest

Name Type Required

id string true

@ XEMSSQLEIER:
SLIRYID,

APt string true
policy_id string true
schedule_type string true
Mje] 2

SNRAPIRZIHAIT. W BRI AE5202,

ANl
{
Bolobu
" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"yuid": "3fa85f64-5717-4562-b3fc-2c963f6cafac"
}
}
BEEEMN

TR LUSTTXEAPIRIIEFIE S HIMAE. L UEERESEHRIFAESR.
'$XBXsnapcenter.cloudmanager.cloud.netapp.com/api/mssql/backups’
'$XBXsnapcenter.cloudmanager.cloud.netapp.com/api/mssql/backups/{id}’

BXFMAEE. iESM: https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL %20Backups/
MSSQLGetBackupsRequest

e i
WRAPIREIIIAIT. W E Rz LE5200,

Nl
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backups/MSSQLGetBackupsRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Backups/MSSQLGetBackupsRequest

"total records": 1,

"num records": 1,
"records": [
{
"backup id": "602d7796-8074-43fc-al78-eee8c78566ac",

"resource id": "a779578d-cf78-46£3-923d-b9223255938c",
"backup name":
"Hourly policy2 scspa2722211001 NAMEDINSTANCEl 2023 08 08 07 02 01 81269 0

"
’

"policy name": "policy2",
"schedule type": "Hourly",
"start time": "2023-08-08T07:02:10.2032",
"end time": "0001-01-01T00:00:00z",
"backup status": "success",
"backup type": "FullBackup"
}
I
" links": {
"next": {}

R EREEESEOraclefiiEZE

R oREOracleBiEFE R EIRIGN E

MREEHIRER. EoI LU REHIEXXHGN/EERIX R REIRSGUE. AEHEMENIE
o
Fraaz il
W5ROracle 21c#BEEL T ERBIRES. RIRBRIEREK, EMIhEREBIEE. ENEITUTH S,
cp -f <ORACLE HOME>/jdbc/lib/ojdbc8.jar
/opt/NetApp/snapcenter/spl/plugins/sco/lib/ojdbc8-8.jar
P
1. BE v WNTFEXRRNEIEE. ARRETEFE
ERIBIEENARINERS. ARRE ERIFEIRUE"

3. ERFBER . AT TR

MR ... HATIEIRIE ..
XA IR REHE X 1 prirt E D IR = €7D
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INRE ...
IRF IR RIEHI X M

o BRI E REIES AR X+

Tt Ay LLk e Rl R LR R 2R AR,

SATHARE ...
PRI

prirs S TR €7 UM 1 D

7£Amazon FSx for NetApp ONTAP Z{Cloud Volumes ONTAP SANfR /™. 1REAFOracle
HISnapCenter fRHFTEASMEZEZH & FIFROracle #HE X 4 LASMN RSN X . MISHATIERMEIAEIR

Fiko SNSRI AR A T —Tel ZMpEE
° B
> Password
° JFEAE
° BANBEE
° ASMBE S,

"Force in-place restore*"iEIM S B =S 5K,

P, MR fE R TR &7
4. EMESEEE D P HITUTRIE:

NRE ...
REMER E—1FES

FEMEIRENRAENHS (SCN)

RS 2 E B HAFAT 8]

FREME

RO B SR BRSNS . SNRIER T oRBIR AR

HATIEIRIE ..
R FERE

EE EEISCN *HIEESCN,

eEE * HHEATNRYIE] * .

W TE * o

MNFEENREEE. U IHAEXHIE FRPEFIEESSMEMMFIIEATNMUE.

NRBAMERLORGEITAESERE. BHERILEEAE,

o BEH N HEFFAREER
6. BEH*1EIR ",

B =REOracle B ERREIEHUE

MNREZFEHIEER. EHEEE OracleBRERIREIAzure NetApp Files LRI RUE. &
BRI UM FEMEN L. WAL TFRE—FEN Lo

FaZ Al
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* WROracle 21cHIBEEL TERBIIRES. EBRIEERRN. ERIIEREEIERE. BRETUTHR,
cp -f <ORACLE HOME>/jdbc/lib/ojdbc8.jar
/opt/NetApp/snapcenter/spl/plugins/sco/lib/ojdbc8-8.jar

* BN H1RE A A LM Oraclehi A 5 R EHAEE

XFIAES
BEhERIRIER . RAVHEREROracleXEBR. AEHFME. Oracle SIDHMEIEEFIEZINIEE.

HNBRT=ERT2MmE. H¥_until cancel I8 E Atrue,

HFERENEIREE. RANBERTEXAIEEAEERER. IRFE. ETUBRAIMEEEXHBIMBERS
7ENetAppE Lo

BIE

1. B we WNTFERREEE. ARREER

2. ERERBHIEELRIINERERS, JAGE T Restore to Alternate location*>*Next*s

3. EECETIETP. IEEEZANME. SID. Oracle_ Home. HUIEEZIEMNEFHEELEMFMAEE,

NTFHIEERE. MRBATRERFAFSMHIIE. NWRNsysAFPRH—IEE. UEREZIE—E
M BREN LB RAVERIERE.

4. BH*Next*, EFFMEER, AGE T *Restore®,

RRIBENHERNE R SER TTERES, (Fl5ifE, SRR UEEERENSUERE, B8
B BLEFRIPEREIE R ERHIERE.

T E=FE4ESAP HANAZGERE

MREEFIRER. ERILURREIEMIEEIE 4. AEMESIERE,
* Fazal*
* SAP HANAR G ik F B2 LEIRES.
* WMERSAP HANARZA BB HIETEIETT. B LUIRE— M FMIERRFEREL RS,
* XFLAES*
* NRTE LBAANFEDD. MEHMITSingle File SnapRestoret& (.
* WTFIERIESHN 2 BIEIES. BITIEENEI 2R /RIEE.
o EEMBIANERIRERIAR S FRE(QoS) B MIEIES £ B IFIRSHIRS FIEE

(D cosEmTFHmATHHESL
BB

1. 8E - WUTFEXRNBEE. ARRETEEFAEES
2. B o WNTFELXRNBIESD. ARREER"
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3. BEREAFTIEHR. WNEIA, "FHAIERIZAAF IR,

HFERIER. UTFHIEZ SR {EprestptllpostScripthy—EB 912,

HETE Description
SID EEATERHANASUBERN RAIRRF
B ER N FIREIEENEH BT
UserStoreKeyNames B AHANARGIEELRCE A - FE% A
OSDBUser BENHANAZKEZERCE OSDBUser

1 BF*ER*,
T—F1750
RRE. FaESAP HANARS SR (E— A FHITSAP HANAR S E BURHIZS,
RRIFEIEE
* XTFULES -
M FEEMB AR FIRIE, BT Microsoft Azurel TP, ERE. BHRIE". AEBARRESnapshoti&E*,

EZ
1. B AEF TES. N THAEREZIFRIES.
2. BF o WUFRERNED. REBREEERES

RREEFIFIES
s XFUES
T EZMNE IR FIZIE. B EIMicrosoft Azure| P . iEFES. Bi*wiE*. AERBA 2B Snapshoti&iE*s

ez
1. B AEFTED. REEFRNEBIFHRES.
2. B - WNTFELXRNZ2F/HIELIES. ARRTERS

1 EMicrosoft SQL Server#iiEE

&R LUK Microsoft SQL Server#iEERREIF—EH. BN IRBEIEEY IR, ARBE
[REHEE
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BEEMIREEYIR
BRI LUBTTLLAPISRE B HIREY IR,
'$XBXsnapcenter.cloudmanager.cloud.netapp.com/api/mssql/databases’

BXFMER. iIHBM: https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/
MSSQL%20Databases/GetMSSQLDatabasesRequest

v
SNRAPIBLIIHIT. BRI AEI200,

Nl
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Databases/GetMSSQLDatabasesRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Databases/GetMSSQLDatabasesRequest

"num records": 3,
"total records": 3,
"records": [
{
"id": "348901e5-aeaa-419f-88b1-80240de3blfe",
"name": "DB4",
"hostname": "scspaz2722211001.rtp.openenglab.netapp.com",
"size": 0.078125,
"instance id": "454c8413-5351-41fc-88bf-£f20fb050ec87",

"instance": "scspa2722211001\\NAMEDINSTANCEL",
"db status": "Normal",

"db_access": "eUndefined",

"db type": "User",

"recovery mode": "Full"

"id": "c79d33ab-7322-4ed6-92f5-51ad7a6944e0",

"name": "DBS",

"hostname": "scspa2722211001.rtp.openenglab.netapp.com",
"size": 0.078125,

"instance id": "454c8413-5351-41fc-88bf-£f20fb050ec87",

"instance": "scspa2722211001\\NAMEDINSTANCEL",
"db status": "Normal",

"db_ access": "eUndefined",

"db type": "User",

"recovery mode": "Full"

"id": "40d6f35a-f4fb-48bc-8e0a-0ac93d4ddf0888",

"name": "model",

"hostname": "scspa2722211001.rtp.openenglab.netapp.com",
"size": 0.015625,

"instance id": "454c8413-5351-41fc-88bf-£20fb050ec87",

"instance": "scspa2722211001\\NAMEDINSTANCEL",
"db status": "Normal",
"db access": "eUndefined",
"db type": "System",
"recovery mode": "Full"
}
I
" links": {
"next": {}
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RIREFREMSSQLEEE

&0 LUBTTIHEAPISRIZEMSSQLERIRE

'’& #isnapcenter.cloudmanager.cloud.netapp.com/api/mssql/databases/{id}/restore'

Hrf, _id_@@is TViewHIEEAPERENFIMSSQLEUEEID, BXFMER, BEN [EEHEETIE.

BXFAER. BENR:

MSSQL%20Database%20Restore/RestoreMSSQLDatabaseRequest

LLEAPIGIEE T —Na] MBlueXP UIFAY*Job Monitori&Ifi&#1T

Parameters

Name

backup_id

overwrite_database

retainEH1& &

IERI

undo_file_directory

0 7
WRAPIEL LT,
ANl

Type

string
pic
it
string

S I3 FRTEH_Operational
_« _NonOperational _
#_ReadOnly",

string

string

M) 2 7~ Rz 4E5202,

ERERAYEAL,

https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/

Required

true

true

false

true

true

true
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https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Database%20Restore/RestoreMSSQLDatabaseRequest
https://snapcenter.cloudmanager.cloud.netapp.com/api-doc/#/MSSQL%20Database%20Restore/RestoreMSSQLDatabaseRequest

"job": {

" links": {
"self": {
"href": "/api/resourcelink"

}

by
"uuid": "3fa85£64-5717-4562-b3fc-2c963f66afac"

mPE R4 Oracle$UEE

SePEELSFIER

A LB I B EAmazon FSx for NetApp ONTAP ZCloud Volumes ONTAP
HOracle BB EF D EIREIEE NN FA ENREIEZECERE, B UMNEFHERAAT
PR

RPEHIEREZ AT, B TR ESHRRREMEER,

52 Oracle HUEZERER
52f# Oracle #UEEZ 71, ENHARBEIIRSMHF.

* BN ERIBEIRENER. ETIHNITRERE. BN eI SR B S &%
* ffasm_diskstringS . ENECE:

° AFD: *(3NREABZEASMFD)

° ORCL: *fNIREfEARIZASMLIB

° /dev/ASMUDEV (3R {EFHIE<exact_device_location>)
* MREBGEEAINLLIERE, NWEAIVNHEUATEKR:

° RN REEERAEN L.

° OraclefF N ZEEFAEN L,

° YNRETeEISCSI SANTEE LRVEIER . NseZ NN MEFHERLKILUN, NREBEREERE
Ml BB REFEN SR ENZERILISCSIETE,

° INRREUEREZ ASM EHEE
* ASM LA FEERIT eI EN LB EIHIZTT.

. Zg%@lﬁﬁﬁé%ﬂ%rﬁﬁwﬂﬁEIUS‘U’-?H&ET‘ TEAASMEEAES. NEREIREZAEREASMELE

* A UECEMIREEE AR, EFHERERITRENEN EREMEMASMERATERZZT.
* BREASMEREA FRBIEXX SRR ETERPHITRE.
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PR

* A&#FFafEAzure NetApp Files EHIEREE,
* A rbRqtree ERIEIRE,
* AEFEH R ENBIEE.

* JNER7EAmazon FSx for NetApp ONTAP L2 T EHBah&E . MNFEEMBIueXP UIHfIBRAmazon FSx for
NetApp ONTAP L 5EfESE. HAFSxEERENSE LEIEED,
EMFSx UIFRRIBRENFIE &R E. ERMIRRENE. AR HAforceiBIMBIueXP UIFRflBRXLEFefE,

ebETE

ERILMEREAT ZN R EE X IR e .
EREETS ERE

TR LRI RSB ENEE & RN ESIR R .

* BUEESI. TRIEENRIERGAFRINNRIEERE.

* BUEX AR RIRIEEER S R S RHEITH Ro

* TEtEERZAE. MZAERISQLIER.

* RNBR T MEXTEREUH . EaERSHEENXBKNETENHTRE

ERMLEX ez

TR UEREIEXHREXRE. AERERERIEE. ERUTHEXH. REEFENEH#ITENR. AR
Rt "THEZER.

MSEX AR E XY AER AR SEUN T

BE Description
control_files e FEEIR RS X LB,

ERIX NS ER S REUEEER, NMREE=TH
X, FILRHEEMIERXHREZE. N LNE
TEX 4 BT ASMEEEE2H,

redoH & EMASHUE. X/ EMEARE,

REMIEEEVFTERIEHAEAH, IREBEE
MAEXHRE. TUREMASXHREEEXA
S5RSEERENXHRT. EV ENEFEXGHRS

ASMEEEELE,
ORACLE_VERSION BirEHN LR Oracleh 2,
ORACLE_HOME BirEH_EMOracleE B Fo
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2

=

enable_archive_log_mode

BIERESER

SQL_iEf)

os_user_detail

AR IR

asm_port

skip_recovery

BE_scn

Al

Until_cancel

log_paths

RALE

clone_location

location_type

pre_script

post_script

246

Description

e PR IR R I B SR
B35 SR NS SR 5
RfEREEHIERE LRITRISQLIER
BinrefE83E~E LA Oracle OSHF

MRENEBATRIERFZMHIIE. WETFSEUE
JESGE N

MR Ecreate clonefii N\FIRHE T EE. NHAFSASM
BIREH#ITEENwO.

FRITIRE R,
REiEEmE e ER RS ENS (SCN),

Rtz e 2)Hs E Y B HAFI BT I,

EZHRIA_MM/ddlyyyy hh: mm: ss o

BT HEH SR EHRTRENBUEE D XK A EED
HKiImEo

SENEBIEERME EI R RTIRANBEXH A LE.
AT E e fE R It B SRR E M E,
HEA N EH RERMIEEEN LNIE,

FEAESRUENNABREN L CIZHEHE
HRUE,

Ea LEasm_diskgroupEimountpoint,

XEBERE FTHAXGNEET. ERNRELS

o
BEQEREZ AT BN ERITRIRIZS,

B2 R EE BAREN LRITRIRIA,



2

path

GRS ES
INRERR e
g0, snRiIE

Description

SefE N ERIAREITRER,

&R It A TF BT L BR R R
BY/var/opt/snapcenter/spl/scripts S AE{RI S {42,

A BREN EIE1TRIRIZNE E BIERT BT 8],

FEAIEERISER,

EXTHHRAIE UK SEENEEARN BT, SR LOEEEE S BaER"

R AR MEHRRUE U ESIEENEEAN R TES REIEERR.

BUREERYIES = //inetapp_sourcedb/data_1. +Datal _DG_. MIXFeZrI%E#EZE. SANLE

HINFSHIASMBYEH RIRFFA T,

* I HE MR ENR R FEER S RER.

®

NREHBATHERXEBREAUTIFEE L. WAFPNEEBRENPEEASMEAEHD

HEHRO

* Oraclei®ER 4B P M Oraclehi 448 5 R IR EER
* RIEIFMEEBFRAIBIVUNT : sourceVolNameSCS_Clone_CurrentTimeStampNumber,

Fan. WNRIREIEE EREZFRN_sourceVolName . NIFefEAYEZ TR
79_sourceVolNameSCS_Clone_1661420020304608825 ,

®

B EhERRYER S

CurrentTimeStampNumber TE&RZFRAIRH T ME—1%,

HE

NREFBEEMN T EL R, WERREE U 5l SR EREE AR BRI — a4,

* WFREER T BARESE. NEKN TESIDS
* MNRERETISEXMA A WEEKFRE THREISEXHIEEN BER"

Ba0. SNERIREIERERIES = A /Inetapp_sourcedb/data_1 . M*Fef&SID*E*BE&* N _HR_. MsepEEEEMNE
#5238 F//netapp_sourcedb/data_1 HR o

* ERIXAMEMBEXHNBER S RER,
* FRE BB EXHER XA T — 1 e R SRR S EASMEEE A Eo
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* EIETEEER TR T sourceVolNameSCS_Clone_CurrentTimeStampNumbero

fFlan. MERREFIEELBERFRA_sourceVolName_. NITE[EHYE R FR
#9_sourceVolNameSCS_Clone_1661420020304608825

@ CurrentTimeStampNumber_TEERZIRAAIRMH T E—I%,

* NASHEEH =MIEIN_SourceNASMountPoint_suffix_o
* ASMEZEZARIME T 9_SourceDiskgroup_suffix_o

()  inmsmmaARnFIIRATS5. NZHMAAEEE SC Hasclode suffix .

HRESR
TiemEaB A ERAMA. U TREFESRIEER S REEEEER,

* log_archive_format

* BZIRER

* iz

* PGA _aggregate target

» remote_login_passwordfile
* undo_tablespace

* Open_cursors
* SGABF
* DB_block_size

AT SRS S ER R IE R ESIDMIN— 1N a4k

* audit_file_dest = {sourcedataset_parametervalue} _suffix

* log_archive_dest_1 = {sourcedataset. ORACLEHME} _suffix

SRR E N FAMEIZ A R AN B AR SR TIE SRR T &8
e IR AT TR B [ A IERI AR BY . fEPT AE AR SKF T SO IR E &

* sc_original_SIDISEREIEENSID, KANAEFEEFTIESEH, =Fl: NFS32

* sc_original_hostfEERENINBIF. FANBIEFEETILSE. =M. asmrac1.gdl.englab.netapp.com
* sc_oracle_hometsE BAr#EEMN OracleF B RMVEER. R~ffl: /ora01/appl/oracle/product/181.0/db_1

* sc_backup_nametEE &N E . FANAREFSHETILEH, T

° YNREIEERTTEARCHIVELOGIEIL FIiE1T: data@Rg2_scspr2417819002_07-
2021_12.16.48.9267_0_LOG@RG2_scspr2417819002_07-20-2021_12.16.48.9267

° NBRIIEETEARCHIVELOGIET, FizfT: data@Rg2_scspr2417819002_07-2021_12.16.48.9267_0|
log@Rg2_scspr2417819002_07-2021_12.16.9267_1. Rg2_scspr2417819002_07-
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2021_2021_12.16.267_12.267_SC267_12.202_R202_R4202_12.202_R202_R202_12.202_R48.202_
12.202_R202_R202_R202_12.

* sc_original_os_userfEERHIBENIRERAFIEE. 1. Oracle
* sc_original_os_GroupisERHIBERIRIER %A, 5. oinstall
* sc_target_SIDIEE e fEEIEERISID, 3F PDB RELER, FEMENXMSHNE, BANRERSIE

kB, 7~ffl: clonedb

* sc_target_hostfsE BreEHIEEN TR, BANARFESETLEH. Rl

asmrac1.gdl.englab.netapp.com

* sc_target_os_userfEE RIEFIRENIRERAFIEE. 3T PDB ELIER, AF=MENXLESHIE, &

f5]: Oracle

* sc_target_os_GroupiEE R EHIBENIRIERSAE, T PDB mfET(ER, FEMEXISHNE. =

. oinstall

* sc_target_DB_portf&E FefE # BRI EIEF IR . 3T PDB REETIEAR, ARTEXILSHREIE, =

1521.13

TR IRAT
* QBRTRUESHIUEER DR, ABESHEHBADR. 7. data@RG2_scspr2417819002_07-

2021_12.16.48.9267_0_LOG@RG2_scspr2417819002_07-20-2021_12.16.48.9267

* FBF7ESC_backup_nameBS ¥ N RRISLAE 2 Bl 2 FREdE. T~fl: DATA@RG2_scspr2417819002_07-

20-2021_12.16.48.9267 0_LOG@RG2_scspr2417819002_07-20-2021_12.16.48.9267

* AFRRE— RN —EHTE, 7. data@RG2_scspr2417819002_07-20-

2021_12.16.48.9267_0_log@RG2_scspr2417819002_07-2021_12.16.48.9267_1
. RG2_scspr2417819002_07-21 -
2021_12.16.48.9267_202_2021_SC202_202_202_202_2021_202_12.1648.9267_SC202_202_202_2021
2021 2021_SC202

TR R4 Oracle#iEE

1&8] L@ I8 5t B £ Amazon FSx for NetApp ONTAP 8{Cloud Volumes ONTAP t
HIOracle B & 10 RR SR E NS E A EN R b2 8B E,

efEHIERERRE T

MR TR R T A& B AR A i AR S B IR B 45 M AN N A SE Y ThiRE
ERIIERDAMIRFTRERHIECE,
VR 2 HEIR M PREN B LAY

Fraz Al
BN TR SHRRBEMEER, "THEZER. "

TR

&

1.
2.
3.

B o WY TERENSIEE. AR EEFAEE"
B - WY THIESED. ARBE7RES
AREFAEEEPR. EREREEZ —,
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4. RIBEFMEEDL. HITLATHRIE:

250

NREBIEEE ...
© B

HATULIRIE ...

a. EFEFEEN,
NREAEAENLCIERIE, BHRFSRIUE
FEEHhRAHERR Oracle FIRIERFEM

b. $5TEFEFZRY SID o

C. EERERBH R,
INRIFEIRETEEIREN. NsBhEMTRE
MRAR. MREHEEREDEAIN. W
PEs 2 SRR,

d. 8 OracleE 1%,

e. (A& )IEEHIRE IR,

© BUEERRE. MRERRRERGAFSH
IE. MNRE—TEE. ERGAFRER
;@?%EUIE—EME‘ZE’I‘I%I*IL_I:E’\EEB%%&?E
%,

° ASMEHE: MREBREN LEATRER
SRAFSHWIE. NN HsysasmiFR AR
B EHE LUEEEI B AR EA ERIASMIEA,

@ HiRMIrREERBIEE BT
FMLEIETTo

foadT—5,
g BEHEE,



INRIBEIER ... HATIARIE ...
FUAE ST a. B TEHXH TEHMTEX .
b. EREEHEHE,
INRERAER . NNIEEELE.
GE%%E%EH%K#\%E$EWWW%Et
d. RN,
NREEZAIN LCIEERE, RS REE
e EAARZAAEEIR Oracle FIZIERZEMo
e. JEEFMEM SID .
f. (AEEESUIREER,

© MIEERE. WRCERARERGAR SN
JOIE. WIRNZERMHE—ERD. RS AENS
EEEUE—IME@Eﬁa‘:ﬂtﬂ’ﬂﬁ[‘é?ﬁ&
%o

° ASMEIR: MREEMRENLZRATIRER
SRAP SHIIE. MR HEsysasm$FRE R
HERELOEZEI B AR EAN_ERIASMEE I,

@ HiRIrSEESHBIEEBR
FHEEBTo

g BEH*T—%*,

h. B 5ef&*,

5.
B EimEsR ATV S, R AT > e fE U E R R,

RIFTSAP HANAB IR Z %

&R LUEFASAP HANAR RS EGERIFTSAP HANABIRR S, Xel BT B YL ~HuE
REZINX RS R, BEIBlueXPEMHFIME. Er] LUMBRRFHFIEESnapshotgl4ds. FHiRE
1Btk SnapshotEIZ< Bl iEF HIAzure NetApp Filest, AJLUERRGIRIZA, XIS TEER
BEEN EHITFAERRIE. LUIRESAP HANARUGEZE,

- B2

 FEHTERRBREZ AT, FERESAP HANABIRRSE.

 ERF SRR BIFHANAR SR IMEBlueXPE MHFIRE T,

s MBIRBERSM BIRR S ERISAP HANASIEZE k28 E],

* BN EREEFERNRIFHE, RAR RAIRSRME T RIFRZS,
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=kl Ny
&A] AB E X RIH I,

* UTFHIETEnEATIMET G IR —E D et
° 7[ZHI% _mount_path
° <SOURCEVOLUME> B#r
o ha_database_type
° TP BUEERR
* ISR IR 2R F3.0hRo
* JRSAP HANAZR 4 BARSAP HANAZR 4 _E IEUES 19 H B R AR
* EERRIFIRIEZ AL, EHR"/etc/fstab" X R E & BIRSAP HANARZGHEIESE R B,
* XFUES >
* REZHEPHIRERSBHANARA S TSR SRIF
* MERBREIRZERFEEN.
* QIR EBRRBLUTHRLE: <sourcevolumename> <timestamp>

° BHEIBAETL: <year> <month> <day> <hour> <minute> <second>

Flgn. wWmERIFEEAvoll. NRIFEIERIE S9vol1-20230109-184501

() mesREESERSERNSEbS,

* BRAREFSERER.

* BN RATHEN ZEMEEFHRSFE(QoS)FEMH B ARNETIEE,
XNTFHEQoSEEM. FUHEHFENETEE X,

* ERERFERE. RASERTERMASHEZE)BaiEENHES,
BB
1. 7EBlueXPRAF REH. BEHRIP>*EHMME> L ARERE"
2. VAR TIER. BE «» BRUIEESERFNRRNEIRIE. AREE RFARIF
3. WARLRFTIEH. HITUUTIRME:
- EFR RS Snapshot&l 7S,
- (LR R AR RSN S Hithit,
- (AIE)MARAFEELE(MIB).
: i?‘z)\prestpt\ postScriptilon failurefflZs &2, REERFGRIFHE(ELRME. Z S 1Ton failurefi]

o

9] T o

o

()

- BT R o
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https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh
https://docs.netapp.com/us-en/netapp-solutions-sap/lifecycle/sc-copy-clone-automation-example-scripts.html#script-sc-system-refresh-sh

BERRENAREF IR IRIP

Wt fEd

TR LA TR R BRI R AT, X, ERIUEEEMINTTARIEL, HaiEEHITRIMELIRK
WEIPELL, LABIERI LOZERAME S R,

() RS SERETEE59 (R BFIHEBIUeX PR L K TR,
BXHMEER, WEN LR

#3P0Oracle$XIBE M

EERAIUFFBUBEENE THIPRIN. UENENRITEPES. ARHE. ENZBMETHEPEL.
FHRfa. EN=BEohHREIEFET

UTNETF LRI, HRBERENR. HEHINELEEYGT,
() aERINETHPERYH. CEATEN ENERES EEETEMIEL.

p
1. #ZBlueXPAF REH, REHERIP>*EHHIME > NEEF"

2. J{F*Oracle*E AR A2 EEL,
3. B #*Settings*>*Hosts*,
4. PITUUTREZ—:
NRIE ... HATLLIRIE ...

HEBEENE THIPEL BE e WNFEN, AFIEEFEnable
Maintenance mode* (/& FR4EFIET),

AEEENIRBLHPEL B v WNFIEEMAIFRIEN, AG1%EE Disable

Maintenance mode*,

EIZENIE

BEIE1TAPISERUIX N BZFRBlueXPEMHFMIMENEAIMNEBAFAPIARBAPIEY., EXRIFMEE. Fla0ss
., . IEKEX. APHEEIEICREBlueXPiYE)&H. BHIZF BB KARBIERBILT, APHARAVIRESH
RN B S ERERREHTEZ. NRSLAPIMBREMT L. MAELIDBEEMNISIZRIZR TR,

N T2 BIBlueXPEMAMEZIERENIP. BRIEX. RIERIR. ARRE. FEMRk. MAPIREITRS.

ERENFARER
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Enable

Define Policy
Policy - Retention & Schedule
[] Hourly  Number of backups to retain | 24 =
Daily Number of backups to retain 30 =
] weekly Number of backups to retain 52 -
[ Monthly Number of backups to retain | 12 =
53 Bucket Cloud Manager will create the 53 bucket after you complete the wizard
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: full
annotations:
trident.netapp.io/snapshotPolicy: "default"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1000Mi
storageClassName: silver

EO] LUBIR7E backend. json XHHY defaults TR0 snapshotPolicy FERAEHFERIRTEEREX
BIFFE PVC TR (E:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas-advanced
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
backendName: tbc-ontap-nas-advanced
svm: trident svm
credentials:
name: backend-tbc-ontap-nas-advanced-secret
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: volume
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'
deletionPolicy: retain

YFAEE R
I FBlueXPEZ MR EPAYGOMFA]. AWS MarketplaceFR T —MTi#. FAFEFZECloud Volumes
ONTAP F1BlueXPEMRFME. EFE "1TIHIEBIueXPITH" 1£/8HABlueXPEHMNFIIME Z fHi. BlueXP&E{HH
mE B BB T SE Ao
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I FaENEEIBY &1 Cloud Volumes ONTAP #EFINES ONTAP HURBHNEE SR, EEEMITIH "AWS
Marketplace TUE" #Afg "BFiTiH S5 &/ AWS ZEXEX",

JFEEIZIRSBCloud Volumes ONTAP #BlueXPEDMMENEESRE. EMTELIEZECloud Volumes
ONTAP TEIMERNGEFE SRE. thRIMA R IFEED AR,

JFBlueXPEPFIREBYOLIFA]. EEENetAppiRElFESIS. LUEEIFANEAEMEAMBSEREA LR
2, "THRWNEEIE BYOL ek,

BEENEDFRENFHEZELIZE— AWS 1K,

TR AWS X5
FrE AWSHI X7 :BlueXPE IR E "S735F Cloud Volumes ONTAP B E"

FE AWS FH1NPR
7IBlueXP1RIEIRAYIAM A B ELIE BFThR A RIS AN R "BlueXPERES",

AT 2 EREEPRE S3 AXR:

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1y

"Resource": [
"arn:aws:s3:::netapp-backup-*"

Yo
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1OEFETEFR. ARREEERPENNMERSZANERA

NREZDBIAmMazon SIEITMEA LEIFIEIFIE T Canvas E. ERILUSKubernetes&E & RN E|Amazon
S3TEERUBIEERS.

Backup and
recovery

m Off

| Enable |

2. GAENRBIFAESHEE * T—F

TR EX &I RIHERERENE N,

Policy - Retention & Schedule

53 Bucket

Define Policy

[] Hourly  Number of backups to retain | 24 =
Daily Number of backups to retain 30 =
D Weekly Number of backups to retain 52 =
[] Monthly Number of backups to retain 12 =
Cloud Manager will create the 53 bucket after you complete the wizard

3. EREEMHIIXALS,

T BROFEL, BETFET () o
c BEMBIE, BEDESIEMMENE (B vourne) o
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Select Volumes

57 volumes Q

Persistent Volume Name H Namespace % Allocated Capacity g Backup Status

Persistent Volume 1 Namespace 1 1oTe Not Active
® On

Persistent Volume 2 Namespace 1 10T ) Not Active
® On

Persistent Volume 3 Namespace 1 1078 =) NOUACTve
& On

PV Namespace 2 1078 —) NotActive
® On

PV2 Namespace 2 1078 =) Mot Active

bl ® O

Automatically back up all existing and future persistent volumes with the selected backup policy
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Define Policy

FPolicy - Retention & Schedule

L

[] Hourly  Number of backups to retain | 24

Daily Mumber of backups to retain 30

[[] weekly  nNumber of backups to retain 52

ip

[] Monthly Number of backups to retain 12

Storage Account Cloud Manager will create the storage account after you complete the wizard
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TEERTSMEHFURFETENZEEERERE:
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files

ONTAP API
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Data transfer
over HTTPS

Cloud Volumes
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: full
annotations:
trident.netapp.io/snapshotPolicy: "default"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1000Mi
storageClassName: silver

EO] LUBIR7E backend. json XHHY defaults TR0 snapshotPolicy FERAEHFERIRTEEREX
BIFFE PVC TR (E:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas-advanced
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
backendName: tbc-ontap-nas-advanced
svm: trident svm
credentials:
name: backend-tbc-ontap-nas-advanced-secret
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: volume
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'
deletionPolicy: retain

PFANIEESK
I FBlueXPE KRR EPAYGOIF ], 7X/EABlueXPEMNIIME Z /1. FEE@EidAzure Marketplacei]
o BlueXPEMNFIRE T ERIEL M ITIRTTM. "ErILIN TIEERSHIF4E S/ amp ; EIE@EIT
5"
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recovery
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Define Policy
Policy - Retention & Schedule
[] Hourly ~ Number of backups to retain | 24 -
H Daily Mumber of backups to retain 30 -
] weekly Mumber of backups to retain 52 -
[] Monthly Number of backups to retain 12 =
Storage Account Cloud Manager will create the storage account after you complete the wizard
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Select Volumes

57 volumes Q

Persistent Volume Name H 5 Allocated Capacity g Backup Status

Persistent Volume 1 Namespace 1 1oTe Mot Active
® On

Persistent Volume 2 Namespace 1 10T ) Not Active
® On

Persistent Volume 3 Namespace 1 10TB =) NOUACTve
® On

PV Namespace 2 1078 -) Not Active
® On

Pva Namespace 2 1078 =) Nat Active
]

Automatically back up all existing and future persistent volumes with the selected backup policy
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Define Policy

FPolicy - Retention & Schedule

L

[] Hourly  Number of backups to retain | 24

Daily Mumber of backups to retain 30

[[] weekly  nNumber of backups to retain 52

ip

[] Monthly Number of backups to retain 12

Storage Account Cloud Manager will create the storage account after you complete the wizard
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) Google Cloud Platform

Q GKE cluster

©

Private
BlueXP Backup a nd BlueXP Q\{\Q" Google Google Cloud
Recovery service Connector & Access Storage
=
@O
HTTPS HTTPS Backup
files
ONTAP API
operations 4

Data transfer
over HTTPS

Cloud Volumes
ONTAP

IR, hBEHRE2ANEN,
Kubernetes 8 &K
* ZE % KubernetesEEE A M A— M BlueXPLEIFIE, "7 fEUN{AI4 I Kubernetes E2E%",

o B FWINRE Trident , FH Trident lRASHIAZED A 21.1 . BB "U{AIL2E Trident" 3¢ "21{a1 F+45%
Trident hRZs"

« ERNEIRTEMESSER GCP £/ Cloud Volumes ONTAP

* Cloud Volumes ONTAP &4l 5Kubernetes&E&8#1 TR —GCPXig. HHEMIIEZITONTAP 9.7P55
BEShRA(IEAONTAP 9.8P11 R EShRZA),

IR, FZFAIBAEPRD Kubernetes £8F, {XZ#F5#ER Cloud Volumes ONTAP R ZBEHRY
Kubernetes £,

* ERATOIZES MK A L EHFIAE XA EFHENRELIF "snapshotPolicy” IRE /) "default” o

A LB 7EARE TN snapshotPolicy EANEA PVC HATIHIR(E:

285



https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-kubernetes-discover-gke.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/bluexp-kubernetes/task/task-k8s-manage-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: full
annotations:
trident.netapp.io/snapshotPolicy: "default"
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1000Mi
storageClassName: silver

EO] LUBIR7E backend. json XHHY defaults TR0 snapshotPolicy FERAEHFERIRTEEREX
BIFFE PVC TR (E:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas-advanced
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
backendName: tbc-ontap-nas-advanced
svm: trident svm
credentials:
name: backend-tbc-ontap-nas-advanced-secret
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: volume
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'
deletionPolicy: retain

F M) GCP X
FrE GCPHIX I #FBlueXPE A FIME "S74F Cloud Volumes ONTAP BIfIE",
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VFRIIEEK

I FBlueXPE DM EPAYGOFE]. Bi@idiTiH "GCP i7" 2 BBlueXPEHFNE Z B HuitE

I, BlueXP&MMMEMITEBEIUITIRTTN. "EEI UM TIEFERSFMAEEM amp ; FHEIETT

52"

X FBlueXPEMFIMEBYOLIFR]. EHENetAppiRIENIFYIS. UEEIFENEARRM S 2R AR
£, "7THRRWMEIEIE BYOL ¥ AME"

BEENEDFRENFHEZIEITE Google o

GCP fRs51tKkF

{ZFEETE Google Cloud Project FE— 1 EEME X NEFEREEIERABMNIRSK,, "7 EUAeEIRS

KA

EFBlueXPHFHME

FEEY B3 MKubernetes TYEIF 18 /5 FABlueXPE BRI E.,

p

1EF TR, ARREEERPENNMERSZAN BEA"

Backup and
recovery

m Off

| Enable |

2. GAENEBFAEIHBEE * T—F

TR EX &I RIH ERERENE N R,

Policy - Retention & Schedule

Storage Account

Define Policy

[] Hourly ~ Number of backups to retain | 24 -
a Daily pumber of backups to retain 320 -
I:J Weekly pumber of backups to retain 52 -
[] Monthly Number of backups to retain 12 -

Cloud Manager will create the storage account after you caomplete the wizard

3. EEEEMIIKALSE.

T BRORES, BEFET (L)
- BEHPEANE, BEDESMEWIIE (8 voune1) o
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Select Volumes

57 Volumes

Persistent Volume Name : Namespace 5 Allocated Capacity : Backup Status

Persistent Volume 1 Namespace 1 1oTe —) Nat Active
® On

Persistent Volume 2 Namespace 1 1078 -) Not Active
® On

Persistent Volume 3 MNamespace 1 10TB =) NOUACTve
® On

PV Namespace 2 1078 (=) NotActive
® On

Pva Namespace 2 1078 =) Nat Active

]

Automatically back up all existing and future persistent volumes with the selected backup policy

4. MMREHRLEFFASIENRRENBAEN. RFER" BohEHRKE. . "EXEN, NRERIIZE.
NFEBFEARKNEBRAED

o BEEUAEM*. BlueXPEMMMERF BN T MEESHITIIRED,

“#R
FH XRS5 Cloud Volumes ONTAP Z%itHFIRY GCP TR XIR7FETE Google mTFfiE 7 B o

HEPEETR Kubernetes (581K, MEERIUARE MR,
TR

REI L "BEFE ISR O HELEZ DT EBHETLL "ME G X HREEANE" Y5 GCP MRS AR
Kubernetes 28 L#E (I FE—XIF) .

E1E Kubernetes Z2ZH& 1%

%ﬁf&iﬁﬁ%ﬁ%ﬁiﬂiu, BRI EREED, MirEHhFHKERE Kubernetes RFRIE

@ BNEENCREBIMEEERNELENX . XARSBRXAHSBEERZ R,

EEEEMMNE
BRI B EBlueXPEATIIE LA EFE & B HIFTE BT,

HIE
1. MBlueXPZER, EFHRIP>FMDFMES
2. B3 * Kubernetes * ET-RA]E A Kubernetes REHIK A4S TIFR,
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@ Backup and recovery Valumes Restore Applications Vvirtual Machines Kubernetes lab Monitoring

| All Cluseers (1)

1
L Kubernetes

Protected Persistent Volumes Status

5

Protected Pvs

% 976.56

Total Backups Size

% @0 @o

Clusters

Healthy Backups

5 Backup Jobs

Source KBs Cluster ¢ Souwrce Persistent Velume

¢ | Source Namespace

¢ | LastBackup ¢+ | Backup Copies

ksl pvc-1704as1f-af1d-49¢3-67fd-6eddB86125855 defaulz

MRBAREERPERRES. ERLUIRERNESALILT IR, B UERERIRER,

ERNZEREEN

MREARFEENEMEIER, AETRANEHESHME, WAILFELEEDSE. IRITMNKEOHE,
HAMEER5IRF.

SHIE
1. M * Kubernetes * JEIN£H, EF * FIHIEE * o

Backup Settings

Failed Backups

E | Backup Status

Jun 092022, 10:00:24 am 20 Unknown
= ® Unknown ® Unknawn
s st pvc-1615f028-2d5d-44d0-bAed-365cc3ibdab default Jun 09 2022, 10:00:24 am 20 Unknown
=~ & Unknown ® Unknown
s sl pvc-d1839ct -d932-4f49-b620-33321dbed3% trident Jun 092022, 10:00:24 am 20 (=) Unknown
- ® Unknown @ Unknown

T Ay AR

Yolumes Restore Applications Virtual Machines Kubernetes Job Monitoring

Al Clusters selected v

Protected Persistent Volumes Status

15.1w @o

% 5 =S 57 © 57

=

Kubernetes Clusters Protected PVs Total Backups Size Healthy Backups Falled Backups
2. 1 Backup Settings page 1, B --- 3 FKubernetesEE . EF EIEKA LS
Backup Settings
1 kubernetes Cluster Q
i Kubernetes Cluster Name ) Active All(57) 24 Hourly | 30 Dally | 4Weekly | 12 Monthly D)
N Kubernetes Cloud ® On Bactkup Status Protected Persistent *0

Modify Pollcy

b

I Manage Persistent Volumes I

Delete All Backups

Deactivate Backup

Auto Backup New Volumes
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3 ERERENN—IHZ N ENNNERE, ARREEZRHNERELENEDR, BEBE A"

Manage Volumes
Working Environment: CVO_Eng

60 volumes ha
Volume Name $ | VolumeType ¥+ ¢ | UsedCapacity : Policy ¥ | BackupStatus ¥ Modified
Valume_1 AW SYM_1 2025 TiB 30 Daily, 13 Weekly, 3 Monthly, 1 Yearly “ Active
& On
—  Volume_2 AW SVYIM_1 2025 TiB 30 Daily, 13 Weekly, 3 Monthly, 1 Yearly -'_-': Active
® On
Volume_3 AW SVM_1 2035TiB 30 Daily, 13 Weekly, 3 Monthly, 1 Yearly '_ Ativie
& On
—  Velume_4 RW SVM_1 20.25TiB 30 Daily, 13 Weekly, 3 Monthly, 1 Yearly (=) Active
= ®0On
1 - 50 of 500 < 1 »

4. BERE  LURREN.
AR MFLEEOEN. RRUBIBRSENENFTABTERENREFMEMA. FRIFEXEM HIfRE0.

MBI A E RS
SR ERSHR AT TR RSN EHRIRNEL. EXEHRRSYMERERILERNAENES

$IE
1. M * Kubernetes * iEIN£H, iEF * FHIEE *

Volumeas Restore Applications irtual Machines Kubernetes Job Monitoring

Al Clusters selected v

Protected Persistent Volumes Status

% 5 =S 57 2 1571 © 57 @o

Kubernetes Clusters Protected PV= Total Backups Size Healthy Backups Falled Backups

2. M Backup Settings TIEF, BE --- WFEBERIKEN TN, 5k © SR~
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Backup Settings

1 kubernetes Cluster Q

Kubernetes Cluster Name ‘ Active AlL(57) 24 Hourly | 30 Dally | 4 Weekly | 12 Monthly —
aws G
Kubernetes Backup Stat Protected Persistent Volume

tes Cloud @

Auto Backup New Volumes

Delete All Backups

Deactivate Backup

3. 7£ Manage Policies TWEF, AEBEZITEIFEPERNE X ERIREE * JRIEHRE *

Manage Policies

Warking Environment: Working Name

i 7 Daily, 50 Weekly, 12 Monthly 100 =
H & Edit Palicy

¥,

B Netdpp 3 Months Retention a

4. 7% Edit Policy TNE™H, BEHIIMEMNRE, ARRE *F®RE ",

Edit Policy

Working Environment: Cluster Dev Lab

Name Daily 30 backups

Labels & Retention 30 Daily

REB DAL BRI RES

NRIGRIEAZE B REKubernetes 8% L HUEBIlUeXPE M FIIME B B it 2N E D &7 RIRANEDL. N
FILATH/GTE_Backup Settings TUEIFIEFILET, AFTEIZNE D ECED R HIRATA SIEEBZ BRI,

HAR, BENATENRBUIEFE.

BRI URAIIRE. UEHIEZNEFRZBHED. AXMERT. BREFHANBRESHNEAREER
A&,
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S
1. M * Kubernetes * &InEH, %R * FINIRE * o

Volumes Restore Applications Virtual Machines Kubermetes Job Monitoring

Al Clusters zelecred

Backup Settings

Protected Persistent Violumes Status

% 5 57 . = 15.11s ©57 ®o

Kubernstes Clusters Total Backups Size Healthy Backups Failed Batkups

2. 7£ Backup Settings page |, B --- W FFELEKubernetesfEdf. IEIZF*Brh&HBIE

Backup Settings

1 Kubernetes Cluster Q

Kubernetes Cluster Name @ Active All(57) 24 Hourly | 30 Dally | 4Weekly | 12 Monthly
aws

o)

b

ernegtes Cloud @ On Batkup Stat Protected Persistent Valume:

Modify Policy

Manage Persistent Volumes

I Auto Backup New Volumes I

Delete All Backups

Deactivate Backup

3. EH"BHEMRKIAAMNS. "EEE. EREVATHENENRE. ARRETRE

Auto Backup

Automatically back up all existing and future persistent volumes for fLubernetes

cluster <kubernetes cluster name> using the default backup policy

=

IMTE. LED R AT E Lt Kubernetes 8 FH 8 M EAIHF 5o

BEEEBIENEDTIR

ERILEES T ENFMAEEHXANT IR, ETEEREXRE, BMUEMEMFARGEE, FIN ERRITHE
fn, SRIEMDERE, FHXERNF.
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AR LOES I TTEHAT A TESS
WIFFESRIFRE &M
* MERENRENEHXHE
* FHENEMDIRS

P$IE
1. M * Kubernetes * &Ik, B - JWFIREE, AEERE * #AEENEHTIR

Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Manitaring

Al Kubernates Clusters : “

Protected Persistent Volumes Status

B' .. B27., 150 | @ o

57 Back ups Q

Source Kubernetes Cluster £ | Source Persistent Volume + | Source Namespace &+ Last Backup £ Backups $ | Backup Status

& Kubernetes_Cloud_AWS Source Persistent Volume Source Namespace May 22 2019, 00:00:00 2,050 Backups () Active D)

= On = On
Details & Backup List

@ Kubernetes_Cloud_AWS Source Persistent Volume Source Namespace May 22 2019, 00:00:00 2,050 Snapshot
= On u On S —
@ Kubernetes Claud AWS Source Persistent Volume Source Namespace May 22 2019, 00:00:00 2,050 Snapshot Pause Backups
= On = On
LR ERAFIE &N XANFIRUKREXRE, BIMIEMEMFRER.
-l
B
=)
Source Destination Backup Information
| I ® ksl 1 AW 1 L enabled
EKS LT il app-backupvsaitwimedae Lagt Buekiy Dot OF 2029, 220,30 pm
AWS i (T ) [ 1 howr
n v 05881 CP0-cf ST dadeR51 T i 123456780012 2
dialault 1 o P 24 hourly | 30 dolly | 92 woakly
2 packups Q
Backup Name
daily dem- 16388 TO5 701 VEZRBeN 97240561 10C B VE-SH2660M G873 Dred OF 2021, 21930 (Lh] 077TKB (:T")
dally.dem-16388 79630151 28bef 97 340511 6C-8916-502669M 987 a Dec 07 2031, 2:20:30 pm %77 KB

WipRE G

B BlueXPEMHIME. ERILIMBRRE NSO X, MERERIFIE B0 MFRKubernetes £ B HFF B EHIFIE
&, MREAFBFEED, NERRT FEARERFREED, WIEFERRFAIESN.
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MREHIMR G SR TEFRBRRER, NAAMRESD * EMRRGZA "o MRS
(D . BuexP&tFREINERREMMIER. B 45 AF REAZ NI RAEHIxLE
&, WFEARRED, EHRZHREHMARR,

MR TR RRIFR B B X

BFF TIFFMRRRFRE &M A SRR TIFMEFNERREN . MREFLETRNETREEREENED,
FILUE A& NP,

SHIE
1. M * Kubernetes * &INEH, %R * FIHIRE * o

Volumes Resiore Applications Wirtual Machines Kubernetes Job Monitoring

Al Clusters zelecred

Protected Persistent Volumes Status

5 57 % 15711 ® 57 ®o
Kubernetes Clusters B Protected Pis Total Backups Size Healthy Backups Failed Batkups

2. BF - WTEMBRFAE R Kubernetes 5£8%, 1E1E#E * BIBRFIBE&ED * o

Backup Settings

1 Kkubernetes Cluster Q

Kubernetes Cluster Name ‘ Active All(57) 24 Hourly | 30 Daily | 4 Weekly | 12 Monthly p—
aws (D)
Kubernetes On Backup Stat Protected Persistent Umes

tes Cloud @
Modify Policy

Manage Persistent Volumes

Auto Backup New Volumes

Delete All Backups

Deactivate Backup

3. FEMHIAEER, MATEFRNEIR, ARRE * Wbk~
RIFFESHIFRE &M
BFFEIFE &SRR REHREED.
BRI EFF e hEtlEE ) AR NEEE N TTEAE.

g
1. M * Kubernetes * iEIN£H, B ... WFRE, AEEE * FHAEEMEMIIER .
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Backup and recovery

Volumes Restore

All Kubernetes Clusters

Applications

1

Kubermetes

57 sack ups
Source Kubernetes

@ Kubernetes_Cloud_AWS
= On

@ Kubernates_Cloud_AWS
® On

® Kubernetes_Cloud_AWS
= On

it Volume

Source Persistent Volume
= On

Source Parsistent Volume
= On

Source Persistent Volume

= On

Virtual Machines

Kubernetes

151

Tatal Backups Stz

Source Names, : Last B

Source Namespace

Source Namespace

Source Namespace

May 22 2019, 00:00:00

May 22 2019, 00:00:00

May 22 2019, 00:00:00

lob Monitoring

Protected Persistent Volumes Status

@s?

Healty Backuy

Backups

2,050 Backups

2,060 Snapshot

2,050 Snapshat

@o

Failed Backup

Batkup Statis

&) Active
Details & Backup List

Backup Now

Pause Backups

LB 2RFRE &0 AHRYIT &R

Working Environment

Type

Provider

Volume

S¥iM

2,050 Backups

Backup_202C lan

Backup 2020 Mar

Backup 2020 _Apr

Source

= Warking Environment N...

Cloud Volumes ONTAP (HA)

Cloud Provider

Region

AWS

= Volume Name

SWM MName

Bucket

Account 1D

May 22 2019, 00:00:00

May 22 2019, 00:00:00

May 22 2019, 00:00:00

Destination

AWS

us-2ast-1

netapp-backup

012345678901234567890

19,00

19,002

19,009

Backup Information

Relationship Status

Last Backup

Lag Duration

Backups

Backup Policy

Select Timeframe

@) Active
Oct 05 2021,2:41:33 pm
T4 days 3 hours, 38 mi...

2,050

) Netapp7YearsRerention

| E Actions |-
|

2. B 1B1E > MIBRFREED * o

2,050 Backups

Backup Name

Backup_ 2020 Jan

Backup_2020_Mar

May 22 2019, D0000:00

May 22 2079, DO:00:00

Q Select Timeframe

__ &3] [ 1]

Delete All Backups

Download Backup Report

3. FEWIAIHERES, WAESRIRHBE * WK .
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MFFER B EHM
ERILUBR BB X . RBTEER ONTAP 9.8 HEBMAHN AL EIEEEMKEY, LLINEEA TR,

p
1. M * Kubernetes * I+, B --- WFRE, AREEE * BAEEMNEDTIR .

Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes lob Monitoring

Protected Persistent Volumes Status

@o

Faled Backup

All Kubernetes Clusters b4

15.11

Total Backups Size

= s?

Healty Backu

1 =3 57 =)

Kubernetes Clusters

57 Back ups Q

Source Kubernetes Cluster Source Persistent Volume Source Namespace Last Backup Backups

Backup Status

@ Kubernetes_Cloud_AWS Sourte Persistent Volume Source Namespace May 22 2019, 00:00:00 2,050 Backups @ Active @
= 0On = On
@ Kubernates_Cloud_AWS Source Persistent Volume Saurce Namespacs May 22 2019, 00:00:00 2,050 Snapshot
o Or
g e Backup Now
Source Persistent Volume Source Namespace May 22 2018, 00:00:C0 2,050 Snapshot Pause Backups

@ Kubernetes_Cloud_AWS

= On

= On

LB 2 RFR R &M AHRIT &R,

Source

Destination

Backup Information

&) Active

Working Environment = Warking Environment N... Cloud Provider AWS Relationship Status

Type Cloud Volumes ONTAP (HA) Region us-2ast-1 Last Backup Ocr 05 2021, 24133 pm
Provider AWSE Buckst netapp-backup Lag Duration T4 days 3 hours, 38 mi...
Volume = Volume Mame Account 1D 012345678%01234 567890 Backups 2,050

S¥iM SVM Mame Backup Policy ) Metapp7YearsRetention

2,050 Backups

Backup_2020 lan May 22 2019, 00:00:00 15,00 eee
Backup:_2020_Mar May Z2 2019, 00:00:00 19,002
Backup.2020_Apr May 22 2019, 00:00:00 19,009

Q | Select Timeframe

&) [r 1]
)

2. B o WTFEMERNESOXM, ARRET WK
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2,050 Backups Q | Sselect Timeframe [_-"| Aetions | -
¥ 1

Backup Name d Date H

Backup 2020 Feb May 22 2019, D0:00;00 (:'_'%

Backup_2020_Jlan May 22 2019, 00:00:00

Restore
Backup_2020 Mar May 22 2019, 00:00:00

3. FEMIAFHEES, 2E * WER .

NI EIEZEBlueXPEHFIME

N R THERIEZEBlUeXPEMMIME. NARARS FEINENED. ARtaZAS TR, T2k
%ﬁmﬁ%ﬁoﬁﬁ$§MﬂIﬁ%ﬁ¢W%E%§ﬁ%%—€E¢tﬁﬁ@ﬁﬁﬁ%ﬁﬂﬁ%ﬁﬂ§%—ﬁw
|Blo

EAE, RECHENERNEE, SUSIZURHSSHTREI RIZMHERE HIiRE 5,

SIE
1. M * Kubernetes * iEINEH, &R * FHIEE * o

Volumes Restore Applications Virtual Machines Kubemetes Job Monitoring

Al Clusters selected

Protected Persistent Volumes Status

% 5 = 57 =} 15.11 ©s7 @o

Kubernetes Clusters Protected PVs Total Backups Size Healthy Backups Falled Backups

2. £ Backup Settings page F1, i - WFEZRAFMITIEFIED Kubernetes 8%, 1511 * ER&M *

[o}

Backup Settings

1 kubernetes Cluster Q

Kubernetes Cluster Name @ Active All(57) 24 Hourly | 30 Daily | 4 Weekly | 12 Monthly

&=

b

Kubernetes Cloud @ On Backup Status rotected Persistent Volumes Policy

Modify Pollcy
Manage Persistent Volumes
Auto Backup New Volumes

Delete All Backups

Deactivate Backup
Unregistar

3. EMIAFHEES, BE *EH .
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() EXREHNERT RERARTHETRRL T REEH " R ARBNETIFHAE
MEAEHINEE, AR HILRE,
AN TEFREUH M BlueXPE(HFIIE

MREFEBEREMNINE. MEZEZTERERABZIEANENME. WaIUBUEEMER TZIFFIR
HIBlueXPEMTIME, BE, HEITLIMPR Kubernetes SEBFHERUHEMARSEY, fEMLLINGE,

NRBENFRERFSONEMNREFME, WAILUERITEE. TATHERRIUEIMBlueXPEHRHIMESS.
BRI LUERHNRIRMEE S N IR B ABlueXPEHHIME.

EEUHEMBlueXPEMFME ZHI. BIURUTIRFHITATHE:

* ATIEFREABlueXPEHRTIME
* WFRZ TR R E &0

REEXWMEFTTME, BUHEMMEDRA A,

SHIE
1. M * Kubernetes * &InEH, %R * FIHIRE * o

Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring

Al Clusters zelecred

Protected Persistent Violumes Status

@ 5 ) 57 . % 15. 7+ )57 _ .(Du.

Kubernetes Clusters Total Backups Size Healthy Backups atkuUps

2. T£ Backup Settings page |, B --- W FEEUHIMEBZPDARSEE Kubernetes 5£8%, 151%F * BUHTAM *

[e}

Backup Settings

Select the BlueXP backup and recovery version

@ Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version

11 Working Environments Q
aws ClusterB ) ) Not Active - 1] D
ClusterC Not Active - G

aws

Unregister

298



3. FEMIAIHEES, 2E * BUHEM o

MBRNXHIRER Kubernetes #3E

BINFEESKPINREED, UEELIMEER E SRR EE, ErILUMBEREN
FD IR REE Kubernetes kA&,

TEILURAME ((FAHE) KRREIE—LEMEHERR—aKF NRETEF R,

SHEFNTEMRENN REERHIER
BRI LU EM Kubernetes 19X IRREILUT TIEIFIE

BOXHAE BirLEifiEifdef: | AWS]]

Amazon S3 AWSHHEIKubernetes&EBfendf: : AWS ] ifdef:
. azure|]

Azure Blob AzureJBYKubernetesfE&%: . azure[] ifdef:
- gepl]

Google Cloud 7 Google endfFfJKubernetes&EE%: GCPJ]

M Kubernetes FDXHXRE

MBD R FRKAMER . BlueXPEERENDTHEIELIE— new &, ErILIBHIELREIRE—
Kubernetes S£8¥FIE TSR Kubernetes S£8# i FE— =itk P RAYE fth Kubernetes 58%,

Fiazal, BNAERRRNENATURERTIZMERNENENHXAHBE.

TIE
1. MBlueXP3Er, FEFRIP>FZHFME,
2. B * Kubernetes * EIF, IEPEE R Kubernetes {5 B0

Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Protected Persistent Volumes Status
hernete . Protected F Total Backu alty Backug Filled Backug
57 sackups Q

Source Kubernetes Cluster ¢ | Source Persistent Volume ¢ | Source Namespace =

3 WEBRENE, RBRE ---. ARBEHFREINEMHTIR
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-

R B RZERNRE &N XGTIRUNEXESE, BIRUENEMFARES.

Source Destination Backup Information
u gksi 10 AN b onabiled
EKL [ nalapp-backupasahiwmetae ¥ i Dot 07 2024, 2:20:30 pm
AW 1 Usawaal 1 howr
® v 0588 ¢ 0-cfS dadeB517 123456780012

dflaul 24 hourly | 30 dally | 52 weakly

2 Backups

Badkup Name

daily dem- 1 E3RATISTON G20kl 197 34051 100 BOVGSL2G6DM 8Ty Dec 07 2021, 2:19:30 pin 977 KB (,_'

dally, dem-163887963015128bef 97 340511 60-8916-5b 26601 9870 Diag 07 2041, 1:20:30 pm .77 KB

4. IRIEEHR / RS EERIVFEENX M, ARRE -, AR *EFE*.

S. 1 Select Destination TNEH, R BIXRER Kubernetes cluster , Namespaces , Storage Class UK
By Persistent o

Select Destination

Select Kubermetes Clustar

ohEl

Namespate

dalaull
|

Starage Class
f

biasie

N I T

f PVeO5ER 1 ¢ F0-cfSl-dade- 8537 a0aSce 36l restol

oo ] .

6. BF *IRR *, BIFREF Kubernetes (EE1R, UWEEERRIZIENHE,

#R
BlueXPRRIEIEER I E D7 EKUbernetesSEBF FRIZ— T HiE. BRI "ERILHIEHNENLE" REFTE.
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BlueXPHF {2 F11E API

1B1EWeb URHBYBlueXP&E {11k E Ihaeth rli@id RESTful APIER1S,
BlueXP&AFIME REN T+

* BE—EESNRHRFRNEMRE. HOREHEIENFAER

* BR-IRETHEEXHNRSI BREBRIERNZER)

* Z—MBlueXPHIEEXEMIREEFERFNER

* (Rl —EEBlueXPHUERE LRFIFAERRE

* YFAE-MBlueXPI R TEI R B IF A IEE M

* BRRERAEREEN X GBS RERREAE

* Restore—ATHITE. XHMXHREHNERIZIE

* SFR—ME DX FEZRE M4 LUIITEN X H BT FRIRECY S AIER)

* StorageGRID —t2Z & Xk StorageGRID fREZ2F09FMEE . HeJHTF A StorageGRID fRSZ 28
* TEIMR—BIBEME. HRES TIEIFMRXEKN BTN R EME

Al']
EHIREABlueXPEFFIMEAPI. EEERENAF L. ZBIBlueXPik P IDFIBlueXP Connector IDs

HITAPEAAN. EFETAuthorizationtRkHRIMAF ThE. HiEx-agent-idiRkHZRINBIueXP Connector
IDo &RZTEAPIFfEABlueXPIKF 1D,

P
1. MNetApp BlueXPRIILFKER AR < h4,

BHERM U T EEEE R RIET SR https:/services.cloud.netapp.com/refresh-token/s RIFTISHER— N FEEK
FFRHH. BTERRARP S,

curl --location —--request POST 'https://netapp-cloud-
account.auth0.com/ocauth/token?=" \
—-—header 'Content-Type: application/json' \
-d '{
"grant type": "refresh token",
"refresh token": "JxaVHn9cGkX92aPVCkhat3zxxxxxwsCI9gMl pLHkZtsVA",
"client id": "MuOVlywgYteI6wlMbD15fKfVIUrNXGWC"
}

@ BlueXPRiLHM AR S EERIEAEE, API N EFFE—1 "expires_in" FE&. ZFEfsH
ShMAIBTER, BRIFTSH. SEEHXIARLAPL
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2. FEVERIBlueXPHKFID,

302

GET 'https://api.bluexp.netapp.com/tenancy/account' -H 'authority:
api.bluexp.netapp.com'

Header:

-H 'accept: application/json'

-H 'accept-language: en-GB,en;g=0.9"'

-H 'authorization: Bearer eyJdhbGciOiJSUzI1INiIsInR......

HEAPIRR BN TR, R LURIA#TRE . BIRILHFRICZRIKFID, o * accountPublicld]*s

[{"accountPublicId":"account-
16vIXvZW", "accountName" :"rashidn", "isSaas" :true, "isGov":false, "isPrivate
PreviewEnabled":false,"is3rdPartyServicesEnabled":false, "accountSerial":
"96064469711530003565", "userRole":"Role-1"}.....

FREXElEBlueXP Connector IDE’\Jx—agent—ido

GET curl 'https://api.services.cloud.netapp.com/occm/list-occms/account-—
OOnAR47ZS?excludeStandalone=true&source=saas’' \
Header:

-H 'authority: api.services.cloud.netapp.com' \

-H 'accept: application/json' \

-H 'accept-language: en-GB,en;g=0.9"' \

-H 'authorization: Bearer eyJdhbGciOiJSUzIINiIsInRS5......

EEAPIRIR[EIAN T IAN,, 7] LU g 51.[0]. [REE]. [agentld]* FRBY 46 tH SRAQ ZRAEID,

{"occms": [{"account":"account-

OOnAR4ZS", "accountName" :"cbs", "occm" : "imEdsEWAHyYTFbt8ZcNKTKDFO5jMIe6Z",
"agentId" :"imEdsEW4HyYTFbt8ZcNKTKDFO05]MIe62", "status" :"ready", "occmName"
:"cbsgcpdeventsg-

asia","primaryCallbackUri":"http://34.93.197.21", "manualOverrideUris": []
,"automaticCallbackUris": ["http://34.93.197.21",""http://34.93.197.21/0occ
mui", "https://34.93.197.21", "https://34.93.197.21/occmui", "http://10.138
.0.16","http://10.138.0.16/occmui", "https://10.138.0.16","https://10.138
.0.16/occmui", "http://localhost","http://localhost/occmui™, "http://local
host:1337","http://localhost:1337/occmui™, "https://localhost", "https://1
ocalhost/occmui", "https://localhost:1337","https://localhost:1337/occmui
"],"createDate":"1652120369286", "agent": {"useDockerInfra":true, "network"
:"default", "name" : "cbsgcpdevcntsg-
asia","agentId":"imEdsEW4AHyYYTFbt8ZcNKTKDF05jMIe6Zclients", "provider":"gc
p","systemId":"a3aa3578-bfee-4d16-9el10-



{EEAPIBY R

UTFREIETRT—MAPHER. BFEAzure ziIEast-US-2X g8y T {EIF I FEUEBIueXPEMFIME .. %E
BRIRETEH. 8/)\NNSENE. XRESEN180KREHTIIMN, EER. IHRENEIEREFBRED.
BRE2EHEASE

APIiER

TR EEBRAVERRIZEBlueXPFID account-DpTFexN3. BlueXP Connector ID
1ZwFFeVCZiWnzGlw8RgDOQQONANZvpPTIclients MAFP Sk “Bearer
eyJhbGci01JSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVEUzUWpZeklE.. .y6nyhBjwkeMwHc4V
alobjUmju2x0xUH48g TELLER S H,
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curl --location --request POST
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/v3/backup/working-
environment/VsaWorkingEnvironment-99hPYEgk' \
-—-header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQQONANZvpP7Iclients' \
—-—header 'Accept: application/json' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzUWpZeklE. .y6nyhBjwk
eMwHc4ValobjUmju2x0xUH48g" \
-—data-raw '{
"provider" :"AZURE",
"backup-policy": {
"archive-after-days": 180,
"rule": [
{
"label": "hourly",
"retention": "2"

"label": "daily",

"retention": "30"

"label": "weekly",

"retention": "52"

]
b
"ip-space": "Default",
"region": "eastus2",
"azure": {
"resource-group": "rn-test-backup-rg",
"subscription": "3beb4dd0-25d4-464f-9bb0-303d7cf5c0c2"
}
pr

response;g—MEWID. 0] LUEIEZID,
{

"job-id": "1b34b6£f6-8f43-40fb-9a52-485b0dfe893a"
}
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IR

curl --location --request GET
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/v1/job/1b34b6f6-8£43-40fb-9a52-
485b0dfe893a" \

--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQQONANZvpP7Iclients' \

—-—header 'Accept: application/json' \

--header 'Content-Type: application/json' \

--header 'Authorization: Bearer
eyJhbGciOiJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzUWpZeklE..hE9ss2Nub
K6wZRHUdASaORI7JvcOorUhJ8srqdiUiWoMvuGIFAQTIh6680f2M3dLbhVDBe8BBMtsa939UGnJx
7Qz6Eg"

DR,

"job": [

"id": "1b34b6f6-8£f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "PENDING",
"error": "",

"time": 1651852160000

wiE. BE"RS" A" BRI LE.

"job" 3 [
{
"id": "1b34b6£f6-8f43-40fb-%9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "COMPLETED",
"errorﬂ: "",

"time": 1651852160000
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APl &%

BXE P BlueXPEMHMIMEAPIBIX Y. 15E M hitps://docs.netapp.com/us-en/bluexp-automation/cbs/
overview.htmle
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B
BlueXPF {1 mE KA EIRE

BIEBlueXPEMMIME. Eal LR ZBONTAP FlCloud Volumes ONTAP R4ABIRBRAEE
DB IS B IS0 R,

@ XLERBIRENSENEINREFERX, XERENFSHMERNSnapshots E HI%kER, KR
FRBAMEHFAMNEMBI R E
Finitx!

BIBlueXPEMHIMEINEE. ERILIAE N TIFFR(&RE)QIZS N EMREE. FAHEGIEME—AITR &R
HNEBFRRAME = BIR(RPO)NEDRARNE DR,

SN EMREER /I _Labels & Retenation_sEfit 7 — M. ERILBENATEOXMH. HEE. NATE
HYSnapshot RE& X UEBlueXPE IR E FIIRAIR SRR 2 — BN RZEIREMN .

Name Default Policy Name

Labels & Retention

12 Labels Q Selected Labels (2) (Select up to 5 Labels)

Hourly Hourly Mumber of Backups to Retain 12

a8

Daily Daily Number of Backups to Retain 30

<]

O

Weekly

[] Monthly

O

Yearly

Datalock & Ransomware Protection None

Archival Policy Disabled

R ARmE D mEMEREE:

* IR AT EXMERIEREER)EOXABRER, ErLUkE AT RERIIRE
© BAILLER—THEZSNED: &/, 80, 88, 8A. M'SFHINETEE,
° BRI LLUERRRE XK Z — XEREAHRMINA . 1FR7TFENEHHIRE,.

° YIREELFAONTAP RAEIERHONTAP sp S 1THREEER LB ENEMRIFREE. NWETLUER
Hep—1ERE&,

*"REBERTEXSMIEHNENXHREREEE). £— M EANERRREEAKENRE. BRENED
RwmER. UEGRLBERMNED. XEAUTEEFMERE. AAIHNENAIAESBFH=TE,
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g0, RigEeIEZT — M EHRE. BTFIET M-SR SN2 8RS0

* SANMERAHM=AERIE—TEHXH
* ERSAMFE T EAENR. HANESANHEBEAEN(&ESFRETTEAED)
* EF13TA. HERTE—TEREN. HAMTH13TAMMEREN(&ERE12TMEAEMD)

HAR. ERFEEEMNERINKREFHERE. RASEINERFFRERILED. ATUEREEINTA "EEkik
ETTET" ERATF IR,

DataLock#EN R4 R

BlueXP&EINFIINE <5 N EE DR M DataLock IENZI M RIP, @ETXEETHEE, R LABIE & (0 X H 3 Hitt
TR, DRNSEO X ERRFENSRR . XR—MAERRE. SERENERNERNRMUTUIMRIF
B, AJATER M RBEFE X IR E,

XBINREE A UARIFEE DX, UEEENENREMTREREIN. EnHEe—MERHENHXXHEFR
MEEE. MRENFENEARE—RIE. WHRRLEZMBEREZRERR, EMADataLock M=%
RIFIEDS. 7EBlueXPEMMMEREIREFEEN T BRIFE AN RUEN X R ARAITH o

"BXFAER. FB N DataLock IR RIPIEER",

LLIHEEAR S NREIRMERP, NERAFTXERENED. FHANetApp "Cloud Insights A Cloud Secure"Z%EB5>
"ONTAP 1RHH REIZFIRERIP" UFRIPREE

* SRR ADataLock ISNFRAERIN. M AR E— 1 A RESH B
EBlueXPENFIREN B AT,
(D) - EEREE. THYERADatalock MMERARI, HMEER EE AL,

* WIRBlueXPTERREHIRINEEE M XA TR, WERRBRRMBENIBREN
AR (TBIERIME s,

4 2DatalLock

DataLock Al RIFIEMIE D X HE—EREFBIARZHIECATMIFR. BHFRJ_immutable storage_o ItTHREERAMR
FHERERFIRARITHERMUE" MERFRE)E DX ERIIDataLock{REHIFR. EETEEXH
BEHRBITHIMREIRE. IMIM4RBIE DX, EfDF30XHIDatalockiRE REEIFENE W ERAZ30Ko

EER. BB ZTEDataLockREHARZEIEAGMIER. MARES N RIERBHAREIEEMIFR.
TEBANIREEXM AN LR

* IRECIZES12MRBIZ A ST WENSOFERERRIBIE 12108 (MN14X),

* NRECIBMEMRESCEI M EEED. 7TIEAEN. 127T8A&M0. WBE=/HENRERR. "30
MMER"ENFEREI4RGORME14RES). "TIEE"EMEREAE(TAMI4X). 12108 "EIMFR
121 A(ME14X).

* IREIZ—MRE24MRBIN SN H &I, WeEIgZINAEHIBE24/ 08, B2, BTFItAdED
FRAE30R. FELENEMFRBEFHREBI4RBORME14REFX)o

AExE—TELR. BRAILEE. IRSIMEOXAHE44R. NRLEOHXANHRERLLERS/)\8/24
NHREERBERBNENXHRES., BE. EBlueXPENFIMEIRE25NEM XY, EXMIPR
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AWS

Azure

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@® None

(O Governance
Users with specific permissions can overwrite or delete protected backup files

during the retention period

O Ccompliance
No users can overwrite or delete protected backup files during the retention period

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

® MNone

O Unlocked

Backup files are protected during the retention period. The retention period can be
increased or decreased. Typically used for 24 hours just to test the system.

O Locked

Backup files are protected during the retention period. The retention period can be
increased, but it can't be decreased. Satisfies full regulatory compliance.

StorageGRID

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@® None

O compliance
No users can overwrite or delete protected backup files during the retention period

TR N EDREERUTIRE:
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AWS 189 Cloud Volumes ONTAP Amazon S3 endif: : AWS]]ifdef: : azure[]

310


concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements
concept-cloud-backup-policies.html#requirements

BEILERE
Azure H#Y Cloud Volumes ONTAP
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° ERSR T UBEZEE PRI RS

B Xk Efnifdef: : AWS]]

Azure Blob endf: : azure[] ifdef: : gcp[] endf
-2 gepl]

ifdef: : : AWS]] Amazon S3 endf: : AWS]]
ifdef: : azure[] Azure Blob endf: : azurel] ifdef

: ¢ GCP ()endf: : GCP () NetApp
StorageGRID

o IR S3MNPRAZUE F /3ConnectoriREA RRIIAMA B, EfIfIFHIR"arn: AWS: s3: : © : netapp-

backup-*"fY"backupS3Policy"ZB 435
" S3 . GetObjectVersionTagging

= S3 ! GetBucketObjectLockConfiguration

= S3: GetObjectVersionAcl

* S3 : PutObjectTagging

= S3 . DeleteObject

* S3 . DeleteObjectTagging

= S3 . GetObjectRetention

* S3 . DeleteObjectVersionTagging
* S3 : PutObject

" S3 . GetObject

* S3 : PutBucketObjectLockConfiguration

* S3 . GetLifeycleConfiguration
" S3 : GetBucketTagging

* S3 : DeleteObjectVersion

= S3 . ListBucketVersions

= S3 . ListBucket

* S3 . PutBucketTagging

= S3 . GetObjectTagging

* S3 . PutBucketVersioning

= S3 . PutObjectVersionTagging
* S3 ! GetBucketVersioning

" S3 . GetBucketAcl
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GetObjectVersionTagging
GetBucketObjectLockConfiguration
. GetObjectVersionAcl
PutObjectTagging

DeleteObject

DeleteObjectTagging
GetObjectRetention
DeleteObjectVersionTagging
PutObject

GetObject
PutBucketObjectLockConfiguration
GetLifeycleConfiguration
GetBucketTagging
DeleteObjectVersion
ListBucketVersions

ListBucket

PutBucketTagging
GetObjectTagging
PutBucketVersioning
PutObjectVersionTagging
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= S3 . GetBucketAcl

= S3 . PutObjectRetention
= S3 . GetBucketLocation
= S3 . GetObjectVersion
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B S RERER /I _Archival Policy 27— a0, ERILKBEHNATEN XM

Name Default_Paolicy_Mame v
Labels & Retention 30 Daily e
Datalock & Ransomware Protection None

Archival Policy Backups reside in S3 Standard storage for frequently accessed data. Optionally, you can tier ~

backups to either S3 Glacier or S3 Glacier Deep Archive storage for further cost optimization.
Tier Backups to Archive

Archive After (Days) Storage Class

30 S3 Glacier v
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Traffic to remote virtual netwaork ()
@ Allow (default)

O Black all traffic to the remote virtual network

Traffic forwarded from remote virtual network &
@ Allow (default)

O Block traffic that originates from outside this virtual netwark

Virtual network gateway or Route Server (1

Use this virtual network's gateway or Route Server
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@ Mone (default)
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¢ Tags
Z? Diagnose and solve problems
Settings
@ Address space
& Connected devices
7> Subnets

DDoS protection

Firewall

¢ a

Security

0

DMNS servers

~

¢ Peerings

3. 1E subscription 2 vNet FHITHEREIRFE, HIETE subscription 1 BIITIEFIIZIZ vNet 1485 2.

Subscription * (3

| QCCM Dev N |

Virtual network *

| chsnetwork Ry |

Traffic to remote virtual network (0
@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network @O
(®) Allow (default)
O Block traffic that originates from outside this virtual netwark
Virtual network gateway or Route Server ()
Use this virtual network's gateway or Route Server
Use the remote virtual network's gateway or Route Server

=
(®) None (default)
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"id": "/subscriptions/d333af45-0d07-4154-
943dc25fbbcelbl8/providers/Microsoft.Authorization/roleDefinitions/4d97b98
b-1d4f-4787-a291-c67834d212e7",

"properties": ({
"roleName": "Network Contributor",
"description": "Lets you manage networks, but not access to them.",
"assignableScopes": [
"/"
I
"permissions": [

{

"actions": [
"Microsoft.Authorization/*/read",
"Microsoft.Insights/alertRules/*",
"Microsoft.Network/*",
"Microsoft.ResourceHealth/availabilityStatuses/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/*"

1y

"notActions": [],

"dataActions": [],

"notDataActions": []

1 FENEFEIKF>ME>E AihRiEk. ARBE+TRER
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@ netappbackupvsatxdkmfym | Networking

Storage account

L Search (Crnd+/ « ; , : . g :
|_ : ) | Firewalls and virtual networks Private endpoint connections  Custom domain
& Activity lo .
- yio9 Private endpoint " Approve % Reject [ Rernove C_) Refresh
@ Tags
. | Filter by name... | | All connection states g |
22 Diagnose and solve problems
D Connection name Connection state Private endpoint Description
Fo Access Control (IAM)
Mo results

@ Data migration
Events
=. Storage Explorer (preview)
Data storage
= Containers
8 File shares
T Queues
BH Tables
Security + networking

& Networking

2. 1£ Private Endpoint _Basics TIE
° WEIRITH2 (ZBE 7 BlueXP ConnectorflCloud Volumes ONTAP RFHINIE )FI KR
° BNIR R B,
° WX,

Create a private endpoint
oBasics L2} Resource L3 ) Configuration ') Tags 5 ) Review + create

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Subscription * (1) | OCCM Dev R |
— Resource group * (@) | chsoccmdeveva-rg S |
Create new

Instance details

MName * | chsele |

Region * | (Asia Pacific) East Asia b |

3. £ Resources TAEMA, EFBEIRFAIRN *BLOB *,
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Create a private endpoint

~ Basics oRemurce 3 ) Configuration 1 ) Tags Review + create

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQOL server,
or an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more

Subseription OCCM Dev (d333af45-0d07-4154-943d-c25fbbee1b18)

Resource type Microsoft.Storage/storageAccounts

Resource test150521

Target sub-resource ® (1) blob AV

4. ERENEF:
° R EEHIAPIAEA T Mo
© B Z - BRI Ll " 5% DNS XIER " o

Create a private endpoint

~ Basics " Resource BCnnﬁguratiun 4 )Tags * | Review + create
MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual netwark * () | chsnetwork N |

Subnet* (D | default (10.2.00/24) v |

@ If you have a network security group (NSG) enabled for the subnet above, it will
be disabled for private endpoints on this subnet only. Other resources on the
subnet will still have N5G enforcement.

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpaoint with a private DNS zone. You can also utilize your own DNS5 servers or create DNS records using the host files on
your virtual machines. Learn more

Integrate with private DNS zone @ Yes O No
Configuration name Subscription Private DNS zone
privatelink-blob-core-_.. | OCCM Dev e ‘ ‘ privatelink blob.core. windows.net s

<rroions | [ Nz |

. f£% ] DNS KiFFIRF, WHIRMNERMXEFERZETTHAXE, ARRE*BE + IR S
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Configuration name Subscription Private DNS zone

privatelink-blob-core-... OCCM Dev N | | privatelink.blob.core windows.net o~ |

| Filter private DNS zones |

ocem_group_centralus
privatelink.blob.corewindows.net
occm_group_eastus
privatelink.blob.corewindows.net
occm_group_eastus2

privatelink blob.core.windows. net
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* BlueXP&HHITREMySQLEHEZE XX 4

XX FFED BRI T E netapp-backup-<GUID>/mysql backup/, FHa&AH
CBS DB Backup <day> <month> <year>.sqlo

* R5|BREMWzipXHF
WX HAFEED P TAUE netapp-backup-<GUID>/catalog backup/, HarZ AN
Indexed Catalog DB Backup <db name> <day> <month> <year>.zip.
EFBRELinux EH_EREFHAIConnector
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1. "EHBINEBLinuxE A EZ2EBIueXP Connector"
2. FEANNSIENEERRF EREREBlueXP,
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1. BEMySQLE N ME DL E EHIZIFAIConnectorEH. Ffi T FER FTEBIRGIS
£&"CBS_DB_Backup_23 05 2023.SQL",

2. FERUTHSREEHMERIEIMySQL Dockerazs:

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.
3. AL TH<MAMySQLA28Shell:

docker exec -it ds mysgl 1 sh

4. fE=23ShellF. ZpE"env',
S. IEEMySQLEIEEZ RS, HILtiEEHIZ A" mysql_root_password"HI{E,
6. EAL T2 REBlueXPEHNFIREMySQLEERE:
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mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. FERUTSQLG S RIEE S B IEMIF/EBlueXPEDFITREMySQLEIEE

mysgl -u root -p cloud backup

NN

mysqgl> show tables;
mysgl> select * from volume;

NERTHNEREESRIBHERIEER,

ERRFIBRXMH

1. BER3|BREMzipXH(FEITBERRFIX 48 "ER5|_BR_DB_Backup_catalogdb1_23_05_2023.zip")M&
i B E%5)"/opp/application/NetApp/CBs" S 4K F1f# Connector £ 4o

2. FAL TS fRESE"E5]_BF_DB_Backup_catalogdb1_23 05 2023.zip"Xf4:

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. BITHIs*®S, MHRERIEXMHE K catalogdb1", HEE TEAIET FXHF" "changes"F1"fSnaps”s

%A IIONTAP £E¥HIStorageGRID %%t
1. "7 HEFRE NEFONTAP TIEIME" BT miMRhiREn, XEIEEAIESIIRSFIONTAPR S,
2. "R IEHIStorageGRID &4"

1§ & StorageGRID FiEi¥AE 2

NS EEIONTAP TIEMIE X BXAYStorageGRID RFAERIFMIEE. XEFMEE BEFHANRIREIZRIKET
IGEH "BlueXP API",

BEENBEIEHIESE ) FStorageGRID IS NONTAP R ITIXLES I,

1. AL TFOAuth/Z FEAPIHZEURIN S hE,
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curl 'http://10.193.192.202/0auth/token' -X POST -H 'User-Agent:
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:100101 Firefox/108.0'
-H 'Accept: application/json' -H 'Accept-Language: en-US,en;g=0.5"' -H
'Accept-Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username" :admin@netapp.com, "password":"Netapp@l23", "grant type":"pass
word"}

S v

LEAPPRIREIANTIAN,, R USRI WP,

{"expires in":21600, "access token":"eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
Wl11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6oImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwleHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. fERAHEF/AMNEREEIRAPIFEEY TEIRIRIDFIX-Agent-IDo

curl -X GET

http://10.193.192.202/tenancy/external /resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBzO1i8vYXBpLmNsb3VkLm51dGFwcC5)b201iXSwiaHROC
DovL2Nsb3VkLm51dGFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbSO1bWEpbCI6ImEFkbWluQG51dGFwcC57b20iLCIzY29wZSI6ImOwZWSpZCBwe
mO9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHAiIOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu_ kN-
fLWpdJJIX98HODWPPpVUitLcexV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggBINgPZT8A szHinud5WOHJI9c4AaT0zC—
sp8lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBXSvDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'

LEAPIEIR[EIGN T MELZ, "resourcesldentifier FEY{EZRT_WorkingEnvironment ID_. "agentld" FAIEZR
~_x-agent-id_o
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3. A5 TEFIEXEXHIStorageGRID RFHVIFH(E EEHBlueXPEMBFIMELIRE. 1B K
AStorageGRID H5E2RE T Z UG RZBMFMEEH. OTFR:

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —-header 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVKIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFweC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJ1leHA1OjE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu kN-
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> =@l Y
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":

"uk/61kd4L]1XQ0FnzSzP/T0zR4Z2Q1G0wlxgWsB" }'

WIEBlueXPE MMM EIRE

1. EFSONTAP TR, AERHEANERPEGHIMERS B EEED"
B ZAe B BB NERIRFIE&ED.

2. ERIREBRAERNMZEREH D T RHERINRE
R 2B AR5 E N TR RSB RRS.

3. MEZRMZEFRTTEH. BIT/URERERUKIARS B RERERINTR.

EfTBchBlueXPEMHFIME RS
RN T, SRR EHRBUXPENNIRERS

BlueXP&1#F11IEIHEER B 1EBlueXP Connectord, 1RIERESHEFEConnectornf 2 ELINUXRFK LFHHR
#Connector. EEERBARRINVIGT BEHBIARS,

S
1. % FizT{TConnectorfILinux & 45,
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EiRSRIE
LHPE
FHIRE
2. NS UEFB RS
G UE
LabE
I BB FRE

FrheEE. ReEiAElinternet

BRIEDR

R EBAVIR AR TIR(E "IE1E1E 22| Connector Linux BB BURFIE

B =iRMHRE.

EFRELinux&%E,

e
docker restart cloudmanager cbs
docker restart cloudmanager cbs

docker restart ds cloudmanager cbs 1

&
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KR

JEAR LASR1S S2 45

ER1EBlueXP M HTE AR S BN IRS I ER AT 1. Eﬂﬂi‘iﬁo ZEHCloud
Volumes ONTAPR S B X {ER. T‘m%&ﬂﬂi‘iﬁﬂﬁ

AMRBSF AN CREB XS B ANetApps . BXESTRERXHIRS. HEMIRWEERZIRS
HUEAIRRR S =B R AT 1B mAIBlueXP XX S RHY " SRIGE B,

* "I&FAF ONTAP HJ Amazon FSX"
» "Azure NetApp Files"
* "I&FF Google Cloud #Y Cloud Volumes Service"

EFER LR
BOEZFEHEE RMBYER :
* JEMERIBlueXPIK P IDSZIFIT 5 (R RYI20/1960xxxxxxxxxFF 55 i FBlueXPHIZ R IRDIE L)o
X EEBlueXPHRERRIERIARS B E—FFITIHID. WUEME 1 BlueXPiK A K5!IBIH1T .
* E=REBNHIHTEMSITIRXBERCloud Volumes ONTAP 515 (B1201i1909201xxxxxxxxFF 7S ),
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