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Name Default Policy Name

Labels & Retention

12 Labels Q Selected Labels (2) (Select up to 5 Labels)

Hourly Hourly Mumber of Backups to Retain 12

a8

Daily Daily Number of Backups to Retain 30

<]

O

Weekly

[] Monthly

O

Yearly
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AWS

Azure

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@® None

(O Governance
Users with specific permissions can overwrite or delete protected backup files

during the retention period

O Ccompliance
No users can overwrite or delete protected backup files during the retention period

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

® MNone

O Unlocked

Backup files are protected during the retention period. The retention period can be
increased or decreased. Typically used for 24 hours just to test the system.

O Locked

Backup files are protected during the retention period. The retention period can be
increased, but it can't be decreased. Satisfies full regulatory compliance.

StorageGRID

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@® None

O compliance
No users can overwrite or delete protected backup files during the retention period
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" S3 . GetObjectVersionTagging

= S3 ! GetBucketObjectLockConfiguration

= S3: GetObjectVersionAcl

* S3 : PutObjectTagging

= S3 . DeleteObject

* S3 . DeleteObjectTagging

= S3 . GetObjectRetention

* S3 . DeleteObjectVersionTagging
* S3 : PutObject

" S3 . GetObject

* S3 : PutBucketObjectLockConfiguration

* S3 . GetLifeycleConfiguration
" S3 : GetBucketTagging

* S3 : DeleteObjectVersion

= S3 . ListBucketVersions

= S3 . ListBucket

* S3 . PutBucketTagging

= S3 . GetObjectTagging

* S3 . PutBucketVersioning

= S3 . PutObjectVersionTagging
* S3 ! GetBucketVersioning

" S3 . GetBucketAcl
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|}'J Search (Cmd+/) | « + Add () Refresh

@ Dverview

| A2 Filter by name...

B Activity lo
¥ Name Peering status Peer

Fa  Access control (IAM)
cbsnetwork Connected cbseZevnet
¢ Tags
Z? Diagnose and solve problems
Settings
@ Address space
& Connected devices
7> Subnets

DDoS protection

Firewall

¢ a

Security

0

DMNS servers

~

¢ Peerings

3. 1E subscription 2 vNet FHITHEREIRFE, HIETE subscription 1 BIITIEFIIZIZ vNet 1485 2.

Subscription * (3

| QCCM Dev N |

Virtual network *

| chsnetwork Ry |

Traffic to remote virtual network (0
@ Allow (default)

O Block all traffic to the remote virtual network

Traffic forwarded from remote virtual network @O
(®) Allow (default)
O Block traffic that originates from outside this virtual netwark
Virtual network gateway or Route Server ()
Use this virtual network's gateway or Route Server
Use the remote virtual network's gateway or Route Server

=
(®) None (default)

13




BRI FIRE.

«3 cbse2evnet | Peerings

Virtual network

S Dverview

| £ Search (Cmd+/) | « + Add () Refresh

| A Filter by name...

@ Activity log
MName

Ao Access control (LAM)
chsnetworkpeer
L Tags
&2 Diagnose and solve problems
Settings
% Address space
& Connected devices
“* Subnets

DDoS protection

Firewall

a & @

Security

i

DMS servers

M

L~

Peerings

Peering status

Connected

Peer

chsnetwaork

NEFEKF IR B IRR

W, BRENLEFEIKFIBE— I TRER. EIRflf, FEKAETS 1 PelE,

ONTAP RFTEITIH 2 BT,

() EnEUTRE, CREMERREE,
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"id": "/subscriptions/d333af45-0d07-4154-
943dc25fbbcelbl8/providers/Microsoft.Authorization/roleDefinitions/4d97b98
b-1d4f-4787-a291-c67834d212e7",

"properties": ({
"roleName": "Network Contributor",
"description": "Lets you manage networks, but not access to them.",
"assignableScopes": [
"/"
I
"permissions": [

{

"actions": [
"Microsoft.Authorization/*/read",
"Microsoft.Insights/alertRules/*",
"Microsoft.Network/*",
"Microsoft.ResourceHealth/availabilityStatuses/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/*"

1y

"notActions": [],

"dataActions": [],

"notDataActions": []

1 FENEFEIKF>ME>E AihRiEk. ARBE+TRER
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@ netappbackupvsatxdkmfym | Networking

Storage account

L Search (Crnd+/ « ; , : . g :
|_ : ) | Firewalls and virtual networks Private endpoint connections  Custom domain
& Activity lo .
- yio9 Private endpoint " Approve % Reject [ Rernove C_) Refresh
@ Tags
. | Filter by name... | | All connection states g |
22 Diagnose and solve problems
D Connection name Connection state Private endpoint Description
Fo Access Control (IAM)
Mo results

@ Data migration
Events
=. Storage Explorer (preview)
Data storage
= Containers
8 File shares
T Queues
BH Tables
Security + networking

& Networking

2. 1£ Private Endpoint _Basics TIE
° WEIRITH2 (ZBE 7 BlueXP ConnectorflCloud Volumes ONTAP RFHINIE )FI KR
° BNIR R B,
° WX,

Create a private endpoint
oBasics L2} Resource L3 ) Configuration ') Tags 5 ) Review + create

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Subscription * (1) | OCCM Dev R |
— Resource group * (@) | chsoccmdeveva-rg S |
Create new

Instance details

MName * | chsele |

Region * | (Asia Pacific) East Asia b |

3. £ Resources TAEMA, EFBEIRFAIRN *BLOB *,
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Create a private endpoint

~ Basics oRemurce 3 ) Configuration 1 ) Tags Review + create

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQOL server,
or an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more

Subseription OCCM Dev (d333af45-0d07-4154-943d-c25fbbee1b18)

Resource type Microsoft.Storage/storageAccounts

Resource test150521

Target sub-resource ® (1) blob AV

4. ERENEF:
° R EEHIAPIAEA T Mo
© B Z - BRI Ll " 5% DNS XIER " o

Create a private endpoint

~ Basics " Resource BCnnﬁguratiun 4 )Tags * | Review + create
MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual netwark * () | chsnetwork N |

Subnet* (D | default (10.2.00/24) v |

@ If you have a network security group (NSG) enabled for the subnet above, it will
be disabled for private endpoints on this subnet only. Other resources on the
subnet will still have N5G enforcement.

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpaoint with a private DNS zone. You can also utilize your own DNS5 servers or create DNS records using the host files on
your virtual machines. Learn more

Integrate with private DNS zone @ Yes O No
Configuration name Subscription Private DNS zone
privatelink-blob-core-_.. | OCCM Dev e ‘ ‘ privatelink blob.core. windows.net s

<rroions | [ Nz |

. f£% ] DNS KiFFIRF, WHIRMNERMXEFERZETTHAXE, ARRE*BE + IR S
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Configuration name Subscription Private DNS zone

privatelink-blob-core-... OCCM Dev N | | privatelink.blob.core windows.net o~ |

| Filter private DNS zones |

ocem_group_centralus
privatelink.blob.corewindows.net
occm_group_eastus
privatelink.blob.corewindows.net
occm_group_eastus2

privatelink blob.core.windows. net

M7E, =FiEmF, (EITRE 1 ) aTLOARITEITIR 2 HiE1THY Cloud Volumes ONTAP &4,
6. 7£Cloud Volumes ONTAP #4; EE =1 /EABlueXPEMNFIME. BN ALINE .

T FIL = IR REBlueXPE DR E £1iE

T &R Al InternetiY ik S R {E FABlueXPE DR E BY (FR A" E FAIERN"). BlueXP&F D H11R
ERBE RS SN FESHAIStorageGRIDELONTAP S372iE0 8. MR IGKIETAF
R 5BlueXP ConnectorENIRFE SR NE] LAEREFBIConnectordH it R X
HIBlueXP&F DR E 23R,

HEE. NRESIREELEFZE T BlueXP ConnectorfySaaSIFER{EMABlueXPEDFIME. KEEA A
iainternetfV & B SN EN RS L FEHABlueXPEDFMIIE. NFFEEEMBlueXPEDFMEREHIEHRRE=T
HITRMIEREP, NREMNRTEREEEES. FEUE— M MEESFHMIEHNIERE. SDFREERM
SBMIER,

ERHIEREE IR

* BlueXPEMMMELIEE-BEEE. &HXHE. &HREMEEESHNTIR.
* R BRXMH-EERT ERERMNER " EIFERS|. FEEERERRNEHRER T LURESEMEITE

ZIR0

IHIBEBERFREMD—R. EIXHREBFRB7TEIR, tNRConnectorBIEZPNAEFONTAPL{FIFIR. BlueXP
R MIMEXHRUT B LB EN TIERENEFE#E S T,

BlueXP & (HIRE BIRERH3 | B R T MK QA EMEHIE,

¥ BlueXPE A1 E HIEIL R EIFTAYConnector
NREIRERERESS R E R IE. NFEBELREFMConnector. PAGEBlueXPE 21k E #UEER R EIFT

#IConnector,

B EHIBlueXPERHIME RAMEN TIFRES. BFERIT4TES!
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* REFAIBlueXP Connector

* EEBlueXPE SIS $HERE

* RRESIBRX MG

* EBlueXP UIFEFLZIMFIENEFONTAP R4 StorageGRID &%t

WIARGMEIEREITE. ENERIEMIEMN

ERENNE
(BB M 15 X H9StorageGRIDIIONTAP S37 143 B AT MARIBREAIZE 1419

* BlueXP&HHITREMySQLEHEZE XX 4

XA FFED BRI T E netapp-backup-<GUID>/mysql backup/, FHa&H
CBS DB Backup <day> <month> <year>.sqlo

* R5|BREMWzipXHF
WX HAFEED P TAUE netapp-backup-<GUID>/catalog backup/, HarZ AN
Indexed Catalog DB Backup <db name> <day> <month> <year>.zip.
EFBRELinux EH_EREFHAIConnector
REFHIBlueXP Connectorft, JEHAR FEBVEMA S RIEConnector L L& HFhrAsH8E, EHIE
EBlueXPEF R E #IEEE M v e RV IR A S RIGEIRER DA RE. Bl "FEEDHIEE
&+ ¥ Connectorfi 4k B R FThRZA"s
1. "EHBINEBLinuxE A EZ2EBIueXP Connector"
2. FEANNSIENEERRF EREREBlueXP,
R EBlueXPF B FIRE $IRE

1. BEMySQLE N ME DL E EHIZIFAIConnectorEH. Ffi T FER FTEBIRGIS
£Z"CBS_DB_Backup_23 05 2023.SQL",

2. FERUTHSREEHERIEIMySQL Dockerazs:

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.
3. AL TH<MAMySQLA28Shell:

docker exec -it ds mysgl 1 sh

4. fE=23ShellF. ZpE"env',
S. IEEMySQLEIEEZ RS, HILtiEEHIZ A" mysql_root_password"HI{E,
6. EAL T2 REBlueXPEHNFIREMySQLEERE:
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mysgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. FERUTSQLG S RIEE S B IEMIF/EBlueXPEDFITREMySQLEIEE

mysgl -u root -p cloud backup

NN

mysqgl> show tables;
mysgl> select * from volume;

NERTHNEREESRIBHERIEER,

ERRFIBRXMH

1. BER3|BREMzipXH(FEITBERRFIX 48 "ER5|_BR_DB_Backup_catalogdb1_23_05_2023.zip")M&
i B E%5)"/opp/application/NetApp/CBs" S 4K F1f# Connector £ 4o

2. FAL TS fRESE"E5]_BF_DB_Backup_catalogdb1_23 05 2023.zip"Xf4:

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

3. BITHIs*®S, MHRERIEXMHE K catalogdb1", HEE TEAIET FXHF" "changes"F1"fSnaps”s

%A IIONTAP £E¥HIStorageGRID %%t
1. "7 HEFRE NEFONTAP TIEIME" BT miMRhiREn, XEIEEAIESIIRSFIONTAPR S,
2. "R IEHIStorageGRID &4"

1§ & StorageGRID FiEi¥AE 2

NS EEIONTAP TIEMIE X BXAYStorageGRID RARIFMIEE. XEFMERE BEFHANRIREIZRIKET
IGEH "BlueXP API",

BEENBEIEHIESE ) FStorageGRID IS NONTAP R ITIXLES I,

1. AL TFOAuth/Z FEAPIHZEURIN S hE,
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curl 'http://10.193.192.202/0auth/token' -X POST -H 'User-Agent:
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:100101 Firefox/108.0'
-H 'Accept: application/json' -H 'Accept-Language: en-US,en;g=0.5"' -H
'Accept-Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username" :admin@netapp.com, "password":"Netapp@l23", "grant type":"pass
word"}

S v

LEAPPRIREIANTIAN,, R USRI WP,

{"expires in":21600, "access token":"eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
Wl11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6oImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwleHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. fERAHEF/AMNEREEIRAPIFEEY TEIRIRIDFIX-Agent-IDo

curl -X GET

http://10.193.192.202/tenancy/external /resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBzO1i8vYXBpLmNsb3VkLm51dGFwcC5)b201iXSwiaHROC
DovL2Nsb3VkLm51dGFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbSO1bWEpbCI6ImEFkbWluQG51dGFwcC57b20iLCIzY29wZSI6ImOwZWSpZCBwe
mO9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHAiIOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu_ kN-
fLWpdJJIX98HODWPPpVUitLcexV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggBINgPZT8A szHinud5WOHJI9c4AaT0zC—
sp8lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBXSvDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'

LEAPIEIR[EIGN T MELZ, "resourcesldentifier FEY{EZRT_WorkingEnvironment ID_. "agentld" FAIEZR
~_x-agent-id_o
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3. A5 TEFIEXEXHIStorageGRID RFHVIFH(E EEHBlueXPEMBFIMELIRE. 1B K
AStorageGRID H5E2RE T Z UG RZBMFMEEH. OTFR:

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —-header 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVKIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFweC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJ1leHA1OjE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu kN-
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> =@l Y
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":

"uk/61kd4L]1XQ0FnzSzP/T0zR4Z2Q1G0wlxgWsB" }'

WIEBlueXPE MMM EIRE

1. EFESONTAP TR, AERHEANERPERHIMERSZLHEEED"
B izZAeBEB N ERIRFIE&ED.

2. ERIREBRAERMZEEH D T RHERINEE
RRI 2B AR5 R E N IIEMR RSB RARS.

3. MEZRMZEFRTTEH. BIT/VRERERUKIARS B RERERINTR.

EfBchBlueXPEMHME RS
HERER T, SRR EHRBUXPEMNHIRERS

BlueXP&1#F11IEIHEER & 1EBlueXP Connectord, 1RIERESHEFEConnectornf 2 ELINUXRFK LFHHR
#Connector. EEERBARRINVIGT BEHBIARS,

S
1. % ZizTTConnectorfILinux& 45,
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EiRSRIE
LHPE
FHIRE
2. NS UEFB RS
G UE
LabE
I BB FRE

FrheEE. ReEiAElinternet

BRIEDR

R EBAVIR AR TIR(E "IE1E1E 22| Connector Linux BB BURFIE

B =iRMHRE.

EFRELinux&%E,

e
docker restart cloudmanager cbs
docker restart cloudmanager cbs

docker restart ds cloudmanager cbs 1

&
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