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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
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CreateTable",
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls",
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
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"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"
1y
"Resource": |

"arn:aws:s3:::netapp-backup-*"

@ FAWSHEMX IR EHNHE. BHEEGIAMEKREEFFTE_Resource Z FHIAWSHEIRH
#r"arn" M aws"E 2L "AAWS CN"; 540 arn:aws-cn:s3: : :netapp-backup-*o.

ARG E. ENRSKRTERNIFRZEANINEZERR, XLEEEFEET) ONTAP &3, LUE
ONTAP AJ LU EIE&E M MIEIRE] S3 FEDER. Nk, EFEECIZRBLUUTRR IAM BF,

BESN "AWS XiE: glEZAELNUE IAM BFEIRXR",
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"Version":

"Statement": [

{

"Action":
Va3

"S3

1,

"2012-10-17",

[
GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:

1,

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3

1,

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
"s3:

GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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ontapcloud-instance-policy-netapp-backup IAMRole. HELATHIRMRMINEISINEF, BEEZGIE
“Resource”: “arn:aws:s3:::*” HPEESEMEDEXENFIEHLENR,

R |
"S3: ListBucket"
"S3: GetBucketLocation"

]

"Resource (FJ&)": "ARN: AWS: S3: : : : ",
"%Zuﬁl": llj_t'.lq:ll

N

{

"RIE": |

"S3: GetObject".

"S3: PutObject”.

"S3: DeleteObject".

"S3: ListAllMyBucbes".

"S3:. PutObjectTaging"”.

"S3:. GetObjectTaging".

"S3: Restore".

"S3:. GetBucketObjectLockConfiguration ".
"S3: GetObject{R&".

"S3:. PutBucketObjectLockConfiguration ".
"S3. PutObject{RZE"

]
"Resource (FJF)": "ARN: AWS: S3: @ : "
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1. £/ Amazon VPC £ 8gim<1TelBiENEaidE, 152 1A xEHERTAmazon S3HIAWS
PrivateLinkB9i¥4AZ 8",

2. {82 5BIlueXP ConnectorxBXH R AR E, EHNTEILRIEERA "Custom” (BENX) (M "Full
Access") , FHEMNIIFHEHEN N "Custom" (BENX) MEHHFEEZF I S3 VIR WNaTEFiR.

Select security groups &

&
(_; Filtlar by tags and attributes or saarch by keyword ftadoald
Group ID = Group Name - VPCID = Description = Owner D
@ 50120898  putink-testD..  vpc-09c102B..  EC2VPC Nethpp OCCM Instance ... 464
Close
Policy® ) Full Access - Allow access by any user ar service within the VPC using credentials from any AWS accounts to any resousces in this AWS Li]

service. All policles — 1AM user policies, VPC endpoint paticies, and AWS service-spacific policies (e.g. Amazon S3 bucket policies, any S3
ACL policies} — must grant the necessary permissions for access to succead.

® Gustom
Use the policy creation ool 10 generate a policy, then paste the generated pelicy below.
[

*Sid*: *backupPalicy*,

“*Effact™: *Allow®,

*Action®: |
“s3:DefateBucket”,
*s3:GellifecyclaConfiguration®,
*s3:PutLifecycleConfiguration”,
“sd:PutBucke!Tagging”,
*sd:ListBucketVersions®,
“s3:GetObject”,
“s3:DelataDbiact”,
"s3:ListBucket”,
“s3:ListAliMyBuckets®,
*s3GetBucketTagaing®,
*shGotBucketLocation”,

NREERIKROB0 (HTTP) ST AmAHITEE. NWEIRETE. EMAEA UTEE L EABlueXPERHR

o

NREFERIRO443 (HTTPS)5E Bimm#H{TiEE. MHATMVPC S3inaEFIIERFHBEERIEIONTAP &£
Bich, WIE T RPN T BT

3. M AWS #Z 5l & 3REXIm s Y DNS &5,
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Connector deployed in Google Cloud VPC (Private)
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B 3-2-1 Protection Partial Protection Unprotected Volumes
Total Volumes

2. M Backup Settings TUEIF, BB - M TFEFSERBIGENTEFIE. iSRS IEHEES

Backup Settings

Select the BlueXP backup and recovery version

@) Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version

11 Working Environments Q
aws  ClusterA () Active 7 4/
e ClusterB. - ] . & Ad“ft? . * ?/.10 Advanced Settings

Delete All Backups

Deactivate Backup

3. #£_Manage Policies_TNE. EEH*REMENBEEZLIEIFREHPERNFMDHE,
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Manage Policies

Working Environment: ClusterB

Only Custom policies are editable

7 Policies

E haurly_bp
Custom Policy

2 Labels: Hourly (10}, Daily (10) MNone Not Active

Labels & Retention Datalock & Ransomware Protection Archival Policy

3 out of 10

Associated Volumes

Add New Policy

:

4. M_Edit Policy TIE®. £ v ERF_Labels & Retenation_section LA LI RIFI/HEF D RE. 15RTE*

REF

Edit Policy
Working Envirenment: ClusterB
Name hourly_bp
Labels & Retention 10 Hourly 10 Daily
Datalock & Ransomware Protection Mone
Archival Policy Disabled
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Archival Policy Backups reside in Cool Arure Blob storage for freguently accessed data
Optionally, you can ther backups to Arure Archive storage for further cost optimization
Tier Backups va Archival
Azure Archive after (Days) Access Tier
[ 2o | Azure Archive
Archival Policy Backups reside in 53 Standard storage lor frequently accessed data. Optionally, you can tier
backups to either 53 Glacler or 53 Glacker Deep Archive storage for further cost optimization
Tier Backups to Archival
Archive after (Days) Storage Class
AWS = )
34 53 Glacier
53 Glacier
53 Glacier Deep Archive
Archival Policy Backups reside in Google Cloud Standard storage for frequently accessed data.
Opticnally, you can tier backups to Goagle Cloud Archive starage for further cost optimization
Tier Backups va Archival
GﬂﬂglE Archive after (Days) Storage Class
30 | Google Cloud Archive =
+
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All Werking Environments (6) v
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Total Volumes

Volumes Restore Applications Virtual Machines Kubernetes Job Manitoring Reports

(¥ Last Updated: June 30 2023, 10:20:56 am Backup settings

5 s B 11
P 3-2-1 Protection Partial Protection Unprotected Volumes

2. M Backup Settings TIEH, B « W FEMIFRROITIEIFR, Bk *© EIERE ~

11 Working Environments

aive ClusterA

aws ClusterB

Select the BlueXP backup and recovery version

@) Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version

Backup Settings

(=) Active 7 4/8

Manage Policies

© Ad“,’_e . 7 E”D - Advanced Settings

Delete All Backups

Deactivate Backup

3. #£ Manage Policies TUEH, B * ARINFTEREE * o

7 Policies

E haourly_bp
Custom Policy

Labels & Retention

2 Labels: Hourly (10), Daily (10)

Manage Policies Add New Policy

Working Environment: ClusterB

Only Custom policies are editable

& Edit

None Not Active 3 out of 10

Datalock 8 Ransomware Protection Archival Policy Associated Volumes

4. M\_AINEFERE TiE. B v ERFF Labels & Retenation_section AE X RIFIFHMRE. iHBHR

=
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Add New Policy
Working Environment: Working Environment 1
Name Default_Policy_Name
Labels & Retention 30 Dally
Datalock & Ransomware Protection None
Archival Policy Disabled
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Archival Policy Backups reside in Cool Arure Blob starage for freguently accessed data
Optionally, you can ther backups to Azure Archive storage for further cost optimization
Tier Backups to Archival
Azure Archive alter {Days) ACCess Tief
| ao | Azure Archive -
Archival Poalicy Backups reside in 53 Standard storage lor freguently accessed data. Optionally, you can tier
backups to either 53 Glacler or 53 Glacier Deep Archive storage for further cost optimization
ﬂ Tier Backups to Archival
Archive after [Days) Storages Class
AWS .
34 53 Glacier
53 Glacier
53 Glacler Deep Archive
Archival Policy Backups reside in Google Cloud Standard storage for frequently accessed data.
Opticnally, you can tier backups to Google Cloud Archive starage for further cost optimization.
Tier Backups to Archival
GL‘IDI_:]'E f"ﬂL“l‘rE after (Days) . Storage Class
| 3o | Google Cloud Archive =
+ - J
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Interactively browse your backups In a native file system experience
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@ Selected Working Environment
120 Snapshots
Q
SnapshotName = | Location = Date 3] size > | Ransomware Scan - Storage Class -
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@ Restore Volume @ Select Source @ Select Destination ° Select Restoration Type

Select Restoration Type

°

Normal restore .
Quick restore

N Restored volumes and their
data will be available
immediately. However,
during the quick restore
process, data access might be
slower than usual. Do not use
the quick restore process on
volumes that require high

performance.
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Cloud Backup Service:
Restore Demo
Powered by Cloud Manager

January 2022
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2. B R *ETE, S ERTEREER.

3. £_Browse & Restore I3, B AR XA a X3,

Browse & Restore

Interactively browse your backups In a native file system experience

to recover specific volumes and files.

ne

Restore Volume IRE‘;TorF: Files or F’J:ﬂ?l'l
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https://www.youtube.com/watch?v=9Og5agUWyRk

4. 7£_Select Source"TIE . vﬂn |8 &ETR E’Jﬁdﬂ#@:ﬁﬁ(#ﬁ’]éﬂ’]éfﬁiﬁ% EERAEEEMPIERX AR
B/ BEIERY * TEFIR -, &M &K~

o Select Source @ Select Items @ Select Destination

Select Source
@ Selected Working Environment

120 Backups Q
I Working Environment 1 I
Backup Name - | Date | size + | sStorageclass . | RansomwareScan -
@ Selected Volume Backup 1 June 12 2022, 00:00:00 12.25TiB Standard None

° June 12 2022, 00:00:00 15 Tig Standard None

Selbcted Batkip Backup12 June 12 2022, 00:00:00 1TB Archive None

Backup 2

Backup 20 June 12 2022, 00:00:00 2178 Archive None

o  BET—F IR ETREE DRI AR,
SNREMNIETFAER PRSI XAFERS R WA LOEEIR R AR,

"THREXM AWS ITIERIERENESZER
"TERB XM Azure IFEFHEIEEMNEZER

"7 RE F M Google| I TEERRHIE ZEE" Google ArchivefZiEE RSN XE N ELIIENER. HATRE
E7EERE"I LR

=+

ﬁﬂ%ﬁ%ﬁiﬁ(#?ﬁﬁTE)J?EA#H%?F(!ZD%T‘ B RSB A T DataLock M ZFIMARIF). MRKZIRTEEE
[REHREZ A E DIPTSR, FTBNERRE O X USRS R . (EFBELEFIH

WRIREREHEE, AN ANNE. )

+

Select Items

Select Files Folders & Files @

All Folders & Files > Folder A Very

%}:;5 pl5Ltxt ®

Last Modified: Aug 23 2021, 7:27:04 am

1.25 M8
° ﬂ File bsplst.me Aug 232021, 7:27:04am 125 MB
Path: root
| File bspiS2.o Aug 23 2021, 72704 am 1MB
B3 Frolder Long Name June 12 2022, 00:00:00 - - >

1. 7£_Select items_TUEH. EEFBERINARRI M. ABRE M, BEHEERAD. BHRTUTR
fE:

° INRBEMRIMFR. AILUREHE,
° SRR HRRENTH NSRRI R MU B ZEMENZI R
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@ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Manitoring Reports

All Working Environments (6) - (¥ Last Updated: June 30 2023, 10:20:56 am Backup settings

)

Total Volumes

=5 e E 11

¥ 3-2-1 Protection Partial Protection Unprotected Volumes

3. £ Backup Settings page ', B - WFIIEIFE. IHEFBRIEE

Backup Settings

Select the BlueXP backup and recovery version

[;) Display the new BlueXP backup and recovery version O Display the previous BlueXP backup and recovery version
11 Woarking Environments Q
Clusterd (&) Active 7 4/8 —
Manage Policies

aws  Clusterd (%) Active 7 3/10

a
I

Advanced Settings

Delete All Backups

Deactivate Backup

"SRKE " TTHETR T A TR SRR E

Advanced Settings

Working Environment: ClusterA

Max Transfer Rate Unlimited
Export existing Snapshot copies Disabled
Yearly Snapshot Deletion Enabled

MRFBHITEMER. RAFRAETHHITELREE, EErFE &R ERME.
HAR. RIERES LOONTAP RAURENFAENSRESBIR. FERTATA,
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BINBER T EAIIEMESCEBIUeXPE MR ER. ONTAP A LUE B LIRSS M EIEM T/EIMERH
EEREINREFM. NRELZMEDREEEZMEFEBR TEAZE. WA LREIEHEREERANMNE T RS,
BRI LUER—PATF 131, 000 Mbps Z [BIMEE N R AL HEIRE,

Max Transfer Rate

O unlimited

@® Limited Limited to:

Apply  Cancel

R RR BERHA A ERNRATER. REEF LR LUIET LB R,
IRERZFMIECLA R REN TR RPN GECERNEMEMERIX REH R,

BN EEEHESnapshotE| &~ T H A& Xt

NRENEA At Snapshotgl & 5 B TR IERERNE O IR LR GIWN. 80, 88F). LS
XLEFHFRBIEAZTOXHSHEINREMRE, XiE. BB T IHBSnapshotgl A hE| B A FZ D a4 K
TBY=HPNED,

HAR. IR IRESHME N X R TIERDR BIE. HERIP(DP)EFFFILEDL,

Export existing Snapshot copies
Export existing Snapshot copies to object storage as backup files

All historical Snapshot copies of read/write valumes that match the Backup schedule label (daily, weekly, etc.)

will be copied to object storage as backup files to ensure the most complete data protection.

Apply  Cancel

QAREEREEESHI B SnapshotElzds. AREE* N AR,

FEENRRGFRIFR"SE"RR

NERENERREEF " SE"EOREN. SIEMNSnapshotB&IFER, BINMERT. XEFERBEEER
B REFMEEBMNRERGFMEFR. &R LM "EE SnapshotiBx"E8 7> BLALLERIATT A,

Yearly Snapshot Deletion Enabled

® Enabled
Yearly Snapshot copies are deleted from the source system after being transferred to object storage as backups,

(O Disabled
Yearly Snapshot copies are retained on the source system. Note that these snapshots can be large.

Apply  Cancel
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