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* MongoDB

+ MySQL
 Oracle

» PostgreSQL
+ SAP HANA

* SQL Server (MSSQL)
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Azure 3 GCP Marketplace 3 NetApp 289 BYOL 7]k, EEW "EN" THIFHEE,
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EEPERYSEFIZERN, NRIFERNZFIBE RS LR E Connector , MAREEEAMZA,

B C A 2 ]I

BIRERMR AR T B E, MRBlueXP2 ELAIFEIEREMNTE— AMXKIEMXIE. WAL EEE
MRA, B2, MNRHER (FH0 Cloud Volumes ONTAP R4iEX S3 129 ER) (i Different B] B X I E X
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* "AWS : Amazon EC2 Ef"
* "Microsoft Azure : HamEMFAEE"

* "Google Cloud : Ff#&FRARSEMN"
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VPC or VNet Cloud or On-premises

BlueXP
BlueXP Ul BlueXP Classification
Connector Instance
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(®) Data Sense

How does it work?

Classify and take Control of your data with =
Cloud Data Sense ' —

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects. o

Activate Data Sense

L1}
ENEEREREER

2. BB BUREURRA ¢ o
3. 7E_Installation_paged. BREH*EE>EE*LUER"AE"LFHXNABHEHERF.
4 MSHETHBESBRETHE, MREIEMEE. SRELHRETHEN.

Deploying Cloud Data Sense

This may take up to 15 minutes, Check this page penodically to make sure the deployment continues successfully,
Deploying Cioud Data Sensze instance
Verify connectivity 1o BlueXP Connector and to the internet
Initializing Cloud Data Sense

Cantal deplayment

S. ERELFIHLEBlueXPHEfG, B MHEEIE ¥ F_Configuration_BIH,
EAzurePEEE
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’\’H\) Data Sense

How does it work? (2

Classify and take Control of your data with e
Cloud Data Sense ' ‘ =

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense ' :

[ 1]
ENEEREREER

3. BHEEB LRI =HEMS.

Install your Data Sense instance

Select your preferred deployment location:
Learn more about deplaying Data Sense @

Cloud Environment

| want BlueXP to deploy the instance and install Data Sense P

» BlueXP will deploy a new machine automatically in the chosen cloud environment

* You will be taken to an installation wizard where you can configure your Data Sense installation,

| deployed an instance and I'm ready to install Data Sense Deplay N

On Premise

(g | prepared a local machine and I'm ready to install Data Sense Deplay N
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Deploying Cloud Data Sense

Deploying Cioud Data Sensze instance
Verify connectivity 1o BlueXP Connector and to the internet
Initializing Cloud Data Sense

Cantal deplayment

This may take up to 15 minutes, Check this page penodically to make sure the deployment continues successfully,
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7£Google Cloud® &=
g
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(@) Data Sense

How does it work?

Classify and take Control of your data with

Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you b
control of your data. Map, classify and understand all your cloud and on-premises

data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense

[ 1]
EREEREEEER

3. BRI EE R THEES.




Install your Data Sense instance

Select your preferred deployment location:
Learn more about deplaying Data Sense @

Cloud Environment

| want BlueXP to deploy the instance and install Data Sense N

BluexP will deploy a new machine automatically in the chosen cloud environment

vou will be taken to an installation wizard where you can configure your Data Sense installation,

| deployed an instance and I'm ready to install Data Sense Deplay N

On Premise

= | |prepared alocal machine and I'm ready to install Data Sense Deploy N
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Deploying Cloud Data Sense

This may take up to 15 minutes, Check this page penodically to make sure the deployment continues successiully.
Deploying Cioud Data Sense instance

Verify connectivity 1o BlueXP Connector and to the internet
Initializing Cloud Data Sense

Cantsl daplayment
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* 7£ GCP Y Cloud Volumes ONTAP FRF#EE3ERY, EAILUITE GCP HhEAERESS,

NEBONTAP 4. JENetAppXHH=Z. BASIWRTEFME. FIEE. OneDriveX43. SharePoint
#Google Drivet 58] X LECloud Connectord FY{E Rl —FhiH 171314,

IR, BHA L "EREREEE Connector” FZEMZHMILInuxEMN K ZHHILinuxEH Lo —EHRITERMNZL
EBlueXP9 28I A F 8] LUEIRTE A4 Z ZE Connector,

SNIEFRIL, AERLEBRTARFEERR "SI EESE"

LEBlueXP KA, BREEEZBAGNIPHIMEENR, NRETEARNILET Connector. NATLGRTFILIE
Bo 1R ConnectorfBEERH. ERILIMBIUeXPIZHI G EIILER . BEHBER. EEF. ARBEE
EXPERER"

EF Linux EVRS

BlueXP73 RI A LT R BRI EIRMERAENK. RAMER, MHBEREFHNEN LEZ1T. LinuxEAN AT AL TFERY
M. R F =,

FRIGR] LARFFBIUeXP 3 KiE1To BlueXP7 EANF BRI HE IR,

* SHMNAEFEZHNENAZEBIlUeXPHD E-ZENHBAZ T A EN.
* EAEMEENARSKE. EE LURIEITR#1TBlueXP EIFEMNEIRE K NE=MAF AN FFHITIEE,

RGN CPU RAM (WAZAXMAT)  Disk
BA 324CPU 128 GB RAM 1TiB SSDFF .

-100 GiBA] M/optiR1F
-1£/var/lib/Docker EIR{HT »
Itmp_ERY5 GiB

KE 16 NCPU 64 GB RAM 500 GiB SSDfiiF/. st
-100 GiBE] M/optikiZ
-395 GiBA] £/var/lib/Docker L {# 8
Itmp_ERY5 GiB

F 8/ CPU 32 GB RAM 200 GiB SSDH/E/. B
-50 GiBR] M/optiRTF
-145 GiBR]{E/var/lib/Docker_E{EH
/tmp_ERY5 GiB

N 8/ CPU 16 GB RAM 100 GiB SSDfiiF/. 5L
-50 GiBR] M/optiRTF
Ivar/lib/Docker 121145 GiB
/tmp_ERY5 GiB

HAR. ERARNNARREFE LR, BS0 EABVNEILAIZEE" THIFMAES.

* EEPABlUeXPRERREIEITELFIR. HINEBWERHBE LR KE"RRERNARL:
° * AWS EC2SEffIZEEY*: FATEEINFER"m6i.4xlarge”s "ES I EMAWSITFIZEE,
o * Azure R A/ . BBINER"Standard_d16s_v3_ ", "EZ 01 EfthAzureSSFIZERE",
° * GCPIT &M HATEIER"n2-standard-16", "EZ I EMGCPLfIZEE",
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* UNIXXXHFEINR: FEUTREUNIXAR:

MR /MR

/tmp ITWXYWXrwt
/opt TWXT—XTI—X
Ivar/lib/Docker B
lusr/lib/systemd/system FWXT—XI—X

* IRMERS
° UTMEERFENREMADockera e85 %:
* Red Hat Enterprise Linux 7.8%17.9kR
* CentOS 7.8f17.9kR
* Ubuntu 22.04 (EEBlueXP% ZEhR71.238 B ShRZx)
° UTMRERAEREAPodmanB 2851, HEFEEBlueXP7 HKhA1 .3 EShas:
* Red Hat Enterprise Linux 8.8. 9.0. 9.1. 9.2#19.3kk

EER. FARHEL 8.xfRHEL 9.xBY. HEIARZRFLUTINRE:

" FEAFUERRE
* mIEE; EREEEERT RNIZREAEER TR

* *Red HatiTIEIE*: N IiARed HatlTIEEEM. MRRIEM RAKLEEREREIHREFERE
KEFHFRENE =S

s Hth4: TLEBlueXPREZRI. HITEEN ELELITEHE:
o IRIBEERIIRIER S, BEERELTARIIEYZ—:
* Docker5|Z19.3 18 EEhRAS, "EF LA

"WIE LA B K TECentOS_E & DockerBY IR E o

* PodmanhR 248 EShfids, EZZEPodman, IBEMRFAEE (sudo yum update -y). RABEE
#Podman (sudo yum install netavark -y) o

* Python 3.6 EEhA, "EEFLLEWEA"

° NTP;EEZETL: NetAppZE i FEBlueXP R ASKELE FF B MERTEITHY(INTP)IRS . BlueXP L A%
FBlueXP Connector& 4t 2 [B|RYBY [B) A7 [E 2 o

° * Firewalld;7FEEI*: WNREHLIER firewalld, FHITEBNEELZEBIUeXPOEZHIBEE. BT
LUTan<SHITEER firewalld MI{ESBlueXPREFES:
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firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent --add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

NREH R EREMBlUeXPR R ENEANRBEF TR, B RXERNRINEIE RS

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent --add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent —--add-port=4789/udp

+

HEAE. SUHBANERKN. BN NEFHEEIDockersiPodman firewalld & &,

()  =EETAEHRBUXPHEINRLAIPHLEL,

MBlueXP473 3 /3 B HikiInternetifial

BIueXPﬁj\*aﬁgﬂjiﬁlnternetlﬁlﬂo ﬂﬂ%uE’JFEW'E%EEW%T@FHﬁﬁﬂlﬁ%%ﬁﬁﬁlnternetiﬁfﬂ\ JEM1RBlueXP
PELFEE Hibinternetif DA R ABE R LA T i =,

i B8
https://api.bluexp.netapp.com 5 81#ENetAppik P 1N AIBlueXPARSS 1 TiR(S
https://netapp-cloud-account.authO.com 5BlueXPMILE S LSS M ESR K AP 549130k,

https://auth0.com

https://support.compliance.api.bluexp.netapp.c BT AT HIEHREMME, BE, RS H ST,
om/https://hub.docker.com

https://auth.docker.io https://registry-
1.docker.io
https://index.docker.io/\https://dseasb33srnrn.
cloudfront.net/\https://production.cloudflare.do
cker.com/

https://support.compliance.api.bluexp.netapp.c f& NetApp BETZ M B ITHE RIRILEIE,
om/

https://github.com/docker 1R HtDockerRENHEF R
https://download.docker.com
http://mirror.centos.org IRIHZECentOSFTER A&,

http://mirrorlist.centos.org
http://mirror.centos.org/centos/7/extras/x86_6
4/Packages/container-selinux-2.107-
3.el7.noarch.rpm
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i £ EL:p]
RHUbuNtu R EM N EIH o

http://packages.ubuntu.com/
http://archive.ubuntu.com

WiER S ERAREXNHRIRO

BANRRFIAE N ENIROYEFT . AlftConnector. BlueXP53 3

EERE i7]m|

EHEE <> BlueXPH %
#1080

Connector <> ONTAP £ 443 (TCP)
B (NAS)

BlueXP43#<> ONTAP & * XFNFS - 111
B (tcp\udp)#12049
(tcp\udp)

* 3FCIFS - 139
(TCP/UDP)#1445
(TCP/UDP)

8080 (TCP). 443 (TCP)

« Active Directoryf#IE IR Z [Bl#1Ti@ (S,

Description

i%?%%%ﬁ’\]l‘ﬁkiﬁiﬁﬁﬂﬂﬂw% TAIREE iR 44315 N
ML HBlueXP ELAIBRE, HRIKI8080E+T
. LUEER LITEBlueXPHREBR R EHE,

BlueXP{ERHTTPS A INONTAP &8, MNREHRETE
XA NIEEREE, WERIHE U TEX:

* Connector A A IF@ES RO 443 #H1THIA
HTTPS iAial, WS Connector{iiF=H. MFAE X
BIBA N IR B R AL 7 1R FR A i@ (s,

* ONTAP EENFEIE IR 443 HITALL
HTTPS ifial, ERIABYEIR B ASEREE A IFMERE
|P it 31T NIE HTTPS i418l, SRS T L2k
INRRE, ECIET BORBGAIEERES, AU
HTTPS Y 5% KE&xEX, HEBAM Connector
FNHITIFIRL

BlueXPHEEE 55 Cloud Volumes ONTAP F 5,
MEONTAP RAEIMNLZEE, Cloud Volumes
ONTAP BYBA A SEEE B E AR 2420 78 1 M BlueXP 433552
31T NI &R

Ha{RIX L i O X Blue XP 49 2 SE I FF 7 :

* IFFNFS—111F012049
* W FCIFS—139F1445

NFSE S H SRR 2 1F MBlueXP 3 L1715
e,
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e et i | Description

BlueXP43 <> Active 389 (TCPHIUDP). 636 BN ATFHIAFILKE Active Directory o It
Directory (TCP). 3268 (TCP) 4. BlueXP432£EE Active DirectoryZHEA 81
#13369 (TCP) HCIFS%,

& E A Active Directory IS 2.:
* DNS AR$328 IP #iitsg % IP Hbhit
* RSB BHAFP RMERE
* 1% (Active Directory Z¥F)

- E5FEARSL LDAP (LDAPS)

* LDAP fRZ28i% 0 (34F LDAP , @& 389 ;
I FL4 LDAP , BEN 636)

INREERZ T BlueXP L EANKIBHESMNIAIREE KW EIER. WFEBAEMBEO/MNN. "FEIE
fthimEX"

ZLinux Al L& %EBlueXP733E

MNFHBERE, BRE—IMENRKLLEZNMG. BELLEEXLEDE,

Cloud provider VPC or VNet On-premises location
BlueXP
Classification BlueXP
Instance Connector

)@

=

XTHRESEN PB BIENAREE, BRI LUERS M ENREHTIMNILIEES, BRELELEETXLEDSE,
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Cloud provider VPC or VNet On-premises location

Classification
“Scanner Nodes” Classification BlueXP

-‘-'----q

Data Source

“Manager Node” Connector
o — e —@

BB EF Linux ENAS M EEFHEFRT 7T HEEEBIueXPDEZBINTTEERTIR,

REZEGIREB InternetiEiE. BlueXP7 HIRHERIF LM S BE#TT,

MBI RIAENEIFED, BlueXP5) 24§ KIIHSIFRE7IER. Azure NetApp Files 3FS
() forONTAP. 7EREEIERT. ERERARHFIE—HIRAIBIUCXPS R FIS) 75 242

2R B ARIBVEHER,

MAFIBEH P YR
RN AEREZE TN L LEBlUeXPO LR, BEEHEXBEXRHERBUTIE,
WA LRSI LT RSN R & BlueXP 732,

IR, TEBlueXPRENZIERAMEREEL, NREREHREBEEMO@M.,. S EEREHIZE
AB. BRHENE /opt/netapp/install logs/. "BEGIAEEEZIFHMEE"

TBEENANS

* BIEEH Linux RARTHE ENER,

* MIARAELEFM N UNEIREE (Docker EngineZPodman A KzPython 3).

* BfRIETE Linux R4 EEE root AR,

* WMREERAIEIGRInternet:
c MEERIERSRED(PHIMEHEN G, EEHO. EREFZE: HTTPSHhttp. AP BFED),
° MNRARIBEFHITTLSHEN. EHEEMEBlueXPH ELinux RS L1FHETLS CAIERHIERR,
o RIBAAER-FKIB mi A2 FRERARIE,
° AR RIUEAHAR, AXFHAAR,

* WV IME R DA E B K I RHIER,

]
1. MTEBlueXPH I "NetApp ZiFIE =" ENIERIIXH2 7* datasENSE-installer-

datas.tar.gz*<version>,

A
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2. REREREFXHEFFEITRIEAMN Linux EH (B scp EMBE) o
. MEEAREN EMNRERFM, Fiw:

tar -xzf DATASENSE-INSTALLER-V1.25.0.tar.gz

4. 1EBlueXPH, EFEME>HEE
S. B * BUEREUERA ¢ o

>) Data Sense

How does it work? (= Lt

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you SR
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense

L ] ]
ENNEEEERER

6. IRIBEGRECTESFNEG LEBERENEFEG) LR EBlueXPH . REHNAHERIELUR
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nhBlueXP7 KL%,

Install your Data Sense instance

Select your preferred deployment location:

Learn more abiout deplaying Data Sense @

Cloud Environment

I want BlueXP to deploy the instance and install Data Sense Deploy

| deployed an instance and I'm ready to install Data Sense Peploy

» Use this option if you have already provisioned a new machine for Data Sense in the Cloud.

» Make sure your machine meets the necessary requirements,

On Premise
o - ;
t\\:j""/'l | prepared a local machine and I'm ready to install Data Sense

¢ Choose this option if you would like to deploy Data Sense In your on-premises environment,
¢ This installation requires a pre-prepared machine to install Data Sense en,

» Make sure your machine meets the necessary regulraments

e ) 2plOY 0N @ Machine

N you provisioned in
the cloud

s [eploy on a machine

o you provisioned in
your premises




7. kB E7R_Deploy Data sense on premises_¥11EHE, SEFIRMHAIGFS(FIE: sudo ./install.sh -a
1}[2345 -c 27AG75 -t 2198qq)FHIGEMMEEIS A HH. LUEHEER. ARREEXE URFLIHE
IO

8. XM L. MAERNEGHL. AERB—RIPRTHITIRIE. HECHATLREREHS. HhEEMEYS
FHNBHIENB TSR,

BER. REEFITIG. LBERBRENRZZMMEENR. UEMIIRE, "WELM" 7 #feH
BHE X

RIERTRASI: MATEmL!

a. MEEMETTERINS L &, EHEAUMGEZE N L. HRHOENE
sudo ./install.sh -a <account id> MAARESE:
-c <client id> -t <user_ token> sudo ./install.sh -a <account id> -c

<client id> -t <user token> --host

NREBETLA(MAZERER) LRE. HRM <ds_host> --manager-host <cm_host>
--manual-cloud-install --manual-cloud-install
<cloud provider>o <cloud provider> --proxy-host

B <proxy host> --proxy-port <proxy port>

b. ABlueXP R ENIMIPHIN S FENZ . LAEE --proxy-scheme <proxy_ scheme> --proxy
BB ARA T LUARIE. -user <proxy user> —-proxy-password

<prox assword> --cacert-folder-path
C. i A\BlueXP ConnectorEHEIPHILEEE FH14Z j;a CZ;Ft’ s P
LU@EBlueXPRFE AL LUARE, - -

d. RIERTEALIEFAEE, NERBlueXP
ConnectorE AR, NMEEEIB RN
EE. AABlueXPy X< HohfEREZRFERMN
RIE,

TEE:

° account_id = NetApp M ID

° _client_id =IE1Z28 & P I%ID (NRE P IHIDEFRBIGEE clients". iHHERINEIZEFI%ID)
° user_token= JWTHF 58] HE

° ds_host= BlueXP% ZLinux R8I IPHIAEEE F 2o

° ¢m_host= BlueXP Connector &4 H9IPHilt s} EH 2o

° cloud provider=TE =37 £ Z&E0Y. BIE=REREFBN"AWS". "Azure"Z"GCP",

° proxy_host = RIEARSZ 231 IP HENE (MNRENMATFRIERSEZE) -

° proxy_port = FAFEZIMCIEIRS 2[imO (BRIIAMER 80)

° proxy_scheme= ZE3ZAZ: HTTPS 5 http (EAIAA http ) ©

° proxy_user- EBISMIENAFR, BT ERIINERSR MRFEERAZHRIE . BRYARE
AP -AFFRA R

° proxy_password = }87E B P B,

° ca_cert diFrEIEHMTLS CAIEHBEMBlueXPHELinuxR S EMERR, RURIBIETEHRIT TLS HFAE
TEE,
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“

BlueXPO XL EEZEFSRENHE. FEMLEHLREBIUeXPHE, LEMEFRE 10 F 20 2%,

SR ENMNERER LA Z BT w8080 1L TiERE. ERETEBIueXPHIBlueXP R RRBEIREHE,
T—F178h

FEENEF, GRS ENEIER,

AL "JIBlueXP G EIFA" Bal, E30REHRIXALRZA. FRATUEERZER.
BHREREF T RANENESHES

MRERMABBIEFFEEZRHOEES]. WAILANESHEREF TR, A UEREEESET REIED
AMIEEFT R B UEERMIPEEF TR i, NREZIRI—NMUERPSIEEE6 A EEM
T—EEEM T =&, WA LARIN— MBI F T R R i BE TR,

A LEE Mt A UAIE R EREF T R

* AIN—T R EFTE SRR
© AT RUMBI RS E SR RIS E SR RACEE A T(IE)

AIAMER T RN ERFEERER T RB AR ENRE AR, XA BIATEERA" . £ TE
F. RN EAFEINNEEST A3 M EEEF TR, XETREERE6 MNMURRFHIERE.

Scanner Node 2
Manager Node Group: default

Scanner Node 1 Group: default
Group: default @ Scanner Node 3

Group: default

NREHRLEHIERZRYIE FERSERNAEREFT RBEHE, WALEX — M HERFT Rs—HmE
FhR. MARFEERN—ARER. £ TER. A1 EESTRI M EEEFTR.

* EESTRAUTRIAER. SEESEITMEER
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s FRTERE T 211 F " "United States"4BdR. EIEEIFHE2 N IER
s FIERFT S2M3ETFEUN"A. EfTHEZEI MR RNARES

Manager Node
Group: default Scanner Node 2

Group: europe
/ Scanner Node 3

Group: europe

Scanner Node 1
Group: united_states

BlueXP 43 I3 tE12 740 7) LAE X ATFAEEER S IRt IR KI5, @A) ITERIKERE Z M BlueXP ) T HEIZF T
P AT T REF—MEEREFE. X, STRREFTRIBIPESERRINEE SEEFTRS
SiERREREEGL. #yF. EAER UEREEBUER R ETse R D ESIER,

TR LU ZARINEBlueXP KAV FHIZRF A, WAILUEERHERZM, BlueXP7) AR IRH IR E]% /9" Euro”
Ay tEIE A HRY T R AR B TE RN,

ERRBUTIBLEEMBlueXPOEAMIEF TR !

1. EERERRER T RHLInuxEVRSA
2. RData senseBF FHEIXLLinux RS
3. AEER TR LETHTURERRRERT R
4. BRUTHTEEHEERFD 2R EBEBRG A UARLERERER T RE X AEEFRA")
5. MNREXTHEREFA. FEEERTAL:
a. FTFXHE"TE 318 _to_scanner_group_config.yml". HEXEMNAEIEFAHAEREN TIEIFE
b. ZITLATHIA, RLtrRsHE S EMEIFMEREER TR
update we scanner group from config file.sh
EBEENANS
* Wi REET SRFELNXRARTHTE THNEK,
* RIFRARTEREM M HERHE (Docker EngineZPodmanLA X&zPython 3).
* BfRIETE Linux 24 EEE root AR,
* WIHERIME R T B E K I RMIER,
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* BUIRAERMBEIER T R EARYIPHIL,

B AEBlueXP I R EEEE T R TN AR FRYIPHLE

BN EBEZBRAZIPHINES EHE. NetApptK P ID. EZIEE IDiFEIﬁHF'IEIﬂ hE, WNRETRIGE
mﬁmzr‘ (. MFBHEKF PESNMUERNIEIFEID, BREULEE. BERTEIN TIREZGTSE

O

WIEFRE EN LB A U i Oy

Port I Description

2377 TCP SHEEBE

7946 TCP, UDP TRIENEE

4789 UDP BEEMERE

50 BFARS INZHY IPsec BEML (ESP) RE

"1. TCP, UDP BFEENZEEEXHH NFS RS2 (FEMNESNMIEER
THEESRTSE)

2049. TCP, UDP BFEFHZEEEXHH NFS RS2 (FEMNESNMIEER

TRIEERTR)

* REFEANRE ... firewalld ABlueXPOEITEN L. HATENEELREBIUeXPDEZBIERAE. BT

LU TFepSiH{TECE firewalld MU{ESBlueXPOEER:

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent --add-port=443/tcp
firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent --add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp
firewall-cmd --reload

BEEE. SUHEANERN. #BHMEFHBoIDockerziPodman firewalld & B,

b S
REBUT S BIREURINEEIER T A ERINetApptK P ID. EFIZBRE P imID. HFiZe3RFZ B BIMFA /RS

h&o

1.
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Manage Account: activelQ

E Ez:‘nl-;—:s i

activelQ

Account Name

account-lk zj

Account ID

Overview Members Workspaces BlueXP Connector

X

2. 54 Account ID s

3. 7EBlueXP3Et=m, BFH*FEBN>Hr> BlueXPERESE".

Support

Resources NSS Management

o
«=

BlueXP Connector

NetApp

3.9.21 /5289

— dQLfORP
|

Kha | 1bf000a5-

f199da vmwocm02-lab.ntap

4. S#4lconnector Client ID_F1_Server Name,

S MNREITRIEAIFEIZFA. M BlueXPH RKEE " EH+H. EFEHARINEREREFANS N TER

R TAEFIRID,

Working Environments
Filar by 53 ANF cvo oe AFPS
I/:l'-\ Azure Netapp Files | 22 Volumes Scanner Group name: Default
I"!_','I Azure MetApp Files I Workite Ermfrontmant [0 ABCD ,I
et Continwowsly
—_— seanming afl
selected Volimes

® 12 napped B 5 classified # Mot Scamned

6. BE "APIIFARAG L RRERET BRINFE#ITE RIS

APl Documentation

Learn how to authenticate

7. IRBEMHIIENEA. 72 "username"fl"password"S P E A P B2 RBAE P ZFH,
8. AG. MMmRIHEH_access token_,
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pZ
1. #IBlueXPH L EIEE T = L. iB1THIZ"add_sanner_node. sh", . e R MIHIEFT S :

sudo ./add scanner node.sh -a <account id> -c <client id> -m <cm host> -h
<ds _manager ip> -n <node private_ ip 1l,node private_ip 2> -t <user token>

TSE:

° account_id = NetApp 1P 1D

° _client_id =1%1%28E FimID (SR clients" AINEERHERH T BHEFINZEFIFID)

° cm_host=1E3%# R KB IPHIIE T A2

° ds_manager_IP= BlueXP7 XK EESET R ALK T BIPtiL

° NODE_PRIVIGE_IP= BlueXP 1R T1 R RAERIPHIE(ZMIEERF T RIPLLUES 72 F7)
° user_token= JWTHEFifa)<$HE

2. ffadd_scanner_nodefflAs5erZ 1. RETR—NEE. ERERTHEEFT AAENRESRS, &
B2 f%: sudo ./node install.sh -m 10.11.12.13 -t ABCDEF1s35212 -u red954677)¥
BEREFEEXERXHF,

S £ B HEREF TR ENL:

a. BRI L EIRFE X4 (* datasENSE-installer-cp.tar.gz*<version>)E HIE| EH(E scp SLE M /5 5%
Yo

b. FREFELEIEFX o
C. MMEHHITHB2REHIAIER <L,

d. MR BEHEEFT AN REERA" "R, BEESE*-r <scanner_group_name>*HEIH<SH, &
N, FFERFT SIERINE"BRIAAH,

EFEREERF TR LERTEAXETREMAEERS T RG. "add_scanner_node.sh"HA I 25
o TETTREFE10E1209 %,

4. NBEREAAEER T RAIEEEEFAS. HREZEESR T R RITUT2IES:
a. ¥TFF 15" /lopt/NetApp/config/custom_configuration/working_ = % sanner_group_config.yml"F i NE

At E TR RNREEF AR, EF2NEEBIERIRMH_Working Environment ID_o 40,
UTFHRBRB2NTHERRRMEN RN AfiERFA. FR2NRINE"EE iR A:

scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"

40



RAMNENFIRAPEER TR R " default" B THHE- ST E default" B E/DE — N EIELR

HEREF TR

b. ZITLATRIZ, IR E BEMEIFFEHEIEF TR

/opt/netapp/Datasense/tools/update we scanner group from config file.sh

#R

BlueXP7 K@ d EEBMAMEF TRHTIRE. MIFEMEEIER.

F—5 175

NREARTE. S UMEERNEPERERENSER. MRIZTHERERFA. WS M HERESHMENA

FREEIER T R T,

TR UEEENETEES N LR EREF AR,

Working Environments

Fliter by 53 ANF v g AFPS

22 Yolumes
@ Azure Netapp Files

Azure MetApp Files

SEat Moo

B 12 mappad B 5 Classified 3 Mpt Scannad

Scanner Group name: Default

I Waorkirg Emdronmment (D ABCD 1234 I

Continuworsly
scanming all
selected Volimes

TR TR ECE TH REE B T R F AT RURAR S MIEIEF T RBYIPHIIEATRES.

Scanner Groups

A~ Scanner Group: Default

2 Scanner nodes
Scanner node host name
ip-172- us-west-2.compute 172-

ip-172- _.us-west-2.compute 172-

~ Scanner Group: United_States

2 Scanner nodes
Scanner node host name
ip-172- ».Us-west-2.compute 172
ip-172-

l.us-west-2.compute 172-

> Scanner Group: Europe

Search Q

@ Scanner nodes

Last activetime = | Status

23/09/2022 14:32 Active

23/09/2022 14:32 Active

@ Scanner nodes

Lastactivetime = | Status

23/09/2022 14:32 Active

23/09/2022 14:32 Active

(¥) Scanner nodes
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&EILL "ABlueXP KL E VTR BRl. E30RRRIXALERZAI. FAFoEEREBUERIZEA,

ERTAREEENSENEE

NTEEREY PB UENARESE, ERIUERS M ENRREHTIMILGIERS, RS MENRSN, £R
41579 Manager node , 1RIEERIMIZREAIRIEMARLNRI 1356 72/ nodes o

BENEZ TR EN L REBlueXPO LU, FERBUTIE, HEE. EUXMARARES PN, &
REfER"HimiEFA"

EBEENANS
* BWIFEERNIERERET SHE Linux RARTHRNE TVER,
* RIFRARTEREM MU ERHE (DockerzPodman EngineFlPython 3).
* HRIETE Linux R4 EAS root 1R
* WIHERIME R DB E K I RHIERE,
* BRI RIFERNIEERERET S AR P ik,
© WITEPRA EN L BRA U T mOFM Y

Port i Description

2377 TCP EHEEBE

7946 TCP, UDP TREEE

4789 uUbP BEENERE

50 BTIRS NZEH IPsec BEML (ESP) RE

11, TCP, UDP BTFEENZEHEEXHR NFS RS2 (FEMNEMNIBIER
TEIEEBETR)

2049. TCP, UDP BFEINZEHZEXHE NFS kB3 (FEMNESIMEERER
TEIEERTR)

S

1.
2.

42

RERPHNTE 1 F 7 #1718F 2 3V%E gEESTR L.
=

NP 8 Fn, ERERFRTN, ERIUE—RIRTHRNFIEE, WAILSAESHRIENSIITEH
RMELARERR.

BRTYARATREINKRENTEZIH, BIEA—TINED * -n <node_IP>* RISTEIFEIERF T =AY IP itk
ZMIEEFTR IP LLES SR,

fFlan. R ARSI M EIREF TR

sudo ./install.sh -a <account id> -c <client id> -t <user token> --host
<ds_host> --manager-host <cm host> -n <node_ipl>,<node_ip2>,<node_ip3> --proxy
-host <proxy host> —--proxy-port <proxy port> --proxy-scheme <proxy scheme>
--proxy-user <proxy user> --proxy-password <proxy password>

AEERTRARETHZA, BRER—IMIEE, HPERTRREEFTRMENREGT, Ele< ()
. sudo ./node install.sh -m 10.11.12.13 -t ABCDEF-1-3u69ml-1s35212)HEREFE
XA A,



4 F 8 AREFTRENL:

a. BEIERA R ERF X4 (* datasENSE-installer-cp.tar.gz*<version>)E $l| 2 EH(EF scp S Eth 75 5%
)o

b. fREFELEIEFX o
C. MMEHHAITHE 3 PEHIRIEHL,

EFEHEEF TR L EAREAXETREMAEERT ARG, EESTREELZTM.
&
BlueXP XL EZF T B R EHEMRE, KEAEFE 10 2 20 5%
%178
FECEEF, ErIUsFRESERNEIER,
R L "IBlueXPH K EITA" Bal, E30RFHIXALERZA. FEAEUEERZER.

ELEA A InternetfLinux 4] L ZEEBlueXPH 3

SR B, EX A EInternetBIRNERuL s R AILinux N E LR EBlueXP/ 3. iR
79_private mode_ .t RZEFHEESLENZRIL R,

"7 f#BlueXP ConnectorflBlueXPH MR EZFZIE ",
AR, EEILL "FalihaInternet IR ER L SR P EFZBlueXPH 2",
BlueXPH R ZEMABT AN ERANMMER T HEAAENEREY. IRFEBEIREMS. NLERHF

48, SNRBIMI TIZTBIueXP D RLERINEFIRSF M. WEILIFH—MRIMAVRAE. R EMNNATR

&M, "1EZDlHow to check if your Linux host is ready to install BlueXP classification"s

SFFHVERIETR

NRLRENEINERN(ENTFA BV K IEAFF IER). BlueXPsE R EEITHERERL R At EE R P HYEE,
LEBS. BlueXP43 3BT LU HE LA Zs it $E TR -

* NEPERE ONTAP R4

* HREELR

* SharePointJZBERE M (SharePoint Server)

* JE NetApp NFS g CIFS XFH=

* EAEREERS (S3) MNHXRERE

BRIz #F3#Cloud Volumes ONTAP. Azure NetApp Files. FSx for ONTAP. AWS S38{Google Drive. 7£
FBEIRR TEBEBlueXP 5 EBTAIONneDrivesfSharePoint Onlinefk o

PR

AR BlueXP RINEEBNEBIE L ARl InternetfVih sa A, MK ZEBlueXPEINEERRE . BR, FZIFHLSE
Eif(8) Internet BITHAE, 5Ia0:
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* B Microsoft Azure EEFRIF (AIP) 5%

© FER LK ERERIR B4 REYABlueXP P & X B FHBH 23R

* AFERAFIEEBlueXPAB (M. KPEBEAHEMMEER)
* (EFABlueXPEFIFIEF ThAEE BIFEL R 4

* BWAF RS

* MBlueXPBoiHRIR 4

BlueXP Connectorf1BlueXP £ B EE BF AR A sERBHFIIEE, &R LITEBlueXPEUITTEIKSE
E|BlueXP3EhRA, HE "BlueXPHELITIHA" UEEESMRAFHFIEEURERTREXLIIREE, ARG
, IBe] LR T S EBHITIRIE "F4EBlueXP Connector" #l #ZEBlueXP 4y ZE {4,

IR

BB TSEBREN], REBE@ATREEIERIS T BT IFAEE,

o Z%EBlueXP Connector

NRERELARN T REERERS, "BIEFEEEE" TAETE Linux 4L,

e EEBlueXPHZERTIRR G
HRIEH Linux 2F0HE THEXR, RETHRELZTHRMG, HERVIMEHEMENER NRMEZ,

e THFZEBIueXPH

MNetApp Z#Fih R TEBlueXPRRE . ARREREFXHEHZIZEANLNuxEN. ARBIRERSH
RERIE R EREBlueXP 7 L5,

° iTi#BlueXP % AR 53

BlueXP532£7EBlueXPRR{IERYAT1 TBHUERI R EM30KR, BRI ZRASTHIIE, FERS NetApp &9
BYOL ¥,

Z#BlueXP Connector

WMRITHEKEEZRIRR TLEBIueXP Connector.  "2FEi%#228" ERRMIE S B9 Linux 41 L,
H Linux ENRS

BlueXPREMRHU M NEHERTEIRERAE K. RAMER, MHERFENEN LIETT.

* SHMNAEFEZHNENAZEBlUeXPHD E-ZENMAE T A EN.
* EREMZ VARG, ERILURIE T RI#H1TBlueXP 2 BN EUBE KNI =M RF K/ NHHITIER,
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RGR/N
BA

CPU
321 CPU

16 ~CPU

81\CPU

81~CPU

RAM (A E AR ATE)
128 GB RAM

64 GB RAM

32 GB RAM

16 GB RAM

Disk

1 TiB SSDHE/. T

-100 GiBA] M/optik1F
-fE/var/lib/Docker 32T »
/tmp_ 895 GiB

500 GiB SSDfiF/. =t

-100 GiBR] M/optikiF

-395 GiBr]{£/var/lib/Docker_t{# A
/tmp_ 895 GiB

200 GiB SSDFHE/. T

-50 GiBR] M/optik1F

-145 GiBR] £/var/lib/Docker_Lf&EFH
/tmp_ 895 GiB

100 GiB SSDfiF/. = L
-50 GiBA] M/optik1F
Ivar/lib/Docker_E32145 GiB
/tmp_ 895 GiB

HAR. ERARNNARRNEFE LR, BS0 ERBVNILAIZEE" THIFMRES.

* TP ABlUeXPHEREIBITELFIN., RITENERFE LR A" RAERNRES:
° * AWS EC2SEfIZEB*: FATEEIER "m6i.4xlarge"s "1EZ ILEMAWSITFIZEE",
° * Azure MK/ EINER"Standard_d16s_v3_". "EEIIEMAzure L FIZEEL",
° * GCPIEMZER . HATEIWEA"n2-standard-16", "1EZ L EhGCPIZ 28",

* UNIXXXHRIR: FELUTREUNIXAR:

X4k
/tmp

/opt
/var/lib/Docker

lusr/lib/systemd/system

* T BRERG

=/ IR
rwXrwxrwt

rwxr—-xr—x

° UMRERFERERDockera 285 %!
* Red Hat Enterprise Linux 7.8%17.9kR
* CentOS 7.8%17.9kR
* Ubuntu 22.04 (EEBlueXP% 2R as1.238 FE S i)

o UTMRERABEREAPodmanB 2852, HEFEBlueXPEhA1 .3 EShas:
* Red Hat Enterprise Linux 8.8. 9.0. 9.1. 9.2#19.3hk

i EE. FFARHEL 8.XxfIRHEL 9.xBY. HFiALiFLL TIhEE:
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* FERAFIERRE
* mIEE; EREEEERT RMIEREAEER TR

* *Red HatITIEIE*: TN IMRed HatlTIEEEM, MRRIM. RAKLEEREREIHREFERE

KEMFRENE =S

© HARHF: EREBlueXPRRZAE. DAEEN LREATRA:

o IRIEEERNIRERS. BEERELUTARSRIIEZ—:
* Docker5|E19.3. 1 EFhRA, "EFZZEIRA",

"WLE LEALAT" B K TECentOS _E & EEDockerfV IRIE E o

* PodmanhR 245 Eshids, EL%EPodman, BEMRAANMHEE (sudo yum update -y). AER
#Podman (sudo yum install netavark -y) o

* Python 3.6 E=Ehias. "EEZEUA"

° NTP;EEZETL: NetAppZE i FEBlueXP R A LKELE NFE B MERTEITHY(INTP)IRSS. BlueXP LAY
FBlueXP Connector& % 2 [BIRYBT [E] AR o

° * Firewalld;3ZFEEIN*: WRIEHXIER firewalld, HRITENEELEBIUeXPHEZBIBAE. BT
LT HITECE firewalld LUIESBIueXPREES:

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent --add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

HAE. BUSHENEH. BN EFHEsIDockergiPodman firewalld & &,

ST BABIUeXPH KN RSBIPHAL,

I5iFBlueXPF1BlueXP 4% K HiR &4

EEBEBlueXPEZ A, BEBUTERFM. UHRENEER 2.

* HafRConnectorG X ABlueXPH E LA E X FRMEOELZ LA, ] IEFHEIZRFHAIBIueXPIR "NetApp

RRHBISRER",

* FRIGRI LAGREFBlueXP 7 KiETTo BlueXP73 K LB E e sz,
* HtRWebN| 5 281%E 1 EIBlueXP3 2K, BRABlueXPEE. HIRAF MIEZEIBlueXP K SEAIREMI
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BlueXP 73 3K AIE A T AIPHIUERIHIRZRS | HIER AT HE M AR, FEit. BFiAiRBlueXPBIWeb|%
WIAUERER)Z T BIPHELL, IHERE R LK B 5BlueXP3 KRNI FE—MEFRRIEN.
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WIEE R BB ARESEN O

EANRIRFIE X EIEOYEFTF. AlfConnector. BlueXP4328. Active DirectoryFl1EUE R Z B #1Ti@ (S,

EREE
E1Z28<> BlueXP7 £

f#r

Connector <> ONTAP &
B{(NAS)

BlueXP732<> ONTAP &
B

i M

8080 (TCP). 6000
(TCP). 443 (TCP)#180

443 (TCP)

* JFFNFS - 111
(tcp\udp)F12049
(tcp\udp)

* 3 FCIFS - 139
(TCP/UDP)#0445
(TCP/UDP)

Description

EiZSNT AN A FIEL IF 60008144 3FNFE
HiBlueXP7 £ L FIEVRE,

* ZEFiIE6000. LUEBlueXP%2EBYOLYFRIIETEIE
NG =T,

* IH8080 A FHT RS MUEE A LATEBIueXP
hERLREHRE,

BlueXPEBHTTPSAINONTAP £8, MNEFHAEE
XA NIERR, WEelInime LA TERX:

* Connector =M A IFET IR 443 #H1TH Y
HTTPS i4ia), #E8R Connector i F=H, NIFAE
XHZ2ERTFFE RGBS,

* ONTAP E£EATAIFEIT IR O 443 #HT AL
HTTPS A8, ERAR“BIR BHAIEHRIR RIFMFRE
IP b T NI HTTPS 418, WNREER T LthER
INERE, ECIET B ORBAERRES, NG
HTTPS MY 5588 XxEx, FZEHAM Connector
FENFHITIHIRL
BlueXPHZ£EEE 58 Cloud Volumes ONTAP FM =,
MEONTAP RYIEIIMLZEE, Cloud Volumes
ONTAP FYZ 2 LHAZ0 78 1F MBlueXP 9 2 S il 17 N ik
&
H{RIX L i X BlueXP 5 2SI FF 7 :

* 3FNFS—111#12049
* 3 FCIFS—13970445

NFS%& T th SRBE ST MBlueXP 73 3SR B # 1717
&o

47



e et i | Description

BlueXP43 <> Active 389 (TCPHIUDP). 636  E#BEAABFHIAFIEE Active Directory o It
Directory (TCP). 3268 (TCP) 4. BlueXP432£EE Active DirectoryZHEA 81
#13369 (TCP) HCIFS%,

& E A Active Directory IS 2.:

* DNS ArS3528 IP #ilik 524 1P ik
* IRSERAF BAES

* 1% (Active Directory &)

* E5FEA%Z L LDAP (LDAPS)

* LDAP fRZ28i% 0 (34F LDAP , @& 389 ;
I FL4 LDAP , BEN 636)

INREERZ T BlueXP L EANKIBHESMNIAIREE KW EIER. WFEBAEMBEO/MNN. "FEIE
fthimEX"

ERZBLinuxEH L EBlueXP# 3

NFHBEE, SRE—TENRELREZRMT. "FELELEEXLEDSE

On-premises location

BlueXP
BlueXP Ul BlueXP Classification
Connector Instance

NTREREY PB MUENAREE, EAUERS T ENREHTIMIGERS], "BEIAEEXETE,
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On-premises location

BlueXP Ul

BlueXP

Classification

Classification

“Scanner Nodes”

*

Connector  “Manager Node”

Data Source

Data 1§ﬁur:e

MAFIE K P YR
FERAIFRFN R NAEEN _ ELEBlUeXPRERIER. BIRIBUA TS B#HITRIE,

HAER. REBlueXPOERRIERMEREER, MNREREHEBIEMAE. EAIUEEREFHFZAEN
5

Bo ERBEANE /opt/netapp/install logs/. "HFREEGUIMEFEEZIFMAEE"

TBRENANR
* WIEER Linux RAREHE EVER,
* BIABRER NN EREE (Docker EngineZiPodman A & Python 3).
* BRIETE Linux R4 RS root AR,
* BWIERVIME R T AR B K I RHIER,

L
1. FEEEInternetRSF E. M TEBlueXP2 3 "NetApp 2G5

offline-bundle-<version>.tar.gz* .
2. BREEFRABELEHRZITRITEE BRI TERRILinuxEN,
3. BEAIN ENRERFE, fia:

tar -xzf DataSense-offline-bundle-v1.25.0.tar.gz

IR E IR BN FT SR VR A L PR & 2 34 cc_onprem_installer.tar.gz*s
4. RIEGEEN ERREH, Fl:

tar -xzf cc onprem installer.tar.gz

ENEERRIX 4R 79 * Datasis-
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S. BriBlueXPHIEF B> H*,
6. gd < BUEHUERA ¢ o

>) Data Sense

(%)

How does it work? (=

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you SR
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects. i

Activate Data Sense

L ] ]
ENNEEEERER

7. BEEE LURTIRERRE,

Install your Data Sense instance

Select your preferred deployment location:

Learn mare abiout deploying Data Sense ()

Cloud Environment

| want BlueXP to deploy the instance and install Data Sense Deploy o

| deployed an instance and I'm ready to install Data Sense Deploy v

On Premise

| prepared a local machine and I'm ready to install Data Sense Deploy Fas

&)

»  Choose this option if you would like to deploy Data Sense in your an-premises environmaeant.

» This installation requires a pre-prepared machine to install Data Sense on.

* Make sure your machine meets the necessary requirements

8. IltAY3§ B/~_Deploy Data sense on premises_XiEHE, EFHREAMHL(FIU: sudo ./install.sh -a
12345 -c 27AGT5 -t 2198qq --darksite)HREMWGRINAXXHH. UEHEER, REEREX
1 AR A L3 HEE

9. EEM L. MAEFEGHL. AERB—RIPRTHITIRIE. HECHAILRERREHS. HhEEMEY
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BHNBLIENHSITER,

HAR. REREFSRTHR. LRRABEENRSGMMNEER. UERNRE,

RIERTRASI: MANFTEmL!

a. HEMEEM BT EHES: %E. GUAILURRSIEE N L. ARESEHNE
sudo ./install.sh -a <account id> WS
-c <client id> -t <user_ token> sudo ./install.sh -a <account id> -c
--darksite <client id> -t <user_ token> --host

<ds_host> --manager-host <cm host>
--no-proxy --darksite

b. 3 ABlueXPH & APt =M. LUEE
EBRARLKELUARE,

C. i ABlueXP Connector A 189IPH#thtE, F 2.
LUEBlueXPHR R ALK R LUAIRIE,

TEE:

° account_id = NetApp 1 ID

° _client_id =IEZ238 & P I%ID (NRE FIHIDERFIGEE clients". iHFERIMEIZZEFi%ID)
° user_token= JWTHEFiHa)<$HE

° ds_host= BlueXP73 K RLZRIIPHINL T EH S,

° ¢cm_host= BlueXP Connector R4iRYIPH#IAE T FH 3o

ZR
BlueXPRRLEEFELENHE. EMEEHLREBIUeXPHE, REFREFE 10 E 20 7%,

R ENMNERZR LA Z B BT w8080 1L TiERE. ERETEBIueXPRIBlueXP R RHREEIREHE,
=175
EECEDIESF, EeILUEEFAH "NE ONTAP S8%" M "$hiEE" B,

1S EILL "IBlueXP7 K1 EBYOLIFA]" thEY MBlueXPEEFiEL0H, E30RRHIXALERZAI. FmEUL
EEAIZE Ao
EBRATFARRENS ENRE

NFHRETHE PB SIENAREE, ERIUERS M ENRIEHTVMNILIEES, FRSTENRRN, T&H
41579 Manager node , 1RIEERSMIERESIRIEMARLNRIY 1356 32/ nodes o

TEBNIF R RSN E N EREBlueXPH AR, BIRBUT S EHITRIF.

TBEENANS
* WIFEESENIEFHERER T RBPRE Linux RARTERTS EHNER,
* FIABZRER N UHEEE (Docker EngineztPodman A KzPython 3).
* HRIETE Linux R4 EAE root 1R
* WV IME R DA E K M RFIER,
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* BUTAA T RIERNAMERF T R AR IP i,

WIIEFRE EN LB AU w7y

Port Y Description

2377 TCP SEHREEEE

7946 TCP, UDP T RELEIE

4789 UDP BEME LS

50 BFARS INZH IPsec BEML (ESP) RE

1M1, TCP, UDP BFEENZEHZXHR NFS RS3E (FREMNSNEERER
TAREEESETSR)

2049. TCP, UDP BFEENZEHZXHN NFS RS2 (FEMNS M HARERER
TAREEESETSR)

T

1.
2.

4.

=

REFHTE 1 E 8 #HTRF "B/ HEERTR L,
WMPR 9 AR, ARERFRTN, GAIUE—RIRTTRRANREE, BALBRESHENGLITEHR
Rt L ERF.

BRTAURTREINKRENTEZIH, BIEA—TINEDR * -n <node_IP>* KISTEIFEIEF TV =AY IP Hitlk,
ZPTR IP LLES SR,

g, tas <SRRI M mEF T A

sudo ./install.sh -a <account id> -c <client id> -t <user token> --host
<ds_host> --manager-host <cm host> -n <node_ipl>,<node_ip2>,<node_ ip3> --no
-proxy --darksite

EEERNREETHZA, BET—MEE, EPERTHEEFTARENEESRS. Efla<fEim
. sudo ./node install.sh -m 10.11.12.13 -t ABCDEF-1-3u69ml-1s35212)HFEBREEX
A,

T8 ARERETRENL:
a. ¥¥Data senseREFZFEH(* cc_onprem_installer.tar.gz*) & &2 £ o
b. fREIEREEIEF o
C. MMEHIEITEDSE 3 FEFIMGE S,

EFFERMEF TR LR EAXETREMANEERTRE, EESTRIENITH.

BlueXP KL ERZF T B REHEMRE, KEAJEFEE 15 2 25 0%

=178
FEECEDIES, EEILOERAH "IE0 ONTAP 5285 Ml "SUEE" EHHAET.

B ET LA "HIBlueXPH ZEIE EBYOLIFE" thES MBIueXPEEF & BIT1E., E30KREERALERZA. FemE
EERIZE A,
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HiBBlueXP4% 25014

BT BlueXP K4 EHAEHMMINEE. RSN HNGIITIZEF ERERRA. UHREERNZ RV
FMINEE. EFEBFhALBIUeXPR LM ENgEInternetiE . TIEBHHITHLR,

Feaz i
* AT INERBlueXP Connectorf AR EI&FT AT RRAE, "= Connector AR IE",
* MBIueXPL#hRAS1.24FF 84 0] AFHR EIERIFR RV hR S,

YNRBlueXPOEMRMHIZITHIRRA R F1.24. M—RIEAR—PEBMA, Fla0. MRERET1.21.xhR.
M REEAREN .22 xaAREETL N EERE, WEBZXARILEK .

p
1. FEBEEInternettI RFE L. M TEBlueXPO I "NetApp ZiFILS" ENIEFRHXHE 9 * Datasis-

offline-bundle-<version>.tar.gz* .
2. R4 aEHRIEAFIL SR ERE T BlueXP73 EMLinux E 4,
3. MREAAEMN LR E, fl:

tar -xvfi DataSense-offline-bundle-v1.25.0.tar.gz

IR VEISIRENZ 2 S04 cc_onprem_installer.tar.gz*o

4. REBEN LR EXH, Fl0:

tar -xzf cc_onprem installer.tar.gz

IR VERHREN AR MIZS * 35D _didssite_upgrade.sh* WU ERIFRERSE = A 14,
S TEEN EBITHEMIZS, BIa0:

start darksite upgrade.sh

&R
EEN EFAEBlueXP3EE . EFAIAEFRE 5 I 10 25H,

1%55%‘\\ MREEESTENARR LEEBlUeXPRERRHMWIFEANEE. NAFENPREFT RETH
Ko

] LUBIT M EBlueXP2 R UITT AR ZBAIRR A RICIER BB EEH.
KELInuXENEE B ERIFLZEBIueXP5 3

7ELinuxEN EF IR EBlueXPREZHI. ERILTELEN BT — 2. URIERS
B ZEBlueXPREMFIE IR E M. e UEMEHRMILiInuxEN = BILinuxEH £

53


https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#upgrade-the-connector-when-using-private-mode
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/

BITIULHIA, ENATLUEEEInternet. WA LA FFTEAIh 18] Internetdy ik 52 (dark site
) =

BlueXP% BRI AFIEE —PMAENMIR A, AN B L A FE LI FizTTBlueXP R L2 AR 0
UELinux ENBYE P mmigits

NI

EEHITUTES.

1. ARG R LBlueXP Connector. ATLREE, ERIUER LK ConnectorfIE R FTMlAM 4. B
ZHIZAR S ZE Connector5BlueXP 2R M2 E]80EREE. HIiE & ERHE Connector,
HAERTVHRIIEERSHEFREERX,

MBlueXP9 3 FEANE B HikInternetifinlo

RIIREEEFME RS EEAMBEXENR,

THHASBITHIRE MRS,

a A W DN

ellfESESE2

EREMEABlueXPHEZ BT, EEBIlueXP Connector, {B2. &8 LITEFEF ConnectorfiE R i
{TPrerequisitesfi s,

&R L "ERERZZE Connector” TEMLEHBILINnUXENH =HBILiInuxEN Lo —EHRITEAH ZEEBIueXP5 2
89 R P A LSRR TE A R 2= Connector,

BUECRMHEIFIRFREEConnector. SN "7E AWS FIEIZIEREE", "1E Azure FEIEERZE"T "£ GCP H
ellFESESE-2

i51TPrerequisitesfiASEY. EEEEZBAZNIPHILITH FENE, WRETAZLET Connector. NBTLFRIF
58, R ConnectorZBEE=H. ERILIMBIueXPIEHIGHEILE S BEHEIEM. EF . RGP
HEXPIEEZRR

IIFENIER

BlueXP KM U MIEHERFTRIERAAER. RAMER, RGERENEN LIETT,

* SHNAEFHEZHENAZHEBlUeXPD K- ZENB AR TR EN.
* TAREEENARGE. G0 LURIEITRI#1TBlueXP HIFER IR E K NME=MARF AN R ITIER,

RGERI CPU RAM (B AR AITF) Disk
X 32/MCPU 128 GB RAM 1TiB SSDF/E/. 5

-100 GiBE M/optikig
-1£/var/lib/Docker E1R2HT »
Itmp_ERY5 GiB

KE 16NCPU 64 GB RAM 500 GiB SSDfuF/. T L
-100 GiBA] M/opt3kiZ
-395 GiBRJ7£/var/lib/Docker_L1{#
Itmp_ERY5 GiB
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/tmp_ 895 GiB

7N 81"CPU 16 GB RAM 100 GiB SSDfiF/. = L
-50 GiBR] M/optikiF
Ivar/lib/Docker_E321£45 GiB
/tmp_ 895 GiB
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* EEFABlUeXPHELEIETELAIN. HINBINERAHE LR AR RAERNRE:
° * AWS EC25LfIZ58: FTEBINER"m6i4xlarge”s "1EZ T EAAWSSLF|ZEEL",

° * Azure MK/ EINER"Standard_d16s_v3_". "EZIIEMAzure L FIZEEL",
° * GCPIEM KA FH{TEINEM n2-standard-16", "iEZ I EGCPILfIZEAL",

* UNIXSCHFSARIR: FRE LA T RARUNIXAPR :

XK B/ MR

tmp rWXIWXIWt
/opt TWXT—Xr—X
Ivarllib/Docker N
lusr/lib/systemd/system TWXr—Xr-x

* T IBRERS
° UMRERFERERDockera 285 %!
* Red Hat Enterprise Linux 7.8%17.9kK
* CentOS 7.8#17.9hk
* Ubuntu 22.04 (EEBlueXP% 2R as1.238 F S i)
° UM ERAREREAPodman B 2351%E. HEFEBlueXPS EhiiA1 3 EFMRAS:
* Red Hat Enterprise Linux 8.8. 9.0. 9.1. 9.2#19.3hk

FEE. FFARHEL 8. xfIRHEL 9.xBY. HaiAZiF L FIhAE:
* FIEAT LSRR
* SRR, EFRIHEERTAMTERREFRFTS
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* Docker5|Z19.3. 1HEShRAS, "EFLENA"
"SE ST B FET1ECentOS_EZ3EDockerB R B v o
* Podmanki 4K ESARA, EREPodman, BEEHRAREE (sudo yum update -y) AEE

ZPodman (sudo yum install netavark -y) o

* Python 3.6 EFhAS. "EELEHA

° NTP;EEZETL: NetAppZE i FEBlueXP R A LKA E FFE B MERTEITHY(INTP)IRSS. BlueXP LAY
FBlueXP Connector& 4 2 [BIFYBT [B] AR o

o * Flrewa”dii%fglﬁ* yﬂ%:ol‘l’k‘”ﬁﬁﬁ flrewalld, ?r"Zﬂ]L'LMuT_I Bluexpﬁﬁz-ﬁ\-ﬁgﬁﬁgo ié?i-
UTS<SHITEE firewalld LUESBlueXPREFRS !

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

INREH R EREMBIUeXPR L ENEANRWREF TTREEDHIVER D). IR ERNZRME =
R

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

+
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MBlueXP473 33 B HikiInternetifal

BlueXP R EE HikInternetifial, HD%UE’JFEW'E%EEM%T@FHﬁﬁﬂlﬁ%%ﬁﬁﬁlnternetiﬁfﬂ\ JEM1RBlueXP
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i 52 B89
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https://netapp-cloud-account.authO.com EBlueXPMISEE LSS ESL AP 59183,

https://auth0.com
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https://github.com/docker RHDockerZ EMNEINEE,
https://download.docker.com
http://mirror.centos.org RHEZECentOSFIENMHEE,

http://mirrorlist.centos.org
http://mirror.centos.org/centos/7/extras/x86_6
4/Packages/container-selinux-2.107-
3.el7.noarch.rpm

http://packages.ubuntu.com/ RAEUbuNtUR EM N EF IR €,
http://archive.ubuntu.com
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B THBRFAE X ERIROIEFTH. Al Connector. BlueXP432E. Active Directoryf13ER 2 [8)#1Ti@(S,

e ErE it i | Description
IR <> BlueXPH% 8080 (TCP). 443 (TCP) &iZasrIBA AIE SRR BHFL N AT A 8T im 4435 N\
#0180 FEEBlueXPHELFIRRE, HRIFEOS080E]
F. LUEEEILATEBlueXPHREBEERIEHE,
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ERENRE
* WIEER Linux RARTHE EHER,
* MIARFELZEM N UNEIREE (Docker EngineZiPodman A KzPython 3).
* HRIETE Linux &4 EAS root #R.

p

57


https://support.compliance.api.bluexp.netapp.com/\https://hub.docker.com
https://support.compliance.api.bluexp.netapp.com/\https://hub.docker.com
https://support.compliance.api.bluexp.netapp.com/
https://support.compliance.api.bluexp.netapp.com/
https://github.com/docker
http://mirror.centos.org
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B
https://youtu.be/_RCYpuLXiV0?si=QLGUw8mqPrz9qs4B

1. MTFHBlueXP7 KRR FMMIZ "NetApp ZHiAR"s EROEFRI B A IRI-FiRFZ4-Nid A R -tester

-tester*<version>,
2. B EHEIE I RIERRILinux ENIER scp REMATE)
3. HELIETTHIZSEIR PR,
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4. ERAU T IBI TS,
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M EE
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"EiZEBlueXP 732" YIRF R EBE L,

e 2 FBlueXP £ HEF BN E
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cognigoWE Scan Configuration
A4[T9 volumes selected for Data Sense scan

off Map Map & Classify |° Zrisa Learn about the differences -» ¢ Edit CIFS Credentials

+ Scan when missing "write attributes” permissions

+ | Storage Repository (Volume) = + | Status 4+ | Required Action
Map | Map & Classify AdiProtest2500 MNFS * Continuously Scanning
T 1 2
| O Map & Classify | AlexTest NF5 ® No Access Access to the NF5 volume was denied. Make sure tha.., |
: ;
Map & Cl | AlexTestsecond NF5 # Mot Scanning
f |
f ssify | MaoreDataheed1000 NFS ® Continuoushy Scanning
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cognigoWE Scan Configuration

A4/T9 volumes selected for Data Sense scan

off Map Map & Clazsify Learn about the differences - & Edit CIFS Credantials

Scan when missing “write attributes” permissions @

*  Storage Repository (Volume) = Type : * | Required Action
MaF Map & Classity AdiMFSVol_copy NFS ® No Access Access to the NFS volume was denled, Make sure tha...
Mag Map & Classify | AdiProtest2501 NFS & Continuously Scanning
o1y Map & Clas: | AlexTest NFS ® No Access Access to the NFS volume was denied, Make sure tha...

Mag Map & Classily | AlexTestsecond NFS = Not Scanning
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Enable Access to DP Violurnes ¢ Edit CIFS Credentials

off Map Map & Classify Learn about the differences -

Scan when missing “write attributes” permissions @

+ | Storage Repository (Volume) # | Type + | Status : |  Required Action
| off Ma Map & Classify | VolumeNamet DP ® NotScanning Enable access to DF Volumes @
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Map & Classify | YolumeName3 CIFS ® NotScanning
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Provide Active Directory Credentials Provide Active Directory Credentials

@® Use existing CIFS Scanning Credentials (usert@domain2) | O Use Custom Credentials (O Use existing CIFS Scanning Credentials (user1 @domain2) | (@ Use Custom Credentials
Active Directory Domain DNS 1P Address () Username Password
DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Domain £ DNS IP Address

access by default. Continuing will create NFS shares from DF Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DP Molumes, created from a SnapMirror relationship, do not allow external

access by default, Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel have been activated for Data Sense. The shares’ export policies will allow access

only from the Cloud Data Senseinstance. Learn More

Enable Access to DP Volumes | Cancel |
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Scan Status

@ Cloud Volumes ONTAP

Name: Volumes: CIFS Credentials Status:

Newdatastore e 12 Continuously Scanning e 8 Not scanning ) Vvalid CIFs credentials for all accessible volumes

E View Details ‘ & Edit CIFS Credentials
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cognigoWE Scan Configuration
A4/79 vVolumes selected for Data Sense scan
off Map & Classify |° £ Learn about the differences -» & Edit CIFS Credentials

Scan when missing “write attributes” permissions

+ | Storage Repository (Volume) 3 E 3 Required Action
Map AdiProtest2500 MNFS * Continuously Scanning
Map | Map & Classify AlexTest NFS ® No Access Access to the NF3 volume was denied. Make sure tha...,
E Map | Map & Classify AlexTestsecond NFS # Mot Scanning
Map | Map & Classify MareDataMeed1000 NFS = Continuously Scanning
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cognigoWE Scan Configuration

A4/T9 volumes selected for Data Sense scan

off Map & Classify Learn about the differences - & Edit CIFS Credantials

Scan when missing “write attributes” permissions

: | Storage Repository (Volume) : | Required Action
weo | Mapaciassity | AdiNFsvolcopy NFS o No Access Access to the NFS volume was denied. Make sure tha...
veo | Mapaclassty |  AdiProtestzson NFS « Continuously Scanning
- '&l Midp} L Clew AlexTest NFS ® NoAccess Access to the NFS volume was denied. Make sure tha...
oft | map | Mapaci AexTestsecond NFS * Not scanning
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I

"Resource": "*x"

"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": |
"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
I

T
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.
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@ Amazon 53 @
®On

INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1.1pig G)
® On Data Synced :

Classification | . i | =
A anfigure Buckers 3

3. TEfFfES B B RN ARTI RS BRET AN 23 4.

Amazon S3 Configuration Qo

15/28 Buckets in Scan Scope.

Bucket Name |4 Status = Required Action

| off | map | MapaClassify | BucketName ® NotScanning Add Credentials
| off | map | mapaciassity | BucketName2 ® Continuosly Scanning
| off | map | mapaclassity | BucketName3 ® Not Scanning

Wt A HATLU T8R!

TEFESE LB RRGE =l

MFESEREATEEE BE RS E

BAXEFE D RV BE X

#R

BlueXPZ £ a 3B ARIS3 D K. MREEEMER, ENRBERERSIIF, HEREELHEIRFIFERN
1821Fo

MEME AWS Bk 13 HETFED ER
ERILUEE MEtAWSEK 73 B A S SRATHE XK P TRIS3 L. LUAIR I A BlueXP 3 FESE 1,
g
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1. BRI S3 FEDERRIB AT AWS 1KF, AR * Bt AWS BKF * REIE IAM A,

Create role o 5) (4
Select type of trusted entity

= AWS service @ Another AWS account @ Wweh Memtity: SAML 2.0 federation

. ' EC2, Lambda and others il Ecionging o you or 3rd pariy I"._ g any OpeniD Your corporate directarn
Allows entities in other accounts to perform actions in this account. Leamn more
Specify accounts that can use this role

Account ID* [ ]
Options Require external 1D (Best practice when a third party will assume this role)
Require MFAE

BSUHITLUTRME:
° ¥ \BlueXP 73 3 SLAIFRFEMK - BYID,

° ¥ * K CLIUAPI =IERFEEES (8] * M 1 /NBSEER 12 )BT, ARIREFLLEL.
° FiiNBlueXP73EIAMRES. HREEBFIFINIR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I
"Resource": "*x"

by

2. #3BlueXP2 EEFIFRTERVRAWSIKF . AREEMIINEIZSEHIRIAMA &,
a. ¥ * &K CLIUAPI £IEREES(E) * M 1 /NBSEER 12 )BT, ARIREFLLEL.
b. BF * MyNEKES * , SAIRRE * BIEERR
C. BE—1MES "STS | AssumeRole" #2FRVERES, FHIEELEEBIRIKF PEIZNAERI ARN
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"

by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"

BlueXP 43 2K SE IS E 4tk P IRFE BT LA R EBAWSHK P

3. #%| * Amazon S3 Configuration* B1E, LHETEBRHFHIAWS P, EFE. BlueXPRERIRERE /19 B
RHERES Fiik PN TIEFEH ERILER,

@ AWS Account Number 2
Amaron 53

Activate Compliance & Select Buckets

4. BEHUEBlUeXPAEFEFFHEI ", ARERERBIFED K.
&

BlueXP KR HEE R BRFS377 .

AfmEkiEEZ
RSN B, FiafEABlueXPo XM EUREESEM,

80



FAR. ERBREELRER. ErLURIESRIEEREVES AR INBlueXP 73 SE7EFTA #UERFATIR B E—IRIR

fFo X#RJ_Data Fusion _IH8E, "7 U MEHEE AN B E XD ALBIEIRIRT
FSEINE
BREUTTRIEN], ER NRBDEIERES T BTBIFAER.

o BEMIEERRSM
RREHNEIEER R, FRCEAERIISIEEFFNER,

o ZRZEBlueXP 73 3L

"EiEBlueXP 72" YIR F AR EE S,

ANEIEEERR S5 28
AN R B EE AR SS 280

R

ERERAIET

BEERHRFM

B ABlueXPREZ A, BEBUTERFM. UAHRENEER 2.

=

ZHF BRI
BlueXP 73 38 7] A3 A N 8RR BSR4 .

* Amazon Relational Database Service (Amazon RDS )
* MongoDB

- MysQL

* Oracle

* PostgreSQL

* SAP HANA

* SQL Server (MSSQL)
(D sEERaRER - Gt R RESE.

HIEEER

TICHIREFR B R, ZBeT LIS EIBlueXP 9 KL FIME M EIERE, EEiETINiRE,
EHSH

RO

(AN YN

FIRHIUT

81



* P It EAN R

» Port

* RSB ((XATFiAi Oracle #iEE)
* AVFRRICHITIREA R R R

A RMNEZER. BSPERENETENFEREMIRAE T2 REMRNAR 2R HITENE
FBlueXPRERZBIR— T RBEFMBLENRNERAF.

* . *3F MongoDB , FERIFEEIERAE,

ZREBlueXP 4 L3/

R B REPESLF). IEBFEBlueXPHZE

NRBHFHEALET Internet IHIRIBIEUERSA, MBI "E 2 EEBlueXP7E" B "7E AJ 17 18] Internet A ERAIL
B EPEBIueXP7 "

NRERENBIBEEMZETETEAE Internet WIEAFF LSRR, MBERIT "E51518 Internetd[E— A S0
I EZZEBlueXPHE"s XEERER—NEZBIEZBZEBIlueXP Connector,

REZLHIEBInternetiEiE. BlueXPH EHENFEFTHE B EhHT,

ANINERIE 2 AR 35 23
ANZRIGFRTE BV EE AR SS 250

1.

2.

82

FEIEMREERESR, B RNEER * > * RINSHEERS S * o

‘ Integrate AP Labels

(2/20) Working Environments

Filter by: E ANF 53 DB APPS Clear filters I@ i Dttt s Gy I

Working Environment Name 1 127 Volumes €2 Add OneDrive Account
Cloud Volumes ONTAP

T Add Aws 53 accounts [

@ @ Continuously scanning all
v Cunl‘inuos!y Scanning NorSmnnmg selected Valumes

RNFEBE BLUTIREIBERSS 88,

a. JEIFRHIEEREL,

b. MABEEZIFIBENHROMENZDR IP Hidik,
C. 3FF Oracle #iEE, MNIRS B

d. N, LUEBlueXPH EETLLIAIRIARSS 28,
e. B * RINEBIBRERSSS * o



Add DB Server

To activate Compliance on Datahases, first add a Database Server, After
this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel

HHEER A INE TIERIRTIRF,

MEEERAEAMNRER A RE
AT LARERT Z LE S 4a X 2R 1T e 2 13 o

BB IR RS RN ARG T FE Byt

1. 1£ Configuration TIEY, BHERENHIEERN * BBE * &,

Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas selected for ? 7
Compliance (%) Not Scanmng

v Datalls

E::, Configuration

2. mAEBIMERERERBIIZEM,
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 Schemas selected for compliance scan

Schema Name E Status ~ %+ | Required Action

= ] DB1 - SchemaMame1 ® Not Scannin, g Add Credentials @)
@ DB1 - SchemaName2 @ Continuosly Scanning

] DB1 - Schemahiame3 ® Continuosly Scanning

D DB1 - SchemaMamed ® Continuosly Scanning

#R
BlueXP73 3 iaia B B BURERE, MREFEEMEIR, ENRERTREIF, HEREEIEIRFR
FHIR(Fo

IR, BlueXPREEBXRAE—REEE-SUEERGEMEURE—F &4,
IE7£133#% OneDrive K
SR NEE. FEEEEEBIlueXPH A F OneDrive X {4 2RI ST 4,

ESEINE
BRBEUTHTEREN], HERATRMEIERE DT BEEFAER.

o #5%E OneDrive BIIREM

HRIEIABERE OneDrive kPR EE R FHE,

e ZREBlueXP 5 5L

"EiEBlueXP 72" YIRFAREBE LS,

e 7 OneDrive M~

FREERRAPZEERIIEARMN OneDrive 1KF, LUERERMAFI T IEIF R,

e ANAPFEEEEE
M OneDrive tKkFFARMBRWHIVAR IR, AREEEERE, —R&Z LU 100 TAF

#&%& OneDrive 3K

EEABlueXPREZ Al BFEBFUTHIRFH. UHREHNEERZ .
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* 1A REOneDrive for Businesstk P ETRRBREIR. Zik /™ AR MR A P S ASOREUH TR
* BFR BT HEHFEHOneDrive X 43R BIFRE A P RV BB F R i, H 17530

ZBEBIlueXP5 25

NREKEPBLA. 1EEZEBlueXPHE,

BlueXP43 2RI LAE "EBZBE =" B "L FAI34i9) Internet BIAEB(IE",

REZLHEBInternetiFEE. BlueXPR ERHNHALIM= B RI#HIT,

IE7E7N1N OneDrive 1

AINA P SXHFRTERY OneDrive Ko

p
1. ELEMEERERES, 2E * ANEPER * > * 70 OneDrive 1KF * o

Integrate AlP Labels ‘ Add Data Source | -

Filter by: II] ANF 53 DB APPS Clear filters £ Add File Shares Group

(2/20) Working Environments t (Add Acohe Directory

= i
Working Environment Name 1 127 Volumes Add Database Server
Cloud Volumes ONTAP

I@ Add OneDrive Account I

@ 8 7 @ 2 8 Continuwously scanning T Add aws s3accouns (4
o Continuosly Scanning \®)  Not Scanning selected Volumes
Vigw Dietails View Details

2. 7£730 OneDrive tK P XEEH, g * EREI OneDrive* o

3. R TMIMicrosoftTUE . %#EOneDrivetk P HIMNFIENEERBFMED, ARREEZTUR
PFBlueXP£Y 2 I P ISR 1o

OneDrive TP IEARMNEI TIEFIR SR,

¥ OneDrive AP AINEIS 4
B LU INE N OneDrive B P EiFFEOneDrive . LUEMITAISC 4 1518BIlueXP 93 # 1 7H 4,

S
1. £ Configuration TIES, B OneDrive iKFHY * B2E * &2,

Configuration

Add Data Source | -

; 41 Use
() Gihttamac 05 ®




2. NRXZE XA OneDrive tKFARIMAF, 58T * HINERIE D OneDrive BF *,

‘Working Environment Name' Configuration

PR
©

No OneDrive users are being scanned

+ Add your first OneDrive users

WEREM OneDrive kP ARMEMAF, EEE * 700 OneDrive BF *,

Working Environment 4 Configuration

4+ Add @neDrive users

24 users are being scanned for compliance

Scan * | Username : | Status 3| Required Action -]

Miag Map & Classify user2@example.com ® Continuously Scanning
Lb: Map & Classify user3@example.com & Continuously Scanning -

3. NEFEENMANAFRIIBEFEAt - ST — P EFEftit (B1M2ERS 100 1) - AERE R
MAR *

Add OneDrive users

Provide a list of OneDrive users for Cloud Data Sense to scan their data,
lime-separated. You can add up to 100 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts

—
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HIAHEER 2R BRI AEF o

NRUEIFEETH T AEATERNOAR, BHRILER, UERTEEHEE, ERERRT, EeTUER
B IE[RRYE FER AL RN

4. 3P X4 B X BRI S AR AT R 43 2K 13 $o

WA HITLAUT 2!

X A S 12 PR BR G344 B BRET
MAPXHERTEEE B BRESAN 2 *
BRAMARXHREE B XH

&
BlueXPO £ FF BB RIMNAB R XY, £EREEREEERMEMUE,
MEFERHEHHIFR OneDrive FF

NRAPEF AT HEBFHEIEAET W, EaTLRERIFRE D OneDrive FIFBIX 4 IhEE. R EMED
EEPET * Bk OneDrive BAF * BIE],

Working Environment 4 Configuration

+ Add OneDrive users

24 usersare being scanned for compliance

% | Username - = | Required Action

Mag Map & Classify I user?@example.com ® Continuously Scanning (=)

I (x} Rermove OreDrive User I

HEE, &eLL "MBlueXPyZEHIfEEE N OneDrivelk 7 " SR E AR IEHF T OneDrivelk P RRYE A A - #41E,

4% SharePoint T/~

SRR E B, FiaiRiE B EBlueXP5 ZERISharePoint Onlinef1SharePoint A ZR SR ik
Ay S5

ESEINE
BEUTHTEREN], HERATRMEIERE DT REEIFAER.

o ZESharePointaiiZ &4
BERFREEEUEREISharePointtk PRI G ERE. HBIFEEEHEASharePointit mAJURL,

e ZRZEBlueXP ) 3215
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"EiEBlueXP 732" YIRF AR EE L,

e ERZISharePointiik

FRNTEFGNAFRERERIEARISharePointtk P« LUERERIN A FAEIR TR TR,

o INE#MISharePointih S URL

1E SharePoint A FRINEFIER SharePoint ih = URL 53R, ABEEFRREER, E—R&EZAILIZAIN100
MURL. MK BHERZAILURIIM. 000N iR,

#&ZE SharePoint 3k
BEELUTEHRERM. BIRECERFESharePointtk P _EECEBlueXP9 3,

* &R B R M FRE SharePointih s #1715 EXIA 1R A9 SharePointik P BB IR G A P B F & 1R

° 3¥FSharePoint Online. &R LIERIEEIEAIK, . BiZB RS MERIHREREFRA SharePointih
HBIRR,

* XFAEFERERISharePoint. ZiEXEZE SharePoint ServerfJURL,

s WFERENFREHIE, BEE—MUTHIEH SharePoint i URL 511K,
EZREBlueXP 5 551
MR HFIPELG]. ESFEBlueXPH .

* 3¥FSharePoint Online. BlueXPHEFUR "FEE=H",

* XFAEFSharePoint. Bl L LR EBIueXP% 2 " FE]if17] Internet FIRERNIE" B (11T Ti% 1518 Internetfy
REBHIE"S

NEBlueXPREZEE T LGB InternetiVib 51 . MIBlueXP ConnectortB ML 1E T 1A 18] Internetf[E—
b b, "THREZERE. S

DEZLHIE B InternetiEiE. BlueXPH XN FA RIS B EhiH To
ZxfNSharePoint Onlinef~
AN P SXAFFRTERISharePoint Onlinetik o

P
1. EIEFRERERES, £~ HMINEIER * > * 700 SharePoint Online 1KF * o
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(2f20) WO I"kl rlg EIWI ronme |‘It5 + Add Active Directory Integrate AlP Labels Add Data Source | ¥

Filterby: [ ev0 | anF s3 b8 APPS Clear flizers

i)
Working Environment Name 1 127 Volumes @ Add Database server
Cloud Volumes ONTAP

Arid e Shares Group

t'@ Add OneDrive Account

@ 8 7 @ 2 8 Continwously scanning I @ Add SharePoint Online Account
o (%)

Continupsly Scanning Mot Sconning selected Volumes

Wiew Derails View Details !%} Add SharePoint On-premise Account

2. 7£310 SharePoint Online kP XHEES, i * B R E SharePoint*

3. R/ RBIMicrosoftTiH, E#ESharePointtk F FHiINA P MZE (B G AP HEMBENIARISharePointih /=
BERF), ARBEIE*Accept (3EX)* LA IFBlueXPy 3 MK P i EXENIE,

SharePoint Onlinetk P& AR INE TR &R Fo

R fNSharePointAZF 2R ik
FINF P SCHEFRTERYSharePoint A 2B EFE 1K A,

p
1. ETEMREEDEAR. BERINESIER >R NSharePointRERERE MK *,

(2f20) WO l"kl rlg EIWI ronme rlts + Add Active Directory Integrate AlP Labels Add Data Source | ¥
Filterby: [_ov0 | anF 53 b8 APPS Claar flters N T—
Working Environment Name 1 127 Yolumes {5 Add batabase Server

Cloud Volumes ONTAP

o} Add OneDrive Account

@ 8 7 @ 2 8 Continwously scanning @ Add SharePoint Online Account
- %)

Continuosly Scanning Not Sconning selected Volumes

Wiew Dierails View Details Ii%} Add SharePoint On-premise Account I

2. & REISharePointAZPEF B ARSZ[/IIFEF. MAUTEE:
o XEH/AFP I BF@EEANEERTAEF. UNEEAZE
° SharePoint ServerfJURL
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Log into the SharePoint On-Premises Server

To activate Data Sense on your SharePoint business account,
sign in to SharePoint with an Admin user.

Username Password
‘ domainf/user or user@domain ‘ ‘ Password
URL

‘ http://10.0.0.1

3. BB ERE
SharePointAZREBE i 1 RN EI TIEIFIRTIZR P,

¥ SharePoint It = ARINEI SRR

@Al LIFEM P RN N SharePointMih & % 1. 000-NSharePointfiG. LAEIRBlueXPH 433 X EXHISC
. TiLEZ2RNMNSharePoint OnlineiXESharePointIZFZPEM L. FEEBEHERMN.

T
1. 1& Configuration TUET, ¥ SharePoint KB * BLE * 125,

Sharepoint Online - <account email> 41 Site URLs B Configuration
=2 guratinn

Sharepoint

2. NRXIZER AU SharePoint tkF RNk, FET * HINEAIE— SharePoint i *

No Sharepoint online sites are being scanned

+ Add your first Sharepoint site

WMNREM SharePoint tKFARIMEMAEF, BEE * 7300 SharePoint ih5 *
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Sharepoint Online s2 <account email> Configuration

(0 users are being scanned for Data Sense

Site URL 3 5 - $ Required Actlon

Map B Classily Slte URL ® No Access Unknowr) error, contact NetApp support

Classify Site URL ® NoAccess Unknown error, contact NetApp support.

3. AEHWENHIE SN URL - 87— URL (81=1E®% 100 1> URL)

Add Sharepoint Online Sites

Prowide a list of Sharepoint sites for Cloud Data Sense to scan their data,
line-separated. You can add up to 100 sites at a time

Type ar paste below the Sharepoint Site URL to add

Site URL

o

HIAHEER B2 RE RIS R &,

AR EIHEFET T EMTTERINAIL S, BRRIES, UEEE LUET R iR
LIEAEIFEM URL EFAMLLILES,

4. NREBEEH KA ARIM100MN A ERIL s, IEBXE TR IMSharePointitsm*,
FrE it (E 1K SR 2100015 R),

O. ¥ SharePoint I = RIS 4 /5 FR X BRETHIFE S BREY AN 23 2643

WA HITLAUT 2!

X X1 R X BRET I3 B BRET

M X EATEAE B BRESAN 3 *
BRAXMHE L i S

o EREBRT, &7

lJlu\jj ]J:I:,[I]t():' /%%}JD T

- REBRE AR o
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23
BlueXP# R BB E AR NIBISharePointitHF I 4. ERFEEREEERMNEMUE,
MEMEREDHIBR SharePoint it

ARG R MBI SharePoint Ih s, TEIREAFTH SharePoint i s HEISCH, AT LAFERS I BREA
SharePoint if =, BEHEZERBEXMY, REMEETIEH LT * filff SharePoint i * BIH],

Scan Site URL : Status - H Required Action

Ma Map & Classily I Site URL ® Continuously Scanning (==
I- “} Remove SharePoint Site I
Map & Classify l Site URL ® Continuously Scanning

HEE, &Rl "MBlueXP9 EHIFEEE 1 SharePointik 7" R EARAEF 1 SharePointii 2 R AY{E{RI P 3K
o

FA#4Google Drivelk

SRRJLNT B, FFiaE EEBlueXPH2EMGoogle Drivelk P RIS 5,
ESEINE

BRBUTESBIREN], B[ TRHEIERIS T B FAEE,

o & ZEGoogle DriveRiig &4
HBREREERZEIGoogle Driveltk PFREMEIE R E1E,

e ZREBlueXP 5 %

"EiEBlueXP 732" YIRF AR EE L,

e ZRZIGoogle Drivelit
FEREERBFEIEERINESRGoogle Drivetk P . LUERERINAFEIER,

o Ve A P SRR
EEREX AP XA RITRE R BRETEIREIM 723K,

ZEEGoogle DriveEK
EEUTHREZNH. RBEREEESRIFEGoogle Drivetk S ABlueXP7 2,
* S TRE Google Drivetk FIVEIRR B REIE. ZIKF AI{RE33 B P SXXHFRYIEENA AR
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L A0PRE

Google DriveX 4 S IR 215 LA TBlueXP53 2K IhRE:
* EHIERE TTEHREEXHN. WHEERIRERATIENRS. EREER. Boh. BERFERXHE.
* TiETEGoogle Drive B HAFIANIR. ALRENHAA S ERERNRER.

IETEZPEBlueXPy %

SIRFEAREERLRA FEEEBIueXP .

BlueXPZ 3 EJ AR "ERBE = H" & "I T EI1518) Internet BIRERIE"S

REZLFIAB InternetiZiZ. BlueXPHEREMARMRE BEETT,

IE7E 7 MGoogle Drivelk

AINFE A XX FR7EBYGoogle DriveltkF o SIRERWZSTAFPHXM. WFENSIHABITHRIE.

p
1. ELEMEERERES. 2ERNEEEIR>*RMGoogle DrivelkF*

'

Filter by: s3 ANF cvo DB APPS g [ Add File Shares Group

Add Database Server

Working Environment Name 1 127 Volumes
Cloud Volumes ONTAP &> Add OneDrive Account

@ Add SharePoint Online Account

) Scan Completed |@ Add Google Drive account

B 11 mapped B 7 classified 0 Not Scanned

@ Add AWS 53 accounts

m Add Object Storage Service

2. £ NGoogle Driveltk P 3HEEF. 2 H5*E R EIGoogle Drive*,

3. Z2THGoogleTIEH. EHFGoogle Drivetk P HBNFIRNEERRAFANENL. ARREHEZ U
PFBlueXP 43 3 MUK F IR ER AR

Google Driveltk PR3N EI TIEIFIR TR,
RIS P AUERI T
WEAEBlueXP 7 4G 3¢ I R B TRVISHE LR,

P$IE
1. #£_Configuration_ TIEH. EEGoogle Drivelk A #Y* B & *1% 5,
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@ Google Drive - <account email> B configuration
Google Drive _

2. 3¢Google Drivetk R RIS 4 /5 X BRETIFE S BREYAN 23 434

Working Environment 4 Configuration

1 user is being scanned for compliance

Scan * | Username : | Status % | Reguired Action
user2@exarmple,com ® Continuously Scanning E‘
LN PAITLLT#1E:
XA R ARG A B BRET
M ERATEEE B~ BREIFISIE *
RRAXFRHE B X *

“;

BlueXP%3 EH AR INAIGoogle Drivetk A REIX 4. LR B REESRMEMAIE,

MEMERETHIFRGoogle Driveltik

BFRE—1AF/Google DriveX /@ F—1Google Drivelik . Fitt. MRE(F 1A BGoogle Drive
P PRI, NIRRT IEIRE " MBlueXP 2 ZEF & Google Drivelik ",

EAERWMXHAHE

AL S BENR A EEABlueXP o) 3 E i3 FNetApp NFSECIFSX I HE, XEX
HHEFUEBEERNIHE T,

PENI]
BREUTHTEREN], HERNRBDEIERE DT BEEEFAER.

o BEEXHHAERREN

XF CIFS (SMB) #=, BEWMREARHEXEHZNERE.

e ZRZEBlueXP 4 2315

"EREBlueXP /35" W1 H AR EPE L,
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e BIE—MAMUTFERXXGHE

7~

HRBDENOXAHZENSS, ERFXEXHRZENTFRIERR,

o X HHZRMEIA
ANERRENXXHEZTRAERRREE, —REZELURN 100 MXHHE,

BEEXHHEEN
HEEABlueXPR R B, IBEBMUTRIRRMA. UHRENEER X,

* HEALUREEREUE, BESHAE. ASHERT. XEXHHZEETIENetAppEFERS L, B
. |BhNetApp 7-iRRFE RS HRICIFSHER LT A XHHE,

EEE. BlueXPRETEMT-ERRFIRIRS" LRIARETE", tboh. BHFELLinuxhiRAS57-RKXER
EWCIFSHEZEZ EFEEMEEHHAE . RtAIEHZEENERBRA TNTLMEHIRIERISMB vi,
* BlueXP EKLAIMIHEZ 2 B FEEMEIERE,
* R LR O X BlueXP 73 SR BIFF
° ¥F NFS —im0 111 1 2049 6
° ¥tF CIFS —iw[ 139 0 445

* #EB] LUIEDFS (Distributed File System. 23X GRR)HEZRIMAENCIFSEE, BE. BHTFBlueXP5
ERMERZRETZ RS [EMEN. HEHASGH—CIFSEE. Altt. MRIEE LR ENER
ERHSMTHMRS2/E ENER— I XHR/HZ, WERTGESKEIR X Z RN RFEZEIR,

* 3F CIFS (SMB) H=Z, EMEREER Active Directory EIEFRIRHR HZAIZEGARIIFR, 0
RBlueXPH X EERHAMEERANENLE. NEEFEREERER,

NRBWRX A" LRV E)BS[E]"7EBlueXP D P RIF AL, BINAFECIFSHAEAE NEIEN R
ENFSHEABENIR, MRATEE. FHITEIFActive DirectoryFe BRI F1& B NABLHERGRIEFRIE X4
AR AR —EB Do

* MEEXKI  <host_name> . /<share_path> HIIPNHZEFIR, ErJREHBAREE, WEJLURHE
PN EEZHTIRYIR.

ZREBlueXP 5 255245
WRERIPELA]. EIBEBlueXPR .

INBETHELET Internet JH1AHIIE NetApp NFS 3 CIFS RS, AL 755 P EEBIueXPHE" & "7
Al a]Internet A (i & BB EBlueXP 73 "

MR BAYIE NetApp NFS T CIFS XHHELETET XA Internet BWIEATFIL= 1, MEBEHITUTIRE
"ETCEA A Internetf [E — R B ZFEBlueXP 3" XIEBERIER—REFLE ZFZEBlueXP Connector,

DBEZ L EBInternetiFEiE. BlueXPH LN FALE TS BohiH T,
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AXHHECIEA

TSR E "group” , ARARERMXEREE, AREAWHINHLZNSE, ARMAEILEXXH
/\?—EIJIT'F}$1R%$TO

TR UTER—TEFREA NFS Ml CIFS HE, B2, —1MARKFRE CIFS XHHZEFEEAEFER Active
Directory X#E. MRETRIAMEERREZHERY CIFS H=, MpIAEA—RNEESR— 1 2IRAIA,

p
1 ELEMRERERES, S84 RNEER * > NIXGHER

(2f20) WO l"kl rlg EIWI ronme rltS <+ Add Active Directory Integrate AIP Labels

Filter b)"-’ E} ANF 53 DB APPS Clear fiiters ID Add File Shares Group I

[ ¥
Working Environment Name 1 127 Volumes Add Database Server
Cloud Volumes ONTAP

@ Add OneDrive Account

@ @ Continuously scanning o T Add AWS 53 accounts [
'- Cunl‘muos!y Scanning Not Scanning selected Valumes

jew Dietails Wiew Details

2. EAMXEHZAMNEER, MAREZHNRN, AERE - #45,
MR H AR TR IR TR A,

B HHEZ=ARMEA
BRI U EEZRNEIXERZA, DUEIREBlueXPO RHEXEHZHMXH, SRR AINER

<host_name>:/<share path>,
ERILUAMBNXHRE, WALURHERBENXARZENITARIIR. —R&Z AL 100 MHE,

E—TARRFIAM NFS 7l CIFS HEH, BRBEITUEEAR, —RERMNFS HE, RARBRAM
CIFS /\;O

TE
1. 7£ Working Environments TNE™, BEHEXMHHZAM * BB * 175,

Integrate AP Labals

Add Data Source | v

(1/20) Working Environments +  Add Active Directory

Filter by: oo ANF 53 DB SHARES Clear filtars
() e A o
File Shares Graup & C o

2. MRXZBERANXHHZAFMIXERE, BRE * FNENE—PHE ",
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IT Dept | 0Shares Scanner Group name: default _ @
Files Shares Group Working Environment ID:2d733887a0d243aabf20b82802d 53 Configuration

+ Add your first Shares

MREMMBLERNNXAHE, BEL * FIHFE S

SMB_Shares Scan Configuration [0

2 Shares selected for Data Sense scan ¢ Edii CIFS Credentfials

Scan when missing “write” permissions

¢ | Storage Repasitary (Share) ¢ | protocol ¢ | Access : Ragied =l

Action

Map & Classify

W10.1.7.16\CIFS_LABS_SHARE®S CIFS ® Continuously Scanning @

® Classified: 5.8K

- = - I . N ® Mapped: 58K
Viap & Classify | W10.1.7.16\CIFS_LABS SHARET CIFs ® Continuously Scanning

ERERMOIXAHZAMN, FNBEBAXXAHHRE - BT I XHHE - ARG~ #48

A0 CIFS (SMB) HEZEBY, EEBEHIAN Active Directory &8, LUREWNEZHNREUAIIINIR, EEEIE
J\J'L.?Eo

Adding Shares

Directly add any NF5 or CIFS (SMEB) File Shares, lacated in the cloud or on-premises.

Select Protocol

You'll be able to add additional shares from the other protocal later.
@) NFs O CIFs{sMmB) O nrs @ CIFs(sMB)

Type or paste below the Shares to add

Provide CIFS Credentials
Provide a fist of shares, line-separated. You can add up to 100 at

Usernarme. {5 Password
able 1o add more later).

Continue Cancel

HIAHEER ERERINHEERE,

SNRUIEIFEETH T AEMTERMOER, BHRIER, UERRTLREER, EREERT, EaLUE
BEERNENBZHHAZZMEITAIEE,

4. ES N XHHE L ERNRFHIEERE NS L.

97




WA HITLATR1E:

X E B XRG4 B BRET
NXHHEEATEEM B~ BRETAI I -
BAXNXAHZEREE L i S

AIMBER T TNETRERRYER D" NB "R XA T ERARS. XEKE. WRBlueXP73 3K
ZCIFSHZAENBIENIR. HEENFSHIRBEEANNR. NWRGRKRAZFEXHF. ENBlueXPI KA
B ERipa et iE R R ARG E &, MREARXOLERIARREREEEE. BITHLLAX. TIERIRN
o, FREXMAERGHAME. "TREZEE. %

#HR
BlueXP7 R FHAIFHERNBIX A HZRIIXM. ERBETREEBRMEMUE,
MERETEFRER X HE

MREFBFEAMILEXHHE, WAL MBEEXAERRFRE N X HRE, IFRGECETES * )
BRL= * Bl AL,

Working Environment 2 Configuration - —— :
+ Add Shares & Edit CIFS Credentials

2722 shares selected for com pllance scan

Scan * | Share name = Protocal % | Required Action 2

i Map & Classify I Sharepathi MFS ® Mot Scanning Add new credentials (T

(] Romawve Share

HiEERA S3 NI RTFE

SERRJL NP E. BN IR ABlueXPA R BRI RFEMEP IR, BlueXP733ERT LA
F$EEASimple Storage Service (S3)MYAMERIN RIFEIRS FRVEIE, HEFE
}ENetApp StorageGRID . IBMZ= X577, Linode. B2z=71Ffif. Amazon S3%,

RENI]
BREBUTHTERREN], HERATRMEIERE DT BEEIFHAES.

o BEENREFERIRFM
BHREAARR URL T EEEZEINREFMIRSS

BEEAEENRIEFEIREIEFNIFRZBPMNNZZIA. LUEBlueXPRA R LUAIR 92 L.
e ZRZEBlueXP 4 2315

98



"EiEBlueXP 732" YIRF AR EE L,

e AN RIFMERRSS

B REFMEIRS AINEBlueXP9H3E,

o ERERENDER
EREIEMNFEE S, BlueXPHEEFEAFREEN,
EEWNREMEER
EEABlueXPH R Hi. BEEUTHIREMS. UHARENERES X F.
* WEBAFRS URL FEEZEINREMEIRS.
s BEZEAGWREMBREREFRIIFRZEHANNZEHR. LUEBlueXPH IR LUKIR 77 o
ZRZEBlueXP 5 FKE
WMRERIPELA. EZBEBlueXPHH,

WREMBLEE Internet 15RIHY S3 M RFEFTEEIE, WAL "E=FEPEBlueXP/ 2" 8¢ "FE AT/ [A]Internet
RSB E EFZEBlueXP733E"

WMRBEMLEE LA Internet BIIEAFFIE SR S3 WREFMEIEEIE, NWEEBHITUTIRE T EF
i8] Internetdy[E—MEM I B EFEBlueXPH 2"y XIEERTER—MWERLE ZFZEBlueXP Connector,

RBZLHIEBInternetiFEE. BlueXPR ER UM ALIME Bohi# T,

B RIFHEIRS HFINZEIBlueXP5 3
AN REEIRS

p
1 ETEMREETEF, P& NNEIER * > * RINNKREFERS *
(2/20) Working Environments ‘ Integrate AIP Labels I
Filterby: [ v ] aNF s3 DB APPS Clear fiters BY add File Shares Group
Add Database Server
Working Environment Name 1 127 Volumes ikiaadeil
Cloud Volumes ONTAP o
o) Add OneDrive Account
8 7 2 8 ] Add AWS 53 accounts [
@ @ Continuously scanning ¢
Continuosly Scanning ¥} NotScanning sefected Valumes I G0 Add Object Storage Service I
View Details View Details

2. ERMMRIFERSIHEED, WANREFFERSOFMRER, AERE 4,
a. MANERTIFFRENRM, RN RREEZ BN RFMERS BT,
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b. @ NIE = URL LUARIRIFMEARSS
C. MNIGIRZRAMNEZH. UEBlueXPH KR LI RN RIFHEHIID K.

Add Object Storage Service

Cloud Data Sensecan scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

To continue, enter the following infoarmation. In the next steps you'll need to

select the buckets you want to scan.

Mami the Working Environmerit

object_mylBM

Access Kay

AUKDOS7ANDIGEETES

Endpoint URL

http://my.endpoint.com

secret Key

L T

[ o [

#R
MBS REFERS RKARNE TR RTIRF,

BRMERNEEHED R ENEAIERME

ENRFERS LEABlueXPDEfE. T—PREBEERMIIR. BlueXPOERAIAMXES K. HiE

M IEFRHREREN

p
1. FRENET, BENREFERS TIEFRPN * BEE

IR

ANy

(1/20) Working Environments

Filter by: VoD ANF 53 DB APPS

Rstor Integrated 41 Buckets
Object Storage Service

Clear filters

All Buekets selected for
Compliance

Continuously scanning all
selected Buckets

ﬁ. 23

Continuosly Scanning

View Details

O3 Configuration

2/

2. ETFES B, £ IR X BRGT B AR 1 43 24388,
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Rstor Integrated Configuration
3/55 Buckets selected for Compliance scan Q
Scan + Storage Repository (Bucket) + T Status +1 Required Action +1
Mag [ logs-7599595470648-us-east-1 « Mot Scanning
of Vg Map & Classily | logs-759995470648-us-west-2 ® Mot Scanning
Off } carstock ® Continuously Scanning
WA PATLAU T #84E:
TEFMESD B LB X BRETITHE B Bt
MNEFED BB AL B~ BRETFI 2
BRXEFED BRATE b SEil
#HR
%ueXPﬁ%F&éE?E?&?EHﬂ MO, MREFEEEER, EMBERTRETIF, HEREBEIEREER

¥ Active Directory 5BlueXP%) FE R

BB UG £ B Active Directory 5BlueXPo SEtHEER. LUIEIEBlueXP EIRENE XXX HF

FRE & LI HRLE B A FAB B IRERI XX RIE R,
g ERLEHIRIR(WTERI)E .
HTBlueXPH K., HHEEFBEXLEHERPHNIIENXXHREENNIRFAES. AXEHIE RN
Active Directory AJRES IETE LI NFI2 S Active Directory EERE, BlueXPHIIEIEFREERMAYACtive
Directory? & F MR RIFHE R

&R TEBIUueXP R M U T BEIRMEMES -

* IEEILUER " XAFrBE ke A EE BT EE XM TRIENSR. EXHFEERES SID
RERRRT) , MEERKFRRR#HITER.

* BB R "REXNIR BEEEPIENRHI SN X B RATT IR,
* ERREERRT, IANREREERE X BENE IR ER.

®

ZEHREIETR
5BlueXP432E#Active DirectorySE AT AFRIR LA T E3E R RV ERIE

A SID FMRFNEARY SID AN SEFRAF R

* RNEBERE ONTAP R4t

=G N\ Active DirectoryE1&. LUEBlueXPZEECIFSE, XMERMIE

(
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¢ Cloud Volumes ONTAP

* Azure NetApp Files
* J&EHF ONTAP B9 FSX

* 3ENetApp CIFSXFHEZ(FENFSXHHE)

* OneDrive
* SharePoint K~

AL MIER B B 721%BR S5 (Simple Storage Service. S3)MMYAIERIEEZEZEH). Google Drivetk . Amazon S3

K BT REFERIRAI AP ARRIE S

i%$#%%Active DirectoryflR53 25

TEEFEBlueXPHO EHMEIEREERHAE. ErI LUEBlueXP 2 5Active Directory®E . B LAER DNS IRSS
#5 IP #u3ika LDAP ARS328 IP #blibifin] Active Directory o

Active DirectoryEIERI LB R0, (BIRHEEIE R IR HRBlueXP 72 250 LURENH iR AR AV E I ER3E

XL IRTF fETEBIlueXP 73 L HI L,

WNFCIFSE/XHHE. MREMBERXMG"_ LRIARIEE"EBlueXPREIFERRIFALE. BINAFEEEANEHE
R, WNSRATRE. Tl TR Active DirectoryBC BRI F IR B WAL RENGARIFAE X HHIR AN —EB7.

£

* BRIE R ABIHRRIEFI%E Active Directory o

* BAELE Active Directory BIS 8.

° DNS ARs588 P #tutibai > 1P it

=%

LDAP ARS588 IP #titibai > IP it

° BFihRARS SN RE P B FERD
° 1% (Active Directory &#K)
- 2EFEAZSL LDAP (LDAPS)

° LDAP BR5388im 0 (XF LDAP , @EFE 7 389 ; XF %% LDAP , &% 636)
© B BlueXP9 S FI A B k@S T U T wO:

Y
TCP #1 UDP
TCP
TCP
TCP

p
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Port
389.
636
3268
3369

BR

Active Directory
Active Directory
Active Directory

Active Directory

zlE
LDAP

EF SSL 89 LDAP
2BES

£F SSL WL RER



1. M"BlueXP7FEECE " TIEH, HEH*Add Active Directory*s

@ Data Sense Governance Compliance

8 Working Environments

Filter by: s3 ANF o

Investigation

DB AFPS

Classification settings

Policies Configuration

4+ Add Active Directory API Labels Integrated | v Add Data Source ‘ .

SHARES FSx

Clear filters

2. 1E3E$E7)| Active Directory IHENER, 8 Active Directory ¥4HE 8, ARBEE *EE *,

NRFE, FILIAESE * A0 IP* ARMSZ 1P ik,

Connect to Active Directory
Usermame
i 234

® DNS Server IP address
12.20,70.00 ¢ &eldd IP
LDAP Server [P Addrest

+ add IP

LDAP Server Port

El-L)

Password

EdEEhAE e

Domain Name

marEnetapp.com

LOAP

Connect |

Cancel

Secure Connection

BlueXP73 £ & ElActive Directorysf. HE"EEE"TIEA AT — M3 7.

Active Directory

f i1 | Active Directory Name

7 marl?za ) 12131415

Active Directory Integrated

AP Labeils |I'1'.l"=I'.'ITE‘-.'l L4 Add Dara Saurce | .

B2 Active DirectoryfEf{

INRFEIELR Active Directory SERFBIEMIE, BRT * I8 * WHHHITES

MREFBRBEN, WALUBTRTRMRILER | 258, AESHE * HIER Active Directory* .
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HBlueXP3 £ EIFA]

BlueXP% £ 1EBlueXP T {E= |8l A1EMIEI1 TBEUE R B (FEA30K, BEX 2G4
HEEUE. EENetAppiREHIBYOLIFAIES =R FRE R IAAITIR,

EFIREMARTZE, 1B —EER:

s NRECIECIREEMNTIZTITHBlueXPREME(PAYGO)iTH. MEHSBEhTHBlueXPH 3, BLE
BRITE.

* BlueXP4%32(Data Sense) B 1FAJIE(BYOL)@—#_Float =], sl AFitRI#EMN TE=EHTHIFRE L
ERBAEIRETR, B EBlueXPBEFHEHE B KITIH,

* HIENHIEERRIEZEXHNMTEN. A4S EAEFEFENE,
"I T R 5BlueXP2 R X BIIF R R B A"

30K G2 A

RM30XRRZHIXA. &ZFIXA1 TB BlueXP7) 3£7EBlueXP TIE=S Bl R HERVE R, EFEMNetApplly
SEBYOLIFRIE. SEMSREENTIZEMITIEN. 7 EEXZ MR,

EEILARERSITIE. FRIF30ORIXABLERFEFEELT1 TB. SNWASEEWREUERIZZR, EIaL A LAMBlueXPs
XGEESREFEFARNSEIEE. AN _ ZAr UL ST EEMEREMITIR,

(@) Data Sense Governance Compliance EEELG M Free Tier (450 GB left) - Subscribe Now [

CURRENT VIEW

All Working Environment (12) @ 8K DETables | £ 350K ril @

fEFBlueXP 72k PAYGO1T %]

B SR MEHI ERIREWEITIE. &8 LFEECloud Volumes ONTAPZZiF11F % BlueXPARSE (5l4NBlueXP
PRNERIFR, EFREBlueXPH EERE MTEFE/ N NRENSIEE A IRER & H.

THTHRRERZRBEREASHERS. HALERRE. HITFRECHRNOMIEER)\HEEKRE, TR
HAHEE. A MITHF RGN,

g
XS BN AR Account Admin BRI P ek

1. 7EBlueXPizHlaMA LA, REHGEEMN. AREEFEFEHE

MyAccount Test | Connector]

Account | Workspace ~ | Connectar  ~ ' m {@} @ @
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2. TR ARTHAWSLAIEEXH. AzuretEBRRSZRIEEGoogle ProjectEiRE,
TUEITIFRINEISEFIERE XS, HERS 193 Google Project 1, N, FEEIGAEIEA,

NREELZITII T BlueXP (W TR, EATAWS). BBABMBLEST 7T — LR HITEREMIRE,

AWS Instance Profile

aws aes
Type: Instance Profile | Connector
occmPRole metering service QA 15 View
AWS Account ID IAM Role Subscription Working Environments

3 MREEZBITH, BRTIRIEXRS, ARREXEITH"

aws AWS Instance Profile D)

Type: Instance Profile | Connector

I Associate Subscription I

occmRole No Subscription

AWS Account ID IAM Role Subscription Copy Credentials D  (

Delete Credentials

4 EFIMEITAHRE * KB, HERE CRINITEE * HIRRPBEHITIRE.
LUFABRAE R T S xB% "AWS Marketplace" 1Ti% AWS iTi5:
P https://docs.netapp.com/zh-cn/bluexp-classification//media/video_subscribing_aws.mp4 (video)
LU S S 7R T WA X B% "Azure Marketplace" 1T1% Azure :
P https://docs.netapp.com/zh-cn/bluexp-classification//media/video_subscribing_azure.mp4 (video)
IR ASRE R T 30{al X Bk "Google Cloud Marketplace" 1Ji% GCP :

P https://docs.netapp.com/zh-cn/bluexp-classification//media/video_subscribing_gcp.mp4 (video)

ERFEESH
BEWEEESRRFE 1BlueXPO TR, EIMRM1E. 2FHIF/IRS,

MREE—MRETINEESRE. NFFEBlueXPIREIEFEEMZERETHIRER, ERERFEEDG
AFE5SBYOLESHEERER.

* AWS "BXEMFMES. 1E1AIABlueXP Marketplace™ ",
* Azure JBIE "BXEMEMEE. i5IHBlueXP MarketplaceF= "
* Google Cloud: EMEFESR. 1BESNetAppHERREK R, Lt&RTEGoogle Cloud Marketplace™ LAFAA
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NetApp BHIFAIEREARRA 1 4, 2 £33 £, BYOL BlueXP733(Data Sense)ﬁ_JlExE—ﬁF_Float_i?EJ
i, EFRBEE A TEREMEIBRZEIHRE. Me] UERHE TR eI 4T,

NRIEZEBlUeXPIERIFANE. IBEARIATEE—1

* mailto : ng-contact-data-sense@netapp.com ? Subject=Licensing[ %&i% BB FHBE LA SEIFBIIE | o
* BEBlueXPA T ARIIRERLRIFIFAIIE,

&, NREF—PMAFEEABICloud Volumes ONTAP EF11 BRI ECIFEIE. MBI LU E LN B F1ER
EFENMEMERZIEA B AIRIBlueXPHRITRIIE, "HXIFMER, /LRI,

1A LUEBlueXPE FH B B IEBlueXP2EBYOLIFAIIE, &8 LUBEIBlueXPEE F B RMNFTIFETIE. BN
BIFANEURERIFIERS,

SREXBlueXP 2 FEIFRIIEX 4
M EBlueXP4 2 (Data Sense)IFAliEfa. &R LA7EBlueXPHiEd 5 \BlueXP4 2 F %! S MNetApp 2154
= (NSS)t P 2 L ENetAppIF AIESX 4 (NLG) S EBUEIF Rt U TFH B ER T NRETRIERIL AL, S0AFREX
NLF a3 5
MNREEE T LR InternetBI NP uL = PRI EH L EZBEBlueXPH . XEMKEEEEFHEFZEBIueXP Connector
"FAEERL, BEEMNMERZInternet RFIREUFRIEX 4. FRAFYISFNSSHF SR IERERFRRE
A&,
Fa2Z Bl
Fiazal. BEETHRUTESR:

* BlueXPREF5IS

MNERNHEEITERRINESE. HEBFRZFPHAT RILLE S,
* BlueXP#FID

"TEJL,{JL_JiMBlueXP KT RIFIR. ARBEERKA Z A EIEKF KRB IEBIBlueX Pk
FID. ZRIMKF ID (I FHEEREI R, WFTEARInternettI T AER LR, 1HFEA*ACCOUNT-
HARKSITE1*,

T
1. BRE "NetApp ZiFiES" AREE * R4 > WEFAIE * o
2. HINBlueXPL KiFAEF SIS
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I FHELERBIP PN ANEHE. BlueXP73 K AER_Proximity validation _RIGIEHAMER., BIEHRSREIMATA
BB — P H SN FE X KBFRHAITIE, FI90. BlueXPRFEATREE MR SSN FiAEE—MEEIFE
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, WRHERES (SSN) fEASSN, 0SSN _#HRX e _ . "PAMIER" BRBlueXP7y By (E
PRI,
p

1. MBlueXPEMSAEEH. BHWE>DE . ARRTEMME LT,

2. ZPEFRBENABIERNFAGER, BREDARER S LM ERT.

Compliance Status

Pl Distribution

/9% 15% 6%

Mon-Sensitive Personal o Sensitive Personal

56K 21K
Personal Results Sensitive Personal Results

3 BEEREREMMALKENFAES, BRE  28EF *, ARREREXREN T ALEN * BES
* ElAR; flan, EBFERfFsit,

Personal Results

28 Types | 56.3K ltems found in All working environments

Email Address 54K items (7] IBAN 3.8K items ()
Credit Card 600 items © USA Social Security Number (SSN) 100 ttems (7]
IP Address 100 tems © USA California Driver's License 20 items o
B L T

4. %ﬁ?&%, HF, BAREXHRNFAGER, B BEER * UEERRESH TAXHTIRFKFEL

TEHN2TMERRSEE R 7T ES T XERREI N ALIE. UNEBREFEZMHR) R A FHEIRTA
B, 1SRRI LUEER M I ETNR A BB TESIERE TR AR,
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] Unstructured (54.6K Files) 1 Directories (6 Folders)

54.6K items | 1.95 GB

F structured (3 Tables) 0\ Search by File Table or lacation

60.7K items | 2.3 GB

)

Directory Name

%+ | Storage Repository

O

cifs_labs_share

+ | Personal

a
-

: | sensitive Personal

[[] File Name : | Personal # | Sensitive Personal % | Data Subjects % | FileType #
-~
[0 customer-data.xls s2 688 &) 0 63 @ XLS €
(F_I Tags: CreditCards gidi tartanpion ‘ @ Tags: 3 tags | - ‘
fe} Working Environment (Account): 53 - 759995470648
'@ Storage Repository (Bucket): compliancedemofiles ‘ Assigned to: Alona Tyupa | ¥ ‘
(®) File Path: /Patterns/NEW SSN/customer-data.xis
— ‘ [l Assign a Label to this file | v ‘
{f ) Category: Miscellaneous Spreadsheets
(5)) File Size: 142.35 KB
\_—’ ‘ Copy File ‘
ﬁ:@) Discovered Time: 2020-11-16 12:40
f.\.;F;_J Created Time: 2019-12-16 12:18 Last Modified: 2019-12-16 12:18 ‘ B Move File ‘
['_'.49_‘) Open Permissions: NOT PUBLIC
(@) Duplicates: 2  View Detaits ‘ 1 Delete File ‘
Give feedback on this resull
£ Unstructured (491.4K Files) | ) Directories (60.7K Folders) B structured (45 Tables) Q Search by File, Table or location i,

cvo cifs_labs 4 1 Share v
[] /datasensecopy/CS/... ANF datasensecopy 2 10 Folder £
I@ Working Environment: Azure NetApp Files
{%‘. Storage Repository (Volume): datasensecopy
ii@) Directory Path: /datasensecopy/copy_63/contextual_data/C$/Users/shraga. WESTEROS/Desktopi...
@ | Discovered Time: 2022-07-10 22:58
(7) Last Modified: 2020-02-06 09:57
EHEOEBRD ABIBERNXX S
BlueXP4) %A 1717 ursgmm(tzu)Exaﬁeréﬁskaz;i_ms&u AER " (—REBRIPRG) BoRME 105
"o I, BRDAEE, MEFHERENER. "ESITEYIR BlueXPHEAIEE MM, BRHENX

3R )RR AR SRR PARIR L RE B

12

BlueXPo £ FHREAL

(A, BAIBSIENLR). M2 SI(ML)FIIARIITE(CC)R T R E FIREN LA H M EH
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BTN 2 EMBAENATHE X

fBgn, —MEUERY GDPR #3EXE S EMIEEIR, BT BlueXPRINLLINEE. ERIUX S "FTaREATFA"(R
TGDPREIFHFMEMNBEEIE) S T E R 2R 8" XR M FZENX S,

() owsmsAMER, NEEEE BERRITESESNEE,

p
1. MBlueXPEMSAMKER. BHWE>7E ARRH S ET+,
2. ZIPERERBRNOALENFAER, BREHRDOALIES D LE LM ET.

Compliance Status

PIl Distribution

/9% 15% 6%

Mon-Sensitive Personal sensitive Personal o

56K 21K
Personal Results Sensitive Personal Results

3 BFERERENBBIALRENEAREE, BRE EF2N Y, ARRTRERENSRNS AEKIEN *
HAELR * BT,

Sensitive Personal Results

9 Types | 20.8K Items found in All working environments

0% Sex Life or Orientation Reference 7.2K items © T_ll::: Health Reference £.7K items ()
f_'ll::_? Religious Beliefs Reference £.6K items © ICD-9-CM Medical Code 6.6K items
1CD-10-CM Medical Code 44K items o 'tl‘::f Ethnicity Reference 43K tems o

4. %ﬁ%‘%?, Hr, BIFREXHFEER, BE  FEER * UEERBREE N FTHXHFIRK AT

KR EEXH

BlueXPZ SRR ERMREIE. HREI DN FRELERNREF, LINZET Al BN XHHNRABHTEENSD
MMRHAER, "EFELHTIR

LRI LLES M B RFTHRERE B REREME T BBUEN T, fli, MENR T AREFES AT USSR
HiE. BELERN, BURSANRTISRAEFREARENMUE, RS, ERILEIEIRRER,
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KHISZHFRE, BIEMANE. HERRNINEZIESHIT.

®

p
1. MBlueXPEMSHiFREP. BHHE>DE ARRHEMMEET.

2. E%}Aiﬁgqﬂifﬁ%ﬁ 4 NEBZ—8 * RELR * BifR, NEREL *EFEH ",
To

AEBEEREHN

Categories

38 Categories | 357.4KItems found in All working environments

HR - Resumes 6K items 0 HR - Employee Contracts 5.3K items 0
Legal - Vendor-Customer Contracts A.8K items () HR - Health 3.6K items ©
Legal - NDA 700 rems o Finance - Quarterly Reports 700 tems o

S BEER, HF, BAREXHNFAES, BE * BEER * UBEERFRESH THXXHIIRKBAEHR

o

XM RBEEEXM

BlueXP%>
RIMELE SR BFERIE.

"SR RBTIR",

SEXRAEAENEIE. ARXHFREREAS, EEXHREEMTIEHERGE, RANERRR

{5190, ERTBETFAERY CAD XM EE B XEHARANIFEHBHERS. MRXEXHARE, ERILUEIRHIN

PREIE S 115 ) B EL At (i B SRz HBUREE,

p
1. MBlueXPAEMSMHEHR, BHHE>HE ARRE SN ETR,

2. BEENERBHRREN 4 MXELREZ 0N BELER * Bfr, HERE TF2H*, ARREEEXH

LERET.

File Types

69 File Types | 357.4K Items found in All working environments

PDF 160K items © ™T 130K items ©
DOCX A9K tems (7 DocC 7.2K ems (]
XLSX 24K items © %S 2.5K items ©

3 EEER, HF, EFREXHNEAREE, BE * BEE

1o

EERELTIFRMRRIESR
ERILUFIEBIUeXPA RIS BIRMAE. UEEFE TR HAMMIRENSAENE. NENEBRE LR

SR ERIE.

MREE

R * UBEERBERNTHXATIFRKIBAELS
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TETmIE(S BIRET. BlueXPO G EMIEHIEMN IR FHSCENR T IEHEZRM TIFIF IR,

1. BEmESE TR, ERESFEHMENIERE, ARBEE EEF .

| ¢ ] Data Sense
R

All Working Environments (12)

Select all

Working Environment Name 1

Waorking Environment Name 2

20% 5%

Working Environment Name 3 Personal Sensitive Personal

i
Working Environment Name 4
Cancel 7 OOO
’
: ViEw Al - ] o A
Personal Files Sensitive Personal Files
Email Address 2,700 Files Health 2,700 Files
R
Credit Card 2,700 Files Ethnicity 2,700 Files
TR

B LHERIRS

BlueXP4 3R LAITEE. Amazon S3TFEEDER. #HEE. OneDriveX {3, SharePointiik
F. #Google DrivetttF, 1&2 L TSR,

MRIEFEBIUeXPHIRKIRFNEMFABHIELRE., FIMNEHMER/MKIDES HET RERIRTT.
15 & 1% B F R4 ZEng-contact-data-sense @netapp.comFf it L ERTIER,

PABHERIRE

XAFB PN ABIED UR BN ARBEHEKITIRT. TRANE=ZFINMR T BlueXPHEREER "L
IABIEE M ARIR T AY & Po
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RPFIH T ANRRIXETBRNES.

HAR. ERILUSANEIXX AR ARIETIRP. MREFDEBIEERSSE. WA LUBTEFEFusion ¥4E
PR AEYTREEBIUeXP O KT E IR B E R EMITIAR . BRI UMXAEXXERMBEEXKEF. HE
ERENREINFNBEEXER. BER "F T ABERRGANEBlueXP R Th" THIFMES.

Type FRIRTF EEHT RE  EE  AMF AE  Japane
i%i&gﬁiIE B se:
B EA+S S V4 v v v
B S V4 v v
B F R {4tk £ v v v v
IBANZR S (EIFRIRITIKS) S v v v v
|P ik £ v v v v
Password 21, NG NG NG N4
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Type PRIRRT %ﬁiﬁﬁ miE EE AEWISF EiE Japane
IR I IE 1B se:

-~
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#% 1D 2, v v v
AFFIFHSIFIRS =0, V4 V4 v
Type BRE D (PPs) S@T ®E @E  EMF BE  Japane
&5 1D 2, v v v
BEAFMBITRS 2, v V4 v
BIEMNARIRS (NAFIRQE]) 2, v v v v
Latvian ID 2/, V4 v v
S FE5EIE ID =8, V4 v v
F#E D 2, v4 v V4
SEfhID M, v v v
ERIDERS (NHS) &S =M, v v v
MEA=RITIKF =0, v v v
WA= BN ER 2, v v v
HFA=IRDZRS (Fi551D) =/ v v v
WMAENH (ERERIER)HFS =1, V4 v v
ME=MIrRES 2, v v v
B=iEID (PESEL) =/, v v v
BEFHSIRGIS (NIF) 2, V4 v v
TEREIIEID (CNP) = v v Vv
K E ZGEM H 13 -R(NRIC) =8, V4 v v
& EILiE ID (EMO) =1, V4 v Vv
73k ID 2 v v v
I FERSARIRS 2, v v v
In8eiE ID p=1i v v v
B = IR S AR I ATIE M, v v v
ZEID (Nino) =8, v v v
EEMMNBIEHE =0, v v v
EEENHRAMNERHRE M, v v v
EEANRHIZFFElIE =H, v v v
EZEH=RKRS (SSN) =0, v V4 v

BURA NERIERYRE
BlueXP%3 £ AITE X AR BIMSR M A BB BRI T 5

Ba0, th3EHIRrImE REEIRAI RIS,
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(MFIFIREE)
B X BAARIEIEAICTRRIEIE,

(MHEZE)
5 BANBIMIRSF RS KEVER IR,

BITRRSE
B X BAANRREREE,

ICD-9-CM E7r {5
E=yr AR T E A BYAED,

ICD-10-CM BT {5
B MR T AR A,

(BZ5E)
5B2AANRIESARXAVERIE,
(BoaM=2E)
5 B2AABIBUAN A EKBVEHE,

(RBEMEZ)
B XBANNREE R EIE.

HEBHAEEE
BXBEANREE A IR E.

eS| Bt
BlueXP4 £ rI#RII T AR M EIEHITH S
HAh R ZE#EFI RS RIE, EIBEMAFENIAR,

]l Type

M55 AFEfffmE
RMiT
FERS

ANER |SF=Yivkes
FEMIT R

AT EF

TE#%

win

i

3|

pali

S,

adi

1

I
RGN NN NN

l
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]l Type RiE &5 PRI iE
P E NDAS v v v
HVE - RP AR v V4 v
=§ EIH/EDD v v V4
2 v v v
1R1F HiZiRE v V4 V4
HE HEITS v v
AR5 RF v V4
RFP v N4
sow v v v
b=31l] v v v
8% KRIFMARSS 8 v V4 v
tesh, BT dE#THE, HMERBRNZZFHESHITIMA!

* R EIE

UEIEbats

=p

* B ARERHUE

* CAD Xf§

v

© B

© BUREMZERS XM

* BlueXPZ SR

It

* BT BB FHERRIX R TR SRR
* fINZE (entropy S PRSI )
© AT

* WS AREREUE

* BITRWRN AR R

© MR

=+
JJaXN

* Hfth
* HtE RSB
* HttFEF&RA
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© Hfth " R

© BRI
* iz

* SR

F EFEXH
MBS

BlueXP) X R IHEA A X HUS B XANTIERR . FHEE BRI AR DRAA XA,
BR. UBlueXPHEIEIN ABHERPITATOSAREEH, U TXHH:

.CSV. .dcm. .Dicom. .DOC. .docx. .json. .PDF. .PPTX. .RTV. .TXT. .XLS. .XLSX. X4,

THRERMZTH

KIS SERME
etAppTEATRIEBIUeXPY AR A9 A SBRIGUR N A SIBH100% R M. ERIALIER BB MIRRIEL
JE_I%\O

BIEFITHUNIL. TRERTBlueXPR LA IIBE BRVERM. FITEEMD 7 precisE _ 1 _recall :

KEHRE

BEEMITIRBlUeXPD R R IMATEER, FIM0, DALIEREHRERN 90% BkE, ERAHEESTABEEN
10 PXHH, B INMXHERFLESTIAER. 8 10 PXHFME 1 MEBIRKRXHF,

i)

BlueXP73 REHRHMNWNITRURERIBIR, Fla0. DABIBHIMEZXRNT70%EREBIlUeXP7 AT LURA HAR
FEFREENAGERR10NXHRN7 XM, BlueXPRERER30%EIE. HEFRERERERIRF.

BITRERSERNVERE. XEXHIBTERFKBIBlueXP KA AF Bz,

Type 1EHRE BEHAA

PABIE—EM 90% %l 95% 60%-80%
PMABIBE—ER / HIXIRIRET 30% %I 60% 40%-60%
SURBI N ABUE 80%-95% 20%-30%
x5 90% %l 97% 60%-80%

EEFEEALTRERE

ErLiEd A SRR TTEFEEFAE S RATARRNEIE. EATLIMBlueXP7)
KU ZXESMEILTIE. SFEEMEIMERR.

@ REEEENBIRRRITTED KRG, AUERETFRRRIIE. ERITIRE LK
R ETRXHRIFRER.
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" SRR E " T E PRV ERE

BRILRERERNENAS, WENETEEENER. XEB—UINEEIFERARINEE. RATENEEHITAK
5. SR LUERTTHIREAIRHAZ TS MEE. BIEERIM. B, RXXERMIFICHAIPIRE S,

MRBANUNEARNTEREENRETH. 58T L B, EXMEATRSIFAEE. BEHRILAL,

8% Data Investigation ] Unstructured (364K Files) | ) Directories (64 Folders) BF Structured (45 Tables) Q. Seerch by fifear DE toble b
= FILTERS: Clear &l 364K items | 3.3 GB
Palicies 4 [] File Name ¢ | Persomal : | Sensitive Personal : | DataSubjects : FleType =
[0 cgdpryes_adam.bxt ANF 0 797 111 TXT
Open Permissions +
[0 cgdpryes_adam.txt ANF 0 797 1 TXT hd
File Owner + O  true positive.be AN 0 611 11 T v
cedpr_yes_adam.bt ANF 0 811 (AR TAT e
Label + 0 ERRLY
O  true positive.txt ANF 4] 61 m TXT b
working Environment Type (B +
O true positive.tst ANE 0 611 111 ST ~
Working Environment + [0  cedpr_yes adam.bxt ANF 0 611 111 TXT v
[0 cedpr_yes adam.bx ANF 0 611 m TXT W
Storage Repository 2 3

1% SINFETR. ERIUEEXEAREMLEEE). BROUERMXAHHE) Sz B (S #3E) vk

o

o

© BIEHINEEIEN. SR LIRS FRFHIRFENERFITHF.
c BIEERmER. R LUER T —TFTRRIEIERANLSER

RBUREMANE ik EE

ERUTImERERRETESHHRER

% 3
g
38

&
EE;

RRERS
PRRRTEE

AR
BURA AERIE
HiEE R

Hﬁlﬂl

F

HAER
prirt [T
EREURERF . DAL SR AR

RSN XA ONERBBAMRATTEE. 8N ABIEMBURD AR,
FEERPTER. BlueXP LSS F(FF XX FATE XY
PLECT,

UII

AR 2023F128(1.26.6hR) A BV A E IR TIRZRERITENASD
R (PersonalfliRFIE B, TABNE R ) FIBEEHNETL,

PR " ARIERIZERL",
ERR BURN AEIERIEEY,
WANSIEE A2 R HEMITIRTT.

1I:I|_:0

"B T A X BIEEENES
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RAFFREEMAPNIRTHELSTE

ER LT ImikasEE XA B ML RIBHRERIRR,

fibitas

FIFFAIR

FAFP | AR
XFEE
BHEIHRNRIIA R

KRB B jh i 2

HAER

PR BRI R S SR/ = B PR R,

BRI TR EM/EARTR. HEWMANED B,
WAXHFREERT.

%ﬁ—ﬁ\ﬁié’vﬂ\iﬁ%ﬁé\ LR RS X R E SR E R AP FF

fER LT it iRIE B R B R,

it as
BIEERTIE]

AT E]

ERAECRET ]

ERinie)

RRIT AR T AR

HAER

R BIR X HRBTIESEE, A R] LIERE B E XY ElERE LU —F L
RER

PEFEBlueXP ISR S BB IESE R fEE ] LIS RE B R X BYEE R LA
H—T A RER,

WERE BB RYRSESERE, AR LIS RE B E XY ELEE M —F 4
HIRRER,

W ERRIR X e B R (IXFRCIFSEINFS)MESEISEE, kel LitsER
EXBSEFEE S —P AU RER, I FBlueXPrRHAIX M3
Bl XEBlueXPO X FRIRE—Ro

IFER. BlueXPHREAFS MU TEEEIRIREY" L/RiKA]ETE]": SharePoint
Online. SharePointAZPEEE (SharePoint Server). OneDrive. Google
Drive#lAmazon S3.

ERAUTmESRAREUE. KNUARBREXGELEEERE.

it as
X

BREE
X B
SR
X d
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RZHN0 N EEEWHESHAMRNE D TR R, NRENBAE
BIREMAPRERE. BlueXPRRIEAENBSHREPIFIEXMH. R
EMARRREZFRERH. REETER. FEE. EltimkEPeR™
AEfER. FETEMBRPHRSEX MR- KRREREHRZ TR
BERMX M

ERERER "HE"HXHRX",

WERR "SRR,

RS AR/ISER

BMAXMBRSE UERSEX . BMER AR E LT,



RAFESE R R e 2R
ER LT it as e i B BB IR,

[iiprita HAER

TIRMERE R TEIFIERYZEE!, OneDrive. SharePointfllGoogle Drive)338/9" [
BiEF",

TRIFIRBIR ERRIE M TIEIR R,

fFfiERE VeRTFEE. FIINETHRT.

BARc. . B ECH P MRS IHE R
A T IHiEeRAIPARE ARC E B IR,

Dprin BFHERS

R ERE—PNHS DR, FR "It ERNERKIIRHCIRERCH
B E X 5K,

Label W AP IR D ECA XY,

Tags W LD EE DRI D ERLA XY,

B84 TR XD BRI A RN,

RO TIRES TR R

B T ihiE281%BlueXP D KB REEF LR,

it as HAER

DITIRZS ER— NG B R"EHFE T "B "ERERTE 5
TERE" X IR,

HED RS ERRBEEEBlUeXPR R AR R LRIGEBEMAREITHENX
}i TR EEBRMEBIUeXPD RTTAIRIR LR E]BEM #1773 AT

';é%ﬁ X" ERapiel g (a) B Bl &R F 41E B BXRERE DT E AL AL TTE P 2R B A 4(E

REEWmE iR
ERLU T Mt EEFHEPEERX Mt

i AR
g5 R R E A R E RIS
BERENXMFTEE

TR RAEEREETD, BRAIURE v ATFEEXHTIBNERRE N Y,
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365K items | 14 GB

[] File Name : | Personal = | Sensitive Personal = | Data Subjects * | File Type
[J ground truth.xlsx ONDRY 1K ] 0 XLSK g -
[] GM_PD12-1-09 SP.xls.pdf ONDRY 930 € 0 s01 @ PDF <

.,g: l, Tags: Decathlon gidi IS NOT OK And & more View All | @) Tags: 9 tags | - ‘

f.::“_“ﬂl Working Environment: OneDrive daylabs.onmicrosoft.com

= | Assigned to: Amit Ashbel | ¥ ‘
(E) Storage Repository (User): ruh@daylabs.onmicrosoft.com

(®) File Path: /scattered/26/GM _PD 12-1-09 SP.xls.pdf | -

1 Assign a Label fo this file | * ‘

|%| Category: Miscellaneous Documents

i J Copy File ‘
(1) File size: 427.46KB | st

{ _l\] Discovered Time: 2021-01-12 10:37 i

oy | 3 Move File ‘
'.-.-_:3-"::1 Created Time: 2018-05-22 12:38 Last Modified: 2018-10-22 13:28

() puplicates: None | W Delete File ‘

Give feedback on this resuit

-

BT REETRXARENTEMENEZIN, THIEEZETRESER, BEXANR, XHMEE, kXHE
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|See if any old files with personal data should be moved or deleted |

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernail all the users in this account Every Day -

Send Email Every Day - o
Label;

Automatically label this Policy's matches with: MNew Personal -

Cancel Create Policy
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HERBE R R M RATR R,

R BRI &ox BF A B R
YL X RAERREIE R, BlueXPHZEAT LUK FREIBIueXP A KX FRMEEIR. UEEAIRIGE
HIRMRIPEE. CRAILARER, SANSARZBFMEEM, EEaEFGETFHALREZITES
BOBlueXPHK P ARG ELth 8 FHR bk (5 5 20 BB TR 1AL

S ET ATE B R SRS SR AR A (T SRR AO R LR B

IR 5 BRI SRS AR AN B F B AT

p
1. ERBEFIRTIEF, BEEMI (HEH) BFEHIRBERIRIR * HiE
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.' Data Sense Governance Compliance Investigation Classification settings Policies Configuration

Policies List

GDPR - Old Sensitive Data Label: [ General E-mall notifications: Monthly m ':r’ir\

Data with European IDs for GDPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, we need to limit
character input so the description does not take maore than 2 lines here in the component.

HIPAA - Patients Personal Data

Last modified: 17-10-20

Yy

abel OFF \2)

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that required the creation of national standards to protect sensitive patient health
infarmation from being disclosed without the patient’s consent or knawledge,

2. (EYRIERIETIE A

a. JNREFLEMBlueXPIK P PR AR RIX@BA BFERMF. 15k @ B F ik & IX LK~ FRIPRE R P
HE. AEERRIEBFERMHRYEIRR(GI0EX").

b. IREFLEMEMAF LXBHEFEE. BEF"RIXEFEH"E, EFBFHENLXER. HEx
ZHIN201FE FER 3t

Edit Policy

Saving this filtered view will create a new Policy, you can view/edit it in the “Policy” tab
Name this Policy

HIPASL - Patient Personal Data

Give it a description to quickly identify it

Files containing patient heaith information that is more than 30 days old

Automatically delete files that match this policy (Every Cay)

Email updates about this Policy:

Ernail all the users in this account Every Day -

Send Emall Every Day - i emall@gmall.com +2 X
Label:

Automatically label this Policy's matches with: New Personal -

3. B~ (RTFIREE * , TREZREHER TR B &% B F HR A AYIE]FRo

“
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o, WRRBEPBEEMER, WRKIXE—HEFEME, B ERSXHTERBINE BB FHErS
RIXEAPAER. LB FEHEREFESRBF LRI, HiRAHEmRIRE RV,

fEFREE B ohifFRIR S 4

&R LU EE B TE M ERBE LUMIBR S5 I SRR ITEC RS . B30, & rTRER EMIRE SRS EBE T X30KA
#BlueXP5 3 & MAVSL 14,

QP BB R AT IR — RS B TS
()  SitmpmEmRE X R SRRAME— K,

TR

1. FHIERENEY, EEZEANAEMESEREXER, BFEN ik " SUERHE " TERHRE" 7 #F
HiERo

2. BFRFE AL IVRENAAE ks HEfE, 2 MILIEREIESRR
3. NRBEER R, FAIEEERT R RERHITRIE thiR(E:
a. I NME—R AN IR AR
b. edh " BEpMIFRS L ERBRILECHIS (4 " EIRAE, AR * KAMBR * LHIAER E IR X AMIERX

o

C. By BIERRRE
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Create Policy

This will create a new Policy according to the current sefected fitters and search term.

You can view or delete this later from the "Poficies” tab.
Mote it may ke upto 15 minutes for results to be dispiayed for a new Policy

Mame this Policy

I Delete files with sensitive data |

Give it a8 detailed description that explains what it searches for

Delete files that contain sensitve information and that were discovered in the

past 30 days

puromatically delete files that match this policy (Every Day)

Type "permanently delete” to continue with the deletion.

permangntly delete

Create Policy Cancel

=
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fE RS B o D ECAIPARE

TR AR R ERIRATERNFIE XS EE AIP 175, eI LITECIESRIRAIETE AIP A7, A IERIE SRR
B ARANEEAR RS o

EBlueXP RIS, X RBIINRE S FFEARINEEH
RIETE R D ENATXHURITEN LR, BRI SITUA T RE:

AR ... B4 ...

TARE BB R AN AT R
BERRD RN EIRE AN RSV Gl vy
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AR ... B4 ...
FRIMEI REE N HE DB — MR IR E SR A AR
B REE A E D B R RIS [lid: RSV S Glll: N o

BB TS BERIE RN AIP 7%,

p
1. fEERERYIRTIE S, RHEAFM (HEXR) AP IRERIRBREY * 418 * o

AT
( '-_‘E);l Data Sense Governance Compliance Investigation Classification settings Policies Configuration
R
Policies List
GDPR - Old Sensitive Data - TR
Label i E-mall natifications: hi {:)
General 1 ns: Menthly m \2

Data with European IDs for GOPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, wee need to limit
character input so the description does not take more than 2 lines here in the component.

HIPAA - Patients Personal Data ()
E-mail notifications: OFF L:)
Last modified: 17-10-20 = m e

The Health Insurance Portability and Accountability Act of 1996 (HIPAS) s a federal law that required the creation of national standards te protect sensitive patient health
information from being disclosed without the patient's consent or knowledge.

2. ERERETIEYT, RPERENSERSHLENXXHERABENNE, AREETRE Bl EMR*) .

Edit Policy

Saving this filtered view will create a new Policy, you can view/edit it in the “Policy” tab
Name this Policy

HIPAL - Patient Personal Data

Give it a description to quickly identify it

Files containing patient heaith information that is more than 30 days old

Send email updates about this Polioy to Cloud Manager users on

this aceount every Week =

l..|t::rrn-al.n.'alhj.I label matches of this Policy with; select IabelE

B ceneral
C ]
)
Finance Cance]
|
B confidential |

3. B (RTFRES * , IAREERTERR R,
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@ MRAENRIEECE TIRE, BLHEEM AP RRIFRT Z5%E, WZREEMELERXA, HE
BRI,
IRAE RS

TR LUMER eI SR TN A RSV ERI R, MMRBENE H(EATHERRE X BB ORISR R LS. N
IR HEBE Ao

EAR. WTFENXER., BEREBESE KEEFIEN UREE RMAIPIRE, TaEE M EREME,

PR
1. TEERERYIRTIE . REEEIHIRIEATRIE

Pt
(@ ) Data Sense Governance Compliance Investigation Classification settings Policies Configuration
S
Policies List
/':'\I
Personal from SMB share (DB) Auto delete: OFF  Label: OFF  Email notification: OFF Edit Policy l:\ :)
Last modified: 2021-12-09 -

Find any files containing personal data on our SMB share

2. NRERABBUETTE EMNB(ZIR, BEHER . BEREBFEMEER USRI T AIPIRE). 1H#HT
B B ERIFREES

MRBENEREFE NN IMILSE. BRI REETIA
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Name this Policy

ersonsl from SMB share (DB) ‘

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernall all the usars in this account  Every Day -

Send Email Every Day -~ [m

Label:

Automatically labei this Policy’s matches with: -

3 EEXZEWRIAZRET. @I, BERHEEX LRI RMEDIE. ARRHREFELR

88 Data Investigation E] Unstructured (16 Files) [ Directories (0 Folders) H structured (0 Tables) Q Search by Fie. Toble or loca ok,
= FILTERS: Clear All 16 items | 250.2 M8
Polidies n 3 0 : | Personal  + | Sensitive Personal  + | Data Subjects = |
O afs2json SHARES 1 0 o 150N v
Open Permissions +
O dfst2json SHARES 1 0 0 JSON v
Ut R RIS * [  TsbleTexSenice¥ioe saRes 1 0 0 ™
Eile Ownar i d testpass.json SHARES 1 0 1] JSON b
O udpee SHARES 1 0 a T’ b
Label +
[0 Licensesharpen.oa SHARES 1 0 1 TXT v
Working Environment Type + [ TableTextServiceYion SHARES 1 i 0 TXT -
Working Environment + D Herame e ! R ° o N
v
O urdpoce SHARES 1 0 0 T .
Save Changes
Cancel Edit Query O Nentese SR ! @ s bl -
o uery
=
1-16 of 16

=
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Name
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PCl DSS—30XBIBRIE
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% PAA—30KRMHIBRIB 2K
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FRFBIF

GDPR—EUM AR

CCPA—MFBEILEER

BIREEERI—E XL
BB F AR i —= XS

PABE—B XL

BN ABIE—S N

BIENEIE
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81 30 Xo

BETAIKBIAGESOXME, ERIE
ERBYiE) A 7 Al

BEM U LRBERARIMRATTRIX M4
2B & MEER ARTIARTAVEIERER.
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MR AR E & IARIR TR EUERE
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5
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50% BYERHERES o
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r, HEVSER N ALENTHED
50% BYERHERES o

sl B MIBRRER * , ARERIAHEEREREE * MIFRRE

248
S3nE , EETATEEITAEGER

B&ERE, Re—XEXBHEN 30 X

BEBTINREIE (EXFHS HIPAA
REER) , &REELAEN 30 X

BENATHRBIAGERHXMG, ERE
ERBYiB) A 7 AT

BE5M U ERIREE R RAMRRTAI M
HECZBI15%7 | BEE— M EXRIH
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&, MEMIEEN RFENEIEHITEN.

* MREBEANFLIECERIAH R EBHEEM NFS UE, RIS HEHIZIBIR NFS H=,

* ALK ONTAP xRS, RREMEZNERNEERETREEX M. MREBTBHE, #E
REMRIBEFHBRRLEX S, NIETIFEER.

* BRI XHMNREFEEEFIHRS IFEBRUENE R, MREBRBEM—NERRATZIS—NR
R4, MR EHE—E&RZER. NitIeEIEEER.

* [ERILAREBlueXP ) R IEFE RV S ch EIERINFSHE,
* BRI URFBLEEERFAREHNTE, TEEEFEARTHIXMG, HELERENEENX M-

* REEERMNBIERRITRBOREMGE, ARUERETIFIRIN6E. BERITXIRG 5
@ HEIRRER 2 B XA RIFAER.

* BAl. Google Driveltk = FREVEETT A A _EIRE(ITHEE,

SRR
TR LAEHIBlueXP R IEFE M ERIRX . RIBESIATMES, ERNRIFA =R
* XM MEESARIBIESEEREH E BT NFS #£%,
NRBHFELEHUECZRIAH G HEB TR H M NFS &, NIINeEIFEER.
* * ¥ ONTAP % * m[ZRIFA—RAFRIHE, EENENERNEERETRNEEXH.

MREBETBHIE, ARFEMNRIBEPHFREXH, NIETHFEER, HREFER "NetApp
FlexClone" BFIREEHIE, ARMERE * &K * EEHIFBITIEE.

* Bt NBENEEFERE (ONTAP %, S3#fiEnE, NFS HEFE) ERHRSERERR (BiF) B
B R.

BT BHREM—NRRATBAS— NRRANERER SR, DRESZE. RSBRECEENITY
P FTH MR, LRIPEER NetApp BluexPR HIHIF2" AT ISHIBMIRE I FIE BTN
AEo

B EHIBINFS IS

(R LUEBlUeXP S K IEAE RIS S HIEHEANFSHE, NFSHERBESBIUeXPHLER. EREME
B EHIFTE EREX HBINFSEZMIBFRENE] <host name>:/<share path>,

(R R BB PRI

&k
s BEHIXY, BHXTAEAKFEERRIETBEERAE,
* EFIXHERBIINFSHE R 1F MBlueXP FELA#1T3h18)0
s —RE[UEHI1E]100. 000131,

p
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1. FHRREERENRD, EFREFNN—IHZ XN, RAREE * EH

255 items 1.2 GB | 2 Selected 3MB © Tags | @ Assignto | [ Label D £ Move [ Delete

[C] File Name +| Personal : Sensitive Personal | DataSubjects : File Type =
Expense Report EXP-TPO-106038887654 oo 6 K| 16 PDF o
Expense Report EXP-TPO-106038387654 Vo & 3 & PDF e

[[] Expense Report EXP-TPO-106038887654  ovo 6 3 6 PDF w

Ij Expense Report EXP-TPO-106038887654 oo B 3 4] PDF bva

© BEFBAXM, BEPFEIXMN (B volume 1) o
| ERMERE LA, HeirET ()

| BEFAE EMFE X, Bt AU , AREREMHEET
All 20 Iterns on this page selected  Select all ltems in list (63K Items) T, BT * BFEFIRPHIFABEIN (xxx ) *,

2. £ Copy Files 3HiEIEH, HEF * BEMEH * IR,

Regular Copy FlexClone Sync

Copy a list of maximum 100K fems

Copy to
Destination pider i Hostname SHARERPATH
Warning: thes action will copy XXX tems 1o the chosen destination folder

Da you want to proceed?"

3. MANEBEEFIFIEIEEXHR NFS HEMRZHFR, B ° <host_name> : /<share_path>' , AFEE * EF

[o}

LB B R — P INEE, EPeSEFRIFIRES.

ERILEREESTHRIFEIEE "R PRSER
FAR, BEAIUEEEXHNTHEFAGERNERN RN RFRE * EFIXHF .
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] Unstructured {324 Filas) B3 Structured {323 DB Tables) o T

Flle Nams - - Sensitive Pertanal = Data SL'IHHH‘_'I- - | Flle Type =

|:| Expanse Report EXP-TPO-1060388R7AH5435 fvo & 16 POF et

Lo

[[] Expense Report EXP-TPO-10503888765435 v 6 » 30a 16 (= PDF | L4

i 1l
) Working Environment: WarkingEmviranmant1 | AEN & Lobel tothis e | = |

Repository: Volumie Name | G Move File |
(#) File Path: /Prodiabs-base/Expense Report EXP-TRO- 1 D6038E.pdf | (3 copy e |
BEHIEREIIME

1A LAEANetApp _FlexCLONEZJRE S fEBlueXP 3 K IETE FAHHAVILBONTAP £, XiF, ERAIUREEHE
, FERMXEERENX . MRBIBHE, HAEEMRBETHRELENG, HEZLBEENRIELHITUIR
, MEINEEIRE B,

MERTSREERNRESPEE. TRMLESZH, BFHRARSTERBHNTRAETAUIHE, NBEVE, 5
RALHFHEEER.

* R * TiERE FlexGroup %, A FlexClone RZHHXLES,
£

* BEHIXY, BHOARKFEERRTETEEERAR,

© BRI E I DEEFE201 XX

* FIEIEEXHEBHSIRER—1ME, FEZELTETFEANRS.

* HEWIIKE Cloud Volumes ONTAP ZAEB ONTAP R4, Hai A AEMEIRR,

© BB L% Ek FlexClone FHIIE, BAINER T, LLIFAIIEARREETE Cloud Volumes ONTAP &4t L,
HIE

1. 72 " SIRRE " @, EE—* TERIE * —1 * FEE ~ ReIBimikss, UBRAEX4ERE R
— ONTAP %,

28 Data Investigation

= FILTERS: Clear Al

Working Environment Type + *

Waorking Environment n +

Storage Repository n =

datasence (130K)

[] cifs_labs (1.5K)
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N REREMIREDS, UEEREEIEREFENXH.
2. TIABERERD, EEERENXY, ARRE &6

255 items 1.2 GB | 2 Selected 3MB © Tags (@) Assign to [] Label Copy 2 £ Move
[T]  File Name 3| Personal : Sensitive Personal 2| DataSubjects :
Expense Report EXP-TPO-106038887654 v 6 3 16 PDF W
Expense Report EXP-TPO-106038887654 tvo 6 3 5] PDF i
[[] Expense Report EXP-TPO-106038837654 tvo & 3 (] PDF ot
Ij Expense Report EXP-TPO-106038887654 oo & 3 & PDF L

© BEEBRAXMN, BEPEIXM (B voume 1) o
R0 S Dl =p g MR il (B Flle Name )R

| EEEFATTE L MNFE S, SETRET ( LR |, ARBRTREMEHEH
All 20 Items on this page selected  Select all llems in list (63K Items) T, BB * RRFIRFPHIFABEI (xxx W) *,

3. £ Copy Files IHEIESH, #EF * FlexClone * EI£, IWREETEMETTEIIXHELZE (
s URKMRENESTEE / BIBREXHEH (ERIEFNXH) o

Regular Copy FlexClone Syne

MNaimi

Copy <volume_name:>

FrexClone volume is always created in the same aggregate as is parent

1. A poird of firne volume will be craated via FlexClone,

2. All lems that wera not included in your guery will be deleted rom the coned valumes
The eriginal velume will not be affected.

3, Once the procass (s done, you will have a cleanad-up copy volume raady 1o migrate

Laarn more

Fites
s == = 234K Files

B Cloned B Deisied

Cancel |

4. WAFENRR, SAESE * FlexClone * o
LB B R — P INEHE, HPESRERFIRES.

“©R

1R

[ANY

BERERIS ()
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KFEohREHRENS. IRRDKRER LRME—EDT, WINREBLHEIHNE, WEERITUTEE "Faixd
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HAED ZFHFHERUE")  YIRERIE, XHFERNEAEEFRIBERENITRIHITRY
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BT REEMNRERFHED 2 BRBITIEE.
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* BEEHMRS XM, ERAARKFAEERRTETRIEERAR.
© BARE DEFE201 X,
* FIEREXHE N TRER—RFEE (ONTAP %, S37FfESE, NFSE CIFS #E%)
* BEEHEBUeXPEFMRAL RS . HELVEE—MUERE. BTFERARANBMRARZEEEXH. M
FHEEEBIueXPRIZFIEF B3R "R EahR A",
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1. EERAEERP, &R TR * — * FHEE * ReIZmikss, UMEREXXHERER—
YER): e

88 Data Investigation

= FILTERS: Clear Al

F Y

Working Environment Type +

Working Environment n +

Storage Repository n -
datasence (130K)

[] cifs_labs (1.5K)
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2- N =a N —BT/,— s — Ny n
wREEREET, whirT QO  ABERFESHEET
All 20 Iterns on this page selected Select all ltems in list (63K Items) BB * IEIRFIRPMAABEI (xxx ) *, AFE
& EHl .

238.1 iems | 244.2 cs © Tags (® Assign to

File Name | Personal : | Sensitive Personal # | DataSubjects # | FileType $

All 20 [tems on this page selected | 24 MB |Select all items in list (238k items | 244GB]| 2

CRM_Customers.txt cvo 652 0 1 TXT ~
truepositive.txt cvo 0 61 11 TXT ~
test_file.txt cvo 6 611 111 TXT v
test_positive.txt o ] 65 51 TXT v

3. 7£ Copy Files IEER, %EF * AL * &I+,

Regular Copy FlexClone Sync

An easy to use replication service for transferring data between any file or object store,
on prem or in the cloud.

Learn More

32K items will be synced using Cloud Sync.
- — & -
aC T P— aCO
Source Target

: Data Sense :
H e _. e “““IE
—

Data Broker

OK | Cancel

4 NRHLBEEEXHRPEBEINMIE, BRE * HBE
BlueXPEIZFIEFUIEEBlueXPH T,
RERBRTEEXALT X R, BRASRIBEEBlueXPH EHFIERNIZMEEN S HITRAIER,

o BFBERERBNAS, ARiERE (HEIR) HERANKIENE. MFIREEBIUeXPRIZHIREL EX "Rk
B Ehin) IR

#R
XEXHREHREBTAS, AREEEXNIHTHETRY ., MREF—XERY, WXAHRZERIMRET—
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Ro SNRERTEHEL, WEREHIEP XM, HER, MRRRFMNATH XG5 EERMER I EZNER
ILES, XL new XK ERIZIBIRHERREITED

EEE. MBlueXP73 K JAABlueXPEY, FHLEE NABlueXPEFIFFEI S ESREER:

FeEER * MIFRR LRI * B * MIBRE AR LRV * 325,
° El; AisT T?Elzlo

BRSERZ o EINFSHE
&R LA BlueXP 2 KIEFEHERIEX FZohFEMINFSHE, NFSEERFESBIueXPHIEEM.

HE. BU LR REBEBDIXEGINAUE., RBEXGIHBBER THRXENERBUERINERER, XF
FENMENXE. RASERNE <filename>-breadcrumb-<date>.txt' SIE—MEB X, Ea] UEXEES
ANERMENRIT XIS, BUER X HB B E U XX H AP

HAR. BEXAN. BEXHFNFEREHIEEMAZE LENCIE. UETTEXHNBHUE. WRER
UEFERZXMA. WASIBEEX .

BT T BTSRRI o

XK
* BSnX M, BUAEKFEERRRITFTEREER AR,

 EXHR LI F L THIEES . WEFONTAP . Cloud Volumes ONTAP . Azure NetApp Files . Xf{t=
FSharePoint Online,

—RERZEILIEEN. 500511
* (NI B VFEHFT50 MBBIS o
* BIATNFSHZE M T MBlueXP 73 L FIIPHENE## 1T IRIE],

g
1. FHURREERENRD, EREBHHN—IHZ X

255 items 1.2 GB | 2 Selected 3MB & Tags @ Assignto [] Label Copy [l Delete
[C] File Name :| Personal : | SensitivePersonal | DataSubjects :  FileType :
Expense Report EXP-TPO-106038887654 oo 6 K| 16 PDF o
Expense Report EXP-TPO-106038387654 v [ 3 (] PDF w
[[] Expense Report EXP-TPO-106038887654 oo 6 3 6 PDF w
|:| Expense Report EXP-TPO-106038887654 oo B 3 7] PDF L

© BEFBAAXM, BEPFEIXM (B volume 1) o
| ERMERE LA, HainET ()
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EEEFATNE MFAE XY, EEFITT (alie) , AEERESHESH
All 20 Itemns on this page selected  Select all ltems in list (63K Items) T, BB * BFEFIRFPHIFABEIN (xxx W) *,

2. ¥R, BE B

3 Move Files (63)

The files will be moved to the destination folder you provide and will no
longer be available at their current location.

Moving files is supported only to destination folders in NFS Shares. Any NFS Share
is supported, no matter where it is hosted, as long as the share's expart policy
allows access from the data connector instance IP address.,

Enter the NFS destination folder path to continue

Hostname:[SHAREPATH

] Leave breadcrumb

A breadcrumb file helps your users understand why a file was moved from its
original location, For each moved file, the system creates a breadcrumb file in
the source location named <filenamea=>-breaderumb-<datas_ txt .

Enter the content of your breadcrumb

(D) Max length should be maximum 400 characters

=

3. £_move Files XEER. WABBEIFIEIEEXHHINFSEZHNZ. A <host_name>

. /<share_path>",

4. MREBRGREXMH. 1FEP_leavelRIT_I1E, EoIUEFHEEFRAXAE. MIERXHNBIMIE. %5
XHHBR UMEAEMER. fIIIXHEIRIERER,

. BE BB,

HAR, AEEXHNTHREFAEEN, EHaUBHRE It RFRE * BIXMG
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] Unstructured {324 Filas) 8 Structured {323 DB Tables) o T

Flle Marma z Parsanal = Lensltlve Persanal = Data Subjeets = Flle Type =
|:| Expense Report EXP-TRO-10603568765435 evo & 3 16 POF o
|:| Expenss Report EXP-TPO-10603888765435 o B (n Jin 16 = POF |+ 4

=) Working Environment: WarkingEmvironmant] | s obciasbobiodl] B |

[E1) -Ropositery: Volume Name | 3¢ Move File |

(8] Fite Path: /Prodiabs-base/Expense Repart EXP-TPO- 1060388, pelf | (3} Copy File |

MBI S 1

TRILUKAMBRE MR R EHNEAKR, TEBEFERARR G, HECHENEENR 4. HREN
KARE, FRBHTER.

BT I M BB EAS S ST " B R R
RIS SR R, SISFTE E AU,

PR S 14 T E2 LA T ARBR

* JWFNFSEIE—FEFRE ANURE X FHKE,
* W FCIFSEIE—CIFSERFTEABTE AR,
* XF S3HUE - IAM BEREIEUTIE: s 3 ¢ DeleteObject

FEIMIBFIR

X
* BbsXH, BB EKAEERNTFZREELAR,
* —REZAILURER 100 , 000 XX

p
1. FHRREERENRD, EFERFEN—IHZ X

255items 1.2 GB | 2Selected 3MB © Tags @ Assignto | [] Label Cosy | B Move

|:| File Name B Personal :  Sensitive Personal 2| DataSubjects : File Type &
Expense Report EXP-TPO-106038887654 oo 6 K| 16 PDF o
Expense Report EXP-TPO-106038337654 (=T 6 3 & PDF =

[[] Expense Report EXP-TPO-106038887654 oo 6 3 6 PDF w

Ij Expense Report EXP-TPO-106038887654 oo B 3 ] PDF L
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© BIERBEAIXN, BERPESIXMH (# volume 1) o
| ERMERE LA, HEirET ()

| EEERERE LM, Emeiras CORLEE) | AR REREEES
All 20 Items on this page selected Select all ltems in list (63K ltems) T, ST * ERFIRFHIFAEI (xxx ) *o

2. 1E¥RH=R, BE Wk

3. HTFMIBRIIERKAMRY, FLENTIERLEN Delete File SHEEREN " kAMBR * ", RFEE * BibF
X o

TR LIEFEERIRMRFRERE R PINSER"
FAR, BEIUEEEXXHHTHEFAESRRRE N . RB/RE * MR -

] Unstructured {324 Filas) B3 Structured {323 DB Tables) o T

Flle Nams - Parsonal 2 Sensitive Pertanal = Data SL'IHHH‘_I- - |

[[] Espense Report EXPTPO-1060IBEETASAZS Ve & 16 PO o

i

[[] Expense Report EXP-TPO-10503888765435 v 6 (» 30a 16 (= PDF | Py

) Working Environment: WarkingEmviranmant1 | Asign & Label tothis e |-+ |

Repository: Volumie Name

| B Dafete this file |

(8 File path: fProdfabs-hase/Expense Repart EXP-TRPO-1DEI38E. pdf

BEERGHIMERS
BlueXP# KIRM T —LEIRE. (ERIIEAIXLEIRE BT T ARA RV EIRRAA I RIHOIR

&N O

AIAMBR T, BlueXPOERRETRFIA TIFIFR. BIEENSIERNSMMENSELRE. NMREEENES
FETERRNHRIENRS, EEXETFRR,

* QETEENBIRRRNITRED KM, A RUERRTHMRIRSE. ERITNRE
@ TRVERIER R BB SRR R o

* NetAppFT/ARIEBlUeXP 73 S HATE BN A BHEABURN ABUER100% EMflE. BRiaLEd
BESEREIEIES.

BaAh X P P R 5
IRIEGDPRAICCPAS AL EMMER. i RIITMREHA T RARNRALRERS. IHREESUTRES

BHRES
& ERES UNBIEND T, TIERIEEUREE, AR HRSE.
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TG EEA
PR &R B9 N BUER B AR SRS R BV 5

VTS AR R ER R £
Rt R FIHR R I T ESRARARTHIA L

& AR KT LR &
REISAMMERT R E RS,
p

1. MBlueXP &, BEH*HE>DE"
2. BE AL, ARBRE T IRE T * RAKITE * B0 T HET.

eh

(5| Reports ' "“_.“{%Daza Subjects

Privacy Risk Assessment

PCI DSS Report

&

BlueXPZ KAIEMPDFIRE. ERAILIRIEREEEZREHFHLELEMA.,
FERED

BlueXPZ SERIEUT =N E I BERMRITEIREHTEIERF D

* PABUREEFTBRIERF SRR St
* MR ABUEEPTESIEFFr SRBE DL,
* BEREXANXHFEDL, BER D, H2FRESNHS ID SEFERITATHE.

BTHRERFIEENT:

BI85 248
0 PR = NIRRT 0%
1 Heb—MERAT 0%
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TEMRS ZiE
HPp—PNEEKXTF 3%
HARNMEEKTF 3%
Hp=1TZEKTF 3%
HPp—PMEEKTF 6%
HARNMNEEKTF 6%
Hp=1TZEKTF 6%
HP—PEZEKXTF 15%
HARPMEEKRTF 15%
HP=AZEKTF 15%

© ® N @ o B 0 N

N
o

PCI DSS iR&

S-ETISIER AT (PCIDSS) IREAIEERER A KEBES N HTNATIER. HREEAI
TEE:

pu
BEREAREREHXHHE UREFMIIEREF,

ez

BEEAFERHIXAEMEIRME LIEFRFIBR DL, ESHFETF Cloud Volumes ONTAP ,

ENFERMHRIF

BEEHERERNXHEERRIRBEHENRGFRIPHIIEIFEFR SNBSS L. EREFFETF Cloud
Volumes ONTAP ,

Retention

EREIXHMESERE. XREA, BANEREERFEERENNEBEIVIEERAFESPAF
8o

PREAEER
AMEREEENIIEFEUNEE BB T MEMEHERERP.

4 PCI DSSIRE

BEISHMMEETEERIRS,

PIF
1. MBlueXPH &, BEFEKE>HDIE,
2. BE %, ARET RS * TH * PCI DSS RS * SZO T HER.
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& | Reports kf__;%[j.aga Subjects

Privacy Risk Assessment
PCI D55 Report ﬂ
gR

BlueXPZ 3£ AERPDFIR & ERILMRIEFREEEZIRGEHRE R XL EMA,

HIPAA iR &

(BEERETFMREER) (HIPAA) IREFTHEBEGRIIESEREEENX Y. ©EEHRMENELSH
BHIPAASIREFAFA R ER, BlueXPHEEHMEEEIE:

* BITRRBERER
* ICD-10-CM Ef7hE
* |CD-9-CM Ef71LHE
* HR—B1TIRIRZES!
* BITIRRN BIERE R
IREEESUTER:
BER
BEBTIRRE BRI HHE U NRE MM IR ER,
=
BEMEBERMNEBTEIFERIEITREENXXENE D, IHEEHFET Cloud Volumes ONTAP

ENFIRIFRIP

BEBETRREENXHERBREIRBAHRERGRIPFNTEFERFASHNE D ERHET Cloud
Volumes ONTAP ,

Retention

RS HmBTESERE. XRER, RAETIRRERNERENEARNED M IEZE S FRENEtE,
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PDREBITRRER
RIBETRREENIEREURRE BB T INBMEHERERIF,

4 RHIPAAIR S

B SMMEETEUERIRS

S IE
1. MBlueXPH &, BHEE>HEY
2. BS54, ARRET RS * T * HIPAA IRE * S T HER.

o .
@ Reports ‘(_4% Data Subjects

Privacy Risk Assessment

E
| HIPAA Report E

%R
BlueXP% XA £ MPDFIR . B LUREREER LREH BELRAHMA,
FaRBIEEIEBRIER?

WM GDPR SRafAEAMIETHIEER MEFRRT) IHAENABIEONA, SMBEEABERILERE, It
{EEH7 DSAar (BIBEMHKIAIENER) o BAKA " TRLER " HSHXEERUEIAG, H BRRIERTNE
RIE— A RIS IBRL,

ERILES I RE AN SR ENRIRATT(FINBFEp ). AR THIRERMUDAR, AiRE SHEHERA
4R E GDPR SR NBHEIRAAERRNE K,

BlueXP 73 3£ 4N{aZE BN & MRN DSAR?

WITHIEETUERAY. BlueXPDERERE S ZARNERTITRFRAEXH. 2. OneDrive
#MSharePointtkFo BlueXPO XSO ERMAIARS I EIE. UEHRBZMTATIRNT, ERSBoIHMH.

BRTME, BRI THEEZERRBERIREIXETIR. ERELCETHERRRER, HREEMNER
FH, ERILUGHAESHERA S,
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() =8, BEEFZRMETEER,

RREIEETEH THRS
RRUEX AR/ NEIMMRT, AR THXHFIRKRE DSAL K&, ERILIERKE TR TAGEEE

&,

() mxuErdeamer. SH%E @5 DENEETE. BEERINESES0SE,

B

1. MBlueXPHegrh, BH*IFE>DE
2. B BT,

3. BERHIEEAHN LB HEMITIRFT.

UTFRBIERT IFBFR john doe FIIEER:

E (f-“ :
F‘ Reports J&Data Subjects

< Back

john doe Results X

203

Files Found

Download DSAR Report 4

Investigate Results (7)

4. FEE— BRI

° * TH DSAI RS * © MIHEEREXIAR, ERILUSIHmMNLIXAHIEER, BREEER
#EBlueXP ST IR (A LI EINBUE B shERBVER . FRIRITAFERIR. ENIES IR BEHTRER
HITEHZ, ARBRHERELHIEERE,

° ;Ei)ﬁﬁé%% L —AIE, IRTESER, HF, T REEXFINFAREE UK TEXATIRKAER
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() mmsm@g 10, 0004, WKHFIRBRETE 10, 0001

PR EEFET IR

ERILATmIEBIueXP D R EMMEE SIRNAR. UEEME LEFRNEEENSMIEHRE. HENEEREL
R R S ML R,

TETIE(S BARET. BlueXPESFEMIEHIEM IR FHSERENR T IEHEZRM TIFIF IR,

g
1. &g TR, ERESFEHMENIERR, ARBEE EE

| ¢ ) Data Sense
P

All Working Environments (12)

Select all

Working Environment Name 1

Working Environment Name 2

20% 5%

Waorking Environment Name 3 Personal Sensitive Personal

e R A PR 578)

Working Environment Name 4

Cancel
/7,000
VIEW Al o ) it
Sensitive Personal Files

Personal Files

Email Address 2,700 Files Health 2 700 Files
R

Credit Card 2,700 Files Ethnicity 2,700 Files
Lo o
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EIEBlueXP#

B AZBHRIRIR T AN ZEIBlueXP 3431+

BlueXP73 N EHRME T 15 2 75 /AR A MBlueXP A EREER K PATIRN B E X "M A
IR, NMLESE THRALR_all X4 r]aesURNBURFIENAIE,

* SR URIEE R SR A P BV E F AR INME—ARIR T

* RTINS RN B E X R B F— X F IR FIRIR,

* ERILMERENZRET (regex) RN AR —IENFATUR AN ZIEL A FE AR T H,

* IEEI LRI B RE X35! LA E SRR E (5 8 2550

PREESYIIFATA XN B E X5 RIH,

®

MEGEREERARIN B E XN ANBIREIRIR T

A 1#7/9_Data Fusion _B—IIhRER] B A RREIE. UHE ERSIEERHE—MRE S T EME
fhEERT. SR LB FESIEER PN — TS MFETIHEFEBlueXPH REH AP E R E TR
o 540, TEIRRT MR Data Fusion 13#%, DEMEAIERE, LUHRE Oracle BIEFEFFIEEF ID 25
2

QETEENBUBRRITRES XITHEE, ArIUEARTITANINEE. BHRITERSHFREAYEK
EREA=ETRX A RIFRGER.

Databases -- Structured Data Files -- Unstructured Data

File in Volume 1

Database: Oracle

Schema: Accounts Scan your volumes and

JOOOO0COOKX

Table: Customers buckets for occurrences xx213536xxx
Column: Customer ID of the Customer IDs in YOO
your Oracle database Xx472637xxx

JOOOO0COOKX

File in Volume 2 XOOKXXHXXXXNKK

I
| Customer ID || Address

Account| Name
| | XOOOOOKXKXX
1234 ABC Co | 135876 {125 Main st XXOKXXXXXKXX
1235 XyzCo [l213536  ![35ABrick R XXXXXXXXXXXX
1236 | CatCo |, 359264 |55 Wind Av — XXXXXKXXXXXX
1237 Dog Co ; 472637 || 11025 Cor XXOKXXXXXKXX
1238 Zebra Co || 582455 || 36 Sahara XXX472637xx File in Bucket 1
|
: _ | XOOOKXKXXNX
] XXXXNXNHXXXK
XX213536xxx
XXXXNXNHXXXK
XXXXNXNHXXXK

200000000
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%lé,‘.’\_lﬁ?xﬁﬁm, ERNEM— S3 FHAPRPRIMTAEIE—HNERF ID, I, BEHEHIEERTIEMAIT
It

HAR. BTEEEHEECHNIURE. ELERRNBlueXPHEREH. FEREFMEEUBMNIMAIESRITIR
£ 7

p
TR THRE "EE D RIN— 1 EUEERS 28" BIBlueXP 3. AR REARINEEFusion JR.

1. FRENEF, BEREIEFEHIERERR * EIE Data Fusion * .

Configuration

41 Schemas [ =
Oracle DB 1 © Manage Data Fusion | &, Configuration
Cracle | ,.ﬂh.-[ = b

No Schemas sefected for f ?
08
(%

Compliance Not Scanning
Vipww D alls

2. BFHET—TM * 7500 Data Fusion J& * o
3. £ Add Data Fusion Sources T1EH:

a. M THIS B FRIER BUR SR,
b. FNZERHHIRZFFo
C. M NBEEMFERIE—FRRRTAY Column 3¢ Columns

AMZNFIE, BERRBTHEANE NI IR RAE R
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Add Data Fusion Source

Columns Containing Identifiers

Customer D

Add Data Fusion Source

To add a Data Fusion spurce reference, specify one or more columns which contain
your organization’s unigue identifiers, such as a column used to store customer |Ds.

Maote that adding a Data Fusion Source will initiate an additional scan of your data

S1OTEs.
Database Schema Table
Cracle1 Accounts Customers

Cancel

4. B * 7500 Data Fusion J& *

Oracle DB 1 Data Fusion

Schermai Table 1

Schema2 Table 2

Database Schema 5 Table & Data Fusion Source Columns

Column 12, Column 4, Column 18

Column 2, Column 14, Column 8

+ Add Data Fusion source

With Data Fusion, Data Sense can identify sccurrences of your organization's unique identifiers found in your unstructured data stores, using structured
data indexes containing these unigque dentifiers as a source reference. Learn Mare

“

TR, EREET"TALER SN SIS BRI AR iR AT THRE S LHES.
Flgn, EEFID EERNRATEEREMILLE5RH Customers. CustomerIDs

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items
Internal Product ID 0 Items
Estonian ID 5 ltems

IBAN

6.7K Items e

@ Customers.CustomerlD

56 Items e

French SPI

5 ltems e
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ffifsxData Fusion &

NREEENSZARERAEREA Data Fusion JRH#EXH, MEJLIM Data Fusion /BEREITIEFIEFRIT, A
B * P& Data Fusion J& *

\.

<) Delete Data Fusion Source

MIAFIRBFIMEEN KETF

TR B E X KR FRMTIBlueXPH KA. UEIRRXIE BAMIETIME, ERBMAFEBUeXPHIIR
SIS RIARARIARET . XRFIEFNEBluUeXPHXEERANIEMENAEFH, ERERETRENA
BHES o

FIEn. EEIREREERMAXHRRRASTSBTHOMUE, UREXERTERLZLNMERT S,

FHEENERTE. BueXPH XIS EHITHFTESIER. IHRME. FEREETREBUXPHRAH
MEBIRFE I ABR B T. URIBETERE N A SR ks,

TE
1. T£_Classification settings_EI-EA. B T*ARINFHHISETT* LUS5I_Add Custom Classifier_[A5.

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Custom Categories

> HR-Employee Contracts 12K Files  — .

2. 1£_Select type_DIE™. WA LBAILIR. REREMNETHER . BEDPARRT. ARRET—F
TR R VR EBIUeXP D EUIR BTN E O XBERNERMXHRIRE. HE AR TTEFER N
pririr =R S
TR LOER" RR RSP RNENER ERE. UETBERFAIEREVIR, fId. EaseFERITIL

RELPREEENER RS HE M N ABIRABIE R EREVIFR. WTFR: "passe: [$] pass: [$] pass
: [$] passe: [$]"3434),
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product Mames

Description

’ |dentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. 7f_SelectiiENMTTRE_TIEYP. EF BEXXBFENERTEXDEBNGE. RAREE TP
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.
(0 custom regular expression (i)
Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

4. 7£_Create Logic_ TUHE™. HMABIRGINXBF-F— MU T —F2MMT E- AR

UTEREEERTAS~mR2M(AREENFAEN). XEBBRBlueXPRERERFX DKM,
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Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification
dashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.

« Duplicate words are only added once.

barred
barn
horned

sNowWY

screech

Keywords list is

o. Bfi*Done (5eMk)*. BlueXPZ 3R FHIAE M EHIERIE,

#R

E#ﬁ%ﬁﬂ:\ HZRBE"TAER "D TH"EMIEEBIR PR AR iR BAE TTER e S IHE

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items e IBAN 6. 7K Items e
Internal Product Names 26 Items e a@s Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French 5Pl 5 ltems e

SNIEFRIL. HERTRRBIRRENALER EIRFAERZN. BIXMAEN. ERLESAHARNENXEFT. HE
E’E’K\éﬂﬂ’]é%%o

ERIENRAINAINBE E XN ABUEIRIRRT

TR LAER B E X EMFRAR (regex) RN D AENRITREEFRRERE . Xi¥. ERa UeIR2— MR E
EXregex. UHAERKFRHFAEFERNFTAGBETER. ENFRERFRINEIBlueXP X ERERNIIATIE XIR
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. ERFETEDARNE D T

a0, ERIREFREEEMRA XHPRAANE”mIDEIE, NR~mIDEEMT. Fli. ER—1IUA201F7k
A912Mi38. MIRTLAER BE X ENFER A HFFRRRE, RFIBENRAR A% b201\d {9} \b*

AINENRAG. BlueXPHEBENRFRIFEAEHIER. AMTHlE. HEREEREBlueXPOEEMIE
SEIRFIPALER BT URIFERER" N AR THEEFo

NREWBIENFRARFEZREY. BEL "ENFAT101." EEPYTHYTHEAXER, UEEBlueXP7I2E
RE5ENFREXLENERLER, . "Python RegexilliXZFIHE" BEUERE AR ERERERER,

() Bl BRI ENRA R RS ST X R E AR RIS

TE
1. T£_Classification settings_JEI-RA. B EH*ARMNFHIZETT LUS5N_Add Custom Classifier_[AS.

Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Customn Categories

>  HR-Employee Contracts 12K Files  —~

2. 1£_Select type_DIEH. BN LBLIR. REEENETER . B DPARRFT. ARRET—F

TRANBIRREAEBIUeXPIEUIR BRI AN N LBERNERMX AT, HE HE NERER A
EAREV R, EEA] LUk RRAZPINEIMER " SEE, UERELERFTIETREUIR, flg. &8
REREMITILIRELARR R T B RE R RS SSEMAT N A LR,
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. 7_Select#iENITTA TEYP. EFBEXENRARNFAERTEXDEBNAGE. AERET—
T
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression (1

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

1
Previous MNext
J

4. 7£_Create Logic_TIEH. MANENFRELFAEASEEIA. ARE T ST
a. &

TR LA N R SR ENRRAT. Sd*Validify 12 AT BlueXP RIBIFIENRENZEE, HEF
ZXEZ, XEREEREREAXZER,

b. 5. Etha LU\ —LEmIARE ML ERIER M, XEFRBEMUTARAERERAIB00MNFRF
RNEHREBERNZANZE). ERMEVITHFRAE MINEE,
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using
@ custom regular expression.

20 Nd{9%b

A

[w )

iccess: Regular expression is valid,

Proximity words - To improve the detection accuracy, insert phrases that
must appear near by the regular expression's match.

product id
identifier
ZR
LB AN 2588, BlueXPHEEHIGEMIFRAMEHIRR, I EREIBEXEThm. FEkimP. &q]

UEESHETLENX AR, FEMESIERNERFFTE—KiTE. BABRTZEERRIIXARE,

g '--\‘ - - - . - - - - -
[ fg,-*/,l Data Sense Governance Compliance Investigation Classification settings Policies Configuration
N

Classification settings

Identifiers added by the user

Custom Categories

>  HR - Employee Contracts ! Sk Files fe

Personal information

> | Internal Product ID 17K Files
f—

ENIERINES ]

BlueXP7 2R A ERMHEBIEH KA D ARERENE ], XFBETHEIXHNABTMTHEH#ITAL
BReDTEB. "BSUIE X7
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5T LOEE & 2 RFrRAE S SRBURERE T BEIBNT . %0, _resumes_3k_empleee contracts
_FERFTTRE B SRR, BELERN, EESANATEREMREARENME, RS, oL EIELR
AR

ERTLAR B RE MCEEH RN EBlueXP D K. LUERE SRR~ Bt — (5 BEFIESIEFAIUE, ErILiEde)
BESEMRANSIERFR L X RANE ML, AFIEBlueXPD SR E 4. LUIEBIAIFITH
3" UEERLARREIERPRIEE, XELFERNEIBlueXP R EMRRRIIATIE X L7R. EREETR
"3 57 To

e, ErIREREEE gRANEBREXHEXGPIMUE. UETSEEERER.

EHBEENEFE. BlueXPoEBEHFERMAIBHIER, HAinkmi/a. HERFEREBlUeXPIEEMME
SEMRPRERN"HD T URBAERER LR HiEeEP, "5SS INIARERIEE XM

ERBEHNE

~
2
=S

EOREQE MBI, XEXHEEEHEBIUeXPHEKIRFIMIEIERFIAIRE. SZHRFUATXHHE:

.Csv, .DbOC, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

XEXHRAEDN100F T HELTT ALEIBlueXP 7 3EIHRIAIS 3,

HIE
1. #£_Classification settings EI-EH. BEH*HRMFAHEISETT LUSE_Add Custom Classifier [,

Data Sense Governance Compliance Investigation Classification settings Policies Configuration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files  — :

2. 1£_Select type_DIE™H. BINILBLTR. RIEEERDTHEA . EF L RAREHT—F

TR R VR TEBIueXP 2 LU B R A S EE X R IR LR ERM X HRIRE. HEREREFE
T TR EYE Mo
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis

that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default.

3. 7£_Create Logic_TUHE. AREESTFEINXH. REREIFIEEFEXH

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
®  Supported file types: pdf, docx, doc, ppix, =ls, 2lsx, csy, t=t, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bdinimum file size: 1008

Compressed Installer files

) Select Files

4. I NERIPHINE AR YIS FRTERIER R, ATFRE RIS
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IP

Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.

SO0 W00 00 00 N olumeName fnlder.-’p.atl'l.r"

Training Data - Folder path

Add Cancel

S WIEIAX 2B EMBIlueXPHEIRA, BE* BFTFEERNEFIXE, AFREE*TTMo

Al-based similarity training @
®  insert NFS folder path
®  The folder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.

Compressed Installer files

Total uploaded files: 54

File1 56 Fila type
File2 22 Fle type
File3 43 Fle type
Filed 11 File type

Create Logic

Supported file types: pdf, docx, doc, pplx, xis, wdsx, csy, txt, gz, i, docs, sheets, slides, json
The keywaords are not case sensitive

Minimum file size: 1008

) Select Files

included in training -

i e

#R

RIS E X B ER. FHRBERMEIBlueXP2 2, ARG, BlueXPEFIAEMITEAIE HURIR.
RS SRR Mo IEHHREIEE XA, FESR. SR UEESHEHLENX . 3
A BIERNERBFTE—KRE. AERBRTEERRIIXHHE,

BEEEEXDRBFBHER

EEEAMIEE S RNBERATEE EAEENSXRNER, FIN. LREREE AL BHN A1
HEE SRR R RILAAOE S,
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Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © 6.7K Items ©
nternal Product ID 6 ltems e zf‘,}g Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French SPI 5 ltems e

$$\ ) B RS TE B AR,

toh. FREBENX D EBRERE S ER1E"Custom Classifiers (BENX 772K 28)EM £, HEZRI6MIMEE XS
HBERE S T RTE"Compliance Dashboard" (&S BiR)H. W AT

Governance Compliance Investigation Classification settings Policies Configuration

Compliznce Status Custam Classification View All

o~ ~ PIl Distribution Ethnicity Reference 38K Files

g %
e J 504 ol
||( I o | &% Yo )
\ L= ) Nop-Sensitive Sensitive Persons Ethnicity 29K Files
\ -
\ e
N
————————
Legal - vendar Cus... | 2K Files
e
— 1 AC 1/
17K 45K
Personal Besuls Sersitive Personal Resulis m
E Jeire 7 ™ Refererce 23K rerns

EEEEX KRS
TR LUfE R RmIEE TR BN B A RER B E X ETT.

B4 T iBData Fusion262,

INREHRRERFEBIUeXP D SKIRFERMBY B EXIRIC, WATLAER MR LI HAMRE TN E,
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Classification settings -
Add New Classifier
Identifiers added by the user
Custom Categories

,  HR-Employee Contracts 12K Files G

Personal information

v Internal ProguctiD 7.5K Files  —~
'\._z'

& Edit Classifier

Model lype: Custom Regular Expression
Description: Identify internal product IDs found in all files & Delete Classifier
Model last change: 12/04/22

Mask results: Yes

MBlueXP 733 fu P HIRETE B %

INRAEBlueXP RHIFH B R EHUERE RPIRMEGE. WA LRXLEE RBMAR
MEIERE A, NMALLEE. BlueXP7 K5I ERHFFX L B R EE,

HAER. BABERT. BlueXPORSEENHFRRERIREE. RANZATSEFHNABTER,
BlueXP733hR4s1.29 K Eishie s (M 2024 F3 B FH4R) 1= 1 7 Ik ThAe.

S EFEIRIR

MU EIRREFBINFSHICIFSHEZZ FE MBlueXP ERHEHHIRISE B R:
* NEREBZEONTAP
* Cloud Volumes ONTAP

* JEH T NetApp ONTAP FY Amazon FSX
* Azure NetApp Files

* BUMXHHE

EXBMFHEPHFRNER
EMD LT HIRE R 2 8. CREEERIBlUeXPARRSA. UERBREXFHETHA. BSMRER
B "EREBlueXPH X AL ARIURATERAELnut B EFHRERN. ERRESTEHET R0,

@ * S BlueXPHERFRZ A LIHIRS0T B R,
* HiFRE RERIZAIRER RN 8],

TE
1. 7EBlueXPHERZ . ¥ E"//lopt/NetApp/config/custom_configuration" 3T FF XX 4

data provider.yamlo

2. {¥"data_1Rfft BE"HIN excEA]: 1T WABHRNERERZ, F:
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exclude:
- "folderl"
- "folder2"

BNERUE X R EAEMERR,

3. MEBUREFERIX M,
4. % 3"//opt/NetApp/Dat WZ/tools/customer_configuration/data_12fft I "Hiz1T A T2 :

update data providers from config file.sh

Itber L 2R EM R HIERII B RIER 2 532K51 %,

#ZR
XHEIERIFR R RS E R HbR R X e R B REVH .

TR LUEAXEARRD BMARRS RPN, FEIRFFNE. EESTHSRRENRG. BITERHIRYIRE
ZEH

ANt

BoE1:
BIRFPERIE B A "folder1"BIE N X &R M B #IB R HERR.

data providers:
exclude:
- "folderl"

BHIRR RS
+ /CVO1/fOLder1
» /CVO1/fOLder1name
» /CVO1/fOLder10
+ /CVO1/*fOLder1.
» /CVO1/+fOLder1name
» /CVO1/notfolder10.
+ /CVO22/fOLder1
« /CVO22/fOLder1name
» /CV0O22/fOLder10.

AR HPRBVER IR R G
* ICVO1/ > 43
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* /CVO1/fOLdername
* /CVO22/*321%20

flE2:
NTERIFF L EE folder1"BIE X4 EIG e HEBR,

data providers:
exclude:
- "\\*folderl"

EHIPRVERZETIHAE R
* JcvO/* ST 151
e /cvO/*fOLdertname

* /evO/ XX f4$10.

RS HEBRBVER IR R
* /cvo/fOLder1

 /cvo/folderiname

* /cvo/not *3{410.

&3
BHER"CVO22"HR ZFRPEE I E B & "folder1 "M SN XA I ERIG e HEBR-

data providers:
exclude:
- "CvO022/folderl"

EHRRIER R BITNERLS
* /CVO22/fOLder1
* /CVO22/fOLder1name

» /CVO22/fOLder10.

S HRBYERRRG):
+ /CVO1/fOLder1

* /CVO1/fOLder1name
« /CVO1/fOLder10
BN X HFB ISR F R

MREHXHRZMES UTRRFHZ— MERERRMEXAFEPIEHTE. WEEEXFRATRRIE LR
BXFHIN
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4 +I *I ?I AI $I (I )I [I ]I {I }I |

JEFRRYERIR . /project/ *not to_ scan

HERSSCHERBOIEE . "\\*not_to_scan”

EEHRHIERYIR

AIEEBNNEA data _provider.yaml BBEXHS5ETELRMERNEEE X4 RFE
update data providers from config file.sh flfs, EEHEMBlueXPHEIFHEPHIFNEFER
HIFR. 15 M"/lopt/NetApp/Datasense/tools/customer_configuration/data_12ff I2FE" 21T F&H<:

get data providers configuration.sh

EEOMIEREIVINS

MEEER "GN SIXETITRIIRIER. G EhskMIBR100N 4. HiSIEnTREE
E—LEpgia), &ETJLI7E_Action Status BRI IEXEARERVIRES. LUME T ARG ELN
FTFEraE X

X, ERIAILUEECRINTTREIRIE, SRTETERITIRIELURRMBIENE, UEIZHMEEEMEE. 5F
B, BoR N XHFRETHRIVFEZEAS EREIRERESERF,

Jklh\jLX%:
* BII—BlueXPH EIREE T FTEIE MM,
* EBRRIN—BlueXPR SR EE M. —LMBRK. —LEmMIN,
* In progress—&{E{NHTE#HITH,
* Queued—I{ER KRB 5.
* BEUH-IREEEUHE,
* failed—#1ER ML,
BAR, EALEUERE " BHBA " 3 " IETE#HTT " BEAHR1E

p
1.

7EBlueXP73 EUINA T AR LAFEI*Actions Status*1ZH oo
2. BEHIIEH, BYIHERIE 20 MEE,
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' Delete 20 items

¥ Move 19 itemns from x to y

3 Move 19 itemns from x to y

) Tag 32 items

Failed: Reasnn

~ o Assign Yosi Cohn bo 432 items

TR LB ERMEENBMUEE S ZIRENNIFAER.

B EMAIDE X NXTLALFFIR

HLHID (Group ID. GID)MIMNBINFSXHFHEZHRMXHFHXHFEY. ENISEXXHTHX
HRANE. FIINERE " WAHEHFK" . MNRFELAID (GID)RIKRIZEE N "HIAHLR"
PR A. WA LU ZA R AINZIGIDA . LAEERE 7 1ZGIDEYE RIS R S 4 440 A"
FTEALFFRR"

FEHT I B EAAIEBIUXPARIE. N1 T XL DRIFFA AR SR A B AR B
HARIR. EfithR EREEER N AIRRRE R,

QR Aceipripn SUCTE 1y

BRCEILLINEE. BFEEREIBlueXPOERSE. UBRRIBEEXHHEITHIZA, 5SRIRFERA S
Z|BlueXPE RS AARBURTFEZELinuxit B EF oL ER M. ERETTEHE T KA,

FLRIDFIN" BT IR
EFFRILES 2Bl EREAEAIDHS(GID).

S
1. 7EBlueXPHEERZ L. #Z="//opt/NetApp/config/custom_configuration"FH T FF X4

data provider.yamlo

2. f£"organation_group_ids: ["f{TH. ZMLEID, fI40:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

BB X R EAEMER R,
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3. REHNREFIIX M
4. #3"/Jopt/NetApp/Dat [Z/tools/customer_configuration/data_12 it F2F"HimT A T4 :

update data providers from config file.sh

e LB G I DA PRIE R I 5 25,

R TIPS RS AR R E MY AN T X LR IDBY S 3 S 3R A " SRR TR

(EE LS R LR RS BRI A DS R HAMRT AR MAEAAID, EaTHAERERE. BITEMAIDTIE
BEEH,
EEYRIAIDYIR

AIUBEEMAZR data provider.yaml BBEXHS5BITELFMEXMNEREXHFRE
update data providers from config file.sh &, BEEFHERMEIBlueXP3FERIHFIZAIDYIZR.
1% M"/lopt/NetApp/Datense/tools/customer_configuration/data_2f F2F" &7 &<

get data providers configuration.sh

B 1ZBlueXP 7y K12 1FRIASEIE R

BlueXP 73 2K AJIEZ R X BlueXP 73 K IEFEHAVFRE TR IR EIERP IS HRITHERE
aofloe BlueXP73 3R R1E R BFEBlueXP 73 2K SL RS BYEES,

ERAILIEEBlueXPRREZASXHHNAR. WAL TEXEX M. UEBALE T WL BELUAN B RIET
& BN, ERIUERRHEK. EROELURIFAESE. FINRIERS ISR E B s X H4ESpYRME
MUE

BEXHRE
HZBEPHNE—THEa U TERANEER!

<full date> | <status> | ds_audit logger | <module> | 0 | 0 | File <full file
path> deleted from device <device path> - <result>

* date and time—E 4+ EEET (BB
* status—ER2. EE

* RERE(MIBR. EFI. Boh. RIEIRER. EIERES. JEWREXM. THJISONRES)
* XHR(NRRIESXHEHEX)

* RERVIFAEE—CHITRUIRME. BURTIRME

o Policy name
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> for move—iRH1 B 45

° YFcopy—BH BIR

° FRIE-ARIE BN

° FiFassign to—AF &

° TR FHRHEHR—EE FHR it/ P

Bign. BEXHEHRHUTITERERHRIERT. SHHRERK.

2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS
2022-06-06 15:23:08,968 | WARNING | ds audit logger | es_scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from

device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE

HEXHAE
BEEZEEXHUTBIueXPHEITENBIMUTUE: /opt/netapp/audit logs/
TEEZHEXHFRBEE N /opt/netapp/install _logs/

SPMNEEXHNR/NRZEILAN10 MB, KEIRFIE. FEoi—MINBEXH. XEEEXHSE
#9"DataSICE_AUDIST.LOG ". "DataSICE_AUDULT LOG_1". "DataSICE_AUDIST LOG.2"%, RAHMRS
1%%100/|\E/u\3‘(1q: SIAE l E_j({ErE’\ EQEBI‘J E|:u3‘(1¢3|1§ﬂ]ﬂﬂ|]|3$o

R EEX G

BEBEERBlueXPRERZABEMIRAEXH. S IUEIERA "SR ZIBlueXP £ AL AFEURTER
ZELinuxit B EFRER MG E=2E z:'#'"‘B%T;Jﬁ'Jo

PR{EBlueXPOERERE

BUERE N EEARRNLSUEN R e L2 R, B2. WREELOMNEIIEE /). AT
LU BlueXP4 KB E N IT ISR "HiE,

BRE, FERERSSERIBEEH—ETEN B TSR E SRS,
SEMIBRERY, R AERE

p
1. M Configuration TIEKES, MAHBTHERLBIEIEEM,
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6 Working Environments add Duta source |

$3- 800707617106 (s3-compliance-cross... = 22 Buckets o
Amazon 53 \:J
l|I T S ||I ‘| 7 Continuously scanning alf
= Continuously Scanning XD Mot Scanning selected Buckets

(B S wii Ep—

L | 3 L | 87 (clﬂ.'fnr.'ousl}:_srurlrar'rrg all
“ Continuously Scanning %! Not Scanning sefected Buckets
O Activate Slow ScanE
HRHE—= s +
FcETTEINE R E B AIEEEH,
6 Worki ng Environments (1) slow Scan enabled - Disable |
$3- B00707617106 (s3-compliance-cross... 22 Buckets N
Amazon 53 " \ _| i
||I ? 5 ||I ’] 7 Continuously scanning all
= Continuously Scanning =X Mot Scanning sefected Buckets

2. fEEIbiBd B EMH R - B REREERAE.

MBlueXP 7> K il Bk HER

MRFE. EoIUELEBlueXPRELEFE— RSN ITIEMR. BIBE. XHH=E
0. OneDrivellitP. Google Drivelfit. B{SharePointtik,

B EIETRE. NIEEET S RORIEE S 1L

ATIRAREREAIEEE

LEERAME. BlueXPHETRERHM TIFERNEIE. BRMBlueXPSLEIFIRRIREAHIZRSIHSHE
FZRE B (FRMIR TR B4 S REERIE),

1. .
M Configuration TAEH, BiEF ¢ &H, AGRE * EHALBEER *

202



< Back

Configuration
e AWS Account Mumber 1 41 Buckets
Amazon 53

No Volumes sefected for i ? 7 i ? 1 ’]
Compliance %y ! View [

Not Scanning

A SR TR REY MARSS EAR 0 T (FPR S 28 R AR

MBlueXP 73 3SRl BREHEE
MRABEEOWE MEE. FUMBIUeXPH X RETE M ELLFE .

1. .
M Configuration TEH, 8d& ¢ &, ARRE * BEFBIEERSSE * -

Configuration

Oracle DB 1 | 41 Schemas
Cracle

i 7 o

No Schernas selected for ?: ?:
Compliance ~Li®)  Not Scanning Ly No Access - Action Reguired

ew Details View Details

MBlueXP43 £ ffiB&OneDrive. SharePointI{Google Drivef

MRERBEETHIFEOneDrivelk . 45 SharePointtk 2 8{Google Drivetk RIS, MATLL
MBlueXP73 KR EAMIBRIZIK A FH{E LB,

p

! M Configuration BUEH, #E | . ABSEIMROneDrivetikf*, MFESharePointhitF *sk*H
FRGoogle DrivelF,

Configuration

@ OneDrive Account 1 | 41 Users
OneDrive

2. BEHRINHEEFRRY * BRI * o

203



MRFABFELREXGHEZAHPNARL XM, AILAMBlueXP7 KR E MR HHZAH(Z EPFETH,

p
1. .
M Configuration TIEH, 8 ¢ &%, ARRE * BIEFEXHLEAH

Shares Group1 41 Shares _ .
File Shares Group 1|H
%)

I *] Remove Shares Lu'r-::p—l

2. BEHIAHEESS - PIFFH=4A

IE7EENEBlueXP4 2L

&I LUENEBlueXP 73 38204 AR 1) E A EAN K AMIBRIZAN . MIFRSLFIE = MIERER
S HEFRTEBY R EXHL AR - BlueXP 7RI HERIFRE (5 S &K A M FRo

BREEREANTERRTEREPERTENEEN LEBEBlueXP7 3K,

M=EZEHEEBlueXP7 3£
MNMRAFBEEFEHABlueXPHE. A UM SIREE ISR ENEFMIBRBlueXP 5 2852451,

1. .
EBlueXPENEINE. B | ARREEIHBUER".

'\fé/, Data Sense Governance Compliance Investigation Classification settings Policies Configuration

2. f£_Uninstall Data Sense _FHEEF, A *uninstal*HiAZ R BlueXP%) 252 5BlueXP ConnectorfJiE
%, BB L Uninstall*s

3. BR| RIRMERIITHI & HMERBlueXPD KB, tEEBIZ A CloudCompliance , H54RMMIMA (UUID
) EREXTE—iS, f5lal: CloudCompliance"” — 16bb6564-38AD-4080-9a92 — 36f5fd2f71¢c7

LEEIRAE R AR BR L SE A5 A K2 Blue XP 73 USSR BIFR B K BXEURE,

MARZEERZE R EZE BlueXP7 2
MNRAFBEEFEHABlueXPHE. HELNRTER TEEEFHMTE. N UM ENENEHBlueXPH 2,
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1. .
EBlueXPRTTENAR. B * ARSEEIEEIERA

;{5;) Data Sense Governance Compliance Investigation Classification settings

Paolicies

Configuration

& Change company name

2. £ _Uninstall Data Sense IHEER, BA*uninstall*HaIA\Z R FFBlueXP4 25l 5BlueXP ConnectorfyiE

#, ARETE Uninstall*,
3. BMENEEHE. 1EETT cleanup.sh T ERHEIA. FI40:

cleanup.sh

B2 IIRENRA "SR 2 |BlueXPo EEM",
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S 1FHBlueXP 5 S0 {288y

BlueXP73 I TE B RITEIRERAE K. RAMEBER, MHEBRFENEN LE1T. &
SHEBEBlueXP RS, T NBNERERAR "REFIENRGFR LI 2 ETIEE,

EWRILIECPUR D RAMERDBIRLE EEBEBlueXP D 3. EEEAXEIEIRSHNARRNEFE—LREL, "7
X L R

FETRP. NRIFIEA "default WRRELEREBIUeXPHEMKIFHFARATAH. MEHBRPHT—T RS,

AWSSLHIZERY

b S NIL & Instance type

HBA 329CPU. 128 GB RAM. 1 TiB GP3 SSD "m6i.8xAZL" (BRIN)

ANt 16 1NCPU. 64 GB RAM. 500 GiB SSD "m6i.4xlarge" (BAIA) mba.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

thiE 81CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge" (BAIA) mba.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

INEY 81CPU. 16 GB RAM. 100 GiB SSD "cba.2xlarge" (BAIA{E) cba.2xlarge
c5.2xlarge c4.2xlarge

Azure3LfjIZEH!

R UL A% Instance type

HBx 32°CPU. 128 GB RAM. i®ERZMLE  "IT/ED32_v3" (FRIN)

(2. 048 GiB. £/]\250 MB/F &M =)F%K
¥ERLER (1 TiB SSD. &//\750 MB/FYEILE)

KE 16/ NCPU. 64 GB RAM. 500 GiB SSD "FRAED16s v3" (BRIA)

GCP3Lffl£EY

AR A& Instance type

KE 16/ NCPU. 64 GB RAM. 500 GiB SSD "n2-standard-16" (2Xik) n2D-

standard-16 n1-standard-16

MEHE RIS R TT &R HE

BlueXP 73 SRTE X #E IR TIEMIZ R RYEIE AT 2 R SRR LTIz, BlueXP
PRI LAA R BA I RV IR AT O SRR Z TR, ERERERFB. (LA N
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i34 i34

BFMAFEERELDAP AETANFSHEFPEEERS
|AHIHITEIR, Fit. BE—
MHEFPAUESMRSESET A
BERRAIUID)

USERS/GROUP access

* BlueXPHREARE ML TR RFIRE" ERiA8]BYE]": SharePoint Online. SharePointAEB

ZR%E (SharePoint Server). OneDrive. Google DriveflAmazon S3LA KR,

* BHABER T RIARRZASAIWindowsiEER F (H40Windows 7#1Windows 8)=22 " LRk ial At

B EIAE. EATSENASMEE. NEKKELEYE. UET Ri5ENE"
BIBIUEXPR KA ITES BN, MRBE. E8 LIEXLEBRWindows R LR B LRI
el .

ERip iR Y BBy el B

LBlueXPEMX A HZRIZEVEUER. 1RERASKEHMNELFREE. HENMER" LXiRE" 13
e, BlueXPHEZZIHR LRip R EERE ARG EE, WRBlueXPEECIFSHREE NBHERIRE

ENFSHUR BB NNIR. MRLTEE LRI EIER AR E&L. ECE& T SnapLock FJIONTAP £ERAER
BANR. HBELER LRG0 EE R 2 RIGEY 8] 8.

AIMBER T, WRBlueXPRRAEAXENIR. NARAZIFEEFRIXEXH. ENBlueXPHIETLER" LR
IR E" R R ARG AR, BE. MREFRXOXEFRN LRGN EREERNRIIGE. WaTBEER

ENERE RO B NB RIS F X, LUEBlueXPZ X ] LIEEMA ENRIA,

SMB_Shares Scan Configuration

2 shares selacted for Data Sense scan

Scan when missing “write” permissions

H | Storage Repository (Share)

W10.1.7.16\CIFS_LABS_SHAREG CIFS ® Continuously Scanning

WI10.1.7.16\CIFS_LABS_SHARET CIFS ® Continuously Scanning

* | Protocol * | Access H

Q

| Scan Status

® Mapped: 5.8K
@ Classified: 5.8K
® Mapped: 5.8K
® Classified: 5.8K

Ik IhEEE A FIEBONTAP %45, Cloud Volumes ONTAP . Azure NetApp Files . FSX for ONTAP #13ENetApp

XHHE,

BEEFE. "BAE TIEHRE—1R_Scan Analysis Event_fI7fi%2s. A BT EREBlueXPHETEERR _ERIA
BB Al MR IR B EMEBlueXP IR AR R _ERifaEEl. H#0 S3EHI o
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Scan Analysis Event n _

[] Mot classified - Cannot revert last access

Classified and changed last access time

TSI

* "ROE-TEER ERIFRIEE]"- R F iR DB NRMAR 2 2RI Mo

* "BRERHFEH LRIpENE"—ERENRNXHE. BlueXPHEILER LRI EIEERIRIGHER. L
PERER TR S NB " NR BB A T3 HEaRIR.

MRFE. BAIURFXELERRERIRED. UEEEPLEXHRNRMR MR BTE, "7 #E XM=
EiRENEZER"

EFZEBlueXPHE RS
B, ErgeEEEZREIBlueXPRE RS, LUEIFRIBEX G SR E X4,

SNRBlueXP I LR EEARIFERHILinuxit B EEBEZFRILinuxit BN L. WaETLEEAREEX %
7S,

E=PEEBlueXPH ., EEEIHITISSHIEZFIBlueXPHO A, EalLuddig NBRMNZIERERES
#EBlueXP ConnectorffEl{2 tRYSSHEE FAIBIT SSHIE IR B R4, SSHEr<S .

ssh -i <path to the ssh key> <machine user>@<datasense ip>
* <path to the ssh key>= sshBHIFZHANUE
* <machine user>:

+
3 FAWS: {EF<EC2-user>
It FAzure: 1ERAAIBlueXPSEFISIEMIEF
“ I FGCP: £ BlueXPIFIBIZRA A
* <datasens_ip>=EINAI=FIAYIPHEE
BER. EEECHRESEANGMNA SR ZFRNERS. EXFAEE. HEL:

* "AWSHIHY R 2 AN
* "Azure PRI £LAFN"
* "Google Cloud B9 A E R "

BlueXP733EAPI
1BiFWeb UITREEIBlueXP 732 gEth T 181 Swagger APIFR1E,

BlueXPZ3EAHENX THMER. eI TAR R EFANER !
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https://docs.netapp.com/us-en/bluexp-automation/platform/get_identifiers.html

curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR.... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILtJL9xZFYRBOxAwMclients"

Mje] 2
{
"options": [
{
"active directory affected": false,
"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1,
"optional values": [
{}
1,
"secondary": {},
"server data": false,
Tiwee®y PTEXTT
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN,
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
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"name": "Scan Analysis Status",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC_ ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT_ IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": true,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
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"name": "User / Group Permissions",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "Working Environment Type",
"operators": [

T

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "Working Environment",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL SCANNED",
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"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
I
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
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"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"

by
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"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"
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by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS_RANGE RETENTION",
"name": "Last Accessed",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type'": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"
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T—TAPIZIR(EAPI. EAFEEIRZ MEME,

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnAS5LsthwMILtjLI9xZFYBOxAwMclients " -H "Content-
Type: application/json" -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "1,

\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN", "value": ["ONPREM" ]}, {"field":"CATEGORY", "operator":"IN",
"value": ["21"]}]1}1"

Ml 2
IR S iR Elactiondt R FLLE A LUERGETHIDELETE APIBRERA X i (ERIR S S EGE L2,

"action type": "COPY",

"creation time": "2023-08-08T12:37:21.705zZ",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705z2",
"estimated time to complete": O,

"id": 0,

"policy id": O,
"policy name": "string",

"priority": O,

"request params": {},
"requested query": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21.7052",
"status": "QUEUED",
"title": "string",
"user id": "string"
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