IEBlueXPHXFHFH

BlueXP classification

NetApp
June 14, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-multi-host-
install-dark-site.html on June 14, 2024. Always check docs.netapp.com for the latest.



H=x

ZREBlueXPHXFER
WF T LI InternetfI ARBERE .. EZ PN EN ELEBlueXPH 3
BREERT SRANEIMEEEF



EREBlueXPHLEEHA
Z;H:?E‘}iifil‘ﬂInternetE’\thﬁE@EE\ EZ 1N EN L ZEBlueXP7y

=

SRV E R, LA InternetAERIE R PRI Z N N _ELEBlueXP K. R
79_private mode_. It R LEIFEEGENREIER.

W F BB R P PBAYEIEM A BE SRl Internet B ARECE . ERILUEEZ N ENLURHENIMNIIEEE
7o FEARAZNENRSEE, TR Manager node , IREEINMOIRRENRIEM ARG 338 12F nodes o

ERAIFIE RIS NREZ TN - LEBlueXPH T, IR I TS BHTIRE,
EIEE B EBlueXP2 289 IB ARk 2 1.3 % B R hr A< tH %o

ERBNNE
* BDIFEREBRMPREER T RSMNMELNRARRS HE ENER,
* BIABRER NN EREE (Docker EngineZPodman A & Python 3),
* BRIETE Linux R4 LEEE root AR,
*© WIERRA MR B S E P B AR R AE I E K,
* ERAEITTRIERNEERERET SR (P ik,
* MAEFRE EN BB FimOMmY:

Port I Description

2377 TCP EHEEEE

7946 TCP, UDP T REEE

4789 UDP BENERE

50 BTIRS MNZER IPsec BEMLE (ESP) RE

1. TCP, UDP RAFEENZEHEXHR NFS kRS2 (REMNES M HAEER
TRIEERTR)

2049. TCP, UDP BFEEVZEHZXHM NFS lRE2: (REMNS M HEER
TRIEERTR)

p
1 RERPRPE 1 E 8 #HTIRME "R LR FEESRTR L,
2. MBI 9 Fiims, EREREFRTNE, EAIUE—RIHRTHRNAEE, HAIURKAZESHRIEARLIITEHN
ML RERER.

BRTARTEINRENTEZI, ERERA—TINED * -n <node_IP>* RIBTEIFEIZF T =BT IP ik,
ZIMTEIP LUES 2R


https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations
https://docs.netapp.com/zh-cn/bluexp-classification/task-deploy-compliance-dark-site.html#single-host-installation-for-typical-configurations

g, Has SRR M AEEF TR

sudo ./install.sh -a <account id> -c <client id> -t <user token> --host
<ds_host> --manager-host <cm host> -n <node_ipl>,<node_ip2>,<node_ ip3> --no
-proxy --darksite

3. TEERTRRETHZA, BET—IMIEE, HPERTHBEFTAMENREGS, SFla6< @M
! sudo ./node install.sh -m 10.11.12.13 -t ABCDEF-1-3u69ml-1s35212)HRFEHRFEX
A HH,

4 8 ARERTRENL:
a. ¥§Data senseZEZF X4 (* cc_onprem_installer.tar.gz*)EHIZIE Mo
b. fREFEREEIREF X,
C. #MEHIEITHEDSE 3 FEBIMGH L,

ERrEAERERF TR LR EAXETAEMAEESTRE, BT RTENSTEM.
&
BlueXPRRZEEFTRNEELTEF IMEE, TEAREEE 15 5 25 9.
T—®175h
FEEREEET, ErlLUERZAH "NE ONTAP 25" Mzt "SiEE" B,

+ 4 3

BHEREFRFT 2NN EEESR
el LUBHRIERE T SR 2I Bl 1A 18] InternetILinux =X _EIIME ZRE A,
NEEAMABBIEREEEZHELIERE . WA LUANEZHEERT =, U EREEESsTaEIE)

AMIEEEFRT R A UEERIPEEF TR i, NRETIRE—NMUERPSIEET6 A EEM
T—{EEIE T = WA AIN— B RieF T /R D BE I THER .

*E IS BN S BlueXP 2 EBYIBhRAR A 1.3 E R AR A X

TR LEd MM A UARINE M REREF TR

* AN— T RUMEIREFRE BER
© AT RUMB RS E SR RIS ESUE RACEERETE)

AIAMBER T ERMAE A EERF T RS ANEEREER RN, XA RIALEERFRA". T TE
B "RIAEREINEERT RN M EREF TR, XETRIYEME 6T SRR EIEE.


https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-getting-started-compliance.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html
https://docs.netapp.com/zh-cn/bluexp-classification/task-scanning-databases.html

Scanner Node 2
Manager Node Group: default

Scanner Node 1 Group: default @
Group: default / Scanner Node 3
; @ Group: default

\

d
< >

Data Data Data Data Data Data
Source Source Source Source Source Source

NREHRLEHIERZRYIE FERMERNEAEREFT REME, WALEX — M HERF T Rs—HAmE
FhR. URsEESiERN—ASER £ TES. A1 EESET /RN T HERER T R

s BEERTAUTRNEAD,. EEERE1NUER
s FRIEET S 1{F " "United States"tBH. EIEEIE2 M EIER
s AEREFRTR2MB3E T EUN"A. BNHEINMURRNFMES

Manager Node
Group: default Scanner Node 2

@ Group: europe
/ Scanner Node 3

Group: europe

Scanner Node 1
Group: united _states /

/ l v / ¢
Data Data Data Data Data Data
Source Source Source Source Source Source

BlueXP 73 4312 40 7] LARE X AR AE SRRV SR IRt IBOCIE, A AITE 2 IKERE Z M BlueXP 2 332 F T

e




=1
Z0\N

AT RER—THEEFE. XF. 8T HEEEFTREBEESERZEINGE. AEEFTRS

IERVREE L. HiF. EANER LR IER R A] e R D LR IER

IR
ANY

By

IR
AnY

—_

oA W N

I LUAEZERNZIBlueXP RBVHMIEFA. WA LUERHE RN, BlueXP3EARZIRHIRGIRESE] 2 )9 "Euro”
AR F AN T REBEERUM.

BRBU TS BEREHMBlueXPHEIHERT A

OEERFRRERER T SBLINuENRSR
¥iData sensef {4 T EIXELinuxR4E
- AEER TS LETHTURAERREERFT R
- RBUTSBEEBER TR BB (LA UARLESERER T REX HEEFA")
CMBREXTHIBERA, FEERERTAL:
a. FTFFXHE"TE 318 _to_scanner_group_config.yml". HEXESMAEIEFAHABEN TIEFE
b. BT THIZA, Rt BIAMBIFIEREER T &

update we scanner group from config file.sh

BENNE

(/57
yaN==

* WIFEREFD RBFELNRARTHEENER,

* BIFRAREEREM MU ENHE (Docker EngineZiPodmand & Python 3),

* BfRIETE Linux R4 BB root BUR,

* IIEEAVIRIR B T H I PR R PRANIE 1%,

* A ERMREERT S ENMIPHL,

© BATAEBIueXP KB IRE T R EN R AR IPHILE

* BT EEEERAANIPHILHENEZ. NetApptkPID. EiESREFIRIDMAF AR, MREITLIE

RHREREFRA. NWREMEKF PN EERNIEFRID, ZRIMLES. FEATENFIRFHIE

o

* WIERRA EA EBRB M N im QA

Port I Description

2377 TCP EHEEBE

7946 TCP, UDP TREEE

4789 uUbP BEENEZRE

50 BTIRS NZH IPsec BEML (ESP) RE

11, TCP, UDP BTFEENZEHEEXHR NFS RS2 (FEMNEMNBIER
TEIEEETR)

2049. TCP, UDP BFEENZEHZEXHE NFS kB2 (FEMNESIMEERER
TEIEERTR)

* NREFEANRE ... firewalld EBlueXPHEITEN L. BATENIETELREBIUeXPREZAIBAE, 1&17

UTaHSHITEE firewalld UMESBlUeXPHERS:



firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --permanent
firewall-cmd --reload

--add-service=http
--add-service=https
--add-port=80/tcp
-—add-port=8080/tcp
-—add-port=443/tcp
-—add-port=2377/tcp
--add-port=7946/udp
-—add-port=7946/tcp
-—add-port=4789/udp

iR, BURRNERN. UM EHBsIDockerdiPodman firewalld & &,

AR F DR

R T BIREUMIIEMIER T = FRERINetAppIK A ID. EZBE FIKID. EEZBRS[BIMAMALAHRL

h&o

1. MBlueXPR &=, BEHIKF>EIRIKF

Manage Account: activelQ

activelQ

Account Name

account-lk Zj

Account ID

X

Overview Members Workspaces BlueXP Connector

2. 84l Account ID o

3. 7EBlueXPseEgi=h, BH*FERI>H1E> BlueXPiEiEZES"

Resources NSS Management

@ support

o
o=l

BlueXP Connector

39.21 /5289 = NetApp

dQLfDRP
g

Khal 1bf000a5- f199da (] vmweocm02-lab.ntap (1

4. S#lconnector Client ID_F1_Server Name.
5. NREITRERPEWIEFA. IEM BlueXPREEREETRH. SEFIEITIIAMIPEEFANS T TIEFR

IR TIEIFIRID,




Working Environments

Fllter by 53 AMF cvo (3] 13 AFPPS
F;j Azure Netapp Flles | 22 Volumes ZRET I 008 Tiare B connsmmstion
'\:_'__I, Azure Methpp Files I Working Environrment ID: ABCD 1234 I =] -

11 It Continuowsly

F—e seanning ol

seleciod Volimes

® 12 Magped ® 5 classified Mot Scamnad

6. BE "APIMIFA R A G L RRRET BRINEH#ITS RIS

APl Documentation

Learn how to authenticate

7. LB EPISIENEA. 72 "username"F"password"SHHEHIK P EIE R E P 2,
8. AE. MMMRIHREH_access token_s

Pz
1. EBlueXPHEBEERT A L. iB1THIZA"add_sanner_node. sh"s i, &SRR M2MNMIIEIEFET S

sudo ./add scanner node.sh -a <account id> -c <client id> -m <cm host> -h
<ds manager ip> -n <node private_ip 1l,node_private_ ip 2> -t <user token>

16t

7

=218

° account_id = NetApp B ID

° client_id =iFERE FIHID (BEE" clients" I EARER S BREFIMZE P IRID)

° cm_host=1%3%23 R AP F M5

° ds_manager_IP= BlueXP73 X EIER T R A% T HIPHit

° NODE_PRIVIGE_IP= BlueXP%# £ia 2 F TV R RV IPHIt (Z MR IER T RIPLLUES 15 1R)
° user_token= JWTH A SHE

2. ffadd_scanner_nodefIASER Z Al RER—MEE. HPERTHEEFTRMENRERS. EF
2 f8: sudo ./node install.sh -m 10.11.12.13 -t ABCDEF1s35212 -u red954677)¥
RERFEXEXXHEH,

3 8 HiEERTRENL:
a. BRI L EIZF 4 (* datasENSE-installer-cp.tar.gz*<version>)E HIZ| E (A scp SLE M 5 5%
)o

b. BREARERFIZF X o
C. MMEHHAITHE2REFIAIER L,

d. MRBEHEEFET AN FEERA"D. BESE-r <scanner_group_name>*FNEI&H<SH, &
N, ABEFT SIERNE "B EH,


https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub

EFERREFTRLERREAXETRENMANEES T RE. "add_scanner_node.sh"fIZxth = 5%
o RETTREEE10EI2097 o

4. IRBAMEABERFT RLRNEREEFAP. BROZEERTRHRITUT2MES:

a. ¥ 4" llopt/NetApp/config/custom_configuration/working_ = % sanner_group_config.yml"FigNE
S E TEMRREIEF AN, BFEENES I EIRIFEIRME_Working Environment ID_, 40
UTFEBESR2NTEFRRIME RN EEiEFA. FHiG2 N RmE"EE EEFA:

scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"

RAMNEF R APRER TEFIRII R default" B THE- SR HE default" B E D E— N EERTH
IR Ro

b. ZITLATHIA., RLtrRSHE S EMEIFMEREIER TR
/opt/netapp/Datasense/tools/update we scanner group from config file.sh
&
BlueXP# X rlEE EIEEMIFHEREF T RH#TIRE. MIEREHIER.
T—F175

IREARTE. SR UMEERNETERERENSRER. MRIZTHERERFA. WS M HERBSHMENA
PRERER T RHETRR.

TR UEEENETEES N LR EREF AR,

Working Environments

Filter by 53 AMF cvo DB AFPS

T | Scanner Group name: Defaull

[ L& VOHUmMes -~ - T
[} Ararabiseipn Files i — EZ Configuration
A Azure MetApp Files I orking Frdronment (B ABCD1 23 I

Contimreesly
scanming all
selecied Voliimes

[ | 1 2 Bagpad 3 5 Classified 2 Mot Scammad

TR R E THRERE B P BRI RURAR S MIEIEF T RBYIPHIIEATRES.



Scanner Groups

-~ Scanner Group: Default

2 Scanner nodes

Scanner node host name

Search

Last active time

a
-

Status

Q

(¥) Scanner nodes

ip-172- L us-west-2.compute

ip-172-§ 1.us-west-2.compute

~ Scanner Group: United_ States

2 Scanner nodes

Scanner node host name

172-|

172+

23/09/2022 14:32

23/09/2022 1432

Last active time

-
d

Active

Active

Status

@ Scanner nodes

ip-172- »us-west-2.compute

ip-172-f1 J.us-west-2.compute

> Scanner Group: Europe

172-|

23/09/2022 14:32

23/09/2022 14:32

Active

Active

@ Scanner nodes




RS B

HRINFRE © 2024 NetApp, Inc.o (REFFENRF. REEIR, REMRFABESLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 http://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.


http://www.netapp.com/TM

	部署BlueXP分类弃用 : BlueXP classification
	目录
	部署BlueXP分类弃用
	对于无法访问Internet的大型配置、在多个主机上安装BlueXP分类
	将扫描程序节点添加到现有部署中


