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Provisioned 150 TiB
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S3 Used 26.3TiB
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DETAILS

Cloud Volumes ONTAP | AWS | Single

Charged by node (Standard package) ‘

NOTIFICATIONS

* New Version Available 'Z__J'

SERVICES

Replication ¥
Enable

m LT

ERERIRF A

€132 Cloud Volumes ONTAP T{EIfiERY, EMERLLEFRWANEIERFR R, MARRINEERHEF B

Credentials
User Mame

customusername

Password

Confirm Password
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* WMTE, EETLA NFS &R B E X T HERE,

@ Details, Protection & Tags o Protocol @ Disk Type @ Usage Profile & Tiering Policy '® Review

Volumes Protocol

Select the volume's protocol: (®) NF5 Protoco () CIFs Protoco () isCsl Protocol
Access Control Export Policy (1 rule defined)
Custom export policy Manage volume's export policy
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Cloud Volumes ONTAP 9.10.1
BlueXPII7ER] LAEBZEF B IECloud Volumes ONTAP 9.10.1,

"T fRILLRRZS Cloud Volumes ONTAP FRAEVETIZIHAE",

NetApp Keystone 17T

IME. EeILUfEAKeystoneiT[#ICloud Volumes ONTAP HAXH {1 2%,

KeystoneiT R —METFITHRIZEBELRS. TAREEENZEXHHBREAMASRIARAZ HNERE
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&7 LAMBlueXPEREIFR B #ThR 2~ Cloud Volumes ONTAP 33z #5KeystoneiT i,

* "T B XNetApp Keystone ITHIMEZE 8"
* "7 FRA{AITEBlueXPHRFF A FAKeystonelT 5",

Hrig AWS X%

ME, AWS TAMKX (HZA) EAMX (A7) (FA#MX, HAE) EAX) @EXMK) (EXX
) 3 %#F Cloud Volumes ONTAP ,

i 1R

I FETEARLI HA X, Azure HBY Cloud Volumes ONTAP ZAFREHTH i 8023 1 49000 .
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Cloud Volumes ONTAP 9.10.0

BlueXPILEA] AZBEFNEE Cloud Volumes ONTAP 9.10.0,
"7 fiRItbhR 7 Cloud Volumes ONTAP HREYFTHEINAE",
4RI R EEYE]

BREEEBNZEER, H1485 T 7 Microsoft Azure B Google Cloud &2 Cloud Volumes ONTAP T {FifiE
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Cloud Volumes ONTAP Charging Methods

Learn more about cur charging methods

Pay-As-You-Go by the hour

« Bring your own license

Bring your own license type

Capacity-Based -
Package
Professional -

— Freemium (Up to S500GB)

—H

AIE—ARfEFARY WORM 72fi#

—REN, %/XRiEEL ( Write Once ;, Read Many , WORM ) FEREBEATFIEIRES, WERHETF Cloud
Volumes ONTAP , "Tf#Hx WORM FHEHNEZEE,

£ AWS 37 5F m5dn.24xlarge

M 9.9.1 fRFF4E, Cloud Volumes ONTAP ILTEZRFR A LA T F BB 7575089 mbdn.24xlarge SEff2EEE: PAYGO
Premium , B&FA[IE (BYOL) #1 Freemium

"BE AWS F3FHY Cloud Volumes ONTAP EZE&",

PRI A Azure FRA

£ Azure 8 Cloud Volumes ONTAP B4R, EINTE R LUEE A BN R E XX RN B HIRA,
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Location & Connectivity

Location Connectivity
Axure Region Resource Group
WEST US v
D Create a new graup @ Use an existing group

Re arg Mame
Availability Zone (Optionai) SO SR Sl

RG1

BRI MIBRET. @i LA TR, BlueXPRILAMZ TELEHfIFRCloud Volumes ONTAP &R

"Microsoft.Network/privateEndpoints/delete",
"Microsoft.Compute/availabilitySets/delete",

BEVAERMEBlueXPHEHAAzZUre EIRIBHXLENIRE, "&FAzurefV&HTConnectorsEg",

Blob A% 50 ITETE Azure HEZH

ER—INZ 21E5RINEE. T 9Cloud Volumes ONTAP RlIZE7Z&KFBY. BlueXPIIIESZZRA* BlobAH ihial*
Azure Private Link 1&38Ih8E

ZMANE R T BlueXPILTERI7E#Cloud Volumes ONTAP R 4B ThiZ k12 EMK P B B Azure & FHSEIRIEIE,
XE K& Cloud Volumes ONTAP B9 all 72tk P ITEISEA T B iEE,

"THEH X% Azure TSRS Cloud Volumes ONTAP E&8EHAMEZEE"

Google Cloud FRYFEHFA MEMHER

M 9.9.1 lRFF84, Cloud Volumes ONTAP IL{EZ 35 & A ME ( PD F#) .

XLE SSD BT IR ERAISE GiB IOPS K& 14 sEF AL <o

Google Cloud Bz custom-4-16384

#78Y Cloud Volumes ONTAP &4 AHB 2 custom-4-16384 i+ HEMIEE,

MRENIB RATLOTENIEE HiE1T, NSRS FERE, BB INTIRE] n2-standard-4 1HEAIEE,

"f£ GCP H&EE %1% Cloud Volumes ONTAP BZ&",
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NDMP  TCP 1860 TIREIE LIF BinARSS 28 NDMP Ellzx
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9
SMTP  TCP 25. TLRERELF HR AR5 28 SMTP E4R. ®IAF AutoSupport
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UDP 161. FH A& LIF TR 28 @i SNMP PR 1T isIE
TCP 162. BHEELIF iR 28 B SNMP &R #1T IniE
UDP 162. FHEEIE LIF HiTARSS 28 i3 SNMP BaR#TIsIE
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VPC RS 1= HI5ME SR B
R VPC IRSITHIFIN EEFHTHIIMIIE, BXREBEERIIFMESR, 1EHIHIR "GCP VPC AR S1EH| 5EEE S

o

ZigEBlueXPFIERIREE. BESMEIARARIVPCARSIZHISMNEF ML T RS, XEFRWS VPC AR5
RIS TUE PR HEANETILES, HiFER, FEER * A * AN, HEMNERNER * 5 * S

(S

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
=17
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
£
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed

To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
SMEEFRI
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions

ERB %S 2 NetApp FIF7Zf& Connector #1 Cloud Volumes ONTAP BRI&H netapp-
cloudmanager I H,

BIZRATHIED BEMEMRIRSS KA

Cloud Volumes ONTAP Z— Google Cloud fRZMKF, BFHFHBER, E—HiERE
BRI "##E57 E" 7£ Google Cloud HFIG2#8IERD BRIRR AN REE, F_MIBEREE
BABY "BlueXPEMRMIME" BEFH IR A I REE,

Cloud Volumes ONTAP (£ IRS MK A AR EIE— N0 BEIEEE S BN RS — NS hEED .
TR LUEE— PRSP HBEERTXAMHEN, REKFHMAEE * FHEEERA * At

PTIE
1. 7£ Google Cloud $ZTHla™H, "#ZE|IRSEKFTIE"
2. FERFRIEWINE,
3. BE * QIR K, < HIRIHFAEREE,

a. * [RSIKFIFMER * ¢ MABFRA R,
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Create service account

& Service account details

|
Grant this service account access to project
2 (optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole y Condition &

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act s fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token crealor

Storage Admin

9 G Full control of GCS resources: @ :!HEI”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

C. * TN IARSE MK RIIERIAE * © 3§ Connector BRSZ M ESI Service Account User FaNE| b3
RS,

IS BIGERTHIED B, BlueXPEMRHIMERREE,



Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—S2H4a?
TH/S7ELIZ Cloud Volumes ONTAP L{FIfiERY, BEEXIFIRSEZIK .
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account {M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

BEFEEMNINZZ5AS5 Cloud Volumes ONTAP E£5{EH

E5AGoogle Cloud Storagela RS TEEIES NHE 2 si 3 #UEH TN BERLAfE
FABlueXP API8IZE—MEMA_customer-managed encryption keys_F9Cloud Volumes
ONTAP &%, XLERABELZZIAEIERSE GCP PERMEIE,

$IE
1. BIFEEEZHENTIE . BlueXP ConnectorfRZ M A 1EIR B &5 2B [EFHINER,

IRTEFRRM "FIAEL T ConnectorfRSIKAIR". BIMMREFERAZAESERSVERTE. Nelse
NN A LEIhEE,

PRI :

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. HBIRBIARSSIKF "Google 115 5| ZARSIE" }EIARE Cloud KMS MNZ 23 / AR 23R,

RSP BRI LITIEIN: "service-[service_project_number]@compute-
system.iam.gserviceaccount.com o
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"Google Cloud X#4: ¥ IAM 5 Cloud KMS &&ER—RERIETAE"
3. @:3EA * GCP/vsa/metadata/gcp-encryption-keys™ APl JEFH get e85 < EL7E GCP 1= & hRIEFEA bikix
EHIFFRRIR " RKIRENZHD "id" -
4. IRFRARTFEENNEZEZAFHGHIES BRI REME. NBlueXPE=IERHAFME KA MEENERZ
A, B2, TEXEERBH Google Cloud Storage 77 XA REFEFAZR4A:
a. ¥ZBBEH Google Cloud Storage ARSI "Google Cloud 1% : FREN=ZEARS LIRS
b. SAMEIMEZEE, FH A Google Cloud Storage ARZ IR ED Cloud KMS NNZ528 / 523X R
BEXFMER, I8 "Google Cloud X1 : {FRE A EENNNZZEA"

S. SIETEFIRAY, IB7E API iERFERA "GepEncryption" &%,

° ol
"gcpEncryptionParameters™: {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

EB I "BlueXP B &b 14" HXMEF GepEncryption SEBV¥AEEE, ES W,

7£Google Cloud®/JCloud Volumes ONTAP & EiFr]

TEHAE Z7ECloud Volumes ONTAP R{ERIFENETGE. FEHIT LSRR, AT HRE
BIEEFTRY TAEIRIR BT IR 1% AT &0,

ok

%?;’éf’;?;ﬁ%ﬁi(a’gcmud Volumes ONTAP . AIfEECE AR E51X500 GIBMER TREMER, "7 HEEXRERHEN
ZER"
p
1. NEMSMERA, EFEE-EH
2. F'EATELE. BERNIERE . AEKREBlueXPHRIL B#HITIRME,
a. I FMEEMEE A L. RHREESESRMITR. AEREBIRRITIRGoogle Cloud Marketplace
FHR R LRSS

FRIEZRBIZ500 GBI ERERZE. TNAS @ T MarketplacelTHRIEUNENEERR. AR5 B ohitin
79 "Essentials ZX{EEL",

b. ;R[E]Z|BlueXPfG. ihiRIFEE 7574 Tl @AY IEFE R 25
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c

77



78

[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

TRENESE X1

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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DOWNLOAD 9150P1_V_IMAGE.TGZ DOWNLOAD
[2.58 GB] 9150P1_V_NODAR_IMAGE.TGZ [2.58
GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]
DOWNLOAD View and download checksums
9150P1_V_IMAGE.TGZ.SIG [256 B]
DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums

* TEFFIREMdisk.raw XX

* ERIEPEERIEIED

* FRESAHZANIERRIIE R HEE
* FRARBAMNEIMEHRITRE. LURIIREGSXHRIRE
° BIEEE THdisk.rawXHHHEE
° LR MEE X LA TIRIE

Signature
Received data Decrypt Digest e valid, when
: _ digests match
Signature Public key

£ OpenSSLIiEdisk.raw X FEEXX RS

& e IR @ IR AR E X H R B LIEGoogle Cloud FEAIdisk.rawS {4 "NSS" f&
FHOpenSSL,

@ BT IIEM &I OpenSSLER S SLlinux. Mac OSFIWindowsitEHF#ES.

Lz
1. {EFO0penSSLIIEIEH,
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:



ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEMdisk.rawX . EZFEBEFEHRAF,
3. {EF0penSSLMIEPHIRENATEERSA,
4. FRRINNAHRZFIANS ZHITHRE. HIWIE TFEHMdisk.rawXEHEHR S,
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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Change Charging Method

Lelect a working environment

CloudVolumesOMNTAP2

Select new Cloud Volumes OMTAP charging method
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understand that changing the package type will affect service charges
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gl On Premises CVO Primary CVO Secondary
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6 subscriptions

Subscription Number

%+ | @ Committed %+ | @ consumed

%+ | @ #ofinstances [ Expiration Date

A-500014001 664 TIB @ 435 TiB 1] July 28th, 2022
A-500014002 6E4TIB @ 435TE 1] July 28th, 2022
A-500014003 664 TiB @ 4,35 TiB (1] July 28th, 2022
A-500014004 664 TIB @ 435 TiB 1] July 28th, 2022
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Subscription Number = | © Committed = | © Consumed = | © # of Instances Expiration Date

A-500014001 6.64 TIB @ 435TiB 1] July 29th, 2022 (&)

View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022

Link
A-500014003 6.64 TIB @ 435TiB 1] July 29th, 2022 @

+
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Subscription Modification for A-S00014001

Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB i TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] nife TiB
Standard 0.732TiB 0.438 TIE E TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB 1 B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE it B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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License Distribution

5

Total Licenses

| 1

= BYOL Licenses

PAYGO Licenses 8 rree Trial Eval

BYOL (1) PAYGO (4) EVAL (0) Q|

Cloud Volumes ONTAP Name

s | OVOPAYGOD Single Node 890520130000000007042 standard Manage PAYGO License A

Node 1 :90920140000000001010
BN cvopAvGO2 High Availability E::d: e A A0 153 standard Manage PAYGO License 7

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A

S. MNBREE, BT * BIF PAYGO FrIIE * LIEEX PAYGO el iEsl Era S fFI2E8Y,
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BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )

012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )
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Tiering Policy Snapshot only S3 Used 26.3TiB
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INFO CAPACITY
Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0GiB
Elastic Volumes Enabled
S3 Tiering Enabled
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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° ¢
E S3 Tiering i What are storage tiers?
s Enabled Disabled
te: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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X519 Storage VM #(2

FUFIE $15% N Storage VMo #ZE " ( Cloud Volumes ONTAP % 1Ti%B8) " I8IEEAY Cloud Volumes
ONTAP kx589 Storage VM =,

£ %" Storage VM

BlueXP X#FEIZONTAPALAEIEZRHONTAPEF <1 TR EBIZNERIE M Storage VM,

fign, TEERTEE)EE LR Storage VM o

Details & Protection

Storage WM Mame i

svIm_namel -

Volume Mame Size (GIB) i

snapshot Policy
default v

Default Policy

TEERTEREEREIHEMARIIIfFENER Storage VM .
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Destination Volume MName

volume_copy

Destination Storage VM Name

sym_name1 w

Destination Aggregate

Automatically select the best aggregate -

1EEXERIA Storage VM HIZF1
BlueXP=EIAE ACloud Volumes ONTAP 832898 Storage VM &, MNREBF ™Kt RmAE. MATLL

MONTAPR S EIE2E. ONTAPSHSITREINAPIEX Storage VMR, 530, ErIgeH LB IRSERN
ONTAP £8#85 % Storage VM B9 —Fo

7£Google Cloud¥#1Cloud Volumes ONTAP ©/|Z#i{iEAks Storage VM

Storage VM Z7E ONTAP HB{TRVEINWL, Bl AR P iniRFEfilEuEiRS. EagsE
HiAF5 svm T vserver . BRINIER T, Cloud Volumes ONTAP EZ&%E— Storage
VM , {BXLFIE Z15819MY Storage VM o

S #5H) Storage VM &

M. 11.1hRFFIA. Google Cloud®HI4¥E Cloud Volumes ONTAP AR &2 4#5% 1 Storage VM, 3% ZE " ( Cloud
Volumes ONTAP &1TiBH) " IIE{&AY Cloud Volumes ONTAP hrZssz#5HY Storage VM # 2,

FrEHEM Cloud Volumes ONTAP EE&EI9Z 55— MEMEIER Storage VM Fl— N F R M E B4R Storage
VM, 318JR Storage VM K&, Er]LUBCEBTR Storage VM LUHITEUEIR IR,

tl|Z#ZStorage VM

RPN SR LIER T R AAMHAT E8IZ % Storage VM, 15EE. B JfEMABlueXP APIHEHA
3F LB Storage VM. MR LAEFONTAPRAEIRRHONTAPSH L ITRATE TR R4 L6 Storage VM,

BURAL

UTHRRBERGITRETRET R AR LEIEHIStorage VM, SIRHUELIFRE— T HIPHILL. NREE!
BEELF. WEES—1AETAIPtL,

TE
1. #£Google Cloud®. *#¥Z=Cloud Volumes ONTAP 323 & MLIFFRIN— MNPt Enico,
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

YR E7EStorage VM_EBIEEIELIF. NIE

"Google CloudX#4: EINALHIFRMEIRIPEE"

2. gl Storage VM 15[ Storage VM BYE&H,

— PN EHELIFBYIPHINER] 55— RTEIPHEAE,

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. BIFHETETEGoogle CloudHAANAYIPHEE K Bl EHELIF
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS 3% SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. mlik: @ITEEEGoogle CloudHARNNAYIPHIIER B3# Storage VMEEELIF,

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

O B— XS MEE DL Storage VM 6

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

ZFTUEERTII LB, BEFE Storage VM FEE/MFRI—PERE, A7 8ETE Storage VM LB

HA
& TERBIueXP APITEGoogle Cloud##JCloud Volumes ONTAP %4 _E 6172 Storage VM, EE{EAPI (i

AEONTAPRS EIERHONTAPES1THRE). FBlueXP & fStorage VMECBEFFEMILIFARS LUK H
ULSMB/CCIFSIB{SFTEaJiISCSI LIF,

EEE. BlueXP&TEGoogle Cloud 9 ECFREMIPHENE, FH63E BB AT SMB/NFSIHIEREIELIFAMATH
UESMBIE{EHIISCSI LIFAYStorage VM,

tE5h. BlueXP £% “default-data-files @12 MNASEIELifs B LA T AR SS FHI8 B AR NINEiSCSIFIELifs RIS ER
#EStorage VM_EHISRER:

* data-fpolicy-client

°* management-ad-client
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* management-dns-client
* management-ldap-client

°* management-nis-client
EEEMRS. RAERLUHFRCloud Volumes ONTAP BILUEFISCSI LIFi#TH ik EIRER,

FrEEAIGoogle CloudiX R

EERFEERENNRRAIZEFEECloud Volumes ONTAP HAXIEYStorage VM. FRERIPREIETER "NetApp
RIAYRAR"S

P
1. EFA LU TAPIEA R B Storage VM:

POST /ocem/api/GCP/ha/work-environment/ {we ID} /SVM/

BREXNMEFEUATAR:

{ "svmName": "myNewSvml" }

EIEHANT LHYStorage VM

Ltt5h. BlueXP APIE Sz & dn & FMHFRHAXS _EAIStorage VM,

Ein B Storage VM

WMRFZE. ErT LU E L Storage VMEYE FF,

P
1. LU TFAPIARE# % Storage VM:

PUT /ocem/api/GCP/ha/working-environments/ {we ID} /SVM

BREXNMEFEUATAR:

{

"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

fiBRStorage VM

WMRIEARBFEEStorage VM. B LLEE M Cloud Volumes ONTAP AflEx

g
1. R LU TFAPIEB#ERStorage VM:
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delete /occm/api/GCP/ha/working-environments/ {we ID} /SvM/ {svm name}

GESVMR MRS

BlueXPAR/JStorage VM (SVM) XX E IR EE I B SRR AZ . BmfE
FIONTAPA A EIE2ZONTAPE 1T Ho

WMREM M Cloud Volumes ONTAP RS 2 [8]i% & SnapMirror SVME K. NIE A TIEFR MNHATT BRI/
NREFAZEFTT. BRETEHATFET RREFA 28K E SnapMirror SVME .

BXONTAPEs L1THREBVHER. BEFH LT X,

* " { SVM RS EE REIER) "
* " { SVM RXEMRE RikfER) "

R MM EIENE
fEF NetApp NIRRT SEX S TN

Cloud Volumes ONTAP 3z#5 NetApp &i01% (NVE ) #1 NetApp ZB&MZE ( NAE
) o NVEFINAERETFHRHRIRAER. HIFFIPS 14028 MNETHEUEME, "1#40
TR ENERRS R

SMERERAEIERE X HF NVE M NAE o

ifcp: : aws[] endif: : aws[]ifdef: : azure[] endif: : azure[] ifdef: : gcp[] endif: : gcp[] ifdef: : aws[]
endif: : : aws[]ifdef: : azure[] endef: : : azure[] if:gcpl]

FFGoogleN =ZHHEIEIRS EIEE A

BB LUEA "Google Cloud Platform FIZHEIEARSS ( Cloud KMS ) " 7£ZB& T Google
Cloud PlatformBY R FBF2RF F{RIFONTAP NIZEZ R,

A LEFRONTAPS $1TRESONTAP REST APIEAEKMSHZEAEIE,

fEMACloud KMSEY, EEE. ZRINERT. HESVMHLIFETSERAEREm#TEE. TREENKAT
S5=REBNEHIIERSS (cauth2.googleapis.com)#{TiB(E. NREEHMEBAERER, EEETEEHFA
R ERS
FraZ fi

* Cloud Volumes ONTAP #%71i£179.10. 1% E & kR4

* BRXEEME (VE) FAIE

* RET ZHEPMEZAEEMTEKM)FAE. MCloud Volumes ONTAP 9.12.1 GAFF#4,

BN REREERNSVMEERR

* BE¥AIGoogle Cloud PlatformiT|5
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g
* DR $ESVM AR E Cloud KMS

Configuration

Google Cloud
1. #£Google Cloud B/, "BIEWTGCPEEHIFMZEA",
2. J3Cloud Volumes ONTAP FRS K B2 B E X A e,

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms.keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. BEEXABDEAEKMSZ A Cloud Volumes ONTAP BRSZM : gcloud kms keys add-iam-
policy-binding key name-keyring key ring name-location key location-member
serviceAccount: service account Name-role projects custom id /role/kmsRole

4. THBRSKFPISONZEFH: gecloud iam service-accounts keys create key-file -iam
-account=sa-name@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. EREIESSHE P ImEEE £ EIELIF,
2. IR E| SRR set -privilege advanced

3. NEIESVMAIZEDNS, dns create -domains C.<project>.internal -name-servers
server address—-vserver svm name

4. BECMEE%H: security key-manager external gcp enable -vserver svm name
-project-id project-key-ring-name key ring name-key-ring-location
key ring location-key-name key name

o HIMEREY. HIAGCPIKF HRAIARSS KA JSONE A,
6. HIAEBBEIERIY: security key-manager external GCP check -vserver svm name

7.\ RIE—1ELUNKNNZE vol create volume _name-aggregate aggregate-vserver vserver_name-size
10G

HEHER
NREFEHTHERIR. AIUE LRRERINTBHLERFIGREST APIEE:!

1. set d
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2. systemshell -node node-command tail -f /mroot/etc/log/mlog/kmip2 client.log

REMEEI RN AFRIEE

BRURU L Ise R SSAE], FIFMEE, GBIBlueXP. &RJLASEHEMNetApp
WRIRMRAR R VPeERHRNEXGT RRAMB RN RIF(ARP), XLEAER
BEAAME. NFN R M T BT T A,

BT RMERIRAF S RS

BT BlueXP. EhHERMARIFIZE A EFIFAONTAP FPolicyhRERSSE & AV RN XM B & KB,

p
1. Z'@m'uEL. NEERERNSHRRERIFNRFNER.
2. EEPRETR £, BEIVEEER. ARBEE RN R Z LN HEET.
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Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

VNNV INIINIDNID

Ransomware Protection

Support Registration Not Registered

CIFs Setup

3. SCE NetApp ARRTIZ for $HFERMF:

a. MNREFRBF Snapshot &, FET * BUE Snapshot HKEE *
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NetApp Snapshot ¥ ARE] AEIZRIREFHMFIRH I N RENBRRA R, RINMERNXBET MAZ R
F{PHIFR, Snapshot BN RIFEIZA, vIfFIEERRERIF. S 1L LIRHIZRE N ERIA 5T
BN MRS R 5 MG AVRLE

b. B * BUE FPolicy* LUBF ONTAP B FPolicy /R A%, © ] LURIEXH B P LE X121k,
LTS 14 R 75 22 mT @ BE LE & T BV Eh 2R3N 4 S SR BY SRIL SR IR TN R AN IR B RE 17
XA FPolicy SERI=EIEEBUTT BRI H:

WA, N, PiE, M, ME crinf, r5a, xNT, XTbl, R16M01D05, pzdc, &, LOL! ,
OMG! , RDM, RRK, encryptedRS, crjoker, EnciPhErEd , LeChiffre

L{&FECloud Volumes ONTAP L#5EFPolicyfd. BlueXPatIZELLERE, MFIRETFE
MESERIRFES AL, EEILUER Cloud Volumes ONTAP S-S {7 REHAY vserver
fpolicy policy scopes TR B E X RIERIX 4T RB&E.

Ransomware Pratection

Ransomware attacks can cost 3 business time, resources, and reputation. The MetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions
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5. BF*Save*, SAIGE T Apply*

Select the ONTAP version you want to upgrade to!

Version Date

9.12.1P14 Aug 22, 2024

9,312.1P13 Jul 7, 2024

§,13.1F10 Jul 7, 2024
| 9,13.1P9 May 9, 2024

e All versions PN
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"7 FRUN{ATE SSHiE#E| Cloud Volumes ONTAP",
2. ®7R AutoSupport FRFGHNFMIRE :
AutoSupport check show-details

MMM F A TRE:

Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:

mailhost. Error: Could not resolve host -
'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

WNRhttp-httpsZEHBVIRE A "ok". MIFRRE EFECEAutoSupport « I LIKRIXE R,
3. NBRBSFIEH. BIWIESECloud Volumes ONTAP T s HIKIEURL:

AutoSupport show -fields proxy-url

4. N8R proxy URLBFHANZ. 5% Cloud Volumes ONTAP & fufE i ConnectorfE AR :
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10.

AutoSupport modify -proxy-url http://<connector private IP>. 3128

. BRISIEAutoSupport IR :

AutoSupport check show-details

. WA HFAILED. iEIECloud Volumes ONTAP 531382 jB) 2 H@id i [31283 2 11 1EHE,
- NREWIFRBEFEEEGIRESIDIAKM. @ SSHIERE R ERESS,

"7 BB XIEZE|Linux VM for the ConnectorfI EZ 2"

. ¥ & Jopt/application/netapp/cloudmanager/docker_occm/data/’

- FTFAIEACE X4 squid.conf’

XHRERLEHINT

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEECloud Volumes ONTAP &4 HICIDR,

tﬂ%uoud Volumes ONTAP RFHICIDRIAREXHHIEELEEN. 1BIRIN TR EMIILEIRINFEE

ACL cvonett src <cidr >

ﬁﬂ%/d\\ﬂﬂﬁﬁﬁ E N lﬁ%uﬂﬁﬁ/d“m—/\f’tﬁ:m

http access allow cvonett

UTFR—ml:
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http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. REEEXHRE. UsudoB P EHREHRIERSS:
d/aBsQuID
12. j&[8]ZICloud Volumes ONTAP &< 1T EHIIFCloud Volumes ONTAP & 7] LI& iXAutoSupport SHE :

AutoSupport check show-details

BcE EMS

EHEERS (EMS) WEHETREX ONTAP 2 L AENEHNES. BiEKEMFE
M. BEIUNRESHTENREFHER (BFEpfFithit. SNMP [ERENSAZEE
Ars588) FFEHERA.

ERILAER CLI BCE EMS o BXEA, B30 "ONTAP X145 EMS ECERA"
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* Cloud Volumes ONTAP 9.12. 15 B = kR 4s

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0%F[9.11.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"
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ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8%9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.

KREXFIE S, Cloud Volumes ONTAP R BENS B shHAF iR EEE. MEEAFL F.

SNMRITE & S SR R RIS LB 7]

MREEOHBIERR, FENAREFEREERIEFLET, AREEERBREIERRREEREME IR
18], MBTLAEAa<ITRERY NVFAIL ETR LI I B 7o

/2 NVFAIL 3%EIR

vol modify -volume <vol-name> -nvfail on

& NVFAIL I8 &

vol show -volume <vol-name> -fields nvfail

X3 NVFAIL JEI0

vol modify -volume <vol-name> -nvfail off

ki?&?&%%ﬁj‘, BAT NVFAIL B9 NFS 5% iSCSI ENF LR EEE (FEEWTREIN CIFS) . BX
FAEE, B8N "NVFAIL (g2 NFS &3; LUN 89151

LIKSZ NVFAIL RS

vol show -fields in-nvfailed-state

[ REIEE R TG, ERILUER NVFAILRES, SR THIESLE.

/ﬁ K? NVFAIL )Ikn_.\

vol modify -volume <vol-name> -in-nvfailed-state false

Flash Cache

FHLeCloud Volumes ONTAP ECE B13EA<HINVMe7ZfiE. Cloud Volumes ONTAP fEFLtLTZ
fi&1E}_Flash Cache FiE=1%taE,
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