Azure & URIGIE
Cloud Volumes ONTAP

NetApp
June 27, 2024

This PDF was generated from https://docs.netapp.com/zh-cn/bluexp-cloud-volumes-ontap/concept-azure-
image-verification.html on June 27, 2024. Always check docs.netapp.com for the latest.



H=x

Azure & BRGISIE
AzureBRUGFIERER
TEAzureBRIGIEE S
MAzure Marketplace S B
X R WIIE
MEIRLE A X Azure R ISIEAIEINE B

O N = a

12



Azure & RIS UE

AzureBR{RIGUEBLIAR
Azure BEIGIE R S1Z5RAINetApp T2 E R, BARAWIFIREXHFE— 1 EENTIE.

{EAZUre YRS 2 30 SE EE X RFAE X1AIAZUre HDBRIG ST TS TR IR, E A Azure
Marketplace=#1TE 4,

(i) Cloud Volumes ONTAP#R#£9.12 095 B AR A S 5 AZUre R BT

AzureXt B & HAIVHD X R EX

Azure={EcA#ET1 MB (1048576 F 15)F/5512F TWHIVHDX . NetApplREE R SBETHIS1 MBHIZES12F
T HEREHDMEER D #HITE R

VHD file

le— 1MB —» 512B

/.- ~
/ .

/ Modified by Azure ™ — Modified by Azure /

Fan. FBERT—1MANA10 GBHIVHDX . ERE. NetAppRZBHITENER. A/NH10GB-1 MB -
512 Bo

TEiAzureBGIEE X (4

AzureBREGIHZE X E] N T E "NetApp ZHFuAR" TEX M Htar.gzig. EREEHTE
BRI R IIERI o

p

1. % ZE "NetApp Z#Fi45 _EAICloud Volumes ONTAP= A T1E" H1E"Downloads" (T &) T FHFrERER
4 hR 7S,

2. E‘::Cloud Volumes ONTAP FETIE F, BHAzureBUSIBEX G THEIZH U THE =N HIRS. GzX


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab

Cloud Volumes ONTAP

Date Posted : 17-May-2024

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

If you are upgrading to ONTAP 9.15.0P1, and If you are unsure whether your company

- . A . . . . View and download checksums

you are in "Non-restricted Countries", please complied with all applicable legal requirements

download the image with NetApp Volume on encryption technology, download the image DOWNLOAD AZURE-9-15-

Encryption. without NetApp Volume Encryption. OP1_PKG.TAR.GZ [7.64 KB]

DOWNLOAD View and download checksums
9150P1_V_NODAR_IMAGE.TGZ [2.58

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

: DOWNLOAD
View and download checksums 9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

3. FFLinuxFIMacOS. ERTHITA T IRIEA BEA T #ifYAzure Image Digest>3Xf43AEXmd5sumFlF
#H256sum.

a. ¥ Fmd5sum. AN mdSsum A<

b. 3FF"#4&M F9256SUM"HI. HIN sha256sum 83!
4. I83F md5sum F sha256sum {E5Azure Image Digest File T # LA,
5. fELinuxfMac OS_E. 1T tar -xzf f< LUIREtar.gzXX .

RIS = RiHEIR S, GZXHEESHEXH(sig) AHZHEIER M (.prom)FIFEIE I H(.prom)s
HlH untar tar.gz XX R R

$ 1s cert/ -1

SE—Ee——== 1 netapp netapp 384 May 13 13:00 9.15.0P1 azure digest.sig
SEfj—Eom—== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw-—r---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

=E—Ee——== 1 netapp netapp 8537 May 13 13:00 version readme

MAzure Marketplace &1 B &

BizvHDIR &R & T ElAzure=fa. NetAppBABEIRZMEG. MEFRHBHIREGEHE
7EAzure Marketplace Lo, 7EAzure Marketplace_EEI 17 & FaR&AY. Azure2 B X ZEIVHD
HEIS1 MBFZEES512 Bo EWIFZVHDXHNZER. FEE tMAzure Marketplace FH



FHAzuref&eXBIVHDIR(ZR,

BEENAR
T TE Rt L REFTRIIER

s BREAzZuref TR E. B nIRERT @I Azurel 1P f8EFAzure Cloud Shell,

(D BXRMAREAzurets LITHRERNFAEE. BSN "Azuret: WIRILEAzurefn L1751 H

o

1. {#fversion_readmeXHHIABIEFONTAPhRZSIRET ZAzure Marketplace P& AR 7S,

¥ Fversion_readmeXHHFIHHIE MRAIRST. ONTAPARZS L "budname &R Azure Marketplaceb{&
k7 LA "version" &R o

a0, TELL Fversion_readmeXX . ONTAPARZ"9.15.0P1"BRET | Azure MarketplacePR{EhR
75"9150.01000024.65090105", LttAzure Marketplace MGk Z<#H /5 BB F 1% &% URN,

"buildname": "9.15.0pP1",
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$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US
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#Azure Cloud Shell on Azure portal to get VHD image from Azure
Marketplace

a) Set the URN and other parameters of the marketplace image. URN is
with format "<publisher>:<offer>:<sku>:<version>". Optionally, a
user can list NetApp marketplace images to confirm the proper image
version.

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName
SpubName -Offer SofferName -Sku $skuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

b) Create a new managed disk from the Marketplace image with the
matching image version

PS /home/userl> S$diskName = “9150.01000024.05090105-managed-disk"
PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image

-reference S$Surn

PS /home/userl> S$sas = az disk grant-access —--duration-in-seconds
3600 --access-level Read --name $diskName --resource-group S$diskRG
PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-

Json) [0] .accessSas

c) Export a VHD from the managed disk to Azure Storage

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”
PS /home/userl> S$destContext = New-AzureStorageContext



-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy —-AbsoluteUri
SdiskAccessSAS -DestContainer S$containerName -DestContext
SdestContext -DestBlob S$destBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container
ScontainerName -Context S$destContext -Blob S$destBlobName

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG
-DiskName $diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
S$diskName

1EidAzuresn $1TRE M A HLinuxitEH S HVHDI 4
1. MZMLiInuxiT ENBEEAzurefs SITREE HIZMES H Flivhd,
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#Azure CLI on local Linux machine to get VHD image from Azure
Marketplace

a) Login Azure CLI and list marketplace images

% az login —--use-device-code

To sign in, use a web browser to open the page
https://microsoft.com/devicelogin and enter the code XXXXXXXXX to
authenticate.

% az vm image list --all --publisher netapp --offer netapp-ontap-
cloud --sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

b) Create a new managed disk from the Marketplace image with the
matching image version

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"

export diskRG="new rg your rg"

d® o oo o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn
az disk grant-access --duration-in-seconds 3600 --access-level
Read --name S$diskName --resource-group $diskRG
{
"accessSas": "https://md-

xxxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&STr=DESI=XXXXXXXX—XXXKX—XXXX—XXXX~—
XXXXXXXESTIRXXKXKKXKKKKKKKKKKKKKKKKKK"

}

% export diskAccessSAS="https://md-
xxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&ST=DESI=XXRXXXXXK~XXXKX XX XX —XXESIJRXXXXXXXXXXXXKXXXKXXKXXKXKXX""
#To automate the process, the SAS needs to be extracted from the
standard output. This is not included in this guide.



c) export vhd from managed disk

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.
There should be az command that can achieve the same, but this is
not included in this guide.

export storageAccountName="examplesaname"

export containerName="vm-images"

o® o° oo

export storageAccountKey="xxxxxxxxxx"
export destBlobName="9150.01000024.05090105.vhd"

o°

% az storage blob copy start —--source-uri $diskAccessSAS
--destination-container $containerName --account-name
SstorageAccountName --account-key $storageAccountKey --destination

-blob $destBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXX",
"copy id": "XXXX-XXXX-XXXX-XXXX-XXXx",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OXXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request id": "XXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX",
"version": "2020-06-12",

"version id": null

#to check the status of the blob copying

% az storage blob show —--name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"copy": {
"completionTime": null,
"destinationSnapshot": null,
"id": "XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxxX.blob.core.windows.net/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX~XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null



by

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk
az disk revoke-access --name S$SdiskName --resource-group $diskRG

az disk delete --name $diskName --resource-group $diskRG --yes
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openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

° IR N XEEBLES. OpenSSLEFSTRE LE S ER"Verified OkHE. MNRARTE. NMEE
7R"Verification Failure";8 2.

Linux ERIXHE B I0IE
B LU U TP BN E SHEMILInuxAIVHD XX 2.

p

1. MTF#EiAzure Image DigestS ¥ "NetApp 7150k =" FHIREUEE X 4 (.sig). AHZHIEBXHE(pem)FIHEIE
:BYTCF(pem)o
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2. IIHEER.

Q

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. fIBRET1 MB (1048576F 1)F/5512F T HIVHD XX 4
NERFER"tail". MIEIRN"-c +K"FHIE IEEXHHKEN FHALNFT, Fit. 104832H"EE-c" IR,
tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail

head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o° o o°

4. {EHopenssI MIEPHIRENAHZE A, HERER XHNAEEARIEEH I (ssign.tmp)o

MRMAXHFELIIE. MEBRme
"ISIFIEE", BN, & ER"Verification Failure"(32IE5 K)o
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(o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

[o

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

[o)

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

EETE=IE,

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
o

Mac OS_ERIX4& B I0IE
ER RBEU TS B E S HIMac OSEIVHD X4 &,

T
1. MF#iAzure Image Digest3fF "NetApp Sz #Fuh " HIREIEEX 4 (.sig). AHZFHIERXMH(pem)FIFEIE
B3 (.pem)o
BEN "TEHAzZureMMEHEX S BXRIFHAES ...

2. IIHEE.

[o)

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MERET1 MB (1048576 T5)F/5512F T HIVHD X 1o

NREEMA"tail". MIEIT"-c +K"HiH KB F KR FT
FEEXMHR. Eit. 1048%XH"EE-c"bIE, KANOFE13K
LAfE7EMac OS e 3R an <o

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o° o°

rm ./sign.tmp.tail
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4. fEHopens MIEBHIRENAHRZAHIIFZH
HHEBXHENALE R ile(sign.tmp)o

MBWMAXHFBEIINE. M%< 2R " Verification OK"(3IELERE)o
EN. &2 R"Verification Failure"(32IESK)o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

5. BEIE=IaE,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o° oo

M B X Azure & ISIERYIENNE B
%‘E DI, THREXAzZureURIIERIENE . B LA T AIIAIRIIENetAppih

/"m0

sEHEH
 "TIEBIREE: WNAEAOpenSSL#HITEZ ML
* " Azure MarketplaceBf& fgAzure Stack Edge Pro GPURIZEVMBR{E| Microsoft T fi#"
* “ERAzurefs RITRAERR EME T /S B 2K | Microsoft T #Z"
* "Azure Cloud Shell®&E N\|J—IA7F| Microsoft T f#"
* "WNEIRFEAZUresn LT HE| Microsoft T "
* "AZ71Zfi#Blob&lZx| Microsoft 7 f&"
* "FEHAzureff LT REABE R—E RM B D IIE| Microsoft¥ 3"
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