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Learn more about capacity-based licenses
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Change Charging Method

Lelect a working environment

CloudVolumesOMNTAP2

Select new Cloud Volumes OMTAP charging method
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understand that changing the package type will affect service charges

Change Charging Method | Cancel
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Subscription Number © Committed

= | @ Consumed

% | @ #ofinstances = Expiration Date

A-500014001 6E4TIB @ 435TiB o July 29th, 2022
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Subscription Modification for A-S00014001

Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB i TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] nife TiB
Standard 0.732TiB 0.438 TIE E TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB 1 B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE it B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.
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Total Licenses

| 1

= BYOL Licenses

PAYGO Licenses 8 rree Trial Eval

BYOL (1) PAYGO (4) EVAL (0) Q|

Cloud Volumes ONTAP Name

s | OVOPAYGOD Single Node 890520130000000007042 standard Manage PAYGO License A

Node 1 :90920140000000001010
BN cvopAvGO2 High Availability E::d: e A A0 153 standard Manage PAYGO License 7

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A
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BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )

012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )
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License Generator

The following fields are pre-populated based on the NetApp 350 login provided.

To download the corresponding NetApp license file, re-enter your $50 password along with the correct
Product Line and Product Serial number.

First Name
Last Name
Company Metwork Appliance, Inc
Email Address

Username

Product Line™ - L\\y

ONTAF Select - Standard
. ) ) OMTAF Select - Premium
Mot only is protecting your data required by ONTAP Select - Premium %L
[ | have read NetApp's new Global Dat Cloud Volumes ONTAP for AWS (single node)
may use my personal data. Cloud Volumes ONTAP for AWS (HA)
Cloud Valumes ONTAR for GCP (single node or HA)
Cloud Valumes ONTAR for Microsoft Azure (single node)
Cloud Volumes ONTAP for Microsoft Azure (HA)
Service Level Manager - SLO Advanced
StorageGRID Webscale
| StorageGRID WhiteBox |

SnapCenter Standard (capacity-based)
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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud
Manager services.

Start with a template of:

Volume for Cloud Volume for Cloud Volume for Azure
Blank template Volumes ONTAP + Volumes ONTAP + NetApp files + Data
Backup Backup + Data Sense Sense

Get Started ‘

g 2R Editor TAHE,

& Remediation Templates Editor Drift Tags

Create Volume in Cloud Volumes ONTAP (#cre)
& Enter aname for this template

W ®

9 Action Definition
[~
Action Name
® Create Volume in Cloud Volumes ONTAP (#cre) ‘ ‘ Create Volume in Cloud Volumes ONTAP (#cre)

: °

Enable Cloud Backup On Volume (#ena)

Context

‘ Working Environment

[ orift

? driley1

X w

(= + | ResetZoom Storage VM

[ orift

.

f£_Action_MiR E75. HNEREIE R,
7£_context_F. L{EIMERHIENEBIH TIEIMERN AR, EEFELIE SR Storage VM*,

FIRRPRERDGHPIESEHRINE. 52N ¢/2%E BX5EMCloud Volumes ONTAP EEBEFITH

HEFAE S,
B NANEENSHRTFEEERF.
MREEREE XWEMRIEWGIW, BEBlUeXPEMNIIME), ERERFER"
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Create Volume in Cloud Volumes ONTAP

Enable Cloud Backup On Volume

B0, MR"ERE LNTEMNIFFEREERS MRS, CIERTLURITILEE,
10. SERIERIBENEES. RBEREFRIR

=

Cloud Volumes ONTAP SR EEHETR— 1 TH, UEEUEEHE,

©,

Creating your resources

This process can take a few minutes.
Keep this page open to manitor progress, or you can cose this page

and check the Timeline later for details.
Actions status

(Y Create Yolume in Cloud Volumes

L) ONTAP Success

(T-:j Enable Cloud Backup Fending

teSh. INREEIRP LG T IER_RIRME. FINTEE LEABlUeXPENHMIME. MBIHITIZIRIE.

£ HABCEFME MR LEIES

AIMBER T, BlueXPREHAECEFHIE— TR LEEE, MRFEWESNEE (M1 REFEERESS
Fig) « WAFTEE I HR EERENE,

p
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3. EREEME L. BEHFMBES

4. f£_Add aggregate_ REH. SIEEE,
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Aggregates without
g Tiering Allocated Disks
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i

Add Aggregate
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6. 7EBlueXPEIBRER A/, EFZRE. ARRE eIEE
BN EREAER, ARRE IR,

&

BlueXPEFEHAM PN E T = LEIZEE,

XNFEBEBEZ N AWS BIAMERKIE R HA XY, EAIERSMRET RBVEE) 1P b EEHE|
&P o
BIRERE

?E%EEET CIFS #=Z. BERTAFSAXNAMXARARIR. HIIEXERAFZE R LIARZEZEHEIEX

MREBXWEN AT, WATERRREESRN CLI . EFAITERBINRERF . A gtree EANEEIE]
X E,

24



EENEE
BidBlueXP. ERILIEEEMCIFSARSE 8. EXRRREBIELIBRETERH,
A LIEBlueXPAT AIE B R ME R EIBE, TR MEHR M T —AERIETRERS. BRAERHEER

EIBINRE. HINTebE. BEAN. BERREBFRHILE. 2. FRIPAEDBREREUNREES S, 1EEW FH
SRMEEIECloud Volumes ONTAP",

EIPE

BT EABlueXPRITREE. ERILURIEEMEERERESE, BoLEE. HiE. =&, MEMBGRE.
T

1. NEMISMFEED, EFRFEEHRS
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FlexWol volume

% B OMLINE Manage Volume

INFO CAPACITY

Disk Type GP3 Provisioned 150 TIB
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) :."“' 3
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Resize volume

APACITY

25 ©

SNAPSHOT RESERVE %

1

Existing

20 GiB

SMAPSHDT

RESERVE

0 Bytes

S

New

DATA SPACE

24.75 GiB

SMNAPSHT

RESERVE

256 MiB

L )

Cancel Save
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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E S3 Tiering i What are storage tiers?
s Enabled Disabled
te: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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Select Disk Type

GP3 - General Purpose 55D Dynamic Performance

% General Purpose 55D (gp3) Disk Properties
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RERE-RSLNLZERRE)RESR
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BEEN "B E=EE BiAIT . B=7ECloud Volumes ONTAPHF EEIEIE,

REREHE—HESENAIATELR
EXBHESBIBERNRFME) N, MERMHE)FTES VAIAZIE,

IR FREMEEHEEEE, NAEREIEEEUIER. Cloud Volumes ONTAP 55U E14EE
LIRS MRE, TR =EARE, N Cloud Volumes ONTAP Toi&#5ohEiE,

3. BEREFE ",

Storage VM &1

7EBlueXPH & EStorage VM

Storage VM Z7E ONTAP FIZ1THVEIAML, AIARFinieHFEMNEuERS. BojgEsE
HiRF18 svm T vserver . BRINIER T, Cloud Volumes ONTAP EZ&EHE— Storage
VM , BRELEAIESZFRIIMY Storage VM o

X #HY Storage VM #(2

U E S 15% N Storage VMo #ZE " ( Cloud Volumes ONTAP % 1Ti%B8) " I8IEEAY Cloud Volumes
ONTAP higZs32#F1) Storage VM &,

£ %" Storage VM
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Details & Protection

Storage VM Name :

svim_namel -

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

TEERTEEEEHEIH ARSI I{REEF Storage VM ,

Destination Valume Mame

volume_copy

Destination Storage Vi Name

svm_name1 W

Destination Aggregate

Automatically select the best aggregate -

&L BRIA Storage VM YRR
BlueXP= Bz E A Cloud Volumes ONTAP BIi2HE Storage VMan &, INREEERI B nE. WAL

7£System Manager. &< 1TREHAPIFEStorage VMIIZ R, Fli0, ERIgEHRLBULRIRS5E A ONTAP &£
B¥#p & Storage VM AR —H
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7£ AWS 7 Cloud Volumes ONTAP BlIZ212{t44#ERY Storage VM

Storage VM 27 ONTAP FRIZ1THYEIWL, FIARFimieHEEFEMNEUERS. Tkl
HiRBA svm 5 vserver . ERINIER T, Cloud Volumes ONTAP BR&H— Storage
VM , BRELEAESZFRIIMY Storage VM o

EIEE IR HEIED Storage VM , EFEE AWS RS IP sk, 7A51RIE Cloud Volumes ONTAP BLEiE
17 ONTAP &%,
X #5H9 Storage VM 2

M 9.7 hiRFFIR, #F7E Cloud Volumes ONTAP BEEZH§% > Storage VM . ¥ ZE " ( Cloud Volumes ONTAP &
17HER) " BRIEFMERY Cloud Volumes ONTAP hiiZss2#5HY Storage VM # &,

FrEHt Cloud Volumes ONTAP EEE 25— M EIER Storage VM F1— M F RHEMRE KB AR Storage
VM , 31RR Storage VM REHT, En]LUSUEBE SR Storage VM LUHTTEIEIR IR

RS E PR

B EC2 KA FHBMNEEONEARET A IPv4 it £ AWS FJ9#f Storage VM S EC IP it 7, &
FEIIELEIRS,

iz
1. 3 " ( Cloud Volumes ONTAP &1TitER) HAY " 1FHERRH] " 284"
2. HESEFIRBhEMEONRK IP ik,
3. IFIE T UEE, RATE AWS FHED IP #lte, S ET—THhEBEE,
7£ AWS HR53ER IP itk
TE79%m Storage VM €I} LIF Z &1, @I E R IPv4 itk Fcss AWS YR A ela o

15¥5E, Storage VM WYA[IEEIE LIF EEEETRALK LMEN AZ hpY HA XN EEBE B P ik, SR
LIF ®]#%#%%| SnapCenter EEET H,

I
1. ZF3 AWS FHITH EC2 BRS.
2. 3%#% Cloud Volumes ONTAP SEf5H&ads * MLRIERE * .

MRETE HA %t LRI Storage VM , BFEET = 1,

3. mTRENE * MO *, ARBEEIKN e0a BY * 0 ID*
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= Name v Insta... Instance state ¥ Instance type ¥

1
Status checi:
[

| danielleAws i-070... & Running ®& m5.2xlarge ®@ 22 checli
| [_] ocemTiering0702 i-0a7... O stopped @ m5.2xlarge = i
| cvoTiering 1 i-02a... © stopped @G, m5.2xlarge =
B : | ;
|
|
Interface 1D Description |
eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a
1

4. ERMEEO, RREE *IREF > BE P #hik <,
5. [BFF eOa BY IP k5K,
6. IOIF IP Hhiik:
a. ITHESE IP #HitiEE, UMiAtmEORSETEREEM IP /A,

BNERLTE L —THHRES MEOSFHEX P L.

b. A% : ¥ %] Cloud Volumes ONTAP BI&s $1TREFHIBTT * WLEIED show* LIHAIAXLE IP kb4

NS EER.
WREAN 1P KRR, WAILUEESHEY Storage VM 551,

7. 3R[E] AWS ITHI &, B * 9 8CH IP ikt * , AR3EHT Storage VM FREIIERE 2 ECEfth IP ik,
c BTRARSA. FEE—MREANZRER IP,

WNRETE Storage VM LRIEEIE LIF , MBEEEHEMN_KEE IP,
o —PMNAZHHHAX: TR EREE—IRERNZREZR P,
YR ETE Storage VM LRIEEIR LIF , MBEEEHEMN_KEE IP,

° BN AZs FRY HARY: B NRFE—IKRERAN-LTAIP.
8. MNREFBENAZ FH HA XS 1P iutit, BB * ATERDEZRETH IPv4 itk *
S BERE"S
10. INREH HA WAL F L4 AZs B, WREXNT R 2 EEXLESE,

EETRARS LA Storage VM

UTTBREST R RS EBIEHRY Storage VM o 8132 NAS LIF F2— 1% H IP Hutlk, MNREBCIREE LIF

, WEBS—IENET A IP itk
p
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1. I Storage VM #1}E[E) Storage VM HYELH,

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. B3 NAS LIF .

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hrh private_ip_x 2 e0a ERERN_HKEZAHIP,
3. \[ik: BljE Storage VM B2 LIF ,
network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Erh private ip_y @ e0a EB— 1M REHAN_REZR IP,

4. F— I HZINEBEHHEL Storage VM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZRTUFEERITIIE L B, BREFE Storage VM FEE/MFRI—1ERE, FAG78ETE Storage VM L8152

o

£— AZ Y HA 3F EIE—1 Storage VM

UTSERE— AZ B HA 33 EBIEZ—HTHY Storage VM » 83 NAS LIF FE—15H IP #ulk, MIRE
BIREE LIF, WEES—IELETA IP #it,

XN LIF BETR 1 E9E. MRREKRE, TH IP MU UET R 25,

g
1. 83 Storage VM F$5M Storage VM BIEE .

49



2.

50

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

TR 1 LB NAS LIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh private_ip_x & CVO-node1 B9 e0a ERFEAM-RER IP, NREAEIEE, AILUSI IP thutEHE
{iI%] CVO-node2 B ela , EAARSZHBE default-data-files 57 IP A] LLUEFS BB T 5o
A]i%E: ETm 1 £ Storage VM B LIF

network interface create -auto-revert true -vserver svm 2 -service

-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrh private_ip_y & e0a EB— 1M RERNZRER IP,

B—1HZNREDEL Storage VM,

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

%Fﬂl%ﬁg?ﬂﬁﬁtiﬂ?ﬁ“, EENFH Storage VM BEE/Mpal—1RE, FAG7EETE Storage VM L EIFE

INRIEZITHIZCloud Volumes ONTAP 9.11. 1T E & A, iB1EE4 Itk Storage VMAYMILE AR 53 SR8

E=EEERNIRE. ANETLUFA{ECloud Volumes ONTAP B LUEAISCSI LIF#1TH L B IEEE,



network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

£%1 AZs HHY HA 3t E8IFE—1 Storage VM
IR BIEESZ N AZs Y HA 3t _E 83— NRY Storage VM o

NAS LIF FZ float IP #itit, TEE LIF WAk, XEFE) IP bt REKREE AWS FHEAE IP. TR
AWS BERFRFBERECEFE) 1P, LIEME— VPC FAET B ENI o

EFZn) IP 5 ONTAP Be&#H, #IESIT A LS Storage VM EEEE—1NEA IP ik, X—5 kM

FEUTHSEH, Fha 1T 5s 2 E6IE iSCSILIF

FTE
1. I Storage VM F1}E[E) Storage VM BYE&H
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vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. TR 1 LB NASLIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port elOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° WFEE HA BCERY AWS XIFHRIFRE vPC , & IP #hbiJiAR7E CIDR SREVEE
Mo 192.168.209.27 B— RfFsh IP #itlk, "7 A RIEETE) 1P HIUtBIEZEE"

° " -service-policy default-data-files’ 7 IP B] LUEFE EIEC 3T T =,
3. \JiE: ETS 1 LRI Storage VM BIE LIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port elOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 75951 LA SCSILIF .

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

o X #F Storage VM HEE) IP B9 LIF X%, TEEAILL iISCSILIF , EXRM%Z iISCSILIF , {BREERE
RNETRZETEE,

° * -service-policy default-data-block™ &7 IP Mt R SET =2 iaiE,
° private_ip i CVO_node1 BY eth0 (ela) LERFEANTZHRER IP ik,
5. 1= 2 EBIE ISCSILIF .

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° EZ¥F Storage VM HFEN IP WY LIF T#%, TEMEALL iISCSILIF . EXR4E iISCSILIF , {EFREEEE
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AETRZIETEH,
° * -service-policy default-data-block’™ 7R IP Mt R SET R 2 iEliE.
° private_ip 5 CVO_node2 BJ eth0 (ela) LERFEFEANTHRER IP ik,
6. —1HEZ I REDHECL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
ZETUEERTII LB, BEFE Storage VM FEE/MFRI—1ERE, A7 8ETE Storage VM LB
o

7. INREIBITHIZECloud Volumes ONTAP 9.1 1 EShRA. i5f&2UttStorage VMBIMLE AR S SR8

Z=BERNIRE. FNETLUA{ECloud Volumes ONTAP B LUEAISCSI LIF#1TH b B IEIEE,

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client
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7£ Azure F1/3 Cloud Volumes ONTAP 6212 {H%kiERY Storage VM

Storage VM 27t ONTAP FIE1TRIEIN, FIAE FPintieEENEUERS. GRS
HiRBA svm 5 vserver . ERINIER T, Cloud Volumes ONTAP BR&H— Storage
VM , 1BTE Azure #3517 Cloud Volumes ONTAP B, Sx#FHfth Storage VM o

EolE E iR RN Storage VM , EFEETE Azure I ED IP ik, SARRIETT ONTAP @< 3K 83 Storage
VM FEIE LIF -

@ ERITHMSNICHEEMNES. EaJUEAzureF D EEEEEUNRMMNETHEACIBEN A
B, BERXLENICHEIIBRIFHAER. 1S "Microsoft Azure 14",

% #H) Storage VM %12

M 9.9.0 kixFF4, %57 Cloud Volumes ONTAP BCEz#5% 1 Storage VM . B ZE " ( Cloud Volumes ONTAP %
1TIHER) " BRIEMERY Cloud Volumes ONTAP hiZssz#3HY Storage VM # &,

Fr B EAth Cloud Volumes ONTAP EEE I FF— MeEUER Storage VM F1— 1B F R ¥MEME R B % Storage
VM , SNRJE Storage VM KA RMT, &0]LUSCEB TR Storage VM LUH{TEIR IR,

1£ Azure 4 EC IP ik
TE8UZ Storage VM F19EC LIF 28, EEETE Azure RHE IP Hbtik,

7E8I#& Storage VM HEC LIF Z A, #JE Azure HF IP it 53 FE4E nicO o

REERYIE LIF ipEeIE—" IP #ilik, #H)9 Storage VM (SVM ) EIZ LIF SIS —AIE IP ik, HHE
12 LIF |]3%E3£3) SnapCenter FEIET H,
p
1. BRE| Azure TP FHITFH * B * RS-
EB i Cloud Volumes ONTAP VM B9 #Fo
B RERE
B nico MIMLKIEO BT,
ErRECT, BEIPEE S
BE A,
WA IPEENE, EF oS, ARRE*HE *o
BENINICIZER IP EEERRIR, & * HEc* By *&#&5*, ARBEE *&®E"S

© N o g k~ w0 N

RAFERRES IP ik, RWFES IP ATHAR IP It AR E R, XBBTIIENBAREF XEFUERIFIET.

WMREGZE SVM B LIF , BEEXLESBELGIEREM IP ik,
SeRfE

54


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal#permissions
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal#permissions
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal#permissions
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal#permissions
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal#permissions
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html
https://docs.netapp.com/us-en/cloud-volumes-ontap-relnotes/index.html

SHINIRNICIZNEZR IP #tult, 7E79%T Storage VM BIZ LIF BY, BEFEEETE

HA Xt

90179 HA X453 EC IP st R F & R BIF BTN

XEE |P ik,
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iSCSI

7E 8132 Storage VM ML LIF ZEi, #TE Azure R iSCSI IP #3lE 53 LA nicO » iSCSI BY IP 72 Eicsh
nicO , ﬁﬁx%ﬁﬁipﬁi%g, #g iSCSI ﬁﬁﬁ ALUA i&ﬁﬂl‘ﬁ%%o

REECIELLT IP it

* —NIP Hudk, BFMTISA 1 350R] iSCSI #E LIF
* —N P ik, BFMTIS 2 1517 iSCSI #4#E LIF
* Storage VM (SVM) EIE LIF RYTE[E IP ik

B2 LIF B]7%$#%2) SnapCenter EEIET B,

g

BRE Azure ITJPFHITH * I * RS,

B EHF5 = 1 B9 Cloud Volumes ONTAP VM FYZ #R,

B MEERE

B nicO HIMLEIZEOZ M.

TEXRET, REIPERE S

B A<

N IP ERBMRIR, SRS, ARRE BT,

BENIRNIGIESN IPERBENER, & Hic > Bm * #E5*, RERTE*RE S

—_

© N o o k~ w0 N

B EARS IP i, FEES IP AT 1P LT RE, XBMTHIENAERZETLERIH

o

9 HERHE2 LEE FRSE,
10. NREGIE SVM BB LIF, IFETS 1 LEEXLESE,

NFS
EEF NFS 89 IP St STE L H TSR0 B, UETEREREFRBZEEHN, IP U LERES—1 T

77N\ O

REECZELT IP it

* —NIP sk, AFMTIE 11518 NAS #3E LIF
= IP Hhtk, AFMTIA 2 3518 NAS #5438 LIF
* Storage VM (SVM ) EIE LIF BYA]%E IP itk

DNSEIEHREISCSI LIF. Ak, FAMERT iSCSILIF , AAEARSERIERZIER,

BT LIF A% % SnapCenter FEIET H,

p
1. 72 Azure TP 5, 17 * L80T8 * BRSS,



2. B HA NG H T EENR T,

3. AMT= 1 ipIA¥KIE LIF BIB2—aiis IP BECE, AMTISR 2 i5R%EE LIF BI85 — 1 5% IP icE,
79 Storage VM (SVM ) EI2 LIF S — &R IP o

a fE*iRE N, B Al IPEE
b. B * 0+

C. WNRIIRIPAYRFR, 1EHECloud Volumes ONTAP HAX R F M. HREchS AT, TEERAM
iR, RE ISR AT, LRRTE XL E SRR PRI AR Ao

= Wicsot e

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

MName * | ip-for-svma w |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) ' |
Assignment Iél Crynamic O Static
Availability zone * (0 | Zone-redundant e |

d. BEHERIRNIGIEARTR IP ECERRM, & * 28 * B * 885, ARRE *REF"*.

EIFERFRS IP ik, EANES IP AJi{R IP it RSBk, XBEPHTFHIENARFRETNVE
YRR,

4. NN FiE P ARSI,
a. fERHTHEN CIRE T, Bl BITRRERH
b. B * AR * o
C. WANBITIRRERNARIR, HEATTF 63005 1 65000 ZENHOS, REEMFERAIBIAE,

IS F 63005 # 65000 28], X—RIREZE, g, MREBLIZ=1ETRTEN, N
AL NG S /9 63005 , 63006 1 63007 AIERM,



2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

5. A HIE IP BIEMY  E &N,
a. ERH TR <GB T, BE * AFTEHAN >
b. B * AN * HIENFIRER:
=1 i S 1D W [: R it
" * P RRZAS * ;&R IPv4 <,
" RS P Ot EEFERIRNIGEAER 1P #iikr —.
- SEAMIKEO ;. BALER,
- fEiRA L REEIEENEIAS R,
= BITIRORERN ¢ EFREER IP SIS TIRRER,
S RERAM T EmR T
rEm P EECBBRA .



Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I

6. #fx Cloud Volumes ONTAP HMZ R 2B AVF A H TR ANE LIRS R 4 FREIEAEI TR
RIETCP &M, AR, BIABERTRIFXEM.

SMB
AT SMB #IER IP it R ERFEFERPOE, UEERERERBIGN, IPHUAIESEIS—1

T /'.5\\0
BREENHTESEP LT IPHIL:

* — P #ihlk, ATFMTR 13518 NAS #4E LIF

* —IP #iik, ATFMT R 2 3518 NAS #3E LIF

* S PMVMEENIC 0¥ s 1_EAUISCSI LIFB9— NPk
* T4 2 £ iSCSILIF B9— IP stk

DNS #1 SMB &5 E iSCSI LIF . ALk, FANERAT iSCSILIF , AAEFATERIEEZIN TS,
* Storage VM (SVM) EIE LIF BYR]%E IP ik

B LIF 5]7%#% % SnapCenter S EIET H,
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TR
1. 1 Azure P e, $TFF * AEi P8R * BRSS.

2. B HA By T E23R B TR,
3. (N AEIEMSVM LIFSZPREEMRIIHIPECE |
@ HEEENICO T AT MERNBISVMEIEFIIHIP, B XIAFIPHIIEZRINEISVM NICORYIE
ME2. BFBUNETH hyperlink]
a FEIRE*T, BE FIl IPEE S
b. g * 7N+,

C. BINBIERIPEYRZ R, %R Cloud Volumes ONTAP HAWTHYFM. HRZ oA &, AT AN
KiK. REB X URax. LRREXIE AL 4 HBE Pt {78 8] o

= Microsoft Azure

Home » Load balancing » azurehal011s3-rg-lb »

Add frontend IP configuration

azurehal011s3-rg-lb

Mame * | ip-for-svma2 ' |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) s |
Assignment lil Dynamic O Static
Availability zone * O | Zane-redundant ~ |

d. |HEMINIEIERR IP ECERIRM, & 2 * B * 88, ARRL *RE,

RIFERFS IP ik, EAFS IP AJiMR IP it REEek, XBTFHIENARFRAETCE
Efasliis

4. ANIRISIZAS M FIR P RIS TR,
a. TEfETELERY CIRE T, BE BTRRRE .
b. B * 0 * o
C. MANBTTIRRERNAIR AR, HEANTT 63005 1 65000 ZEHIRAS, REEMFEAIEIAE,

%S %7009 F 63005 #1 65000 Zj8), X—=REE, a0, MREBLIZE=""E1TRTEHEN, T
AN OS 5 63005, 63006 #1 63007 FYRM,
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

5. A HIE IP BIEMY  E &N,
a. ERH TR <GB T, BE * AFTEHAN >
b. B * AN * HIENFIRER:
=1 i S 1D W [: R it
" * P RRZAS * ;&R IPv4 <,
" RS P Ot EEFERIRNIGEAER 1P #iikr —.
- SEAMIKEO ;. BALER,
- fEiRA L REEIEENEIAS R,
= BITIRORERN ¢ EFREER IP SIS TIRRER,
S RERAM T EmR T
rEm P EECBBRA .
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I

IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I:L Disabled J

6. #fx Cloud Volumes ONTAP HMZ R 2B AVF A H TR ANE LIRS R 4 FREIEAEI TR
RIETCP &M, AR, BIABERTRIFXEM.

7. 3FFiSCSI LIF. IEAINICOZRNNIPHILL,
a. B Cloud Volumes ONTAP VM HIZ FF.
b. g * MEERE * o
C. B nicO FIMLKIZEO &R,
d FIgET. BEH* IPEEE"
e. B R,



= Microsoft Azure

P Search resources, services, and docs (G+/)

B & 0 €& @ &

Home connector1 | Networking >connector1-614

g connector1-614 | IP configurations

Network interface

[ £ search

@ Overview

& Activity log

82 Access control (IAM)

@ Tags

Settings

& IP configurations

= DNS servers

@ Network security group
{l! Properties

& Locks

Monitoring

@ Insights

B8 Alerts

a1 Metrics

1P forwarding settings

IP forwarding
Virtual network

IP configurations

Subnet* ©

*

« save X Discard O Refresh

@) cnabled )

Vnet2

Subnet2

0 Search IP configurations

Name IP Version

ipconfig1 1Pv4

Type Private IP address

Primary

f MAIPECENRM. EES. ARREHE

= Microsoft Azure

* (Dynamic)

Public IP address

* # (connectorl... ***

P Search resources, services, and docs (G+/)

B & 0 & @ & |,

Home >connector1 | Networking > connector1-614

g connector1-614 | IP configurations

Network interface

| 2 Search

@ Overview

B Activity log

Aq Access control (IAM)
@ Tags

Settings

& IP configurations
B DNS servers

& Network security group
il Properties

B Locks

Monitoring

@ Insights

E Alerts

@ Metrics

‘«

*

+ Add Save X Discard O Refresh

IP forwarding settings

1P forwarding w Disabled JEZE

Virtual network Vnet2

IP configurations

Subnet * © Subnet2

‘ O Search IP configurations
Name IP Version Type Private |
ipconfig1 1Pv4 Primary

Add IP configuration X

connector1-614

Name *
[

IP version

®) IPv4 IPv6

Type

@ Primary IP configuration already exists

Private IP address settings
Allocation

‘/ [YAEI  Static \

Public IP address

(@EEESEE) Associate )

g BENINIGIEAIPERERIZFR. " Assignment"E 2R "Static". AFRERES

®

SERl/E

SHININIIZNER IP ik, 7E/9% Storage VM Bl LIF BY,

/2 Storage VM #1 LIF

7 Azure R EE IP 3lkfE,

1R
150N

BITEMEES P i, BB 1P ATRE P U RAEN, XETILERARRESE
R B AU,

R

ERBIEEXLE P i,

AIATER T R AR HA Xt _ERIEF Storage VM o
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iSCSI
REBLT S BRI Storage VM LUKFRER LIF o

g
1. gl Storage VM #13E[E Storage VM HYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BUIEREIE LIF :

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. AJiE: B Storage VM B LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—1HENMREHEL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZRTUEERITIILSE, ERAFE Storage VM FEZE/DfR]— 1B E, AR EETE Storage VM £
BliEE,

NFS
BT S BN Storage VM UUKFRER LIF .

P
1. 8l Storage VM FI#EM Storage VM BYE&H,
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vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BIFEFIE LIF :

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. AJE: Bl Storage VM B LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4. B—1 ;BB E DAL Storage VM,

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERUEERITIHHT B, 2ENHFH Storage VM EEBZE/Dfa]—1MNEBE, SAIG78ETE Storage VM L
B,

SMB
BT S BRI Storage VM UUKFRER LIF o

g
1. gl Storage VM #1#EM Storage VM BYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix



network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BIEREE LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A% Bl#E Storage VM B LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. F—IHZNEE DB Storage VM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZFRURERTILD TR, RRVFR Storage VM FEZE D[R —1MERE, AIG7 8E7E Storage VM £
BIEE,

HA Xt

WN1AI7E HA Xt E 8% Storage VM #1 LIF BURTFR{ERBI1ZE 1N



iSCSI
REBLT S BRI Storage VM LUKFRER LIF o

g
1. gl Storage VM #13E[E Storage VM HYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. QIEREUE LIF .
a. FAUTHSETS 1 LI ISCSILIF

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. EREUTHSETS 2 LI iISCSILIF,

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. \lik: ET A 1 LB Storage VM BIE LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

LB LIF B]3%#23) SnapCenter &R T E,

4. B— 1 HBZNBEDEL Storage VM,

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ZFRUEERTISE, 2RERAFHY Storage VM FEZE/VfE]— MR E, SAFAHETE Storage VM

EelES,

5. WREIETTHIZECloud Volumes ONTAP 9.1 1 EShRZA. i5f&2UttStorage VMBEIMLE AR S HRB

a. AL T e LA RS RER.

::> set adv -con off

BEEBRS. BNEEUHECloud Volumes ONTAP BIUERISCSI LIFHHT HISEIDE,

network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

NFS

interface service-policy remove-service -vserver <svm-name>

default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>

default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>

default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>

default-data-files -service management-ldap-client

interface service-policy remove-service -vserver <svm-name>

default-data-files -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

BT S B Storage VM UAKFRZER LIF 6
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HE
1. I Storage VM #1#&[E) Storage VM HYE&H

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BIFEREEE LIF :
a FRAUTHSETS 1 EAIEE NASLIF,

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. FRAUTHSHETS 2 LAIE NASLIF,

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. BZiSCSI LIFLUR{EDNSE(S:
a. FAUTHSETS 1 EAIZ ISCSILIF

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. FRAUTa<HET S 2 LI ISCSILIF,
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. ali%: TS 1 LB Storage VM B LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

ILEIE LIF A]7%E$#£E SnapCenter FEIET E,

S. Ak ET = 1 LBIE Storage VM BIE LIF
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

LB LIF 5]3%$#% % SnapCenter EEIET E,

6. F— 1P HZ N REHERL Storage VM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERUEBERITIHT B, SENFH Storage VM EBZE/MAa]—1EBE, SAIG7 8ETE Storage VM L
BIES

7. ANREIBITHIZECloud Volumes ONTAP 9.1 1 EShRA. i5f&2UttStorage VMBEIMLE AR SS SR8

a. AU TESLUG R SRIER,
::> set adv -con off

FERERKRS. ERNERUHECloud Volumes ONTAP B LASEAISCSI LIF#{THiIb B IRIERE,
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network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

SMB

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

BT S B EIEA Storage VM LUKFRER LIF 6

p

1. 83 Storage VM #1315 Storage VM HIERH

vserver

create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network

route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>



2. Bl NAS HUE LIF ;
a. FARAUTHSETS 1 E6IZE NASLIF,

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. FEREUTEHSET S 2 L6 NAS LIF .

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. BEiSCSI LIFLIREDNSHE(S:
a. FRAUTHSETS 1 EI3# iSCSILIF,

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. FERUTHSET R 2 E6IE ISCSILIF

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. mi%: £ = 1 LB Storage VM BIE LIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>
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&I LIF A% % SnapCenter HEIET A,

S F— 1 HZINEREHDEL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERAUEERITIHHS B, 2ENFH Storage VM EEBZE/DMfa]—1MEBE, SAIG78ETE Storage VM L
B,

6. WMREIEITHIRECloud Volumes ONTAP 9.1 1S EE AN, i51EEAIttStorage VMAIPLE AR 53 SR RS

a. WAL T e < LA RS K.

::> set adv -con off

ZBEHRIRS. FENEEALUHRCloud Volumes ONTAP BJ LU AISCSI LIF#EHITH IS B IER,



network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

T—F2MHA4?
£ HA 3 _E8I# Storage VM &, =FFF 12 /)8, AEBHEIZ SVM LEEEE(E, MCloud Volumes ONTAP

9.10.1hRFF1A. BlueXP=& 12/ BFHE—RHAXN M T H #4288 B, WMRFEFHSVM. NIBlueXPiEZHE—
MEE. UGB R INKPESE F2 B E],

7£Google Cloud®}JCloud Volumes ONTAP 6|Z#iEfks5Storage VM

Storage VM 27 ONTAP FIE{THYEINAL, RFIAE P intiRHEENEIERS. RIS
HiOF0 svm 3 vserver . BRINIER T, Cloud Volumes ONTAP EZ&%E— Storage
VM , {BELERESZFFIMY Storage VM o
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X519 Storage VM #(2

M9.11.1hRFFIA. Google Cloudd H94%E Cloud Volumes ONTAP ER& sz #5% 1 Storage VM, #%ZE " ( Cloud
Volumes ONTAP %1T71%ER) " I8IEEM Cloud Volumes ONTAP kA2 #5# Storage VM #&,

Fr B EAth Cloud Volumes ONTAP EEE I FF— MEMEUER Storage VM F1— 1B F A3 E R B % Storage
VM ., SNRIF Storage VM &ZEHlf, &0 LUEGCEBR Storage VM LUH{TEIRAIR,

ti£Storage VM

NRIFRNESZF. ER]LIEE T R RGEHAY LI Z M Storage VM, 1T E. B TEMABlueXP APITEHA
3t _E B3 Storage VM. M a] LUERCLIZLSystem ManagerfE 215 52 /245 _E 813 Storage VM,

BURAS

UTTBERERASGLITRETRETRAS LEIEMRIStorage VM, BIBEIELIFEE— NS AIPHitt. (NRES!
BEELIF. NEES—1AETAIPHL,

Pz
1. £Google Cloud®. #ZCloud Volumes ONTAP S2ffIH A& MLIFAIN—MPHEHE R nic0,
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

YR E7EStorage VM_EBIEEIELIF. NIE

"Google CloudX#4: EINALHIFRMEIRIPEE"

2. gl Storage VM 15[ Storage VM BYE&H,

— PN EHELIFBYIPHINER] 55— RTEIPHEAE,

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. BIFHETETEGoogle CloudHAANAYIPHEE K Bl EHELIF
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS 3% SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. mlik: @ITEEEGoogle CloudHARNNAYIPHIIER B3# Storage VMEEELIF,

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

O B— XS MEE DL Storage VM 6

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

ZFUFEERITILT E, REFHH Storage VM FEE/DMifR—1MERE, SAIG78E7E Storage VM L EIjE

HA
& TERBIueXP APITEGoogle Cloud##JCloud Volumes ONTAP %4 _E 6172 Storage VM, EE{EAPI (i

A ZESystem Managerg{CLI). E}BlueXP&JStorage VMEZE FRrERILIFARSS LA H i SMB/CIFSIB{SFRE
#9iISCSI LIF,

EEE. BlueXP&TEGoogle Cloud 9 ECFREMIPHINE. FH6)iE BB AT SMB/NFSIHIEEIELIFAMATH
UESMBIE{SHIISCSI LIFAYStorage VM,

FrEERIGoogle CloudiX R

EEREESTERNRRAZFEECloud Volumes ONTAP HAXT#Storage VM, FRrEERPREFETED "NetApp
IRHAVERER",

p

78


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html

1. A LA TAPIEBEI#&EStorage VM:

POST /ocem/api/GCP/ha/work-environment/ {we ID} /SVM/

BREXNEELTAR:

{ "svmName": "myNewSvml" }

EIEHAY LHYStorage VM

b5k, BlueXP APIIE Sz & dn 2 A MIPRHAXS _LRYStorage VM,
En4 Storage VM
WMRFE. ErT LU E L Storage VMEYE FFo

-
1. EA LA TAPIE B E#r & Storage VM:

PUT /ocem/api/GCP/ha/working-environments/ {we ID} /SVM

BREXNMEEUATAR:

{

"svmNewName": "newSvmName",
"svmName": "oldSvmName"

}

fiip&Storage VM

WMRIEARBFEEStorage VM. B LLEE MCloud Volumes ONTAP ARk

P
1. 5 LU AP BfiBRStorage VM:

delete /occm/api/GCP/ha/working-environments/ {we ID} /SvM/ {svm name}

GESVMA MRS

BlueXPARJStorage VM (SVM) R ¥R E IR EE MG B S RIEmaEZ 5. BN nEA
System Manager ¢ CLI .

WREFNCloud Volumes ONTAP £ % 2 [8]i& & SnapMirror SVMEFI. NIE B AR NHAX R FE /N 8
PRAKZEHTT. EREEHAMFIET R A% 2K E SnapMirror SVME i,

BXRCLIRAA. FEFHUA T X,
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* " { SVM RS & IREIER) "
* " { SVM xRS HRiktER) "

R MMEIEME
£/ NetApp MIZEARR S SR TN

Cloud Volumes ONTAP z#5 NetApp &% (NVE ) #1 NetApp B&MZE (NAE
) o NVEFINAERETFTHHNRAR. HZIFFIPS 14026 MBS NEIRMNE, "#4
T XA R

SMERER A IR SR SZ 45 NVE # NAE

ERAWSZAEERS EERA

é@ﬁjuﬁﬁﬁ "AWSHIZEHEIEARSS (KMS)" ZEAWSERE R AT F HRIFONTAPIN
Ho

B LUER R LITREHONTAP REST APIZFAWS KMSHYZAETE,

EAKMSE, FER. RIAMBERT. FESVMHLIFE TS5 ZHAERREHITEE. TREEMKZHATS5AWS
B MRS HITEE. NREFHNERERER, £ EZERAAZHEERS,
FroazHl

* Cloud Volumes ONTAP#AZIE1T9.12.08X B s ki ds

* BB REEBINZ(VE)FRHIER

* BB R RSP INEZAEIEMTEKM)IF R,

BB EIERTHSVMERR

* B RE B MAWSIT

()  mREssESMEERS,

Configuration

AWS

1. e 5" BTFEEMZENAMABEFEANAWS KMSEH, IAMABLATEE— M AFHITUT
1R ERYSRES .

° DescribeKey
° Encrypt

° Decrypt
ZRIBERT. BSW "AWS X",

2. "FEEAINEIENIAMAE, " ILERENEHF DescribeKey, Encrypt, # Decrypt #{E.

Cloud Volumes ONTAP
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1. #J#23|Cloud Volumes ONTAPIF1E,
2. I EISEAPREF]: set -privilege advanced

3. BRAWSEAEIEE:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIURRES. WANZBZEH,
S. HMIABIEHECEAWS KMS:

security key-manager external aws show -vserver svm name
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4. IFAzureftAE O, EREIMHNARERF. B *NEARER(EFR) IDF*"BRFF) ID*EREIR LA
B, M EEEEEEXLEFAE,

tliEAzureE P imEHH

1. EAzure Z5ATEMERN A EMAIAZzUrel TP . EE"IEBIZEA"EIR.

2. JERMEEFHRER" AENEFPBERBA—TMERXNEM. NetAppZifER241BRIZIEHAR; B
2. BB EsKRERBIRTERAMRE.

3. BEHEAINUCIBREFmEHR, EF"value"IF T BINEFER R, FEEEEETSMUE. UWHHEEES
fEF Cloud Volumes ONTAP &, BHNEG. AF2BERINZE,

BliEAzureZ5ATZ1E

1. NRIBEBAzureZ$ATZME. MAFTLUSHEIEIERICIoud Volumes ONTAP BRE; B2, BN AIRIELISIZHH
R BRI SR

2. EAzurel 1P H. SNEI"ZHRIFME" 29

3. BE"+Create"(8)i). ARBMANMEER. BERRA. KEMENE. N BANRZBEMRFFHENR
. ARTERREME LEE B RBERERP"

4. JEFET—F LURAE R E) R AR
S. e LA T geIn
a. fE™IAREE . EEFEEEIA PR
T RIRARINR T & AT EMERNAzureliZ N
6. IR *+Create" LURNNIAIR KK,
7. " MRIRECE™ T BETHERR, AEEE"ER" . "B ML HEE" R,

8. EEENTHMNEFEE(RH. B, iEB). AEEERETIRINZ2iE" LUAEFERE AR, &N
A&

o "RERR": BiEiEF201
o “HFZAR": BiEFEeN
o "JFPIR": BiEF161
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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9. BEHE"F—S"LUAREERCIEN A" B FMAzure N IERF Azurel HEF F i, EE™T—F",

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected

10. BEHEFRT—H". BRFREEHORE". AR BEEIE"
LLRSvi7 = Sl S Z D OT: ) N V7= PE - vin

12. R4S S IH ) 5 A SRR PR AR M EE+EIE"™ U E R AT, (WEIBR AR RERKER
BTNl L EHNE, )

13. IEREREFHEUR: EECIENZTAFMDP. SMARREHMENFIEHFEURI, BRFEEEEY
B {ERLtbINEE.
ellFeyiasats:
1. 7£73Cloud Volumes ONTAP 82 ZIAEFERIREHR. SHMEI" R LT,
2. EFE RSN AR EI R,
3. BWRUAEDUS B "R
4. FRHUTER:
° INEEZIARR
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° BIAFEE: RSA
° RSAZE AR/ 2048
° Enabled: =2
S. EFE IR LIS INEE Ao
6. REIF|"™ AR, AEEENIRISIZENER,
7. E AR T EERAIDUEE R SRR L.
8. HEIHPIFRTT T, BIURIEFIZE. EXREEHHFIFRS,
B#2Azure Active Directorylii = ({XfRHA)
1. RBTEAIHA Cloud Volumes ONTAP TEIMRECBAzureBEATFIER. A HRERITLLITE,
2. fEAzurel JFP . SATE"*EIARILE",
3. JE#FEFZE Cloud Volumes ONTAP TIEIFIBRIEINMILE. SAIG R DIE A MY F M3 E,
4. MFIFRHEECloud Volumes ONTAP ZEHFMZ R,
S. SMEI"™ RS mR IRl £ KRR, EEUTRE!
> "10.microsoft.AzureActiveDirectory"

> *microsoft.KeyVaule

° "10.microsoft.Storage"*(AJ %)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. I REF IR E,

Cloud Volumes ONTAP Et&
1. FRBEESSHE P imiEE ISR SIELIF,
2. 7EONTAP H# NESEINRER :
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set advanced -con off

3. MEFREMNEBESVMHIIFEDNSEIE . vserver services name-service dns show

a. PNRFFEHIESVMAIDNSEZBE7E. HEEPEA2Azure DNSHEB. NMEZEHITEMMIRE. NRFRL
. 15 91EEAzure DNS. & FIDNSZAZPEREIRS 2FVEUESVMIRINDNSARSZ 285 B, XN SEHE

ESVMMIZBMLAD: vserver services name-service dns create -vserver svm name
-domains domain-name-servers ip address

b. IWIFR T ENEIBSVMEIEDNSHIRSS . vserver services name-service dns show

4. ERNARR IMERENE P iGIDIEF IDEAAzure B ATE#:

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -—-name key vault URI -key-id
full key URI

(D o _full key URI BEAfER <https:// <key vault host name>/keys/<key
label> 1=

S. BINBAAzureZiATEES. W client secret value HIMERES,

6. NEZIPEIEAIRA: security key-manager external azure check The output will look like:

7. 7

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

yﬂ% service reachability R&FRE oK. SVMEEFERSE E’JFEEL?&*MYWIEIﬂAzureﬁ%ﬁrﬁ%ﬂE

o TIREMIAZUre MR HE IR FI B A RS FE LE R A9 E FAvNetifiialAzure KeyVault AttiES, NRHE. EEE
@ﬁﬁAZUfe*L\ﬁ ,I\\}‘AVNeth-L]‘J_'—.I %Hﬁﬁ%o /LJR__‘-LH\E;F ET_SVMJ://J\JJD;%ILAI*)-LZRE\ L/Lﬁﬂ'-*ﬁ' II\\E’J?
FaIPsthit,

. kms_wrapped key status f#Re UNKNOWN #J4AFCER . HIRESR BN ok WE—NEHITINE
Ho

7k SIRNIHE EIENVERYZHEE,
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vol create -vserver svm name-volume volume name-aggregate aggr-size size-state
online -policy default

MNREIBIEHE. Cloud Volumes ONTAP B zhel@Z&EH B BEMER,

8. NGB EMAIZEMMNED, tNRZE. N is-encrypted BEIEE RN true’s vol show -vserver

svm name-fields is-encrypted

fFAGoogle N =ZAEIERSZ EEZH

&R LUERA "Google Cloud Platform BYZ(HEIEARSS ( Cloud KMS ) " 7£88%& T Google
Cloud PlatformBY Nz FBF2 R F{RIFONTAP NNIEZH.

ALFERHFSITAREIONTAP REST APIEFHCloud KMSEYZSAEIE,

fEFCloud KMSHEY, 1EFE. RINBERT. #IESVMHLIFETS=ZATER R TERE. TREENKSAT
5rniEH FéﬁE’J%ﬁ?_leEHEja(oauch googleapis.com)#{TiEE. WNREEHME EE%TIEE% SR T EERFIA
ZIAEIRRS

FroaZ Al

* Cloud Volumes ONTAP #71iE179.10.15 B S hitas

* BRESLSME (VE) FHIE

* RETZHEPMEZHEEMTEKM)FRTIE. MCloud Volumes ONTAP 9.12.1 GAFF A,

* BB EBHBEIERNSVMEIER

* B Google Cloud PlatformiJ i

EEH]
s DEEFEFUESVM LEZE Cloud KMS

Configuration

Google Cloud
1. #£Google Cloudf B/, "BIEWTGCPEEHFMZEA"
2. 3Cloud Volumes ONTAP BRSSP BIEEENX A,

gcloud iam roles create kmsCustomRole
--project=<project id>
--title=<kms_custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA
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3. BEEXABSEATKMSZESAFICloud Volumes ONTAP BRSZMF : gcloud kms keys add-iam-

4.

policy-binding key name-keyring key ring name-location key location-member
serviceAccount:. service account Name-role projects custom id /role/kmsRole

THIRSMHFPJSONZERSA: gcloud iam service-accounts keys create key-file -iam
—account=sa-name@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1.
2.
3.

EAEESSHE P RIS EIELIF,
PR E| SR RS set -privilege advanced

REFESVMEAIEDNS, dns create -domains C.<project>.internal -name-servers
server address-vserver svm name

. BlI#ECMEE% B : security key-manager external gcp enable -vserver svm name

-project-id project-key-ring-name key ring name-key-ring-location
key ring location-key-name key name

HIRTRES, BINGCPHK - RBYBRSS KA JSONZ R,
HIAE B AEERIN: security key-manager external GCP check -vserver svm name

Ak BIE—NELUNRINZE vol create volume name-aggregate aggregate-vserver vserver_name-size
10G

PR HR
NREFEHTHERRR. JUELRRER NS RPLERRIGREST APIEE:

1.
2.

set d

systemshell -node node-command tail -f /mroot/etc/log/mlog/kmip2 client.log

RPN EEI RN AFRYEE

WRURU LRI ge =R S5AiE], FIFMEE, fGBIBlueXP. &R LASEHEMNetApp
WERRRSG R EE RSRNEX T B2 B RINAFRIF(ARP), XEFZR
BEATME. NAAERM T BRI ITE,

i L& BRI X RS
BT BlueXP. EhHERMMARIFIZE A EFIFAONTAP FPolicyhRERSSE & AV RN X B & KB,

p
1. Z'@m'inEL. NEERERNSHRRERIFVRFNER.
2. EEPRETR £ BEINEEER. ARBEE RN RIFZ LN HEET.
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. SCE NetApp ARRTIZ for $HFERMF:

90

a. MNREFRBF Snapshot &, FET * BUE Snapshot HKEE *




NetApp Snapshot ¥ ARE] AEIZRIREFHMFIRH I N RENBRRA R, RINMERNXBET MAZ R
F{PHIFR, Snapshot BN RIFEIZA, vIfFIEERRERIF. S 1L LIRHIZRE N ERIA 5T
BN MRS R 5 MG AVRLE

b. B * BUE FPolicy* LUBF ONTAP B FPolicy /R A%, © ] LURIEXH B P LE X121k,
LTS 14 R 75 22 mT @ BE LE & T BV Eh 2R3N 4 S SR BY SRIL SR IR TN R AN IR B RE 17
XA FPolicy SERI=EIEEBUTT BRI H:

WA, N, PiE, M, ME crinf, r5a, xNT, XTbl, R16M01D05, pzdc, &, LOL! ,
OMG! , RDM, RRK, encryptedRS, crjoker, EnciPhErEd , LeChiffre

L{&FECloud Volumes ONTAP L#5EFPolicyfd. BlueXPatIZELLERE, MFIRETFE
MBS HFEAL, EEILUER Cloud Volumes ONTAP S35 EIHAY vserver
fpolicy policy scopes TR B E X RIERIX 4T RB&E.

Ransomware Pratection

Ransomware attacks can cost 3 business time, resources, and reputation. The MetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration menitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

Ta protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

B E#RIRAFRP

Cloud Volumes ONTAPz 5 B shEI REX A {RIF(ARP)LNRE. IETHRERT M TARARMIT AN, LUERQNFIaEtER
NRUHBENEREENHEAEE S,

SEIREHNXAT BRFRIPOF "PENHRIFIZE", ARPIIREERTIEAHDITRIECNZIR FE AR R
RARAEBERTEER. SRREFRIPEENARPIIEE AIE S ERARII AN RRGRIF.

T E2EFHESMNFTEREEETFIEMFEER. ARPIHAEES R A8 5BYOLFEliE—it2 e F (HAMR J91 361
) BEMZHMEIRMINEFRE. MESCloud Volumes ONTAPHHIARPINAELE SEA. SN TS NetAppiHE
RREK R,

ARPIFRIIEAEAN A" Z o FEIE. XEKEEARYIEEE 1 Cloud Volumes ONTAPSEAI. B FF % ~Cloud
Volumes ONTAPIFIH,

@ FETF T =AICloud Volumes ONTAPIFEIIEERARPINEERIE L BRI A RIS FEHE R, £
REMRRAH., AU EFHRE TEEET T ABNARPHERBE R,
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M SEMEANFRBEF S EARNEI B Fi /e, &R/ LATECloud Volumes ONTAPHIRESFAARP, WRIEEAT
ARPIIREMNEMEEE SR E. EERFITEARPIE, RIXIFAHEFEN1TB, EE. ARPIIEELRERRSR
BREER,

BATARPHIEHIEERE A" EIRR "X /ERN"s ARPIRE A" Disabled (BEZB)"HMERENASFTE, Fli0.
BEBEARE 930 TiBEYCloud Volumes ONTAPIFIE BT LIEIR(NARE —/ V284315 TiBEH BB TARP,

BT ONTAP R A EIESEFONTAPS S ITRE NS BEARP,

BXRUFAEFAONTAPRAAERSEM s TITRERBARPIIFAE R, BEEN "EHE THZEUNHERF

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

()  mBREWIE. WARSSHERSHE N

RBGEE

4% Cloud Volumes ONTAP % {4

MBlueXPFH£kCloud Volumes ONTAP LUif Rl & #rBYFh ThaE ISR INEE, EHRIEZHI
, BROESRYF Cloud Volumes ONTAP &%,

HERAETAR
7EFF44 Cloud Volumes ONTAP A4S 22 /i, NiFE LU TFEIN,

{X MBlueXPH 4%

W MBIlueXP5ERYCloud Volumes ONTAP Ak, EARRfER System Manager Far<1TRE A4k Cloud
Volumes ONTAP , X MAI e MALKIZE %o
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INFORMATION FEATURES
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Ransomware Protection Off
Support Registration Not Registered
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"user-private-dns-zone-settings" : {

"resource-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1link" : true

N 1E5"system-id"HHREBIKFNHNSEL. S0 FFR:

"system-id" : "<system ID>",
"user-private-dns-zone-settings" : {
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Default Default
domain

Destination

—M New’
s |Pspace broadcast
Lesean Destination- T St

network security |

group

VNet routable Intercluster LIF Cluster peering

Vserver peering

Source network

A — Source-subnet
Default Default
domain
Source
Faazai

BFEEUTNEEE:

ST

HEER—NICHNZICloud Volumes ONTAPE T S HAXEBE (VMEFI) . LISZIRSnapMirroriZlm

o

* BAINFHINIC, EEERVMSEHIRE LB A RERRINIC,

o SREBEN BARERNAETS AR E— N EIAMNLE (vNet), BirEEEEAzureHICloud Volumes ONTAPZE 4,
TREEEER] LIZ2Azure Y Cloud Volumes ONTAPRZE. A LAZONTAPR S,

¢

ot

F1F . BIE— D ERIMINICHIERER BRI

ABNBMAERIEEMNICHISEIEZEIHITVM. BIiRVMEAzurefCloud Volumes ONTAPHE G B HMINIC
BT RS HAM RS

I
1. ZZONTAPH<TREH. FIET R,

dest::> halt -node <dest node-vm>

2. FAzurel JPH. EEMI(TTR)RESEENEREL.

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. {EAAzure Cloud ShellffyBashifiR{E LTS,

a. 'fg.u::ﬁ-/n\o
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>

b. BUE I BCIET o

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. FEEMEBRAMN. ERNFRORER TR BRERE W) RN EERH,
a. 7 BRI L BIZFBINIC,
b. T IREEFFWAIFMID,

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. EBEMRVM_LEERIRERFMBFRIDRIZEMNIC, TEUIAFHINICHRFR,

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. {RfFprivatelPAddress, IttIPH#tit<new added_nic_primary_addr>FBF 7RI EEELIF [ #&i.
FINICHISEBHEILIF,

S. FIBINICIERER BRI

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics

<dest node-vm-nic-new>

6. BEIEPWL(TIR)o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. EAzurel 1P H, #ZE*Networking* FHHIAFTHINIC (FIZINIC-NEW)BTEE, HEBEBBEINEMSE.

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

MNFHANEE. BNENTREE LRTE,

122



%25 AFNICRIEMAIP=E. | HEIHMEE#EILIF

SRR IPE R B ER MK INRE Z B R INIPEMRRES . UEEERZEHITER,
fEFONTAPER L 1THREHPITU T I E,

B

1. RIEFHBIIPZ|8)(new_ipspace)o

dest::> network ipspace create -ipspace <new ipspace>

2. fEFTIP=S[8l(new_ipspace) L 8IE #E H ARNINICH IR,

dest::> network port show

3 WFRETHHARSA. HAMNIKEON_eOb_o WFEARTEMBHIHANIE., FAMNIKEON_e0d_o IFFHE
FITUEBlobsHIHANT ERE . FAMIEIRE_ele_o BEFEATRBIF. MARBVME, BEEBEITEXTRE
#R node showe

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. 1EHT I (new_bd)FIFINIC (nic-new) L BIFREEEEILIF,

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

o. WIFE R B8RS EFEILIF,

dest::> net int show

WNFHANEE. BNENTREE LRTE,

$£378: WIEFRAANBRARZ BHEHNEXR

AN BUMAEIERRSS BIRR A Z BN FX R

fEFAONTAPER L THREHRITUT IR,

TR

1. B BARER B VR B BILIF R B r] LA R BFRVER B BILIF I Tpingi®E. T BEIRERSIITIG <. Eit
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BARIPHIER IR _ERYSEEEEILIF 1Pt

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

2. IIEREEBF R ERHEILIFR T I LA BAR R RSB EILIF A Tpingi®(F. BATETE BT LEIZAVHINICEIIP
k] 8

src::> ping -1lif <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

HFHAMEBE. BEMEH T REE FRSE,

Ba%: WRRGHETAL BOIESVMAEXR

AU BNATERRABIMRFZEIRIBRSVMITEXR,
fEFONTAPER S1TREMITU T I E,

p

1. FERREEHEILIF IPHILERNTEER L IBERNEXR -peer-addrs. MFHAXM. ERNTRAVRESR
IB]LIF IP#3ES) A -peer-addrso

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new_ipspace>

2. NFHRIAZILRIE,
3. EFREMRERLIF IPHIALEATER LRIBERBNERXRR peer-addrs. MFHAM. ER N TR BIRER#
IB]LIF IP3#31ES) A -peer-addrso

src::> cluster peer create -peer-addrs <10.161.189.18>

4. WANHFRIATIEIZIE,
o MBEBHERERUNFIRS.

src::> cluster peer show

RINEBINFRRE. ATAMFRPSERETAS
6. ZEFLBIESVMIEXR, RMBIRSVMISR A EIESVM,
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. 2 SVMAE,

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. KABESVMEEEXE,

dest::> vserver peer show

WERSET peered* 3T EN A ZF 2R *snapmirror

E5F . ERASNBIRRS T ZECIESnapMirrorEfIX &

NN BUMETRAZI BEFRR ZELIESnapMirror& X &

B ohI A SnapMirrorE FIx R, AL FMINE SnapMirrorE#IX R, RSB AIZEFASnapMirrorEHIx 2.
fEFONTAPE L TREHITU T I,

p
1. EBIRSVM_ERIEZZHIERIPHIE.

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. ¥Bt5 LI SnapMirrorEfx &, HREIERTEHIBISnapMirrorRBEFIit%1,

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5min

3. ¥a1k B EAISnapMirrorEHIX &R,

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. TEFONTAPELITREH. BITUT < LUIESnapMirrork ZKE:
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dest::> snapmirror show

X RAIREN snapmirrored KABNIBITIRRA trueo

O. HJik: TEONTAPERL1TRER. ZITLUTER<L LIEESnapMirrork ZRR(EHEIER,

dest::> snapmirror show-history

BRI EHREMN BRE. RESEAXS. ARIEEESEETEEHE BT

Google Cloud&IE

¥4 Cloud Volumes ONTAP B Google Cloud it &35!

7 Google Cloud H/E5f Cloud Volumes ONTAP B, &R LAM ZFhit BN LB i Tk
%::Ixj—o NREHAE LB ENEENAKNARET I A, MeTLAFEE E et SEFIgk it B2

EXFUES
* WAZTE Cloud Volumes ONTAP HA X EEABmRE (XZEINRE) - BN, BEBEM.

"ONTAP 9 X#4: BFEEBIRIENGS"

s EROTEHRR iR #0 Google Cloud ARE 22,
* ZIRVEBEFHBED Cloud Volumes ONTAP .

MNFRTREAELK, /0 .

WTF HA X, ERASHET, HA RS HEIER MRS,

BlueXPilid Bl EH S HTER—AZETH— MR, 7EITFEH, NetApp 9 QAH
BARTSCEE 9T NFDIREN#HAT 7K, BERF % EERIEMEE, MEEENEY, B
HSEEER 10 £FIER, ENARFRRRT NFS/CIFS MEEHXLELT " EIEE ",

p
1. E'Efm TiEL. EEIERR,
2. EEPRETR £, BEINEEER. AEREHENEE ZNMHREET.
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
.Luk
Write Speed Mormal
Ransomware Protection ofr
Support Registration NOL Reglstered

a. NREEANZET T RRIPAYGOITENE. MA] LOERRET &+ 1F rlIE R R IR E EARRIE R
ftIFRHEAM T EAIRE,

3. JEFITEMER, HPEREURIANE TRERMNE X, ARBRE B
“

Cloud Volumes ONTAP &{ER#FHECE EF B,

FEHREESEKMEZIECIoud Volumes ONTAP

H

INREFEEFTCloud Volumes ONTAP HITEREIE. RILAEFAONTAP RAEIRS KT

LHR(E. ZEIEREMONTAP RARMN—MEERE. HIEZEEBlueXPHIEMH
T System ManagerfRHE. FHLIETLFEEHABlueXPEIEI# I TEAEE,

ThRE

I BlueXPHIVERAME. Ee]LIAREMEIEDEE:
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* BREFHEEIE
BE—HEA. HZ. gtree. EEIFIStorage VM,
* WMKREER
BIRIPTIEL. MEZEO. wHOEMUAMER,
* EHMEL
EEEHHEET. RAZR. FLANEZET,
* EREARRIP
{R3PStorage VM. LUNFI—EU1$4H,
* FHEE

RESANB T2 HAMNFSE i,

XFFECE

EinEZRXIH. Cloud Volumes ONTAP 9.10.0 % BiShi4s Xz @12 System Manageri# TRk EIE,
7£GovCloudtiX st 5 £ 1h 8] it Internetfy it X A 32 5 System Manager&E o
PR
Cloud Volumes ONTAP A 37#%5System Manager5REH B RAI—LETHEE :
* BlueXPE=

Cloud Volumes ONTAP 7z #F#BlueXPEIRSE, SIEER. HINMEIEMBlueXPRITHEMEIRE B IR ER
POEEER1EN

=

System ManagerF 2 IR EIB(BRESMENER). ERMEEMBlUeXPHIMEMEEIERS,
* EHHE

Cloud Volumes ONTAP Rz ¥ M\ *Ee8¥>18 B * Tl H B s EFME

ttoh. F3Z3FMSystem Manageri#{TEF A EIHRIZEE,

SnfAIFF IR e

$¥JHCloud Volumes ONTAP L{E¥fiE. SARE T SHRMNEEIN,

p
1. MEMSHRRF, SR EFE-Eh.
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2. E"EfR"TIE L. WEHCloud Volumes ONTAP R4HIZ FRo
3. EELEA. BRHREISERE"

MyAccount Newone

Account Workspace P ‘ Connector

Switch to Advanced View @ ‘ Timeline ‘ Q) O @
4. MREBTHINVEE. BEEIRIZEEHFREE XA

5. f£ASystem Manager&I2Cloud Volumes ONTAP,
6. IRFE. BREHYMRIATENE LHBE BlueXPREIZIF A SR,

B X {FEHSystem Managerfy#5E)

IR 1ECloud Volumes ONTAP F{EFSystem ManagerFEZ2#58h. iES I "ONTAP 14" THRH S, WUT
PR RE =B RTER

c "EMLUNBIE"

S

* "BIRRIP

MEr$1TREEIECloud Volumes ONTAP

Cloud Volumes ONTAP s {TREA AT EITAMEBEIEMNS, WENITERESSERS
SITHREEHNMNIEREIER, ErILUER Secure Shell (SSH ) &#i#%EI CLI,
Froa 2 &

{5 SSH i%3#£%! Cloud Volumes ONTAP HIZEA #4205 Cloud Volumes ONTAP Z17 MK iERE, 0. ErlaE
EEMNCIRHBEMEHBEE ENHITSSH,

@ i%ﬁ%ﬁ%ﬂ\ Azs HIBY, E|\Ol;ld Vqume_s ONTAP HA EEE’I?:_‘Z?EJ*IP A FEREERA. X
EHREINBIRAERTH. EXAMBETE—EREHNENHITERE.
B
1. 7EBlueXPH. HESEEH EIRIEOAYIPHL :
a. NEMSAREF., EFFE-EF
b. £ " & " TUE L, 3% Cloud Volumes ONTAP %45,
c. ERAERP R RIERSIE P ik,
2. £F SSH FRAEE R ERTISHEIERED P it

° ¢
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TEIERTEA PUTTY B9RHGI:

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

(ORaw (OTeinet (O Rlogin @SSH (O Serial

3 HERERAA, MANBEERKFHED.
° il

Password: *****xx*x%k

COT2: :>

ARG TINVANSE S

I93F AutoSupport i &

AutoSupport RFSHIEIE RARNEITINT, HiAE NetApp BAZRAIXEE. BIAER
, BT NREERET AutoSupport , LUE(ER HTTPS Ziih N ARz 35 51x I‘ﬁ,%o
$FIEIIE AutoSupport BE A AR IXXLEH R,

ME—FRENEEDS EEMIR Cloud Volumes ONTAP BB I Internet &%, BXFAER, BEATRMEEN
PR E K,

AutoSupport 3K

Cloud Volumes ONTAP 1 s £ Ei@1d Hitinternetifia]NetApp AutoSupport . NetAppR FEohSiE RAETTIRN
FEINetApp R A IXH %‘ o

R ERADRA A S SRR A SR 1@ HTTP/HTTPS JFREIABLL TR, LUE Cloud Volumes ONTAP B] LA &IX
AutoSupport JHE:

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup

WR T 7A@ ik InternetE i & iXAutoSupport JHE.. MBlueXP= BEfig&EBICloud Volumes ONTAP R4EEL
B REAConnectorfEAIEARSS 28, HE—HIE R ZHfRConnectorfY & £40 A 1@ ik [13128#4T_inbound_
%, ZBEConnectorfa. EBEEITHILIRO,

#NR1E73Cloud Volumes ONTAP TEX T FARE9HHEEHIN. MIEFREHRCloud Volumes ONTAP K248 7 1Fil
Ji%M3128:#1T_outout_1%E#E.

e\t Internet i5IRIAT ARG, EAILUNIE AutoSupport ISR E R UKIXEE. BXiibH, 1520 "ONTAP
X#4: i&E AutoSupport”s
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JtAutoSupport BCE #H{TEEHER

MR HIGEERTTA. HBBlueXPTEZEMICloud Volumes ONTAP R4ARCE H{E A thEIERENRIBRS
25, &5 MBlueXPUEI—5BH]. RN "< TYEFIR B #R>Tc% &KX AutoSupport JHE",

TRAIRERE ML A M UL I H B
BRI S BRARR LR,

g
1. 3@I1d SSHiE#EZICloud Volumes ONTAP &%:. LUMEERUMGBSITREBIERS,

"7 BRUNMATIEE SSHiE#EE| Cloud Volumes ONTAP",
2. 2R AutoSupport FRFAREMRES :
AutoSupport check show-details

MRz 2RI TF A TARE:
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

YR http-httpsFEFEIRES A" "ok". MFRREIEHEZE AutoSupport « AILAKIEES.
3. MNRRBREH. EWIEECloud Volumes ONTAP 5 s #9XEEURL :
AutoSupport show -fields proxy-url
4. 9N%Rproxy URLEE R, iEIECloud Volumes ONTAP AR & JJ{EFConnectorfE AR :
AutoSupport modify -proxy-url http://<connector private IP>. 3128
5. B/RIGIFAutoSupport IR :
AutoSupport check show-details

6. WNRIRESIIAFAILED. ELEIECloud Volumes ONTAP 5328 2 Bl 2 H @ i [13128 8 0%,
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7. NREWIER B FEEZEBIRESIDINAKM. 15 @I SSHIEEREERS,

"T #RE XiEZFLinux VM for the ConnectorfIE &z 8"

8. #% % /opt/application/netapp/cloudmanager/docker_occm/data/

9. FTARIBEE X4 squid.conf

XAFREARLINT:

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access
http access
http access
http access

allow localnet

deny azure aws metadata
allow localhost

deny all

localnet srcfEZCloud Volumes ONTAP ZZiHICIDR,

10. g05RCloud Volumes ONTAP RAEHICIDRIRFEX HHIEEREER. BRI TR EMILESRINFZE

ACL cvonett src <cidr >

yﬂ%ﬁﬁﬂﬂﬁﬁﬁ E N 1ﬁ7]J/|_,\1E|:|_.IE-I ?ﬁﬂﬂ—/\ﬁﬁ:m

http access allow cvonett

UTE— 1l

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access
http access
http access
http access
http access

allow localnet

allow cvonet

deny azure aws metadata
allow localhost

deny all

M. RELEREXHE. UsudoFHEHBHIESE:

d/BEISQUID
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12. ;R[] % Cloud Volumes ONTAP #< 1T EFH I IECloud Volumes ONTAP 27 A LI i%AutoSupport JH & :

AutoSupport check show-details

A& EMS

EHEERA (EMS) WEHETEX ONTAP RF LLAENEHNERS. ERKEGE
M. EAIUNRESHTENREFHER (BFEpfFithit. SNMP [ERENSAZEE
Axs588) FFHHERH.

EETUER CLI BRE EMS o BXH88, 158 "ONTAP XXiS: EMS FRE A"
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