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AWS region

VPCA VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ BlueXP= BofliEFaSIPHIAE. FAFMVPCIHNEIHIE P imiH#1TiSCSIiA R FINASIA R, BT H
THEXLERA (P YR ESK,

ZRMX, AFTM VPC IMNEBERE5 IP iR
NRFE, "IKE AWS FHMX" RIFMK HA XFRER VPC SMERIIE] HA XRYFED IP Ml

B

TEBlueXPHEEF BIIPHIILE. RETRRREEEN B & 5)IPHIA B ABRAR. XRBBRAZF IR HA
XFBYiAIEL,

MBVPCHMFMIE—MNRBAR(ERHER). NBlueXP2BEZanIPHINERINZZEBRRT. NRER
ZANEAR, WEBSH HA RMEEREHRNEBRIEREE, TN, FEEPIREEgEXL AR Cloud
Volumes ONTAP ,

flgn, EAIRERRNFMNSARVERERBXE, MFRERBHARA, MAEFRERB, WSKEAKRAX
EXRYF IR IR AT AR HA XY, {B5E8MKR B KEXBYFRFRIE A IR T A E.

BXEBAKRIFMESR, BBM "AWS 3T BEE"
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5 NetApp EET ARiEE

EXNEN AZs FH HA BCEfER NetApp BIET R, ErlLUARERMIEZ AR

1. £ E At VPC FHEFE NetApp BIETH "5 AWS FHIRX" BEMX, AILM VPC SMERIARERE

EBIZOIRYFE) 1P ik,

2. 125 NAS BEF s A B X MERHACEMNFE— VPC HFEEE NetApp BIET A,

HA B2 &R

TEETRTZM AZs FRET HAWHRMEAE: =Pl AMXE, =NFR, 5 P #ttARER.

Floating IP addresses in

one or more route tables

Node 1 Mode 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " . / \

Availability zone 1

Subnet 1

Availability zone 2

Synchronous mirror of
data between nodes

S
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IP ik, XLEZE) IP A ITE A EMBERE T R 2 EhE %, B EM VPC SNEEZAsHLiAE, JHIZAIE A IP i
HERT M VPC JMNERRHERIEAIR], (BRIRE B ohEfERE,
SEEEBEZEOMANE SVM B2 LIF tWFEEZ5) IP ik,

NREIKE T AWS Z5aRIx, METLAM HA XIFRTERY VPC ShERIATRIFSS IP #itlk, XEPRE VPC JMEBRY NAS
P NetApp BIE T AR LUARIER IP o

UTFRFIERTBIFRMKEZNHE D vPC o — D HA RFZHBE— VPC H, M— I EFPHEBES—
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1722302
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Floating IPs ket the
routed to ENIs ki womiand
= Mediator Client
1r- = ‘\-._
= ! i VPC 2 (10.100.0.0/16)
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VPC 1 (10.160.0.0/20)
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1. "BIRERIMXHRE vPC EEEIZMX"
2. 3% vPC SE5MXERRR K,
a. 7£ * VPC* flR559, i * FHMXEBHEE .
b. FEREERE R,
C. B KEX ¢, ARIEE* SIEXEX *o
d. EEFEXBMME (VPC) , ARRE * SIEXE .
3. WBIIETE HA JRF R IP ttutlk, 7EEHIMIXAVRE R IZREH,
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

TERGIERTERMENERER. ©831E2 Cloud Volumes ONTAP FR{ERAIF vPC BY CIDR 19
SE5h P HihAIER .

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state
I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated active
10.160.0.0/20 taw-attach-00eba3ea: vpce- A propagated active

\ \A‘”;'\./-—

static active
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 v‘m static active
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB Addresses ... active

4. EAFREIRIRER IP #itkH vPC AU R,

a. [AEEh 1P b RMNEAEE
b. 8 HA }FR7E VPC BY CIDR ¥R INEBEE B

TERAIETRT VPC 2 BIBH%, HAEEER VPC 1 BIBMMF L) IP ik,
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination Target Status Propagated
10.100.0.0/16 local active No
0.0.0.0/0 Igw-072500d01781e67df active No
\ / P&
10.160.0.0/20 1aw-015b7c243661ac279 Ao No
MUY
172.23.0.1/32 1gw-015b7c243661a0279 active No
.
172.23.0.2/32 1gw-015b7c249661ac279 Ek}atlng lp, No
=,
172.23.0,3/32 1gw-015b7c249661ac279 Addresses No
S A
172.23.0.4/32 1gw-015b7¢249661ac279 active No

SEFEBIHIRER IP HUERY VPC N ARIER HA 38 VPC BIEREH R

P BEIFEEE, FNEZRTTH VPC ZIiBRIEEH.

TETRFIZTRT VPC 1 NEBHEKR, EEE—
B, BlueXP=B&hRFohIPAINZEE &R o

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.53, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

Target
local

vpce-cb51a0az

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559¢c3¢db
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. MLLMEEFMNVPCHFIERE.
- BB RT. BETNYS
b. BHF*BARNEIR, NHANN—NERIPHINEEFFRFEIFER,
- BEREAS
d. EEF RN LERE N,
e. BFEARAIFM*,
f EXET, EFFERE . ABEEEFEVPC IPHILL,
9. BEMRFHN AR FAE N,
7. EFEEEN IP I EEREIR P i

)

(9]

A LB BlueXPH"ERE "ER TR HEHH S~

P IETRTEBlueXPH L B IEFARY P,

FIEMEF D) 1P #ULAE FIRFRTE VPC 2 BUBRH. TEEREBHAR

Status.
active
active
active

active

VBC2

active

Eloating
N —————

acti |B

Addresses

active

19



8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. IMNRFHEH NFS &, BRFHRBEEENSEF K VPC BIFRILAC,
"7 BRI AR RS

° FEREERE *
° "AWS HBY=r] MR
° "AWS Hfy Cloud Volumes ONTAP BYRILRE K"

EREZFRPEHAR
M. 1. 1hRFFE. BEBEVPCHEERNAWS#FCloud Volumes ONTAP HAXY, i@EidVPC1t
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AT EFR. BRESSSEBWAREFM. AREVPCAIEEKP REIZIAMABNZ24H,

BlZCloud Volumes ONTAP T{EIfi&ERt. BlueXP& BiitIZRIAMAGIISEMINEEFE, AT ZRIER
EVPCFREEK P FRIENIAMAE. UEERSHAXN XBHIEERR

p

1. 5&5EKFAHZVPCRBEMKF FHRIFM,

BEHZFWREBHAN. FERITHT R,

"AWSIX Y HEFK"

2. 7TVPCFRBEEMH. FCloud Volumes ONTAP SI|EZ—1N& 44,

"iJ5ZD1Cloud Volumes ONTAP BYZLZ £ 4HiN", iEFE. BAREENHATEEZCIEZ S, BlueXPRIA

EHRHEXMARSS.

3. EVPCFAIBEKF . tIE— M EEUTNRNIAMAE:

Action": [
"ec2

"ec2:

"ec2:

"ec2

"ec2
"ec2

ec2:

ec2:

:AssignPrivateIpAddresses",

CreateRoute",
DeleteRoute",
DescribeNetworkInterfaces",

:DescribeRouteTables",

DescribeVpcs",

:ReplaceRoute",
:UnassignPrivateIpAddresses"

4. {EABIueXP APISIZ#HHICloud Volumes ONTAP T {EIfiE,

HAR. BRI E U TFE:

o "securityGroupld"

"securityGroupld"FE&NIEE EEVPCFAE BIKFP FRIZNZ2A(ES N LEXE2F),

° "haParams"Y & " assumeRoleArn"

"assumeRoleArn"FEE W B & EEVPCFIB BEKF FEIENIAMABRIARN (B2 EXFEIF),

f54n:

"haParams": {

"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}
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"7 f#Cloud Volumes ONTAP API"

AWS HZ2HHNY

BlueXP£ 6l ZAWSZ £4H. HAF S Cloud Volumes ONTAP LN TRAE YN IEF] B i
M, e EESEZHOHITIN, HENREFLEFERECHNEEAH,

Cloud Volumes ONTAP RY#1 11

Cloud Volumes ONTAP MZ £ A EE N\ ULF1 H ubFE

NI
TR TEMRHERTE X WL AN, ErUEEATUTEF—EERRE:

* UEEVPC: NIEHRERYEZCloud Volumes ONTAP ZRZBIVPCFMSERE LU EIZ 2L EVPCHI F W3S
.o LEL-LME/JLE JALS

* FiBvPC: NILREREIPSERE/30.0.0.0/0,

I Port B9
FrE 20 Ping =41
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HTTP 80 EFAKEEIE LIF 1Y IP Mt RABEIESE Web =51 #1T HTTP iAiR]

HTTPS  443. ﬁﬁﬁ%gﬁﬂ;upwpiﬂgi& EfZConnectorFi@IHTTPSiiR)System Manager Webfz 1
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SSH 22. SSH AR EIE LIF SR EIE LIF /Y IP ot

TCP 111, IARS A2 A NFS
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TCP 445 Microsoft SMB/CIFS over TCP (i@¥ TCP ) #1 NetBIOS R

TCP 635 NFS 3

TCP 749 Kerberos
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TCP 3260 #@id iISCSI #4#E LIF #17 iSCSI 1]

TCP 4045 NFS $iE PPz
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TCP 10000  {F NDMP #1{7

TCP 11104. 32 SnapMirror FNEEEEESIE
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UbP . A2 T2V NFS
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i Port B8

UDP 161-162.  f&] 8 ML EIRHHMY
UDP 635 NFS

UDP 2049. NFS BRSS88<FiP A2
UDP 4045 NFS BiEFIPEHZ
UDP 4046 NFS IR 5128
UDP 4049. NFS Rquotad MY

H ISR

73 Cloud Volumes ONTAP FiE X R £ H KT HFRE HibAiE. WMRAILER, HEEERLERN, NRE
FEETRIAN, BHEASREERN,

BRI MER
73 Cloud Volumes ONTAP FilGE X B R £ A B HE LT H ik,

i Port By
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FrE TCP 2E8 FrEHiLhE
FrE UDP 2B Fre HibneE
=2 Gy WL
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Other AWS accounts

Add other AWS accounts

Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:
]
by
{

key/externalkeyid"

"Sid": "AllowAttachmentOfPersistentResources",

"Effect"

"Action":

"kms
"kms
"kms

1,

: "Allow",

[
:CreateGrant",
:ListGrants",
:RevokeGrant"

"Resource": |

"arn

raws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,

"Condition": {
"Bool": {

=+
BEXIIEIENEMFAESR, 5

"kms:GrantIsForAWSResource": true

B0 "AWS X4 FE ik R E PR KMS 218

4. NRIEFEANZEFEEM Cloud Volumes ONTAP , EEd R CMK B9 IAM BE&INA _key user 3F &

P CMK By ASRES.
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (ZE)#KX



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

C2SIifiE

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP 15 &0 SEB&
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud (ZE)#X
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"

° HA JAf#2%
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
S

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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N \BJ Active Directory
15
BRI EHE

CIFS server NetBIOS
name

LR BB

DNS 5

NTP ARS525

Description

79 CIFS REZ 2 RHZFRARMTEY DNS ARSZ238Y IP ik, %IHBY DNS AR 2844
FMEEH CIFS IRSZEIFMARIEENL Active Directory LDAP AR 3 28 FNiE 4!
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1B 7B CIFS IRS32:NI\KY Active Directory (AD ) 1%AJ FQDN ,

B RSB IHENAIME AD BHR4sEHLR LA (OU) BY Windows 1KY
BARAE,

£ AD i E—RY CIFS BRS588 %K,

AD I ES CIFS RSB 28 XBLBVALR BT, FRIAEN cn = computers . IIRE
AWS £E Microsoft AD BZE& /9 Cloud Volumes ONTAP B AD ARs328, MINTE
tb=FE& g\ * OU=Computers , OU=corp* o

Cloud Volumes ONTAP Storage Virtual Machine (SVM) B9 DNS i, TX%
HIBERT, 35 AD EEE,
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FEL Description

WRFMAF /4E (R XEFREERBERNRBPMANHEZAGERLS] (BIHRIEHIT R

CIFS) ACL) ., EILUEEA IS Windows FBFE4H. UNIX AP s4AH, tTNRIEE
15 Windows FEF &, MM4F{EA domain\username &8 & A F BYE,
R BR R B Snapshot BlZs 5K E&IEE B ahE R NetApp Snapshot B ZA<BISARFNER

=, NetApp Snapshot BIERE—MBYE| R XHRFAMEG. HMHEREZREFMN.
BREFEMDNFME, EILOEREARRRI T, o] ABRSHIEEEL: Fl
%, Microsoft SQL Server fJ tempdb o

SRED ((UERTF NFS RAEIEE NFS Ara<: NFSv3 2% NFSv4 .

)
BEnfEFAM IQN (& iSCSI FMEEARTRA LUN (B8R TT) , HIEAERISERMLEN. B
FFiscsl) BFAREE ISCSI ENT RBAMRR, BTIEHMLRNIER T L)L

LUN , iSCSI Btm@dtmaELLKMMLLiERIes (NIC) , FHREBEFN
TCP EHIH5|2 (TOE) £, MEMLKIEAE: (CNA) HEAFH LSS
(HBA) EiZEZIMLE, FHiBi iSCSIPRERZM (1QN) #HITHRIR, BIEEISCSI
Ei. BlueXPEBEIAELIELUN, FHiT@E T AENENEIE— LUN K&k
g2, RTEHITEER, IEER, "FEH IQN MENIEEE] LUN'

TEEZRTEBEE CIFS hirIEDIE:

Volume Details, Protection & Protocol

Details & Protection Protocol
Volume Name: Size (GB): i NFS CIFS iSCSI

vol 250

Share name: Permissions:
Snapshot Policy: vol_share Full Control -
default -
i’ Default Policy Users / Groups:
engineering

Valid users and groups separated by a semicolon
Y

20. *CIFS i&& * : SNRi%EE CIFS 1hiX, 1FIEE CIFS fRS28.

FEE Description
DNS Zx IP #tisiEFZR 1P 79 CIFS AR5 28R HRFRARITRY DNS ARS3280Y IP #ilit, F|HAY DNS ARSS28446
M3k MEE CIFS fRZ 2 MNBIIEE (L Active Directory LDAP ARSS 28 F 114l

SZFIRMRSMUEILR (RSMUERER) -

ZENARY Active Directory &7 CIFS ARSS23MNRY Active Directory (AD ) 15AY FQDN ,
15

AR EHE BARBNRRIHENAIME AD B1EEHLA LA (OU) BY Windows 1KY
BARAE,
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FEL Description

CIFS server NetBIOS 7£ AD i ME—RY CIFS BRSZ 2 2R

name

LHLR BRI AD IHE S5 CIFS IREZ 2/ XEXAIALR BT, BRIAMES cn = computers . IR
AWS & Microsoft AD BZE 7 Cloud Volumes ONTAP #J AD ARZ32%, NIRTE
tFEEHE N * OU=Computers , OU=corp* .

DNS i3 Cloud Volumes ONTAP Storage Virtual Machine (SVM ) B9 DNS i3, X%
HIERT, 85 AD 1548[E.

NTP fR$328 E$% * 5 Active Directory 33 * LU{#F Active Directory DNS A& NTP RS

25, NRFEFEHAEMMUAIE NTP fRS28, NIRER APl . 185N "BlueXP
B TEIEAE R

HER, RBAHELIR CIFS RS54 BEECE NTP ARS328. 7E€UE CIFS ARSS
&, EXAEE,

21. * FHBREREXH, HMEXENDER © . ARETERRFEMEMEIEEHIRBEEERIEE D BERE,
BXEMEE, BFEN "AREEHBREE XS M "HUES BRA
22. * EENZFHOAE * 0 BEIZHBIAERER,
a. EEEXEEMNEAEE.
b. BH*FELE R O BER XL IFMBlueXPE I ZMAWSE RERIEMAER,
C. R * HTHE ... BRI,
d BF*#iT*,
“
BlueXPI&EzhCloud Volumes ONTAP HAXY, &0l LARRERET[BlsE A HE,
WMRERFE HA MEBEHE AR, BEEREER, IR LUAERETIEIMEH B EERCEIFE,
EBRIEE LN, BEEZE "NetApp Cloud Volumes ONTAP Z#",

FERRIE

* JIRECE T CIFS HE. IBRTAF AN XHMXARINR. HIEXERR RS IBRZEZEHE!
Bt

* MREXENAEEN. 5FEH System Manager 3§ CLI o
R IR ERBI SRR . 45X qtree (EFAMVIAER T EIFISHEE.

FF957E AWS C2S IF15HfEF Cloud Volumes ONTAP

S5t AWS XIS, EaEAFEA Cloud Manager "AWS B =ARS (C2S) " B
Z Cloud Volumes ONTAP B9if1i%, NG =FMEiRHtEIRINEE, AWS C2S B— M
EFEEMFAXIFE X ; onmEm EARERIERF AWS C2S XiAF,
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",

:GetConsoleOutput",

DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"iam:PassRole",

"iam:CreateRole",

"iam:DeleteRole",
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"iam:

"iam:

iam
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
1,
"Resourc

"arn

"Effect":
"Action":
"ec2:
"ec2:
"ec2:

"ec2

"ec2:

lam:

lam:

lam:

lam:

PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
:RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

List*",

Describe*",
:AssociatelamInstanceProfile",
DescribeIamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribelInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

e". mwekmn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions"

e": [
raws-iso:s3:::fabric-pool*"
"Allow",
[
StartInstances",

StopInstances",
TerminateInstances",
:AttachVolume",
DetachVolume"



"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Resource": |

"arn:aws—-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

3. /3 Cloud Volumes ONTAP Gll7E5REK,

"wkn
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

. WNEREITHKRIEFZ Cloud Volumes ONTAP HA X, 54 HA JEfR2S 62— N ER,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "x"
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1. "MAzure|JFiAi8]Azure Cloud Shell"
2. EMER BB INEE

az account set -s AZURE SUBSCRIPTION NAME OR TID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. (BIE)ISIELEThREMER B EEM

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azurem RTREMNEREIEMFUTARRHNER

"id": "/subscriptions/XXXXXXKXX—XXXKK—KXKXXX—XXKKXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": ({

"state": "Registered"

by

"type": "Microsoft.Features/providers/features"

7£ Azure H/E%f Cloud Volumes ONTAP

&l LU@Id 7EBlueXPHSI72Cloud Volumes ONTAP T{EIftETAzure BB T AR S%
Sy HAXT
BEENAR
ZHIRTEIFE, BEEREUTENR,
° BRI BIETEIEITREZESS.
o MW AT "5 T E= 8 REXBVEESE"S
o RN T AT, {F Connector AR IRIFIZIT
* THREFERNERE,
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FEL Description
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BREFEMDNFME, EILOEREARRRI T, o] ABRSHIEEEL: Fl
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SRED ((UERTF NFS RAEIEE NFS Ara<: NFSv3 2% NFSv4 .
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(HBA) EiZEZIMLE, FHiBi iSCSIPRERZM (1QN) #HITHRIR, BIEEISCSI
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TEEZRTEBEE CIFS hirIEDIE:

Volume Details, Protection & Protocol

Details & Protection Protocol
Volume Name: Size (GB): i NFS CIFS iSCSI

vol 250

Share name: Permissions:
Snapshot Policy: vol_share Full Control -
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i’ Default Policy Users / Groups:
engineering

Valid users and groups separated by a semicolon
Y

*CIFS IZE& * . WRERE CIFS ¥, 1BIRE CIFS fRE 28,

FEE Description
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Active TCP 88 THEBIELF Active Directory R Kerberos V &{I03E
Directory ®
uUbP 137. TTREELIF Active Directory B3R NetBIOS & #RARSS
IV
UDP 138. HHEHELIF Active Directory B® NetBIOS #iEiRARSS
IV
TCP 139. HEEBELIF Active Directory B3R NetBIOS fRE=1E
Y
TCP# 389, HHEEELIF Active Directory B® LDAP
UDP %
TCP 445 TEEBIELIF Active Directory B & Microsoft SMB/CIFS over TCP (i@
% id TCP ) #1 NetBIOS il
TCP 464. THEIELIF Active Directory & Kerberos V BEXFIIEE R (
% set_change )
UDP 464. THEIELIF Active Directory B Kerberos ZfAEE
Y
TCP 749 I EEIELIF Active Directory B® Kerberos V BEXXFIZ BRI (
K RPCSEC_GSS )

TCP 88 ¥UELIF (NFS, Active Directory BF KerberosV S4IIF
CIFS, iSCSI) ¥\

UDP 137. #3BLIF (NFS. Active Directory H& NetBIOS ZFRIRSS
CIFS) k
UDP 138. #3ELIF (NFS. Active Directory BE® NetBIOS #iEiRARSS
CIFS) %
TCP 139. #3BLIF (NFS. Active Directory BE® NetBIOS lRZ&iE
CIFS) %
TCP#  389. ¥ELIF (NFS. Active Directory B& LDAP
UDP CIFS) %
TCP 445 #HE LIF (NFS.  Active Directory B Microsoft SMB/CIFS over TCP (i
CIFS) % id TCP ) #1 NetBIOS il
TCP 464. HUELIF (NFS. Active Directory H& Kerberos V BEXFIIGEZ (
CIFS) % set_change )
UDP 464. HIELIF (NFS.  Active Directory B Kerberos ZHEIE
CIFS) %
TCP 749 #HELIF (NFS.  Active Directory B® Kerberos V BXFIGEZR (

CIFS) M RPCSEC_GSS )
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AutoSupp HTTPS  443. HAEBELIF support.netapp.com  AutoSupport (ZRINIEE R HTTPS
ort )
HTTP 80 THREBELF support.netapp.com  AutoSupport ({XHZHITHMLM
HTTPS E2479 HTTP BY)
TCP 3128 TAHEBELIF EHEES MNRHikInternetEZEARATH. M@
iZ Connector - FICIEARSS 28 &
i%EAutoSupport JE 2
=03 FRERE FrE — I TaLtWFE HeTheLItsmEe  SEEhEE ((NR Cloud Volumes
mE LIF LIF ONTAP HA)
fcE&{py HTTP 80 TEBELF \http BB &9 &i%FConnector, "7

. /loccm/offboxconfi  #ZFD S 19 ST 1",
g <connector-IP-

address>
DHCP  UDP 68 TAEELIF DHCP BERI&E DHCP B i
DHCP  UDP 67 THEBELF DHCP DHCP fR$5238
DNS UDP 53.  TAEIE LIF MEE DNS DNS
LIF (NFS. CIFS
)
NDMP  TCP 1860 TIREIE LIF BinARSS 28 NDMP Ellzx
?869
9
SMTP  TCP 25. TLRERELF HR AR5 28 SMTP E4R. ®IAF AutoSupport
SNMP  TCP 161. TREELIF TR 28 EBid SNMP FERH#H1TIGIE
UDP 161. FH A& LIF TR 28 @i SNMP PR 1T isIE
TCP 162. BHEELIF iR 28 B SNMP &R #1T IniE
UDP 162. FHEEIE LIF HiTARSS 28 i3 SNMP BaR#TIsIE
SnapMirr  TCP 1110 B8] LIF ONTAP £2%i8] LIF  ‘&I2 SnapMirror WEEBIEESIE
or .
TCP ; 110 £E8%i8 LIF ONTAP £8#/8] LIF  SnapMirror #3EE 46
#4%HE UDP 514. HFREELIF A AEMRS 28 AEASTHELER

VPC-1. VPC-2F1VPC-389#1MI

7£Google Cloud™. HAEZEZBEEMNMNVPC L, VPC-0 89 HA ECEFFEAIFA AIEFN A M5 HEY Cloud
Volumes ONTAP,

EBS. BlueXPAVPC-1. VPC-2F1VPC-3HEYIL IR BIFAE X BA ASEF N AT LEEE_all Y Flis C#TEN
BIS, XL AT HA B Rz E#TEE,

M HA T 22 HA JBf#23R0B 583 im0 3260 (iSCSI) ##1T
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* BlueXPBRs31K P EE 5| ABRSSIE Fprojectld _netapp-cloudmanager F1IE4RS 1419056516 _HHEEMH
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VPC RS 1= HI5ME SR B
R VPC IRSITHIFIN EEFHTHIIMIIE, BXREBEERIIFMESR, 1EHIHIR "GCP VPC AR S1EH| 5EEE S

o

ZigEBlueXPFIERIREE. BESMEIARARIVPCARSIZHISMNEF ML T RS, XEFRWS VPC AR5
RIS TUE PR HEANETILES, HiFER, FEER * A * AN, HEMNERNER * 5 * S

(S

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
=7
From:
Identities:
[User Email Address]
Source > All sources allowed
To:

Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed

To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
SMEEFRI
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions

ERB %S 2 NetApp FIF7Zf& Connector #1 Cloud Volumes ONTAP BRI&H netapp-
cloudmanager I H,

BIZRATHIED BEMEMRIRSS KA

Cloud Volumes ONTAP Z— Google Cloud fRZMKF, BFHFHBER, E—HiERE
BRI "##E57 E" 7£ Google Cloud HFIG2#8IERD BRIRR AN REE, F_MIBEREE
BABY "BlueXPEMRMIME" BEFH IR A I REE,

Cloud Volumes ONTAP (£ IRS MK A AR EIE— N0 BEIEEE S BN RS — NS hEED .
TR LUEE— PRSP HBEERTXAMHEN, REKFHMAEE * FHEEERA * At

PTIE
1. 7£ Google Cloud $ZTHla™H, "#ZE|IRSEKFTIE"
2. FERFRIEWINE,
3. BE * QIR K, < HIRIHFAEREE,

a. * [RSIKFIFMER * ¢ MABFRA R,
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b. * R FIARSSIK A M IMERYIAIEARR * %R * FHEEES * B8,

Create service account

& Service account details

|
Grant this service account access to project
2 (optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole y Condition &

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act s fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token crealor

Storage Admin

9 G Full control of GCS resources: @ :!HEI”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

C. * TN IARSE MK RIIERIAE * © 3§ Connector BRSZ M ESI Service Account User FaNE| b3
RS,

IS BIGERTHIED B, BlueXPEMRHIMERREE,
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

T—S2H4a?
TH/S7ELIZ Cloud Volumes ONTAP L{FIfiERY, BEEXIFIRSEZIK .

<

119



Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account {M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

BEFEEMNINZZ5AS5 Cloud Volumes ONTAP E£5{EH

E5AGoogle Cloud Storagela RS TEEIES NHE 2 si 3 #UEH TN BERLAfE
FABlueXP API8IZE—MEMA_customer-managed encryption keys_F9Cloud Volumes
ONTAP &%, XLERABELZZIAEIERSE GCP PERMEIE,

$IE
1. BIFEEEZHENTIE . BlueXP ConnectorfRZ M A 1EIR B &5 2B [EFHINER,

IRTEFRRM "FIAEL T ConnectorfRSIKAIR". BIMMREFERAZAESERSVERTE. Nelse
NN A LEIhEE,

PRI :

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. HBIRBIARSSIKF "Google 115 5| ZARSIE" }EIARE Cloud KMS MNZ 23 / AR 23R,

RSP BRI LITIEIN: "service-[service_project_number]@compute-
system.iam.gserviceaccount.com o
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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it

EANNAY Active Directory
15

AR EHE

CIFS server NetBIOS
name

RSB

DNS 15

NTP fR5528

Description
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1R ZEE CIFS IRSZ2ENI\KY Active Directory (AD ) 15AJ FQDN ,

B RBNRFE I ENAIME AD EH4sEHLR LA (OU) BY Windows 1KY
B,

7T AD 1 HME—RY CIFS fRSS 28 &R,

AD I ES CIFS fRSB 28 XBLRVALR BT, FXIAMEN cn = computers . ER
Google Managed Microsoft AD EE& 79 Cloud Volumes ONTAP HJ AD AR5528,
BELFEE TN * OU=Computers , OU=Cloud*

o https://cloud.google.com/managed-microsoft-ad/docs/manage-active-
directory-objects#organizational_units["Google Cloud X#%: Google Managed
Microsoft AD FREVZHZR B {i"A]

Cloud Volumes ONTAP Storage Virtual Machine (SVM ) B9 DNS i3, X%
HIBERT, 85 AD EHEE,
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

TRENESE X1

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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Cloud Volumes ONTAP

Date Posted:

Restrictions on Encryption Technology

NetApp Volume Encryption (available with ONTAP 8.1 and later releases) provides for data-at-rest encryption that requires authorizations, permits, or licenses to import, export, re-export or use this software.

A state license for importing encryption equipment is required to import ONTAP 9.1 {or later) with NetApp Volume Encryption into Member States of the Eurasian Economic Union: Russia, Belarus, Kazakhstan, Armenia
and Kyrgyzstan. Moreover, in certain cases, an end-user customer must have a valid state encryption license to this software.

Consult your legal advisor on this matter.

Cloud Volumes ONTAP
Non-Restricted Countries
If you are upgrading to ONTAP 9.13.0, and you are in "Non-

restricted Countries”, please download the image with NetApp
Volume Encryption.

DOWNLOAD 9130_V_IMAGE.TGZ [2.58 GB]

View and download checksums

DOWNLOAD 9130_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD 9130_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

Cloud Volumes ONTAP

Restricted Countries

Ifyou are unsure whether your company complied with all
applicable legal requirements on encryption technology,
download the image without NetApp Volume Encryption.

DOWNLOAD 9130_V_NODAR_IMAGE.TGZ [2.58
GB]

View and download checksums

DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.SIG
[256 B]

View and download checksums

Cloud Volumes ONTAP

Google Image Digest Files

DOWNLOAD GCP-X-9-13-0_ PKG.TAR.GZ [7.52
KB]

View and download checksums

Azure Image Digest File

DOWNLOAD AZURE-9.13.0_PKG.TAR.GZ [7.55
KB]

View and download checksums
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEMdisk.rawX . EZFEBEFEHRAF,
3. {EF0penSSLMIEPHIRENATEERSA,
4. FRRINNAHRZFIANS ZHITHRE. HIWIE TFEHMdisk.rawXEHEHR S,

2
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure



RS B

HRINFRE © 2024 NetApp, Inc.o (REFFENRF. REEIR, REMRFABESLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

149


http://www.netapp.com/TM

	入门 : Cloud Volumes ONTAP
	目录
	入门
	了解 Cloud Volumes ONTAP
	新部署支持的版本
	开始使用 Amazon Web Services
	开始使用 Microsoft Azure
	开始使用 Google Cloud


