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Configuration

AWS
1. B FelE T BTEEMBNAMAGEFERAMNAWS KMSEH, IAMBBXMEE— M RFHRITIUT
HRERISRES

° DescribeKey
° Encrypt

° Decrypt
BREKET. 1SN "AWS X1,

2. EEBEAINEENAIAMAE G, " RSN #F DescribeKey, Encrypt, #l Decrypt &,

Cloud Volumes ONTAP
1. $JJ#23|Cloud Volumes ONTAPIFIE,

2. I EISEANPREF]: set -privilege advanced
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3. BRAWSEHEIEE:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIMRTE. HANEER,
5 WIABIEMECEAWS KMS:

security key-manager external aws show -vserver svm name
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a. E™AIRECE" T, EEFEEE AR,
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. BEHE"F—S"LUAREERCIEN A" B FMAzure N IERF Azurel HEF F i, EE™T—F",

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected

10. BEHEFRT—H". BRFREEHORE". AR BEEIE"
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12. R4S S IH ) 5 A SRR PR AR M EE+EIE"™ U E R AT, (WEIBR AR RERKER
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13. IEREREFHEUR: EECIENZTAFMDP. SMARREHMENFIEHFEURI, BRFEEEEY
B {ERLtbINEE.
ellFeyiasats:
1. 7£73Cloud Volumes ONTAP 2RV ZIAEFERIREHR. SHMEI" R L,
2. EFE RSN AR EH R,
3. BWRUAEDUS B "R
4. FRUUTER:
° INEEIARR




° BIAFEE: RSA
° RSAZE AR/ 2048
° Enabled: =2
S. EFE IR LIS INEE Ao
6. REIF"™ZA"HKE., AEEENIRISIENER,
7. E AR T EEREZAIDUEERRRE L.
8. HEIBPIFRTT T, BIURIEFIZE. EXREEHHFIFRS,
BI#2Azure Active Directorylii = ({XfRHA)
1. RBTEAIHA Cloud Volumes ONTAP TEIMRECBAzureBEATFIERY. A HRERITLLITE,
2. fEAzurel JFP . SATE"*EIARILE",
3. JE#FEFZE Cloud Volumes ONTAP TIEIFIBRI IR, SARG R TIE A MY F "3 E,
4. MFIFRHEECloud Volumes ONTAP ZEHFMZ R,
S. SMEI"™ RS ImR " IRl £ MIKEP. EEUTRES:!
> "10.microsoft.AzureActiveDirectory"

> *microsoft.KeyVaule

° "10.microsoft.Storage"*(AJ %)



SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. EFRE UIHRIZE,
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set advanced -con off

3. MEFREMNEBESVMHIIFEDNSEIE . vserver services name-service dns show

a. PNRFFEHIESVMAIDNSEZBE7E. HEEPEA2Azure DNSHEB. NMEZEHITEMMIRE. NRFRL
. 15 91EEAzure DNS. & FIDNSZAZPEREIRS 2FVEUESVMIRINDNSARSZ 285 B, XN SEHE

ESVMMIZBMLAD: vserver services name-service dns create -vserver svm name
-domains domain-name-servers ip address

b. IWIFR T ENEIBSVMEIEDNSHIRSS . vserver services name-service dns show

4. ERNARR IMERENE P iGIDIEF IDEAAzure B ATE#:

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -—-name key vault URI -key-id
full key URI

(D o _full key URI BEAfER <https:// <key vault host name>/keys/<key
label> 1=

S. BINBAAzureZiATEES. W client secret value HIMERES,

6. NEZIPEIEAIRA: security key-manager external azure check The output will look like:

7. 7

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

yﬂ% service reachability R&FRE oK. SVMEEFERSE E’JFEEL?&*MYWIEIﬂAzureﬁ%ﬁrﬁ%ﬂE

o TIREMIAZUre MR HE IR FI B A RS FE LE R A9 E FAvNetifiialAzure KeyVault AttiES, NRHE. EEE
@ﬁﬁAZUfe*L\ﬁ ,I\\}‘AVNeth-L]‘J_'—.I %Hﬁﬁ%o /LJR__‘-LH\E;F ET_SVMJ://J\JJD;%ILAI*)-LZRE\ L/Lﬁﬂ'-*ﬁ' II\\E’J?
FaIPsthit,

. kms_wrapped key status f#Re UNKNOWN #J4AFCER . HIRESR BN ok WE—NEHITINE
Ho

7k SIRNIHE EIENVERYZHEE,



vol create -vserver svm name-volume volume name-aggregate aggr-size size-state
online -policy default

MNREIBIEHE. Cloud Volumes ONTAP B zhel@Z&EH B BEMER,

8. NGB EMRLIEMNNE, NRI. N is-encrypted BFEE R true’s vol show -vserver

svm _name-fields is-encrypted
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Google Cloud
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. BEEXABDEL EKMSEEEFCloud Volumes ONTAP RSB . gcloud kms keys add-iam-
policy-binding key name-keyring key ring name-location key location-member
serviceAccount. service account Name-role projects custom id /role/kmsRole

4. THRSMKFAJSONZEE: gecloud iam service-accounts keys create key-file -iam
—account=sa-namel@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. (ERBEESSHE P imiER ISR SIELIF,
2. IR E| SRR set -privilege advanced

3. NEIESVMEIEDNS, dns create -domains C.<project>.internal -name-servers
server address—-vserver svm name

4. BIEECMEE%H: security key-manager external gcp enable -vserver svm name
-project-id project-key-ring-name key ring name-key-ring-location
key ring location-key-name key name

S. HIFERAY. BWAGCPHKF RRIARS M JSONZE R,
6. MIAEBAMETEMIN: security key-manager external GCP check -vserver svm name

7.\ RIE— 1B LUK NINZ vol create volume _name-aggregate aggregate-vserver vserver_name-size
10G

HEEHEER
MREBETHERR. TUE LARER NS BRERFIEREST APIRE:

1. set d

2. systemshell -node node-command tail -f /mroot/etc/log/mlog/kmip2 client.log

=R FRIEET]
YRR RSP RELAE R SOIE, FRRIAL, SBBlueXP. (&R LISIHEFFNetAp

WENERS R EE RSRREX T B2 B RIRAFRIF(ARP), XEfZR
BEARRME NN R HE T BRI TR,
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B LE S BRI XA R
EIBlueXP. BHZIRAHRIFISE 2 YFEFI FIONTAP FPolicyDIBERSSE & MBS RIS B & KAL,

p
1. F'Efm nELE. NEEEENSTRRERIPERFNE T,
2. FEERBRET R £, BEIREER. ARRET RN RPSUHEELT.
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. SCE NetApp ARRTIZ for $HFERMF:

12

a. MNREFRBF Snapshot &, FET * BUE Snapshot HKEE *




NetApp Snapshot ¥ ARE] AEIZRIREFHMFIRH I N RENBRRA R, RINMERNXBET MAZ R
F{PHIFR, Snapshot BN RIFEIZA, vIfFIEERRERIF. S 1L LIRHIZRE N ERIA 5T
BN MRS R 5 MG AVRLE

b. B * BUE FPolicy* LUBF ONTAP B FPolicy /R A%, © ] LURIEXH B P LE X121k,
LTS 14 R 75 22 mT @i PE LE & T BV Eh 2R3N S SR BY SRIL SR IR I Eh R AN IR HYRE 17

XA FPolicy SEEISMRIEEB LT BREMIXXE:
WA, N, BiE, M2, MZFcrinf, r5a, rxNT, XTbl, R16M01D05, pzdc, ¥, LOL! ,
OMG! , RDM, RRK, encryptedRS, crjoker, EnciPhErEd , LeChiffre

L{&FECloud Volumes ONTAP L#5EFPolicyfd. BlueXPatIZELLERE, MFIRETFE
MBS HFEAL, EEILUER Cloud Volumes ONTAP S35 EIHAY vserver
fpolicy policy scopes TR B E X RIERIX 4T RB&E.

Ransomware Pratection

Ransomware attacks can cost 3 business time, resources, and reputation. The MetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration menitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

Ta protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

B EZHRRFRIP

Cloud Volumes ONTAPz 5 B shE REH{RIF(ARP)INRE. IEIHRERT M TARARMIT AN, LUERQNFIaEER
DRUHBENFEENHAEE S,

SEIRENXAT BRFRIPOF "PENHRIFIZE", ARPIIREERTIEAHDTRIECNZIR FE AR T
RARAEBERTEER. SRREFRIPEENARPIIRE IS S FERARII L EANSRRGRIF.

T EETFHAMNFIEX TS ETARENFIER. ARPIHAEE ZAESBYOLFRIIE—t2E A (HAFE 1536
) BEMZHIEIRMINEFRE. MESCloud Volumes ONTAPHHIARPINAELE SEA. BN TS NetAppiHE
RERBER,

ARPIFA[IE M A" Z 0" FEIE. XEKEEAYEE)E N Cloud Volumes ONTAPSEA. AR AF % Cloud
Volumes ONTAPIfIE,

@ FETF T =AICloud Volumes ONTAPIFEIIEERARPINEERIE R BRI A RIS FEHRE P, 7
RERRRAH., AU EFHRE TEEET T AARPHERE T,
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M SEMEANFRBEF S EARNEI B Fi /e, &R/ LATECloud Volumes ONTAPHIRESFAARP, WRIEEAT
ARPIIREMNEMEEE SR E. EERFITEARPIE, RIXIFAHEFEN1TB, EE. ARPIIEELRERRSR
BREER,

BATARPHIEHIEERE A" EIRR "X /ERN"s ARPIRE A" Disabled (BEZB)"HMERENASFTE, Fli0.
BEBEARE 930 TiBEYCloud Volumes ONTAPIFIE BT LIEIR(NARE —/ V284315 TiBEH BB TARP,

BT ONTAP R A EIESEFONTAPS S ITRE NS BEARP,

BXRUFAEFAONTAPRAEIRSEM s TITREBBARPIIFAE R, BEEN "EHBE THZEUNHERF

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

()  mBREWIE. WARSSHERSHE N
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