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X FEBE HA BCER AWS XIFFBIFRE vPC , F5f IP ik BIA7E CIDR REVGEEN. R#5 P it
MAEPREREX VPC ZIMYIZIETF W,

UTFRAIERT AWS BKigidF s IP #tiiit5 VPC ZiBIfIX R EAFEN IP #UtRTEFTE VPC #Y CIDR 3R
256, Eefa LB B R EEEFM.

AWS region
VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ BlueXP= B rheIZ2F#SIPHIiE. AT MVPCHNBRIZ P i TiSCSIIHIRIFINASIAR, ETLFE
HEIX LRI 1P ARV ERIER,

ZiMx, BFM VPC INBBRFEh IP i5iR)
NRFE, "KE AWS FHMX" RIFMK HA XFRER VPC SMERIIR] HA XRYFED IP Ml

BRERTR

fEBlueXPRREEFEhIPHIILfE. RS IR TIEERN B & F 5P BANIRE R, XFERAZAIHM HA
XFBYiAIEL,

NRVPCHHFMRAE—NERHR(TEAHR). MBlueXPE BohEFonIPHALRINEZREKRP, NREE

ZANEAER, WERSH HA MEERIEHRNEBRIEFEE, TN, FEXPIREgEXL AR Cloud
Volumes ONTAP ,
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BN, ERIREERNFMESARNBAREXREK, MREFREARA, MAEFRHEEXB, WSKRHEKTAX
EXBYF MR iR AT AR HA XY, {B5E8M&R B REXBYFRFRIE A iRT AT,

BXEBHARIFAES, FSW "AWS S BREE"

5 NetApp EET AREE
B Z AZs ) HA BLEF A NetApp EIETE, EILUARRMIEZEAR:

1. 7EEfth VPC FHEE NetApp BT A "EE AWS FHRX" BEMX, AILM VPC SMERIAREEE
EZOIRYFE) 1P ik,

2. 15 NAS BRI E AR REIEME— VPC F1E8E NetApp EIETE,

HA B2& R

TEERTZMAZs FRET HA WHREAE: =Pl AMXE, =NFR, F5) P #ttARHR.
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1

Availability zone 2

Subnet 1 Subnet 2
™ IL/ [
r '\1' - 15 'f“l ‘\;
< dib " X ¥
Synchronous mirror of ,-““i‘-([t—_‘;\_.}
data between nodes ; ; f

ERRIRAVER

MR E AR LI Connector. MiERZZEZE ConnectorBIMLEE K,

* "BEREEBFNMNEENX"
* "AWSHH R AN

FZA AZs B HA XHEE AWS TR X<
RE AWS EHEIN X LAFIAR HA XT 250 1P i3k M HA SEERTERY VPC FhER,
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IR Cloud Volumes ONTAP HA EEE 2 #H7E S AWS afFMEXIg S, MM VPC NERiHIE] NAS $3EEEZ6h
IP ik, XLESEE) IP MR ATE A EMPENET 2 EER, BFEM VPC INEAHLIAE, MIZAIE A IP i
AT M VPC JMERTRIHEIEAIR], BRIRE B MRS,

SR EEEOMANE SVM B LIF BFEF 5 IP itk

MRFIGET AWS EiEmx, NBEILAM HA IIERTERI VPC SMERIAIEIZ S IP itk XEkE VPC MZBEY NAS
ZFin# NetApp BB T BRI LUAELED IP o

MTFREIERT BIERMREZNHE D vPC o — D HA RAHZHE— VPC F, M— M EFFPHEBES—
VPC H, PAlG, ERILAEREE) IP I EE P ik EHEEE NAS &,

1722301
Floating IPs
1722302
routed to VPC1
172.23.0.3 route table
172.23.04

Transit
gateway

1723503 Floating IPs
( 172.23.0.32 ) routed to ENIs

Mediator

VPC 1(10.160.0.0/20)

NS RBINER T dIfEliR B IMRIEC B

TR
1. "R ERMXFHIG vPC EEEIZM X"

( 1722301 ) 172.23.01

__1?2.23 0.2 F|Dﬂt|ng 5
routed to the
transit gateway

Client

VPC 2 (10.100.0.0/16)
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2. 3% vPC SEHMXERRRXE,
a. £ * VPC* flR559H, i * FHMXEBHEE .
b. PR H R,
C. B KEK ¢, ARERE* SIEXEX ",
d. EEFEXBAMIMG (VPC) , ARRE * SIBXE .
3. BIETE HA JTHOE RN IP Hutlh, 7EFMMXAIEEBRRFPEIZERKH,

& ATEBIueXPRY" TR IR 15 2" TUE LB F shiPHblt, LATFR— 7RGl

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

TERGIER T EEMENERER. ©81E52 Cloud Volumes ONTAP FR{EAAIF vPC BY CIDR RFPYH
SE5h P HihAIER R

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state
I 10.100.0.0/16 tgw-attach-05e77bd34e2ff91f8 | vpe-0b2bc30eldc8eldbt I h “VPC‘z propagated active
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated active
\ \s-ll '\./-

UpC static active
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 FI t. static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 “-M\g static active
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ... active

4. (ENFEBIRIRER IP #iER vPC BIERHER,

a. [@¥Eh 1P bR RS
b. [ HA 3tFr7E VPC HJ CIDR HRiFINEBBEEE

TERFIETRT VPC 2 NERE%K, HpEiEfER VPC 1 RIEMFAEL) IP itk
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes
View Al routes -

Destination Target Status Propagated

10.100.0.0116 local active No

0.0.0.0/0 Jgw-072500d01781e67df active No
\PE

10.160.0,0/20 1aw-015b7c249661ac278 \Y | No
iREAL

172.23.0.1/32 1gw-015b7c249661ac279 active No

172.23.0.2/32 1gw-015b7c249661ac279 E}Qatl n g l B No
U DAoL i

172.23.0.3/32 1gw-015b7c249661a0279 Addresses No
e

172.23.0.4/32 1gw-015b7c249661a0279 active No

EEFBEIFIEEE) IP #ikikRy VPC FRINEREHREDL HA XHEY VPC BIEREH R,

P EIFEEE, FNEZRTTH VPC ZIiBRIEEH,.

TETRFIETRT VPC 1 NERHRKR, EEE—FIEMF5 IP it A iEFRE VPC 2 BUERH. TEEREHAX

BY. BlueXP= B ZohIPARINEIRRERA.

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

Target
local

vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331
Iw.mo.u.uhﬁ 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396

172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. BReHIGEFMAVPCHFIERE,

[

- EEIABE TR BEFRY
- B EEARGETR, AHANE—

(o

NEohIPHINEERFRERIIRIE,

C. BliReH"
d. R RE NG
e BEE AN,

f ERBT. R FERE AEEEFEVPC IPHL,
g BEREFAHN AN AER.

7. ERTE IP MRS SRR
(ERTIEIE BlueXP B2 E IR R HEHH S

WEI{EBlueXPHR$R E IEFARYIPHEIE,

Status

active

active

active

active

VBE2

active

Eloating

ar.ulB

Addresses

active
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. IMNRFHEH NFS &, BRFHRBEEENSEF K VPC BIFRILAC,
"7 BRI AR RS

° FEKEERE *
° "AWS HBY=r] MR
° "AWS Hfy Cloud Volumes ONTAP BYRILRE K"
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EHZFWPIEEHATS

M9 1M.1RFAFE. BEEVPCHEEMAWSEZ#Cloud Volumes ONTAP HAXY, @idVPCH
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152 D1 Cloud Volumes ONTAP B9Z24HFN", HEE. BAREEHNHARMRRCEZ L, BlueXPEI LA
Wm{,\ XMARS

3. EVPCFIBEIKF . tIE— 1 EEUTHRNIAMAE:

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",

ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

4. fEABlueXP APISIEH#ICloud Volumes ONTAP L {EifiE,
EAR. BRIIEEUTFE:
o "securityGroupld"
"securityGroupld"FENIEE EEVPCERAE B FRIBN L SH(ES I EXE2F),
° "haParams"¥f &R Y "assumeRoleArn"

"assumeRoleArn"FEEW B & EEVPCFB &K FEIENIAMABRIARN (B2 EXFEIF),
fa0:

"haParams": {
"assumeRoleArn":
"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"7 f#Cloud Volumes ONTAP API"

AWS B9Z 287N
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Other AWS accounts

Add other AWS accounts

Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘

e. IE. THREIABlueXPRHAIRAIAWSIKF . FATRFTFFIAMIZHI &,
f. BIZ— 1 EELUTIRY IAM KK,
g- RREMIINE) ABlueXPRAAIRAIAMAB B SIAMAF,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
BXILIRENEMIFAER, BB "AWS 3. AFEMIKF REVEF R KMS &R

4. NRIEFEANZEFEEM Cloud Volumes ONTAP , EEd R CMK B9 IAM BE&INA _key user 3F &
2 CMK HYZEEASRES,

YNRIETE Cloud Volumes ONTAP EERA T HUIED BHEEXNEFMETE S3 FHEDERFNEIEHITME, WFE
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PR

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (ZE)#KX
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

C2SIifiE



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP 15 &0 SEB&
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud (ZE)#X



C2SifiE

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"

° HA JAf#2%
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. ;R[EZ|BlueXP/a. EIRZEEGEREMNER—METEENRHEHE,

Select Charging Method

° Professional By capacity

Essential

Freemium (Up to 500 GiB)

(0101

Per Node
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Edit Credentials & Add Subscription

details and then subscribe.

The next steps:

['f'?“] AWS Markeiplace
L

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager

e

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method
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Details & Protection

Volume Name:
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i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing

information on the right.
You are already subscribed to this product

Having issues signing up for your product?
If you were unable to complete the set-up process for this software, Pricing Details

please click here to be taken to the product's registration area
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TEEZRTEBEE CIFS hirIEDIE:

Volume Details, Protection & Protocol

Details & Protection Protocol
Volume Name: Size (GB): i NFS CIFS iSCSI

vol 250

Share name: Permissions:
Snapshot Policy: vol_share Full Control -
default -
i’ Default Policy Users / Groups:
engineering

Valid users and groups separated by a semicolon
Y
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:

"ec2:

"ec?

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec?2

"ec?2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

10-17",

"Allow",
[

DescribeInstances",

DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

:DeleteSnapshot™,

DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",

DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"iam:PassRole",

"iam:CreateRole",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
Va3
"s3:
"s3:
1
"Resourc

"arn

"Effect":
"Action":
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:

lam:

lam:

lam:

lam:

lam:

DeleteRole",
PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",
GetBucketTagging",
GetBucketLocation",
ListAl1lMyBuckets",

Ligc=",

Describe*",

:AssociateIamInstanceProfile",

DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

LA " "
e": &

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions"

avg [
raws-iso:s3:::fabric-pool*"

"Allow",

[
StartInstances",
StopInstances",
TerminateInstances",
:AttachVolume",
DetachVolume"

DescribelamInstanceProfileAssociations",
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1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

I

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

3. 79 Cloud Volumes ONTAP flZZ258g,
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

. WNEREITHKRIEFZ Cloud Volumes ONTAP HA X, 54 HA JEfR2S 62— N ER,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "x"
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