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Hash Function —————3 033b9077Dh...
Signature
Received data Decrypt Digest valid, when
digests match
E T 033b9077h...

Signature Public key

* MTF#iAzure Image DigestX ¥ "NetApp Z#Fih 2" FREUEE XA (.sig). AHZRAIEBXH(.pem)FIFEIE
FXH(.pem)o

BB "FEAzZure MG EX M BXFAER ...
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° BHICLIEAW TFAR:

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

° WNBRIMNXHEBILAL. OpenSSLEpSTHRE LA S R/ "Verified Ok EE. MREARLE., MR
T~"Verification Failure™H 2.
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% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MiERET1 MB (1048576 T3)F1/5512F T HIVHD X 14

SNRFEA"tail"s WEDB"-c +K G4 LIEEXHRIKEN FHAKNFT, Flt. 104832 H"E&-c"E,

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail
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4. {FHopenssI MIEPHIRENAHZ . HERER XHMAEEARIUEEZH I (ssign.tmp)o
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp

Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

5. BEIE=IaE,

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem
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1. MF#iAzure Image DigestSff "NetApp 25k =" FHIREUEE 4 (.sig). AHEZHIER XA (pem)FIHEIE
P (.pem)o
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2. BIHEER,
% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. MIB&EI1 MB (1048576 F 1)M/5512F T BIVHD XX 14,

WIRFEA"tail". MEm"-c +K"iaH UKEN FHAELNFT
FEENXMHH, FLt. 10483CEE|"E:‘|3 c'RbIE, KAFE13K
PUfEFEMac OS_E5EREEar <,

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp

o° oo o°

rm ./sign.tmp.tail

4. fERopensI MIEPHIRENAHZFAHINES T
WA &R XHNAHZ BB ile(sign.tmp)o

WMRMAX MBI KIE. W% <3 2" Verification Ok"(3IEERE )o
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

¢

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure
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rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem
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