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B. sudo PM2 start all
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{

"workers": {
"transferrer": {
"delete-on-source": true
}

}

}

E#flocal.jsonX 5. MEHEDN: pm2 restart allo
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¢ 53 Bucket @ Settings © rev/venda @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the S3 bucket.
This enables you to search for the transferred files by using the tag values.

® Saveon Object'sTags O Save On Object's Metadata

Tag key Tag Value

° Add Relationship Tag Optional Field | [Up to 5]
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A few more things before we continue
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userl

ACL - Access Control List

! Copying ACLs can affect syne performance. You can change this setting after you create the relationship

Mtention If the sync relationship indhudes Clowd Volumes GNTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs

4. BERHRRETEIREY X,

¥4 ACL M SMB E#IZIXT RS, R LUEIRIE ACL EFIEIXNRIITICH M KM TEIEL, BEEURT
H#F. 3T Azure 1 Google Cloud Storage , RETTEHIBIEIRA B

UTRREEZR T — N BUERIHEER T B,

< 53 Bucket @ Settings o Tags/Meiadata @ Review

Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Oblect’s Tags @ Save On Object's Metadata
[

Metadata Key Metadata Value

@ +dd Relationship Metadata Optional Field | [Up 1o 5]
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Select Directory

= Filter Source Objects

All Directories

0 /mnt/kingkong

Y

e. ;;%Eﬁ NFS BR5388 /| B4% NFS* : 3%$% Azure NetApp Files i, SARMINEH BATSOERINE RS

f.» BAREIEARIE * | RIBIRTAINFARIUERIR A FE A SRR,
MRBFHIERER Y URER. e MEHRSIERIE,

T EBmSERER S SRR TR A, B ERIEE RO ANED,

Select a Provider

9
e aws a2 =

Microsoft Azure Amazon Web Services Google Cloud Platform

On-Prem Data Broker

Data Broker Name Port

listener-data-broker 443

a *BiER Y EERENAER, NEQ FHELUEEIE FERAESH PRI XK,
b. *iGE * | EXINMATE BRI E RS AR,
c. BE: BERIXANFAEER, AREFCIRXES




Review Sync Relationship

= — — o]
—] - — — » —]
Source NFS Server source Data Broker Target Data Broker Target NFS Server
tigror {Li e
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443

s
BlueXPESITIRIS B AR NAS £ R, SRS, RS B EE U EE S L RO EAES,
R EHBEEACIELA LUERIME HashiCorp 17fi#

ERIEEZEAmazon S3. AzureZ{Google CloudEiEMES X R, EEE&EIBlueXPE!
AHNEFZ AR RAEHAPHEEXLEZIE. Z—MAEBIREMIENIEA, UWEEREMIMED
HashiCorp T=fi&ihiRlEHE (8% sects ) o

It IheE R @I BB FEAmazon S3. Azured{Google CloudEiEHIEY X ZBIBlueXPEIAFIREFAPIRZ 15,

R
WIIRE URL KAESFEUDEBIEARARMTE FHEPRYE URL FILL _Creds_4EEE o

EEHIERIEA
B EAP S MUERENAMEEX M, EHIERBAMTES, UEMIMNIFMERINER.

e £/ API IBED X &
RETMEARRGE, ERILUAEAPHERKEIZED XHR, UEREFMHEREED.

HEETFAE

BEERMEBlUeXPEIZ. HERURLASFHEFRNNERES, BIIREXE URL RESFE. BREE NI
BHEY XAFHNENEMBERIIEREIRE URL,

W0 T PRIZE URL ©
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* [<path>/<Requestld>/<Endpoint-protocol>Creds’

7:2ES
TIARRIRRIR. XA UREIRERERIE,

1BK ID
FELERBIAR ID, SRS XA, BFHFEE API POST iERAPN—MREAIEM ID

i =R Y
EXBATNZ— "EXFRG v2 X" S3, Azure 3 GCP (BMEMAAKE) o

eilfEs

URL AL, Creds_45RE o
5l
UTFREIERTIEEAVIZR URL o

TR EE URL MIERERG
http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

WRBIFFRR, FIZRERZRHN //my-path/all-sects/ , &K ID & hb312vdasr2 , JRimmsA S3 o

BRI E URL MERERG
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

BIZRER1E /9 I/my-path/all-sections/_ , i&XK ID 79 n32hcbnejk2 , B¥rimsm A Azure o

[T EREURNIES
B EAR BN EUER BN AL E X, FEIBERIBAMITES, UWEMIMBFERIVER,
TE
1. 18T SSH EZFIAPRIEIRLIE,
2. 448 /opt/netapp/databroker/config F Y local.json X15o
3. ¥ enable IRE A * true * , HIRINTFR/RTE external-F34) .hashashicorp FIRBECESINTFEL:
enabled
° BXUE: trueffalse
° KA fHRE
o ZRANE: false
° true . HFUEMRIEMEESHIIMEE HashiCorp Vault FREXAZE
° false : FIBERIBR EIEEMEEIEASMFMEP

url

° $EN: string
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° value : FMEBTFERY URL
path
° AN string
° value : EREERFEENZNESH
B4 - RIFN
° HE RS H BHUIRAIBIE ARSI IR IESE
° KA HRE
° BMANE: false
auth-method
o BUBIEMINEBEAEIA R IR R E AR SR IIE 5 0%
° AN string
° BME: "AWS-iam"/"role-app"/"GCP-iam"

=R v
° $EN: string

o MABRTR (WNREFER AWS-iam 3 GCP-iam )

Secretid # rootid
° type . string (WNEREEA app-role )

GEE=3NE]
° $EN: string
° BRTE (MNREE, NIA X-Vault-Namespace F5k)

h=!

4. FHAREREMBEAEEE ERDE,

AWS &S HIIETRA
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“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

GCP-iam F{3¥IER B!

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {
"role-name": ""
b
"app-role": {
"root id": "",
"secret id": ""
by
"gcp-iam": |
"role-name": "my-iam-role"

£ GCP-iam S7IEIERIZEAXR
NRIEERBIRZ gop-iam FHWIEFZE, NEIERAELINAE LT GCP XR:
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- lam.serviceAccounts.signdwt

"F T fREREACIERY GCP PREK",

FEREFETNZERCNETNES XA
REFTFIERARG, EoaILULE AP ARRCIERPS XER, UERFEHIREEE,
EABIueXPRIZS % X A FHFEPREST APl

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* EREAF SHEMEZNBlueXPIKFID. "ES ISR TIE
* NIENEXAEMWEIEK, "EZEN relationships-v2 APl JE "

Nl

POST &Kl
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url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:

"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol": "s3",
"s3": |

"bucket": "my-target-bucket"
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