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"Name": "Azure Data Broker",
"Actions": |
"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/disks/delete",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Compute/disks/write",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Resources/deployments/read",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/publicIPAddresses/read",

"Microsoft.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/publicIPAddresses/join/action",



"Microsoft

"Microsoft

"Microsoft.

"Microsoft.

"Microsoft.

/action",

"Microsoft.Network/networkInterfaces/join/action",

"Microsoft.

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

EventGrid/systemTopics/eventSubscriptions/delete",

EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",
.EventGrid/systemTopics/delete",

EventGrid/eventSubscriptions/write",
Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

"Microsoft.
1,
"NotActions": [],
"AssignableScopes": [],
"Description":
"IsCustom": "true"

AR

Network/networkSecurityGroups/read",

"Azure Data Broker",

1. AEEHNERN. ZFEUTNR HEEF1EE" TMAzZUreR| S — Mo EFHEUENES X RZH:

° “icrosoft{Z /1= M P /AEE"

° "icrosoft EventGrid/systemTopics/eventSubscribes/write".

° "icrosoft EventGrid/systemTopics/eventSubscribes/Read".

° "icrosoft EventGrid/systemTopics/eventSubscribes/delete".
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° "icrosoft EventGrid/systemTopics/eventSubscribes/getFullUrl/action".

° "icrosoft EventGrid/systemTopics/eventSubscribes/getDeliveryAttributes/action".
° "icrosoft EventGrid/systemTopics/Read".

° "icrosoft EventGrid/systemTopics/write".

° "icrosoft EventGrid/systemTopics/delete".

° "icrosoft EventGrid/eventSubscribes/write".
° "icrosoft{ZfiE/1Z &P /S N\"
tEoh. WNRIETRITEAZUre P SLHEIF SRS . MR D ESEEM IR E AT IRSEREM A2 RASEE,

2. AEHENACIESERIEEEE CNT 2N, A FEUTR:
> " Microsoft.Network/networkSecurityGroups/securityRules/read"

o " Microsoft.Network/networkSecurityGroups/read"
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Widet Authentication Method:
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Enter Passward
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& Generate a new group Use an existing group
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Security groups:
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1. B8/ AD BIERAEIRAMLUTIUR:

£ Azure 1, %E| * EIEA0 > Azure AD > BFPHA > BRISE * HEAR * BRAURENBER
REREIFRIATEIE * o

2. BB AD BEEEREALT URL KRERZEMERA * CloudSync-AzureDataBrokerCreator* (X2 &R
REZNHR) -

https://login.microsoftonline.com/FILL Itt&b A#EEFAF ID}  /v2.0/adminconsent?
client_id=8ee4ca3a-BAFA-4831 -97CC-5a38923cab85&redirect_uri =

https://cloudsync.netapp.com&scope=https://management.azure.com/user_impersonationhttps://
graph.microsoft.com/User.Read

i URL HFFR, BTN T2 URL A https://cloudsync.netapp.com , NAIEFZEFiH ID /9
8eedca3a-BAFA-48311-97CC-5a389233cab85 .

BXHEERIE VM B9i¥AEE
BlueXPEHIFNEF £ LA FECEEAzureH 8l 2 EIERIE,

TajsEAM
v21.2.0

VM 58!
B DS4 v2

vCPU
8.

RAM
28 GB

BRIERS
%ALinux 9.0

HAE AR\
64 GB =% SSD

7£ Google Cloud A6l FAVEIEIE

BIEEFREIRMIEAR, 1E1%EE Google Cloud Platform 7£ Google Cloud VPC HRIHTE
NS L BRE SRR BIueXPE%J*ﬂﬂiﬁﬂ?E«%faﬁﬁﬁ FiIiE. BkTESE
EWITHEXERMTE. UBMEHMITLEES


https://login.microsoftonline.com/{FILL
https://cloudsync.netapp.com&scope=https://management.azure.com/user_impersonationhttps://graph.microsoft.com/User.Read
https://cloudsync.netapp.com&scope=https://management.azure.com/user_impersonationhttps://graph.microsoft.com/User.Read

TR LUERTERFRIIA Linux ENHER B PREHSERE, "THREZEE %

#5089 Google Cloud #i[X
SHEFRE X,

roottXfR
%I?Eﬁﬁﬁﬂ'#% B&pfELinuxEH L LrootlB P B3151T7. HURRIBIRIEZEE LrootAF 3191517, flin. EHt

=,
L8 E K
* FUBRMRIEZEEHibinternetEE. LUER LUBE 1504435 18BlueXPEIASFIE L RS U B ES.
LBlueXPE#IFEF £Google CloudFIELIREMRIERN . EROEB— L2 AXRBHEMENHILERS,
MRFEZMRG HILERE, 550 "SUERIERFB AR R EYTIER"

* NetApp IR, BRFMEIBRRIBEE AERMERENY (NTP) RS, = MAGZEMNNEERRE
i 5 735

£ Google Cloud HFEELIRIEFTE IR
HREPEEIEIEER Google Cloud AF &5 LUTFAR:

- compute.networks.list

- compute.regions.list

- deploymentmanager.deployments.create
- deploymentmanager.deployments.delete
- deploymentmanager.operations.get

- iam.serviceAccounts.list

ARSS K P PR TR RN R
IPEHIERIR, LBEARAE U TURNIRS
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- logging.logEntries.create

- resourcemanager.projects.get
- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.getIamPolicy
- storage.objects.list

- storage.objects.setIamPolicy
- storage.objects.update

- lam.serviceAccounts.signdwt
- pubsub.subscriptions.consume
- pubsub.subscriptions.create
- pubsub.subscriptions.delete
- pubsub.subscriptions.list

- pubsub.topics.attachSubscription
- pubsub.topics.create

- pubsub.topics.delete

- pubsub.topics.list

- pubsub.topics.setIamPolicy

- storage.buckets.update

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

AR
1. ABEEHIZESIRCIELERIMB HashiCorp ZfiERY, 7 FE iam.serviceAccounts.signdwt" 1R,

2. AFHETRIIFMGoogle Cloud StorageE|B— M oFEMEBENRS XA BBIFERPIKERN. 4%F
E"pubsub.*"#"storage.bucests.update"t PR, "7 EE XIFLED ETPNEZEE"

3. IEHEITRITEE RGoogle Cloud Storagefz {57 E& L IERAE P EEHKMSE AR, 7 FEE"Cloud
kms.cryptoKeys.list"#1"Cloud kms.keyrings.list"tX[R.

B MR
I LU TR A QIR ORI IR, LTS BN B IR ES X REE Google Cloud FRREMIENIE,

p

1. 3%$%*Create New Sync*,

%
2. FEXETXRRTIL, EFRENBR, RBEEFE*CONTINUOD?,
SERUIXLES I, BHIRIET * HUEMIEA * tiEm ALk,

3. T£*Data Broker Group*TiiE L, ##F*Create Data Broker*, $AIGi%E#E*Google Cloud Platform*,
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[ aws
|

Microsoft Azure Amazon Web 5ervices

Select a Provider

a

Google Cloud Platform

On-Prem Data Broker

4. B NBUBRRIEMETR, ARFEECONTINUDS

S. YNRHBIMER, BEER Google tKkPERo

ItFRE Google HETIEE, EHEIERASIRMEL NetApp o

6. EEMBEMRSKS, AEABEREERE—MIE, SEESERANEALH Pt

MRRBRAE P ik, WEBET—THEXNERS2.

Project
Project

QCCM-Dey

Service Account

test

Select a Service Account that includes these permissions

Basic Settings

Location
Region

us-west]

Fone

us-westl-a

VPC

default

Subnet

default

Public IP

Enable

7. N8R VPC 1Y Internet IHRIZEERIE, Fi5
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iﬂ%ﬁ?%ﬁﬁﬂ'ﬁﬁiﬁ 1A Internet , MIZAIBAAMITF Google Cloud A7, HEHRSEHIERIEARNRS

8. HIENIEFTAG. 1EBlueXPEIZAAIEIFMiEFHEFH,

HBIZEHIARNFE 5 5 10 D%, BRI LUEEBlueXPEHIMIRAZ RS ITHE. ZRSSELRFIRANE
ERIFT

9. SERlASHHITTE U EHHNED X Ro
&

1ZBE7E Google Cloud FEIZEHIERIEHEIBR THHNBED X R, ELUSITEERESHMED XA —RER.

IRIH7EE M Google Cloud I B AR 17 1iE 50 EX AU R

ERIERD X & FHiEEGoogle Cloud StoragefETRE BBy, BlueXPEHIFEF E &R LLMEHERIERIARS
kP ERERN D ERP#HITIAE, BABERT, WEGESHIBRERSKF AT same MBEFHSE. BR,
NRITIRE T FAFHIMER, MBTLM _other INE AEE S Ko
TB
1. $TFF Google Cloud Platform =4I & H I H =1F 8RS
EERERERY X ZHPRRE BIrHEFME D BB T,
R
iz = ) | Il
RNBIBRRIEMAR S M B9 B o
EFRENAE 5 EIANEER,
HEERE

N o g k~ w0 N

“

REBTRAN, BMEALLUERZEFEESEREANRT XAPIES B iR,
BXEUEARIE VM LORFEHAEE

BlueXPE HIFNE L A LU FEZE EGoogle Cloud &l 3R IR,

Ta.jsHEAME
v21.2.0

TTENIER
n2-standard-4

vCPU
4.

RAM
15 GB
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RIERSE
%ALinux 9.0

HEE AR/ NFIZER
FrAEECE 20 GB HDD PD

£ Linux EA - ZEHIEAIE

BIEEFTBVEIBLCIELERY, 151%$E On-Prem Data Broker 3EI0, LUEFEREE Linux EHK=
FHIINAE Linux N ELREHIERIBIE, BlueXPEFIFBES IS ETRTE SR, 8
WTTESEERITHEXEXRMPE. UEBMEMTFZEES,

Linux FAEX

* BEjsHEAM: v21.2.0
CRERG

° CentOS 8.0#18.5
AZ#F CentOS o

° Red Hat Enterprise Linux 8.5. 8.8%018.9

° ZALinux 9
o Ubuntu Server 20.04 LTS
o SUSE Linux Enterprise Server 15 SP1

LRBEREZR. BIEENLEITE< yum update’s

Red Hat Enterprise Linux ZZi#4 7 Red Hat i1 EIEF M. NRKIM. RERLETELEREIAR
FHEE AR N E =

**RAM*: 16 GB

**CPU*: 4l

* * O FAE=TE . 10GB

* * SELinux* : BIEZR "SELinux" EEMN L.

%ELinux ZIRMHISLHE—TERES, ZERBSSFAIEEURRER M ER, HEIESERESERIETARRREX

rootiX R
%_??ETJCEEE’X#F% BoffELinuxEN_ELrootlB P B31817, FURRIBIREZE oot {91517, N, EH
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https://selinuxproject.org/

PILEE K

* Linux EVUANSIREENF B ENEILIERE

* XHERRSBMM A Linux ENIHRIS Ho

* WAJRTE Linux AL EITHIRO 443 , LUER AWS kiZHIERE (BUERIESARETS Amazon SQS ARSS#
ITiBE)

* NetApp EIEE. BIrMEUERIBERENFERNEENY (NTP) RE. = MAGZEINEEEARRE
g 5 55,

BRI AWS BJifa]

NREIHHEREE S3 FEDBRNBED XZRNEIENE, WRIES Linux EHLAHTT AWS ihiE, REHE
RIERY, BRBHNEBRIZHANRTITENRE AWS FBFRMH AWS 2R,

PTIE
1. ERIE IAM ZREE "Itb NetApp 12 {HAYSEES"

"&EE AWS B, "
2. QIZEARIZNRERE IAM B,
"&EEH AWS B, "

BHLER AWS B, ANEEERREMEAERHEEXERH.

B ¥ Google Cloud BJif[a]

MR EBIRNES EE Google Cloud ZFEDERIREIZ X RESER, NRIES Linux ENLAHTT
Google Cloud i8], REHIERIEN, EFERNABRFENRRIRSIKF RE—DEHR.

p
1. NREELEFHEEEGNR, EEE—1 Google Cloud AR 1Ko
2. BILL JSON M RIFRIARSS K 2 R0

"&%& Google Cloud 3%F8"

hXHENEDEEUTEML: "project_id", "private_key" 1 "client_email"
() cummess. ERERHTRIENS

3. 1§ JSON X#R7FE Linux EAo

B Microsoft Azure B93/5]A]
BETE " FSXRR " MSPRUEFEKPAIEZEFR S, TLURXRARTE XIT Azure B9iF(E),
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REIIENE
SR LEQIR IS X RETE Linux T4 EREHIRRE,
SR

1. ¥E$#*Create New Sync*,

2. BEXETER T L, EERMBR, AEEE*CONTINUOD®,
SERXESE, BEER * HUENIEA - TTE AL,

3. #£*Data Broker Group*Ti_E, %#%*Create Data Broker*, FA/5i%#¥*On—Prem Data Broker*,

Select a Provider

= w3 2 —

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker

@ BNMELEIRINARIZN * ; on-Prem_ Data Broker* , BHEWAEH=FHY Linux EVHFHITER
s

4 BANBURRIENER, AEEE CONTINUDS
LR RIRINE S BN E, EFERRMXEGRARITIRE, ERaE—TAT THREREFIE—#E,
O. {EIBATIE Lt
a. EEREBRAX *AWS *, * Google Cloud* BJifiia], AR EAXEE I,
b. EFE— P REED: * LAE -, * EARERSES 3 ERRERSSBHITIMNIIE
()  mremRswmE. REEEe.
o. fEMHS T RERIRLE,
UTEBRE#RTAXSNARRBEMIFARES. KRGANERESNLEETARATINGR L,
d. THREREF:
* TARE:
cURL <URI> -o data broker installer.sh

* ERAARIERSSEE:

curl <URI> -o data broker installer.sh -x <proxy host> ! <proxy port>
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* EAAB S HEIENRIERSSE:

CcURL <URI> -o data broker installer.sh -x <proxy username> !
<proxy password>@ <proxy host> [ <proxy port>

URI
BlueXPEFIFMREH 2EIRATIHE LERTEXHHURIL, HIEIRERIERIPE R EBEIER.
ZURIBME, It URIRSTELEE, RANEERSERN, ReEFER—R, ZELTIE
MBIlueXPEIZFREXURIFHITRF o

e. YIREIBRAF, BREEFIRITHZERG:

@ TEYENENHSEE S AWS i5i8F1 Google Cloud 4RI E %k, 1%8Ri% AR EIRIE
R ERTFREH TN S,

* TRIEERE:

sudo -s chmod +x data broker installer.sh ./data broker installer.sh -a
<AWS access_key> -s <AWS secret key> -g <abasal path to the json file>

* RERCE:

sudo -s chmod +x data broker installer.sh ./data broker installer.sh -a
<AWS access_key> -s <AWS secret key> -g <abasal path to the json file> -h
<proxy host> -p <proxy port>

- BESMRIERNAERE

sudo -s chmod +x data broker installer.sh ./data broker installer.sh -a
<AWS access_key> -s <AWS secret key> -g <abasal path to the json file> -h
<proxy host> -p <proxy port> -u <proxy username> -w <proxy password>
AWS #1A
REBENESIFHAREH BB T I RIZE, AWS BREHEMIEAEL, ZNEER
BB ML FITIT. NetApp AETEHIRREZIMEREH,

JSON X%
It JSON XHE & EN B AR IFHIRS K- 28 15720 LU 2 B2k,

6. HUEMIEATAG. 1EBlueXPEIZA&AEIF ML FHEH,
7. SERASHHTTE LS EFRNEY X &,
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