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Permissions Trust relationships Tags Access Advisor

~ Permissions policies (1 policy applied)

Policy name

- Cloud-Manager-ConnectorCloudManagerPolicy
Policy summary | [] JSON | Edit policy
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° EC2: Describeff

° EKS: ListClusters

° EKS: Describefe&f

° |AM: GetInstanceProfile
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

L
AINY R LAE A BlueXPIARINE S

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec



verbs:
- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators
- tridentbackendconfigs

- get
- list
- watch
- Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole
apiGroup: rbac.authorization.k8s.io

Zi# (\f2705@12} {\f151, }
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eksctl create iamidentitymapping --cluster < > --region < > —--arn
< > —-—-group "system:masters" —--username
system:node: { {EC2PrivateDNSName} }

b. WECEN AT ER,

kubectl apply -f <file-name>
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{FAeksctifEE£E£ 5BlueXP ConnectorfJIAM A & 2 8182 IAM S 14 BT,

"BX5EIRAE, 1520 eksctl X",

TEEH T — R

eksctl create iamidentitymapping --cluster <eksCluster> --region
<us-east-2> --arn <ARN of the Connector IAM role> --group
cloudmanager-access—group —-username
system:node: { {EC2PrivateDNSName} }

4548 AWS-auth
BEERIBAWS-auth ConfigMap. LUE/BlueXP ConnectorfIIAMA &5 INIRBAC 8% R,

"BXRTEIRA, BESN AWS EKS XiH",

THEHRET R,

apiVersion: vl
data:
mapRoles: |
- groups:
- cloudmanager-access—-group
rolearn: <ARN of the Connector IAM role>
username: system:node:{{EC2PrivateDNSName} }
kind: ConfigMap
metadata:
creationTimestamp: "2021-09-30T21:09:182Z"
name: aws—-auth
namespace: kube-system
resourceVersion: "1021"
selflLink: /api/vl/namespaces/kube-system/configmaps/aws-auth
uid: dcc31de5-3838-11e8-af26-02e00430057¢c

Azure 1 Kubernetes 21 EKR
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EKubernetesfEEE, TEIFEEREAIMEIBlueXPZ AT, IBHEFHEUTEXR,
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£ Azure I'JPH, ¥TFF Azure 3T,

g AREEl (IAM) > At
BHEEEXABHEES (...) , ARRE *HE"
B F JSON HARMLATAPR:

o T 9

o

"Microsoft.ContainerService/managedClusters/listClusterUserCredential
/action"
"Microsoft.ContainerService/managedClusters/read"

®

BREBF+ BN, ARBRHEH

EEMSIERZER

REETE Kubernetes EE8%#1 Connector Z[8]LAK Kubernetes &85 NEEHEMFIHIZAER Cloud Volumes
ONTAP R4 2 [alig K&,

* &1 Kubernetes E£E8#&#84 7015 Connector 37 \UhiZEE
o MEZESMNIUEIN IR 443 581 Kubernetes S2B¥ 17 HHuhiE %

RMHIEEZENREEFERE, 1§ Connector 1 Cloud Volumes ONTAP ZB27f5 Kubernetes ££28$4BREHY VNet
o BN, BEEHEARREM VN £281&8 WEHERE,

UTFRGIERTRE— vNet FE9EMAMH.
/’ Microsoft
Azure

<- =8 3 Virtual network

Connector

Kubernetes
cluster

"
\

TEEF—NRE, ERESRT— Kubernetes £EHEITIER— vNet H, TELLRBIF, MEXRAE
Kubernetes 8% vNet 5 Connector 1 Cloud Volumes ONTAP B vNet Z 8] 11 iE1E,
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Peerng
Connector
Kubernetes
cluster
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I%E RBAC &Y

RBAC IIF{X1ER T Active Directory (AD ) Y Kubernetes ££8% Fi#17, A AD B Kubernetes 8515 H

Eh@ I Ik,
BREBES Kubernetes &8f 124X Connector A®, LU{E Connector A] AL I EIREEE,

HNAER
BHMERIABEESEN.

AINTFAESE
BEABlueXPRIMEMEEHBITERPNEIRENR. FEY BREN.

24t Astra Trident
BR & Astra Trident. EFEEHBlueXPiRETEHEN.

@ Z2iEAstra TridentBf. BlueXP&ZEEAstra Trident/FigF1KubernetesZ58. EfE £ Astra
TridentSFE £ BSFIE I ER,

FFea 2z Bl
&89 RBAC sX&R:. name : EEESIRIEED Kubernetes B ERITHERIE,

ﬁﬂ%gﬁﬁi TE AKS &8 *, MEENR Connector WRAK DN EBHDIRHEMNR ID, It ID BE
Azure EIE P HEHA,

13



System assigned  User assigned

A systermn assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. Y
in code. Learn more about Managed identities.

B save X Discarc 'i_:' Refresh f—‘? Got feedback?

Ohbject {principal) ID (D

‘ (c288356-adea-485b-adde-c15b5ce2cd01 T

cg?

Permissions (1)

| Azure role assignments |

* NREZE * HEIE Kubernetes 8 * , NIEETIRNBFRAR B,

p
ISR AENAREE,

1. EEI LIARIE R E B E R
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&5 1 FR
INEARTBI, LUER Kubernetes &8 S A& D TIER,

iR subjects: kind: TE. HBEANEHEF &M subjects:

BYXRIDE_EIRMEMRIRANA PR R B

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L}

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

L}

resources:
- persistentvolumeclaims
verbs:
- list
— Create
- watch
- apiGroups:
- storage.k8s.io

resources:

name

: BERANENRESD
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- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole
apiGroup: rbac.authorization.k8s.io

FhES
AINY BN LEABlueXPRINTEEZE,

EH# subjects: kind: TE. HRANEHAF &M subjects: user

RIS RIDEL ESRMERIRRAB A A A &o

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:

16
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- secrets

— namespaces

- persistentvolumeclaims

- persistentvolumes

- pods
- pods

- get
- list

/exec

- watch

- Create
- delete
- watch

apiGroups:

- storage.k8s.io

resources:

- storageclasses

verbs:
- get

- Create

- list

- watch
- delete
- patch

apiGroups:

- trident.netapp.io

resources:

- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list

- watch

- Create
- delete
- watch

apiVersion: rbac

.authorization.k8s.1i0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-ac

subjects:

kind: User
name:
apiGroup:

cess-binding

rbac.authorization.k8s.io0o
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roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

ZE {\f270:@d} {\f151, }
FERmSITIRHT BN B BBlueXPLLZZ Astra Tridento

eksctl create iamidentitymapping --cluster < > --region < > —--arn <
> ——group "system:masters" --username
system:node: { {EC2PrivateDNSName} }

2. BECENATER.

kubectl apply -f <file-name>

Google Cloud F#J Kubernetes £85I E K

& 0] LIfEFIBlueXPTEGoogle A INFI E IR B Google Kubernetes Engine (GKEE)SEE$#
BH&Kubernetes&E8%, 1EIEEEERINEIBlueXPZHi. BHFRFHEUTEX,

@ KEMER Kubernetes cluster , At GKE- F1HEIE Kubernetes £EHIECE R, EACERRE
M BEIEEERALE,

C:IN

Astra Trident
FEFEARANNRIhRASH Astra Trident 27—, &R LI BEEMBlueXPLES FKAstra Trident, ENZ "&&
BIYES (" 223 Astra Trident 251

Cloud Volumes ONTAP

Cloud Volumes ONTAP @475 KubernetesSE 8 il FRI—AF K. TIETEIFEREES FBIBlueXPH, "&
*EBELE, 5% E Astra Trident X"

BlueXPiEiZ2s
AIEFRFTENPRTE Google Hi&1T Connector o £ F /5 T fEE %15 Eo

PILEIESR

Kubernetes ££8%# Connector Z (8] Kubernetes ££8%#1 Cloud Volumes ONTAP Z [B|EEMKiEIE, 1T
THTHREZER.
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S. B * AR * A &AL TR,

—

container.clusters.get
container.clusters.list

6. B * B * MRFEREBEHNAE,

EEMSIERER

REETE Kubernetes E£8%F Connector Z BN Kubernetes &85 N EEHRMHGIRTE(EM Cloud Volumes
ONTAP R4tz BRI EE.

* 8§ Kubernetes E£E#&#3 15 Connector 337 \Uhi%E S
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> Google Cloud

£ L WVirtual private cloud

Kubernetes
cluster
3

1% E RBAC %

RBAC I0iF{NTEB AT Active Directory (AD ) BY Kubernetes $£8% Ei#17, A AD BY Kubernetes 2815 H
@I KIiE,

REBITF Kubernetes 8% _E#4X Connector A2, LUE Connector A] AR IMFIEIREEE,

BHHHER
BEHMERIABEELSEN.

ANTFAESE
B{EABlueXPARIMFMERH BITEBFTREHENR. FEY BEN.

223t Astra Trident
EL & Astra Trident. EFEENBlueXPIRIETEE2EN.

@ ZEEAstra TridentBd. BlueXP&2Z&ZEAstra Trident/FimFlKubernetes®$A. HAE & Astra
Trident S ZEEEHBEFIH AV EIR.

Faz i
LUHITECE subjects: name: EYAMLX R, EEEMEBIlueXPRIME—ID,

TR OB LA RS Nz — K EIE— ID :

* FHGS:

gcloud iam service-accounts list

gcloud iam service-accounts describe <service-account-email>
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* ELERRSIKAIFRER S "miEFIE"

& Cloud Manager Service Account

DETAILS PERMISSIONS KEYS METRICS LOGS

Service account details

Name

=

B e AT =
2 > e ROCOUNT S E

Ema

cioudmanager-zervice-accoumi@cloudsync-dev-214020.iam.gserviceaccount.com

Unigque 1D

102217358851946603445

p
tIZEHABMABHE,

1. EEI LIARIE R E B E SR
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&5 1 FR
INEARTBI, LUER Kubernetes &8 S A& D TIER,

iR subjects: kind: TE. HBEANEHEF &M subjects:

_ﬂDo

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L}

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

L}

resources:
- persistentvolumeclaims
verbs:
- list
— Create
- watch
- apiGroups:
- storage.k8s.io

resources:

name : EEENRSEKF M



- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

FhES
AINY BN LEABlueXPRINTEEZE,

EH# subjects: kind: TE. HRANEHAF &M subjects: user
_IDo

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:

: BERNIRS K B
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- secrets

— namespaces

- persistentvolumeclaims

- persistentvolumes

- pods
- pods

- get
- list

/exec

- watch

- Create
- delete
- watch

apiGroups:

- storage.k8s.io

resources:

- storageclasses

verbs:
- get

- Create

- list

- watch
- delete
- patch

apiGroups:

- trident.netapp.io

resources:

- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list

- watch

- Create
- delete
- watch

apiVersion: rbac

.authorization.k8s.1i0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-ac

subjects:

kind: User
name:
apiGroup:

cess-binding

rbac.authorization.k8s.io0o



roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

ZE {\f270:@d} {\f151, }
FERmSITIRHT BN B BBlueXPLLZZ Astra Tridento

kubectl create clusterrolebinding test --clusterrole cluster-admin
--user <Unique ID>

2. BReENATEE.

kubectl apply -f <file-name>

OpenShiftffYKubernetes &£ E¥ K

1&0] LUE A BlueXPAINFI & 12 B B2 OpenShift Kubernetes& 8%, 1EFERERIMNZIBlueXP
28l ERERHEEUTEXK,
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BIFES " 223 Astra Trident ZHio

Cloud Volumes ONTAP
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* "AzureiEiEEs"

» "Google Cloud Connector"

W LE1E %
Kubernetes ££8%# Connector Z 8] Kubernetes ££8%#1 Cloud Volumes ONTAP Z [B|EE M%K%,

BB RBACEHIKubernetesEl & X {f(kubeconfig)
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s FENIER: FHOMNERNEBEREFEN,
© AINFERE . EFEABIueXPRMEMEH BITEEFP M EIRNENR. BEY BREN.
« R Astra Trident: BEZRIEAstra Trident. BEE fIBlueXPIRHET LB,

@ LA Astra TridentBt. BlueXPEREEAstra Trident/Fimf1KubernetesZ$8. HEH I Astra

Trident5 ZfE R EHBEFIE R R,

tlZkubeconfigX 4
A OpenShiftin <17 R E 8l — 1 kubeconfig XX {4 LIS N\ E|BlueXPH,

Pz
1. FABEEGAFETAE URLER oc login' & FZ|OpenShiftth 1757 o
2. FRATF R R AR S M

a. BlIE & 7 oc-service-account.yaml' BIARSS i 7 S5
MBS ERAEIMA B TE, NRELAHITTEN, WNEUTSERNAERNEN.

oc-service-account.yaml

apiVersion: vl
kind: ServiceAccount
metadata:
name: oc-service-account
namespace: default

a. RS :

kubectl apply -f oc-service-account.yaml

3. IRIBERVENERCIEBEX ABYTE,
a. 8% 7 oc-clusterrolebind.yaml' 89" ClusterRoleBindingm" XX {4,

oc-clusterrolebinding.yaml

b. IRIEFEE NEEFACERBACIRIY
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&5 1 RE
INEARTBI, LUER Kubernetes &8 S A& D TIER,

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cloudmanager-access-clusterrole
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default

L
AINY R LAE A BlueXPIARINE S

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec



verbs:

get
list
watch
create
delete
watch

- apiGroups:

storage.k8s.io

resources:

verbs:

storageclasses

get
create
list
watch
delete
patch

- apiGroups:

trident.netapp.io

resources:

apiVersion:

tridentbackends
tridentorchestrators
tridentbackendconfigs

get
list
watch
create
delete

watch

rbac.authorization.k8s.1io0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-access-binding

roleRef:
apiGroup:

rbac.authorization.k8s.

kind: ClusterRole
name: cloudmanager—-access-clusterrole

subjects:
- kind:

name:

ServiceAccount

oc-service—-account

namespace: default

2t (\f2705@1d}

{\f151, }

io
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5.
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B e EBRENEABlueXPLIZE Astra Trident,

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: cloudmanager-access-clusterrole
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default

C. NAKEABYE:

kubectl apply -f oc-clusterrolebinding.yaml

FIHARSSIKFZRY, & <context>' B NG FEMRERIIER LT

kubectl get serviceaccount oc-service-account --context <context>

--namespace default -o Jjson

WHRERNEMNTFUTRAR:

"secrets": [
{ "name": "oc-service-account-dockercfg-vhz87"},
{ "name": "oc-service-account-token-r59kr"}

]

secH M AR NITENRSIIIL 0 Fk, £ LEBRBIP. oc-service-account-dockercfg-vhz87" Y
225|790, “oc-service-account-token-r59krs' &R 5|81, EmtH, I8 FES "token" —IlaARYARSZ M~ B R
FNEE]

FRUNTERRAE R kubeconfig :
a. Bl create-kubeconfig.sh X, FLUATHIAFKE token index BENIEFHRIE,

create-kubeconfig.sh



Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

T

anything else here.

SERVICE ACCOUNT NAME=oc-service-account
NAMESPACE=default

NEW CONTEXT=oc

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

31



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. JREVAFIEE N AT Kubernetes &85 RI8 <,

source create-kubeconfig.sh

“

ERERERN kubeconfig-sa AT R OpenShiftSREFARMNEIBlueXPEIS 4,
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