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XBEIE BZE 159 3.
T RRE
X 1K 14
53 18 35
sA 30K 60
BENT &FE B30 3.
e EER
& (S5 1R 14
53 18 35
A 30K 60
WETE BFE 60975 3.
1B IR B
(SPS 1R 14
=15 13 35
54 30K 60
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p
1. MBIueXPEIZRIRFRIFH. PITUATIRIEZ—:
° M"DDashboard Data Protection ({5 BREIBFIF)" EIXP. EFEFLI

° M"Darding Recommendation ({5 EfREIN)"ERHP. EEFEEXDICRIEIEN. AE1%EEFEReview and
fix*s

° MR, #%EFE*Protection,
2. FRIPIES, BEEIEAH, AEEERIIEAEEZB protote*,

LRI B R— 1T ERBR IR,

Protect
Assign policy to workload wm_datastore_useast 01 4719
Policies (2) | 1 selected Q & “
Policy % | Snapshot copies B Backups 5 Detect H Protected workloads B
o rps-policy-1 Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekiy Primary, Extensions 2 ~
Frequency | Snapshot copies | Snapshot copies to keep | Backups to retain Enabled settings
Hourty Every hour at 15 mins 10 12 Detect incidents on primary
Daily Everyday at 6:10 AM 5 30 Take automated Snapshot copies
Weekly Every Sat, Sun, Mon at 6:10 AM 5 4 Block 3,000+ known suspicious extensions
Monthly Every 1st, 2nd, 3rd of the month at 5:10 AM 12 0
O m Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekly Primary, Extensions 2 ~
[ o |

BEEEFMER. BREREE LR Tk
EERE DB TR HBIRER,
PRI

# & "DDashboard Recommended Actions" ({5 EIREIURIE)EI&. ZEIEFIRIEE R A"Completed"(BE5E
F%)o

© o &~ W

BIEIRIF RS

NRIEREAERE TR ST R, ERILICIRFBIRIFRES ErRILMET R B ChIREE. BRI LIERA
MARBHENRHIZE,

TR A T EE EFEN —RIFENRES. FHIRAERSARE S VIR EF MM —RiF
TR AT BRI SR SR8 2 Eota TR EBE P IZ R,
RISEIEHABICI R RIS IR
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1. MBlueXPEIFRIRAFRIFREP. R

36aie 10cie
Atrisk Protected
Data at risk Data protected

4 (Last T days) 1(Last 7 days)

Workload 2| Type % | Connector 2 | Managed by % | Importance $ | Protectionstatus * | Protection health % | Policy % | Backup destina.. 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  n/a Critical © Protected © Healthy RPS-Policy-Importatnt  AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w... nfa Critical 8 Protected @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us- nfa Critical @ Atrisk n/a None AWS US East (Ohio)

2. ERIPFTIEA, #EFE*Manage Policies*s

Protection > Manage policies

Manage policies

FIESE) Q i “
Policy % | Snapshot copies % | Backups % | Detect % | Protected workloads E
RPS-Policy-Critical Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 2 ~ -
RPS-Policy-Importatnt Hourly, daily, weekly. menthly Hourly, daily, weekly, menthly Primary, extensions 2 ~
RPS-Policy-Standard Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 0 ~ -

3. N“BIRRITIES, EFAdD*

Protection > Manage policies > Add policy

Add policy

Policy name

existing policy

test-policy slected [P setect

Primary storage

Snapshot copy schedules ~
Primary detection Disabie ~
Block file extensions Disabie ~
Secondary storage
Backup schedules ~
Secondary detection Disable v

e T

4. AR RS E R B MLUATTER]. MRMANINERBET., BEEFREH IR,
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®

S WFEAWMAB. EEET

o F1FfE:

s
AU

%
~NO

* Snapshot&l4sitil: FEFEIHLIEm,
* FEAN: FARSEBONEFME LSRRGS
* FRLEXHT BE: BRLGAT R ERSME BN BR. BRAEWNGE. ZIRSSB5

Bl #Snapshot&lZs,

o ZiRiFhE

* EJIR ATREEERTETH B AT,

MR EFEFIFELIN AR, WAHE

* TR EARSSRESSAS I R FME LRV RN F
* BIEED: ERUETEIRI LI~ REFE LS M E—REBRBREREMR XBFFA_immutable

storage o

DER—MKE. EHE—

E{REHISnapshotBl AR, AEEZELUBAIT.

I EANetApp DataLockfi AR, ZE R AIPIE ZRFMHE LMD, &0 XEHPEGFHRE)RIETE]
E&FR9DataLockiRBBHAfR. EETFEEXNEMEEITARBZIREURI14KNERX, Fl
F30XKHIDataLockfk B8 HRELIFENE N ERFE30K,

6. 3EHF * o

EDERRIP RS HAE ORI D IR
1. MBlueXPEHZRIRFARIFH B R, EFE R,

18

At risk

4 (Last 7 days)

Workloads (23)

Workload 8|
vm_datastore_useast...
vm_datastore_uswest...

vm_datastore_uswest.

Type % | Connector

VM datastore aws-connector-us-ea... nfa

VM datastore aws-connector-us-w.

VM datastore 3WS-CONNECtOr-Us-W...

36ais
Protected
Data at risk
1 (Last 7 days)
% | Managed by % | Importance $ | Protectionstatus & | Protection health % |
Crit © Protected (© Healthy
crit ) Frotected © Healthy
Crit @ Atrisk

10ais

Data protected

Policy 8|

RPS-Policy-Importatnt

RPS-Policy-Importatnt

None

Backup destina... % |

AWS US East (Ohio) Protect
AWS US East (Ohio) Protect
AWS US East (Ohio) Protect

2. ERIPTAESP, EFE*Protect®s
3. EFIPTIES, FEFAdD*
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Protection » Manage policies > Add policy

Add policy

Primary storags

Snapshot copy schedules Weskly

Primary detection

Block file extensions

Secondary storage

Backup schedules Weskly

el “

4. FERIEE. 5MEEREE UE 2R AII 248,

D ECE M IRIFERES

ERILLA TR EE R E IR SRES,

TR REAR BT B RIFERBESRIGRMRIP. LUBIIERRAESH RN R T
p

1. MBlueXPEIZRIRFARIFRE R, HEFE RIS

2. MRIPDTEA. EF—DITIERE. RREEFEMRF

3. ERIFTIESP. AT IEHEEIZFH MR,

4. EENRBHNEMFAER. HEREANNE FEXAHEFAER,
S. EFMRIF LASTRE

‘RIEINE SRR

OBEYENRBRS TIEAHXEEE. B EESULRERRIFAE S,
S

1. MBlueXPEIZRIRHRIFEA., EIFMRIP

ERIPTIEA, %EiFE*Manage Policies*s

EEEREIIEY, EEEEIIRIRAT Actions*1ET,
MIRPEREF, WEF*Edit policy*s

BRIEAER

EEFEMRE LSER E L

© o & W BN
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HERER B
SERT ARPR M AR SR TR X BRI RS,

3

1. MBlueXPEIRIHRIP IR A, T RIP

2. ERIPTIETF, EHFE*Manage Policies*s

3. EEEREIETF, EEEMIPRAIZEIRAI*Actions &,
4. MI2EXEr, EFE*Delete policy*s

Mol Mz 2 B Y EH R IR E R

INRBlueXPENZRI A RIPINEIPTBERYI . NIBlueXPEIZRMMHRIFE BIRM A LA
HUBlueXPBHMHAZ B TR—FER. FERARRAESRRGRE, ZRSEZILEFIEE!
ESnapshotl7Z, LAY, ENEBlueXPEERIAFRIF*Alerts* IR EEBTENXFL,

B RMmMERE. BRERIMCHBESFME. UEFHEEERAUFBMETIE.
FNERAURIERSTANREE LXESITIEINEMH. BIBESHOEBMERINEN.
ZIRSIEMAXSBRHERNRENEE. FN_IHE . fla0:

* BRIBRRERAT R’R
* BRIEXM. HEEMTHIHNESE
* REXMFRHEM T FIHBIR DL

SR ET ) TR AT

CBEREG: HEEH=FZFEFRIFEVZEY B, BEEIR24N\NRAEERE20Z R, S RHERE
IN1TH).
c B RIEUTTHERES:
° LIBIARAZ Y REVIZN, RFRITAEERMERREEEERARS.
° MEEIES,
© XHIRBIESRMFFRESBUEMEBHELLAT100%:51E,

IHEETONTAPHR"B EH=RHFRIFRHNER. BXIFAEE, BEN "B THFNHRIPER",

BRLR
IEFT LUMBlue X PRI ZRIR A R HP 15 BARSL TR A TR AR 4R

g
1. TEBlueXPEIRMRHFRIFERIRP. EEERER.
2. TEP—RETHEREEELE

27


https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

3. BERNERATEESNE LB N ERVFBERINEM
4. EEFHMER, BREELANEERETH Alert*,
o BEEERIE LMER,

@ Ransomware protection (CEED Dashboard Protection Alerts Recovery Reports

Automated responses

@ 5 10 Gis
a:. | 9
Snapshot copies

Impacted data

Alerts (5) Q. &
AlertlD = | Workioad 2 | Location $ | Type 3 | Connector $ | Incdents < | Impacteddata S | Firstdetected &
Alerta3i4 flashare Uswest 023223 svm_cvoawswestdimsdemosanabox02as File share aWS-CONNECtor-Us-Wwest-1-account-LXTRAXh-£296 1 268 4 months 206
Aert8727 Oracle_8621 1001193 Grace aws-connector-us-east-1-account-LXtitéXh-1050 2 268 4 months ago
Alert3932 MysQL 9294 100110 MysQL 3i/3-ConnEctor-Ls-gast-1-account-LXtit4Xn-105d 2 266 4 menths ago
Alert7918 vm_datastore_202.7359 1019552126 VM datastore onprem.connector-account-LXEfXh 1 268 4 months ago
Alerts319 vm_datastore_uswest_07_6699 1001215 VM datastore aws-connector-us-west-1-account-LX{f4Xh-e296 1 26 4 months ago

6. B4 REBRUNGEHMSHEMFMEEE(TTEREINEHRE).

REFRRAF RN EMFME E&(ERRRINEHE)

AEBTHRETHEEFMETFRHEZE. ENSEFHEEERNDE. BHBEEAESIFHITIME. UER]A
UEBRE S,

p
1. MBlueXPEIZRIRFRIFKE R, HEFER",

@ Ransomware protection (i Dashboard Protection Alerts Recovery Reports

Automated responses

5 10cis 9
Alerts Impacted data 5
Snapshot copies

Alerts (5) Q. &
AlertlD = |  Workioad 2 | Location S| Type 3 | Connector $ | Incdents < | Impacdeddata S | Firstdetected &
Alerta3i4 fileshare_Uswest 02 3223 svm_cvoaviswest0l msdemasandbox02aws File share aWS-CONNECtOr-Us-West-1-account-LXtR4Xh-£296 1 268 4 menths ago
Alert8727 Oracle 8521 1001193 Crade aws-connector-us-east-1-account-LXtit4Xh- 1050 2 268 4 months ago

Alert3932 MysaL 9294 MysQL -2ast-1-account-LXtft4xH-105d 2 266
Alert7918 vm_datastore_202,7359 10.195.52.126 VM datastore rnector-account-LXEfAXR 1 268
Alerts319 tore_uswest_ 01_6699 1001215 VM datastore 1 Ga 4 months ago

28



Alerts > alerts727

alert8727

Workload: Oracle_8821 Location: 10.0.1.193 Type: Oracle Connector: aws-connector-us-eas...

@ : 4 months ago 2cia 286

Impacted data

Incident 1D %+ | Volume 3| swm %+ | Working environment + | Type %+ | Firstdetected 3 |  Evidence % | Automated responses
4. MREHERINFHEAFETME. BERTICHFEME"
5. HIARIEHIEIFE*Mark restore Need*,
6. ERmTIEAHME. BEHBREFME TIFRHFIRFME ETR,
&R
BERFICAMES. ZIRIG M Alerts"(E3R )iEIN 7 E"Recover "(l &8 )iE &,
MBFEREREFME CERRRINEHRR)
TEAHIRCN EEME" R, BlueXPEIZRUHRIFSEINEASLFRMRE = (Recovery
Point. RPA). H4mFT{FARUSKI LR TRIRE.,
EEEEFWERERNIEAE
BEEA T FBEER"MERSH TR E,
pAL
1 HITUUT#REZ—:
© EERRP. EEERERPN'FELR"ZiT. AREFEELE
° MZEEH, i%&iF*RecRecovery *,
2. EF*Recyd R TNAPHITIEREER,
@ Ransomware protection [ previen ] Dashboard Protection Alerts Recovery Reports
Workload % | Location s | Tye 5| Connector % | Managed by 3 | Recoven y status $ | Progress 3 | Importance 3 | Totaldata § | Action

Oracle_8821 10.0.1.193 Oracle
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e TR E

%ﬁ@ﬁﬁBlueXP%ﬁ%iﬂ#ﬁ?ﬁ FREEA T UAENAUSESNMEBNNER R ERER = ME TIEh

LeFEEER R UERRER RS #iE:

* MEFEE

* EERANH AR ME NIRRT,

* EERH. BRERNTMRERME X HFHZ,
* MEEPANER S BV P IR E

S ERRIE T EAHEEFEERR,

p
1. MBlueXPEI R RIFR R, TFME
2. EF*Recyd B TNHEPHNITIELEES.
3. EIEAF"Restore Need" RSB TIEfR E,
4. B8, 1FikIE Restore*,
5. IRESEE: EEFESTRIIMEXE:
° MBS
° 175
o XM IEEILIEE BERFERS S B X

BB S A LUAE100 AR — I,
6. INBEABNRNAER. BERXME. SEMTUTIRZ—

RIRFFIBEE
1. EERNERNEFEEETR. EFFREE
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Restore "MySQL79294" o Restore (E, Review

Restare

Warkload: MySQL_9294 Host: 10.0.1.10 Type: MySQL Connector: aws-connector-us-eas...

Restore scope (® Allvolumes (O Byvolume O syfile
Source Restore points: Safest for all velumes
Restore points @ safestfor all volumes st e
Volumes (2) Q
Vaolume ¢ | Restore point s | Type < | Date s | Size -
mysgl_useast_21 cbs-snapshot-adhoc-1697555331705 Backup October 17, 2023, 11:09 AM 2GiB
mysgl_useast_22 cbs-snapshot-adhoc-1697555327497 Backup October 17, 2023, 11:08 AM 2 GiB

2. Source:iEIFSources=iAM A FETLUEFFAEE,

3.

© N o o &

a. ERE AT ERHIENTERR.

BlueXPHIE I RIP S B RETE RN BB R ERNBIEH. HETMAE
BRREWIET. KRG, AT EEEEREI NS K E— 5 5 E A S 2 518
B,

BaY: EEEMMENNE T E A EEFAES.
a. EETIEIRIR,

b. j%&$%Storage VM,

C. ERERE,

d. ENEEFEHRSZERNNETIS,

B EHERANE FIEE B+ BHBI+&H B,

MINERRERERRE UEEMENE LW T ENEH. EFRERESRERTREZEZ R,

TEELERNBRERF TERE

1.

7£"Restore"T1HAY"Restore scope (RESEE)"H. EEF by volume*,
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Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MySaQL Connector. aws-connector-us-eas...

Restore scope O Alvolumes (®) s8yvolume O syfie
Select volume you want to restore and edit its settings, mysql_useast 21 settings:
Volumes (2) | 1 selected Q
bt e N
Valume =
[ mys Destinat Act: red ko

2. £EHIRD, ERBERXRRNE,
3. Source:iEFESource=ZNMIME FETLUEEIFHAES.
a. ERERTERERBIENER =

BlueXPEIEI A RIPR G RETRAITRAEH R EFNRHEH. HETBIIET.

4. BRYH: EFBRHEDNE T E LA EEFAE R,
a. EFETIFIRE,
b. 3%#¥Storage VM,
C. EERE,
d. EEMEEM.

HHEMBTARAE S &N BHEH,

© © N o O

MITERSRBERER ME UEEMENE LN T EHH. HPRERSEES MRS ZESE.

EX AR AERF TR EH

1. R TTEN R ESEE S, &EF by file*,

2. EEHIRP. EEERRNS,

3. Source: & Source WM A T EI K UEFIFHE R
a. EFERTERBIENIER R,

BlueXPHIERHRIFRRBEER TN EH L ENNBHEH. HEF BINIET.
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b. F|%ZIEZE100 MK BN HFHITIER,
4. BRotth: EEFERMESINE TR EEFHAE .
a. EEFRHBEERITL: RigRUESERILIEENERUE,
BB A E REWERNBIEES. BRIEEHNXERZIERSFAE. BRIESE
IBEMBMT,
b. 3E&ZE T EIFIR,
C. % Storage VM,
d. (AIE)RNEER.

MRAIEET RS R, ML T RS B RH037%.

e EEREFREMENXHHBERNBS HRIUERRERFRZM.
prirs =l T Ca
it =l N
BEEERIER,
PR ER ¢ o
MINERR B RERRE - UEEMENE LT ENEH. EHRERESRERSTREZERZE,

© © N o O

AEEHXHRAER XA HF I IEFEE
1. EREFRNX G EZRHEFMEES. TERNENERTEEFR. EFERE TR

volume (1) | All selected Q

Volume

Q@ et Destinstion (1) Acton requred ~

2. EBEVIRP. BREBEENE,



3.

4.

5.
6.
7.
8.

Source:Z%#ESourceZ MM FEIKUEFIFMEE,

a. EERERTERKENTRER.
BlueXP#ZM M RIFSFRELRSITRAZH R ERNNEMEN. HER"BIN'TET.

BE: EEERMEANE TR AT EEFARES.
a. EEFHEEREAL: RIGRUEETIEENERMUE,

BAREX AN ERRBRERNVBIEBSE. EREXHMNXHRBBREFE. FFRIFE
1EER Ao

b. IR T EHFIE,
C. % Storage VM,
d. (BN%E)HENEE R,

MRAIEET RS R, ML T RS B 205725,

MESEFEFME UEREMENE LN TEHHE., EHRERSEEZR MRS ZEE,.

TERE IR R R B =
R ER R EMERY"RecRecovery (TRE)"TIE L. HEMITUTHE,

1.

34
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Restore "vm_datastore_202_7359"

o Restore l'j) Review

Restore
Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128
Restorescope (8
Source
Restore points (4)
Restore point 3 | Provider
—~
) RG-vm_datastore_202_11-21-2023.20.30.01.0238 AWS
@) Aws
@] RG-vm _datastore_202_11-19-2023.20.30.01.0250 AWS
@ RG-vm_datastore_202_11-18-2 AWS
Destination Original focation

Tvpe: VM datastore

Connector: onprem-connector-account-Lxtft4x..

Daie

November 21, 2023, 8:30 PM

November 20, 2023, &30 PM

November 19, 2023, 830 PM

November 18, 2023, 8:30 PM

N o o k~ w0 N

ERER TR RSIENER <o

Bev: RIGUE.

prirs =l s

BEEEIERZ

PR ER * o

MERBERERME UEEMENE LR TIFRE.

HP R PRSRHES MRS ZEE R,
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JEAR LASR1S S2 45

EIR1EBlueXP M HTE AR S ZM RS ER AT 1. Eﬂﬂi‘iﬁo ZEHCloud
Volumes ONTAP& S B XTI {ER. T‘m%&ﬂﬂi‘iﬁﬂﬁ

AMRBSF AN CREB XS B ANetApps . BXESTRERXHIRS. HEMIRWEERZIRS
HUEAIRRR S RABRIIR AT B2 mAIBlueXP XX RHY " SRIGE B,

* "I&FAF ONTAP HJ Amazon FSX"
» "Azure NetApp Files"

* "I&FF Google Cloud #Y Cloud Volumes Service"

EFER LR
BOEZFEHEE RMBYER :
* JEMERIBlueXPIK P IDSZIFIT 5 (R RYI20/1960xxxxxxxxxFF 55 i FBlueXPHIZ R IRDIE L)o
X EEBlueXPHRERRIERIARS B E—FFITIHID. WUEME 1 BlueXPiK A K5!IBIH1T .
* E=REBNHIHTEMSITIRXBERCloud Volumes ONTAP 515 (B1201i1909201xxxxxxxxFF 7S ),

XEFFSEEFN _PAYGOFEYS. FHBlueXP7EERZECloud Volumes ONTAP B4 Ak,

EXFRME RN EYS AR T AL ERE 2N EE R EGZEThEE, B EM. BRI TR ENetApp
ZHFUL S (NSS) I P AN RIBlueXPHA,

7 BlueXPik P LIRS NetAppZ 15

BT IFAFEBCE IR, BlueXPikF Ry —NE P A IUENetApp ¥ = P 5 EBlueXPE R & XEB%,
WNELEMNetAppZFHFEUR T IE B E BB NetApp ZHfihm (NSS)HKF,

BENSSIKPRIEZER
INREZIBENSSIKF BINetAppE A MR F&@:I BlueXPEMSZHFENET,

p

1. ZEBluexXPEHRIENE LA, EFIREENR. AEEEFERES

2. JEE AP EES

3. B ANINSSEIE*, FAISHRHENetApp ZHFIL S (NSS)EEIRTIHITIRIE,
4. BEHRIVIMIRRR DT, HEFHBEN, ARFiEE Support®

“RIR TUE N 2R ERIKP BIEM
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HAER. HittBlueXPRF IR ZE RiNetApp ZHFiIhR KPR S HEBlUeXPERXEX. NASEEIAFRRIR

FRERTS. BR. XHTERELHBIlUeXPIKP REMZR. RBKAFE—TRAFRITTXESE, &

Itk BN Ao
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