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Frequency | Snapshot copies | Snapshot copies to keep | Backups to retain Enabled settings
Hourty Every hour at 15 mins 10 12 Detect incidents on primary
Daily Everyday at 6:10 AM 5 30 Take automated Snapshot copies
Weekly Every Sat, Sun, Mon at 6:10 AM 5 4 Block 3,000+ known suspicious extensions
Monthly Every 1st, 2nd, 3rd of the month at 5:10 AM 12 0
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Atrisk Protected
Data at risk Data protected

4 (Last T days) 1(Last 7 days)

Workload 2| Type % | Connector 2 | Managed by % | Importance $ | Protectionstatus * | Protection health % | Policy % | Backup destina.. 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  n/a Critical © Protected © Healthy RPS-Policy-Importatnt  AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w... nfa Critical 8 Protected @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us- nfa Critical @ Atrisk n/a None AWS US East (Ohio)
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Protection > Manage policies

Manage policies

e « « N

Policy % | Snapshot copies % | Backups % | Detect % | Protected workloads E
RPS-Policy-Critical Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 2 ~ e
RPS-Policy-Importatnt Hourly, daily. weekly, monthly Hourly, daily. weekly, monthly Primary, extensions 2 ~
RPS-Policy-Standard Hourly, daily, weekly, monthly Hourly, daily, weekly, monthly Primary, extensions 0 ~ e
“EIRHRE TR, I Add"
3. MN“Et m , 1EFEE*Add*,
Protection » Manage policies > Add palicy
Add policy
Policy name existing policy
test-policy slected [P setect
Primary storage
Snapshot copy schedules ~
Primary detection Disable ~
Block file extensions Disable ~
Secondary storage
Backup schedules o
Secondary detection Disable v
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At risk Protected

Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)

Workload s | Type % | Connector % | Managed by ¢ | Importance $ | Protectionstatus & | Protection health % | Policy % | Backupdestina.. 3 |

vm_datastore_useast.. VM datastore  aws-connector-us-ea..  n/a Critical ©) Protected (© Healthy RPS-Policy-Importatnt  AWS US East (Ohio) Protect
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical ) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Ohio) Protect
vm_datastore_uswest.. VM datastore  aws-connector-us-w. nfa Critical @ Atrisk n/a None AWS US East (Ohio) Protect
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Protection » Manage policies > Add policy

Add policy

Primary storags

Snapshot copy schedules Weskly

Primary detection

Block file extensions

Secondary storage

Backup schedules Weskly
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@ Ransomware protection (CEED Dashboard Protection Alerts Recovery Reports

Automated responses

@ 5 10 Gis
a:. | 9
Snapshot copies

Impacted data

Alerts (5) Q. &
AlertlD = | Workioad 2 | Location $ | Type 3 | Connector $ | Incdents < | Impacteddata S | Firstdetected &
Alerta3i4 flashare Uswest 023223 svm_cvoawswestdimsdemosanabox02as File share aWS-CONNECtor-Us-Wwest-1-account-LXTRAXh-£296 1 268 4 months 206
Aert8727 Oracle_8621 1001193 Grace aws-connector-us-east-1-account-LXtitéXh-1050 2 268 4 months ago
Alert3932 MysQL 9294 100110 MysQL 3i/3-ConnEctor-Ls-gast-1-account-LXtit4Xn-105d 2 266 4 menths ago
Alert7918 vm_datastore_202.7359 1019552126 VM datastore onprem.connector-account-LXEfXh 1 268 4 months ago
Alerts319 vm_datastore_uswest_07_6699 1001215 VM datastore aws-connector-us-west-1-account-LX{f4Xh-e296 1 26 4 months ago
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@ Ransomware protection (i Dashboard Protection Alerts Recovery Reports

Automated responses

5 10cis 9
Alerts Impacted data 5
Snapshot copies

Alerts (5) Q. &
AlertlD = |  Workioad 2 | Location S| Type 3 | Connector $ | Incdents < | Impacdeddata S | Firstdetected &
Alerta3i4 fileshare_Uswest 02 3223 svm_cvoaviswest0l msdemasandbox02aws File share aWS-CONNECtOr-Us-West-1-account-LXtR4Xh-£296 1 268 4 menths ago
Alert8727 Oracle 8521 1001193 Crade aws-connector-us-east-1-account-LXtit4Xh- 1050 2 268 4 months ago

Alert3932 MysaL 9294 MysQL -2ast-1-account-LXtft4xH-105d 2 266
Alert7918 vm_datastore_202,7359 10.195.52.126 VM datastore rnector-account-LXEfAXR 1 268
Alerts319 tore_uswest_ 01_6699 1001215 VM datastore 1 Ga 4 months ago
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Alerts > alerts727

alert8727

Workload: Oracle_8821 Location: 10.0.1.193 Type: Oracle Connector: aws-connector-us-eas...

@ : 4 months ago 2cia 286

Impacted data

Incidents (2) a %
Incident 1D %+ | Volume 3| swm %+ | Working environment + | Type %+ | Firstdetected 3 |  Evidence % | Automated responses
Inc4922 oradle_useast_data2 svm_cvoawseastd ssndboxd2aws  cuoswseastdlpsdemosandbox02aws Potential attack 4 monthsago 4 new exiznsions defected 1 Snapshot copy
zzzzz 6 g mpsdem it 4months ag 6 Snap: o

4. NREHERINEHEARFME. BEFTICHREME"

5. HIARIEHIEIFE*Mark restore Need*,

6. ERmTIEAHME. BEHBREFME TIFRHFIRFME ETR,
ZR

BERFICAMES. ZIRIG M Alerts"(E3R )iEIN 7 E"Recover "(l &8 )iE &,

MBS ERRHFREPIRE(EREINEHFE)

TEREIME A ESME" "R, BlueXPEIZRIMMHRIFSEINEALIR R E = (Recovery
Point. RPA). HHETERIUSSIBARE RIRE

BECERHEENTIEAE

EELXL T FTERR " MERSH IR R,

HB

1 BITUUTFREZ—:
c EEEIRP. EEERERPN'ZTELR"Dit. AREFEELI
° MZEEH, i%&iF*RecRecovery *,

2. EF ' RecyZ B TTAPHNITIEAHER.

@ Ransomware protection CERD Dashboard Protection Alerts Recovery Reports

4 g Gis 0 0 Mis 1 2 Gie
Restore needed ata In progress Restored ata

Workloads (5) Q L
Workload % | Location s | Tye 5| Connector % | Managed by 3 | Recoven y status $ | Progress 3 | Importance 3 | Totaldata § | Action
MySQL 9264 10.0.1.90 MySGL Rest: ded G B

Oracle_8821 10.0.1.193 Oracle

12



e TR E

%ﬁ@ﬁﬁBlueXP%ﬁ%iﬂ#ﬁ?ﬁ FREEA T UAENAUSESNMEBNNER R ERER = ME TIEh

LeFEEER R UERRER RS #iE:

* MEFES
* BRI HHFERRANRE R RERF.
* TERF. BREFNH /X4 FRERNIREXHH=E,
* MEENR AR FEE RIS,
I FRRRIBTEREH KB HEE R,
5
1. MBlueXPEI R RIFR R, T ME
2. EF*Recyd B TNHEPHNITIELEES.
3. EIEAF"Restore Need" RSB TIEfR E.
4. B, 1FikIE Restore*,
5. IRESEE: EEFESTRIMEXE:
° FiE5
° 175
o WM IEEILEE BRFERIS A B X

BB S A LUAE100 AR — I,
6. INBEABNRNAER. BERXME. SEMTUTIRZ—

RIRFFIBEE
1. EERNERNEFEEETR. EFFREE
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Restore "MySQL79294" o Restore (E, Review

Restare

Warkload: MySQL_9294 Host: 10.0.1.10 Type: MySQL Connector: aws-connector-us-eas...

Restore scope (® Allvolumes (O Byvolume O syfile
Source Restore points: Safest for all velumes
Restore points @ safestfor all volumes st e
Volumes (2) Q
Vaolume ¢ | Restore point s | Type < | Date s | Size -
mysgl_useast_21 cbs-snapshot-adhoc-1697555331705 Backup October 17, 2023, 11:09 AM 2GiB
mysgl_useast_22 cbs-snapshot-adhoc-1697555327497 Backup October 17, 2023, 11:08 AM 2 GiB

2. Source:i%EESourceZ NI A TR UERIEFMEE.
a. ERERTFERHIENER =
BlueXPEIRIMHFRIFSBRELRRAFAABINEFRETNRNE?R. FER"WRE

BRREWIET. KRG, AT EEEEREI NS K E— 5 5 E A S 2 518
B,

3. Bty EEFEBEMENN P LRI ERFAER,
a. EETIEIRIR,
b. j%&$%Storage VM,
C. ERERE,
d. ENEEFEHRSZERNNETIS,

B EHERANE FIEE S+ BHBI+&H B,

© N o o &

MINERRERERRE UEEMENE LW T ENEH. EFRERESRERTREZEZ R,

TEELERNBRERF TERE

1. 7£"Restore"T1E Y "Restore scope (EESERE)"H. #EHE*by volume*,
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Restore

Workload: MySQL_9294 Host: 10.0.1.10 Type: MySaQL Connector. aws-connector-us-eas...

Restore scope O Al valumes (@) By volume O Byfie

Select volume you want to restore and edit its settings, mysql_useast 21 settings:

Volume =

2. £EHIRD, ERBERXRRNE,
3. Source:iEFESource=ZNME FETLUEEIFAES.
a. ERERTERERBIENER =

BlueXPEIEI A RIPR G RETRAITRAEH R EFNRHEH. HETBIIET.

4. BRYH: EFBRHEDNE T E LA EEFAE R,
a. EFETIFIRE,
b. 3%#¥Storage VM,
C. EERE,
d. EEMEEM.

HHEMBTARAE S &N BHEH,

© © N o O

MITERSRBERER ME UEEMENE LN T EHH. HPRERSEES MRS ZESE.

EX AR AERF TR EH

1. R TTEN R ESEE S, &EF by file*,

2. EEHIRP. EEERRNS,

3. Source: & Source M A T EI K UEFIFHE S
a. EFERTERBIENIER =

BlueXPHIERHRIFRRBEER TN EH L ENNBHEH. HEF BINIET.

15



b. F|%ZIEZE100 MK BN HFHITIER,
4. BRotth: EEFERMESINE TR EEFHAE .
a. EEFRHBEERITL: RigRUESERILIEENERUE,
BB A E REWERNBIEES. BRIEEHNXERZIERSFAE. BRIESE
IBEMBMT,
b. 3E&ZE T EIFIR,
C. % Storage VM,
d. (AIE)RNEER.

MRAIEET RS R, ML T RS B RH037%.

e EEREFREMENXHHBERNBS HRIUERRERFRZM.
prirs =l T Ca
it =l N
BEEERIER,
PR ER ¢ o
MINERR B RERRE - UEEMENE LT ENEH. EHRERESRERSTREZERZE,

© © N o O

AEEHXHRAER XA HF I IEFEE
1. EREFRNX G ERHEFEES. EERNENERTEEFR. EFERE TR

volume (1) | All selected Q

Volume

Q@ et Destinstion (1) Acton requred ~

2. EBEVIRP. BREBEENE,
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3.

4.

5.
6.
7.
8.

Source:Z%#ESourceZ MM FEIKUEFIFMEE,

a. EERERTERKENTRER.
BlueXP#ZM M RIFSFRELRSITRAZH R ERNNEMEN. HER"BIN'TET.

BE: EEERMEANE TR AT EEFARES.
a. EEFHEEREAL: RIGRUEETIEENERMUE,

BAREX AN ERRBRERNVBIEBSE. EREXHMNXHRBBREFE. FFRIFE
1EER Ao

b. IR T EHFIE,
C. % Storage VM,
d. (BN%E)HENEE R,

MRAIEET RS R, ML T RS B 205725,

MESEFEFME UEREMENE LN TEHHE., EHRERSEEZR MRS ZEE,.

TERE IR R R B =
R ER R EMERY"RecRecovery (TRE)"TIE L. HEMITUTHE,

1.

Source:Z&#ESourceZ MM FEIKUEFIFMEE
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Restore "vm_datastore_202_7359"

o Restore l'j) Review

Restore
Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128
Restorescope (8
Source
Restore points (4)
Restore point 3 | Provider
—~
) RG-vm_datastore_202_11-21-2023.20.30.01.0238 AWS
@) Aws
@] RG-vm _datastore_202_11-19-2023.20.30.01.0250 AWS
@ RG-vm_datastore_202_11-18-2 AWS
Destination Original focation

Tvpe: VM datastore

Connector: onprem-connector-account-Lxtft4x..

Daie

November 21, 2023, 8:30 PM

November 20, 2023, &30 PM

November 19, 2023, 830 PM

November 18, 2023, 8:30 PM

N o o k~ w0 N

ERER TR RSIENER <o

Bev: RIGUE.

prirs =l s

BEEEIERZ

PR ER * o

MERBERERME UEEMENE LR TIFRE.

HP R PRSRHES MRS ZEE R,
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PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
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