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"Statement": [{
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",

iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:PassRole",
"ec2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2?2:DescribelInstances",
"ec2:CreateTags",
"ec2:DescribelImages",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations"
"ec2:DisassociatelamInstanceProfile",
"iam:GetRole",

iam:TagRole",

iam:ListRoles",
"kms:ListAliases"



1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:TerminateInstances"

1y
"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"
}
b
"Resource": |

"arn:aws:ec2:*:*:instance/*"
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Product Overview

This listing lets you manually launch a BlueXP instance without providing your
AWS credentials. After launching the BlueXP software in AWS, you can access it
by entering the instance's IP address in a web browser. If you subscribe here, you
still need to subscribe on the listing below for PAYGO charges.

The standard BlueXP installation should be launched from the following
marketplace listing:
https://aws.amazon.com/marketplace/pp/BO7TOX2QLXX &

BlueXP - Manual Installation without access keys

Your Saved List Partners  Sell in AWS Marketplace  Amazon Web Services Home

Cantinue to Subscribe
x Save to List |
Typical Total Price

$0.226/hr

" NetApp‘ By: NetApp, Inc. @  Latest Version: 3.9.23
Read below for instructions on how to deploy Cloud Volumes ONTAP.
Linux/Unix wirdrdd 6 AWS reviews | 4 external reviews
Overview Pricing Usage

Support Reviews

Highlights

¢ See Product Overview for instructions on how to
deploy NetApp BlueXP.

Subscribe

Subscribe to this software

configure your software.

Terms and Conditions

NetApp, Inc. Offer

M NetApp® BlueXP - Manual Installation without access keys

Partners  Sell in AWS Marketplace ~ Amazon Web Services Home

' Continue to Canfiguration

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
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sudo systemctl enable docker && sudo systemctl start docker

2. NREEH EIZE T http_proxy Bi_https_proxy R4L =, HIFEMIE:

unset http proxy
unset https proxy

MREAFFXLERFTE. BEBFRK.
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./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>

-—-cacert <path and file name of a CA-signed certificate>

-proxy#l-cacert 2HUE PR, MREBENERSE. WEBRAFITHSH, ZEEFAIETERHME

FREMER.

UTRERAXMAANES SRS RH:

./BlueXP-Connector-Cloud-v3.9.35 --proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

-proxy=1&ConnectorBt & A A T8N 2 —HIHTTPEHTTPSHIEARSS 28 :

o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
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* BlueXPAXIFEE@FATHIE,
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ERELRIY. NREIBE T KIEARSSES. M ConnectorfRS3 (occa)iE EFB N R
- MEE#E| Connector EEIMWIBIENFTH Web 54528, AERALLT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

8. &R/G, 1% & Connector :

a. }IEEZE 5 ConnectorXE£AIBlueXPl
b. MNRFERR,
C. E'BEELTEMIREFIETT? *T. RIFREAZBRE,

EHTTPSHIEAR

BMIBA R AZREN. RAXESRIHA T NEEVERT FEMABlueXP, RBETEEHERENFIEH
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BFENTP

WNRIETRFEABlueXPH L RAB AT EIEIR. NINZ7EBIueXP ConnectorRZFIBlueXP3E RS i3 M
£ZBYiE] i (Network Time Protocol. NTP)ARSS. LUBERFAZEIRFTBYE, "7 ##E XBlueXPHEHNEZ
=%

SIS, EREELRIENEERER,

g28: SIZEEXAE

tlZAzure B ENX AT, O LUSEHERLEAzuretl P B Microsoft EntrafR$Z X {4, BlueXP{ERAzurei# {15190
JE. FERAXLENRAREZLNZEConnectord=fl,

EEE. B LUEAAzurel JP. Azure PowerShell. Azurefi ${T5REEREST APISIiEAzure B EX A, LA
THBERTAERAzurefs SITRERIERE, MREBHEEFEAEMSGZE. BB "Azure 3"

I

1. FAzure R EFIFTBEX BEFRAENNIR. FEEFRFEEISONHEFH,

LB EX AENEE MBlueXPTEAzureH B 5IConnector VMERERIMNIR, BEMEEMIBERT
() RIS, LBluexPAIEConnectortt, B¥—ARTAYIRRAT Connector VM. Ml
fEConnectorfEBEIEAE RIMEHHE TR,

"Name": "Azure SetupAsService",

"Actions": [
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"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

Compute/disks/delete",

.Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/operations/read",

Compute/virtualMachines/instanceView/read",

.Compute/virtualMachines/read",

Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
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"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",
.Network/networkSecurityGroups/securityRules/read",
.Network/networkSecurityGroups/securityRules/write",
.Network/networkSecurityGroups/securityRules/delete",
.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

d"’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/networkInterfaces/ipConfigurations/read",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/delete",
.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.
"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/write",
Authorization/roleDefinitions/write",
Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
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ents/write",

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft

1,

"NotActions":

"Description":
"IsCustom":

.Network/networkSecurityGroups/delete",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",
Resources/deployments/write",

Resources/deployments/operationStatuses/read",

.Authorization/roleAssignments/read"

1,

"AssignableScopes":

[1,

"Azure SetupAsService",

"true"

2. B EAzureiTIEIDA IR E] 5 BRSE B RS JSON,

° Il *

"AssignableScopes":

[

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"

1,

3. {#F3 JSON XX {1E Azure HRIEBENX A,

LU T BB 7E Azure Cloud Shell 1€ Bash Sl AR,

a. start "Azure Cloud Shell" 3%$% Bash Ifi&,

b. % JSON X1,

Bash

W

Connecting terminal...

Welcome to Rszure Cloud

"-E.E“

"help"

Type
Type

to learn about

Shell

to use Azure CLI

Cloud Shell

boammettfbAzure:~5 D

C. WALLF Azure s 1TRE®S:
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https://docs.microsoft.com/en-us/azure/cloud-shell/overview

az role definition create --role-definition
Policy for Setup As Service Azure.json

WE, BNEB—1RA Azure SetupAsService WEHEX A, . ERILBILBEXABNATERN
PP K P 8RR S5 E 14
B3 RESHNWIE

MBlueXPgll#EConnectorfy., EEBRE—NERA. LUEBlueXPEETEBAZzUre 1T B P IQIEHIFE E N &
BFFERE:

1. HIRRE. EREMAzZUretkFER, KPS IEBRER Azure R, XZEHIAEDL,
2. {715 XMicrosoft EntrafRS5 EARRIFMAER. LRSS EAREFERENIR.

REBEUTSRESXESMNIEIEREZ—. UERTBlueXP,
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Azurefk

BEEXABBHEAEMBIUeXPEFZEConnectorfI A,

p

1. FEAzurel 1P FTFITIRARSS FheE AP 19T,
2. s < amEEsl (1IAM) >,
3. B AR > FMARSE * , RERMAUER:
a. 3%&$% * Azure SetupAsService* s, AREEI * T—% *,

@ Azure SetupAsServiceZAzurefJConnectorZfE FHIRPIRMIAERIAR TR, WREH
AEEERT  HMEMR, EEFZET.

b. fR¥FiEd * AR, HIBRSEMR S
C. Bl *EEAS *, EREWAPIKE, ARRE ERE

d. %EE*—F_ﬂ;*o

e BErEZ+ D

=

Azure i P I7E 25 MBlueXPEBZE ConnectorFf E8IIN R,

(EZE S

EEI LLAIBlueXPIR It A B FR RN RAVAZUre IR S5 E AR TR, MAZERAzuret KA &R,

7EMicrosoft Entra IDARIEFIGERSE K. FHIREXBlueXPFRZEHIAZUre EHE,

tll#EMicrosoft Entraiz A7 LIS IME T A ERIHRIES]
1. REIEAzure A B EActive Directory N I F IS R BT 9 Eo4h A B RIRUR,

BXFEMER, FEMW "Microsoft Azure 1Y FREAR"

2. MAzurel JPH, $TFH*Microsoft Entra ID*ARSZ.

Microsoft Azure £ entr

Azl

All Senvices (24) Resources (10)
Microsoft Entra ID (1)
Services

4) Microsoft Entra ID

F Central ser{rll instances for SAP solutions

Resource Groups (12) hlarks]

ﬁ Microsoft Entra

. Microsoft Entra

3. fENBH, EE NAER M.
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4. FEERREM
S FEEBXNARFNIFAER:
° B MANAREFBRT.
° B ERE: R KB (ERPER T BlueXP)o
° *&EEM URI* . AT FERET,
6. WEHFE ¥ EM o
TELIR AD NRAEFMARS XK.

AN RREFHEEEX AR

- M Azure I']JPHR, $TFF * 1T * BRSS.

2. BT,

3. B gtz (1AM) > 7R > FMABSE * .
4

5

—_

- ErARENATIRR. EE BlueXPIRFR* AR, ARREET—F%
TR G ORI, SER TR

a. (rR¥Fikdh * AP, HEfRSER S

b. BF * PR * o

Add role assignment

i? Got feedback?

Role  Members” Rewview + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members ~ Select members

C. BRNAEFZT.

UT— 1l
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30

Select members %

Select (10

| test-service-principal

___  test-senvice-principal
Ll @
a. EENARERFHFHREG CEE

b. %a-:l*—lz_ﬁ*o
6. BE iz + N

WE, RSBEAFHEEZZE Connector FTEM Azure PR,

MNRBERZ MAzurelTRAFHERR. WATERS EEBENEDS M, a0, BEEBlueXP.
A LUAREREZFZCloud Volumes ONTAPBH{EBRYIT R,

70 Windows Azure iRZSEIE API AR
1. TE*Microsoft Entra ID*ARZH, i%#F*App Registrations *HiEFE N IR
2. JEER APIRUIR> A INAL R

3. 7£ * Microsoft APIs* &, 3%&#% * Azure Service Management* .

IR
15N



Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

4. wFEDUBLE AR S9ihaIAzure RS BIE*. ARIERHRIMBE*.

* B
Eﬂm
Eﬂuﬂﬂr a &

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

A

Azure Service Management
https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FAFE 7 IDFI B RID
7E*Microsoft Entra ID*ARS3 5, %E#E*App Registrations *FHiEE N AR

Bl * NBiER (BFiR)

1.
2.

F
]
]
|
|
|
|
|
|
i

ID*#1* B (FEF) ID*,

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Application (client) ID ¢

Directory (tenant) ID

73de25f9-99be-4320-8b24-538ca787a6k3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5

ADMIN CONSENT REQUIRED

FAzuretk PR INEIBlueXPRY, EHEBIRMNAIERF(FFin) IDMBRFEF) ID. BlueXPERID LAY
BANER.

BEE P IRZH
¥ F*Microsoft Entra ID*ARSZ,

1.

2
3
4.
5
6

.

- )%
i
1
i = b ) |

- ERIEFIREANE,

Ve N AR A H I
FEHERMNE>FHE P mlE
R EARN LAY B YR R

BRI T2 o

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

WME. BET—IMEFIHZIA. BlueXPrRILIfER &I Microsoft Entra ID#1TH {9 I01IE,

#R

LB, SRS EABIRETSE, BNEERNBRERF (FFiw) ID, B (fAF) ID MEFIHEH
B, tlIEConnectorfy, EHEEEBlueXPHEALLES,

B4 . OEBEES
BiZMBlueXPEFWebBYiTHI & B Connector,

XFIAES

MBlueXPeliEiEiZS=F AN EEAzure PEFEE IV, RIEEIZSSE. AR ERNICPUHRAME /LAY
INEIAHZEERY, "TH#EConnectorBIERIAECE "

FriaZ /i
R ASUTRE:
* Azure T
* IEFERM Azure XA vNet FTF M,
* BRARIERSSHRMFAESE. NRENARFTERERVIEMEEZ EInternetiE
° |P ik
© FiE
° HTTPSIE#H
* SSHAHZFA(INRE I ConnectorBMNERZ B R INIES E). BRIRIESERNS — METIZEAZ,

"T fRANRITEAZzure FIEEELinux VM"
* NRIEFRFHEBIlueXPETHAConnectortliEAzure . NFEECIREE A "FHLE T E ERISEE"

XLEAVPRIER F Connector SRR S, ER—H5SE LRI NERE Connector VMITi& & BT PR A B RIAR,

PIE
1. 3%#FE*Connecter* FHIFI&R, AF1EE*Add Connecter*,
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Connector]
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FEER. ERILUEES I AEXENAzurelT I, EREFENES MTIRERAEZSINE. ATEEZITHA
RE9ZIR(f5Ig0CIoud Volumes ONTAP),

o * LR 1 SR vNet I FN, BERBALEH P i, HrakFiEEERE,
© Zef BERCBNL2HEEZERAFFIFENGEM BN RE L 24H,

34


https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html

"BEEAzure YL HN",
*EHIZ . BEEREREENARE, BIAERIREIERTIR.
S. B A,
RERIMNINIEARLY 7 DR ESHE, ENEZEERRE L, EFIIEEM.
&R
3 FE5e S, ENE] MBlueXP{$ A Connector,

WNRIEIEBIE Connectorty[El—AzureiT iE B HE Azure BIbTEfiE. £1§EFAzure BIbZE TIEMMIEB I E R
EBlueXPEfE Lo "7 f#IN{AI MBlueXPEIEAzure BlbTZfiE"

M Azure Marketplace /2 Connector

E MAzure Marketplacet#Connector. EEEIREMKRER. HEFAzureffR. EFLH
ER. ZAFEIEConnector,

Friaz Al
BNEER "EZERE

B1P: IGEME

HBRET R ZEConnectorfIWNEZMUBER S U TEXK, HMEXLEXKG. ConnectorfEA] BIEES =MMIERAIA
TBRATRAR.
Azure Xig

WNREEACloud Volumes ONTAP. M Z2SN EPEE SFIEIERICloud Volumes ONTAP & 4 +BEIAYAZure
XigakAr "Azure X" 3FF Cloud Volumes ONTAP %%, IttEREIHI{R7E Cloud Volumes ONTAP 5H
KEXTZENK R Z 1818 Azure & FBSEIRIERE,

"T#2 Cloud Volumes ONTAP 4{al{sE B Azure & FHSEER"

vNetF 1+
BlliZEConnectorft. FEE15E tkConnectoriz 5+ B HIvNetFlFM,

EIEE| BRI
ConnectorBE ST HICIEMERE T FMENM BRI NG EE, FIg0. EiRIERSRFIEFAI7ZECloud
Volumes ONTAP RSB} 12 1iE R ST HILE

Hik Internet 1513
EREIFIEBR MBI E M NEE HikinternetiE A BEBX R E I S,

MIEIERRIEIEN I =
ConnectorBEi@iI HifiInternetifif) 5 UA T i RBL R, UEBEAHZMEFRHNZRIRIE. ULHEIE

[=}¢]

BAR. TEYHNERIAICNAMERE,.

35


https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html

i

N

https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net

https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn

https://support.netapp.com
https://mysupport.netapp.com

https://*.api.bluexp.netapp.com
https://api.bluexp.netapp.com
https://*.cloudmanager.cloud.netapp.com
https://cloudmanager.cloud.netapp.com

https://netapp-cloud-account.authO.com

https://*.blob.core.windows.net

https://cloudmanagerinfraprod.azurecr.io

RIERRSS 28
9!]% E’Jiﬂ L[FBNFME L Hinternet RESFERIEARSS 2. BRIAXHTTPHHTTPSRENUATER. &

FETEREREREIES.
* |P bk

© EIE

* HTTPSIE#H

%0
FRIEE B ehiEiRRR oG & s B ER IS AutoSupport;E 2 M Cloud Volumes ONTAP & iXZINetAppzF. &

36

MAZBENEZSFIRE.

By
BiEAzure AHEXIFHHIEIR,

AEEAZU re':F' .i‘li'”:E,JJ\I

FRENIFO]{S 2 H M NetApp 21556
11k 3% AutoSupport 3 8.

1EBlueXPHig{HSaaSIhREF AR

5o

JEEE. ConnectorBRIIETEEL
#cloudmanager.cloud.netapp.co
m". BEERAHBRINRER. ER
FHAELR

api.bluexp.netapp.com",

F+4% Connector &2 E Docker 48
%,

* BT HTTP (80) M HTTPS (443) , &eILUAEZAK Ul , ERADEIERT, EelLMERLRE,
=]

* AEEFEERIINEITHRERRE, TFBEFEASSH (22) o

* NREITH G InternetiEiE A A AR FMFEFZE Cloud Volumes ONTAP &5, NIE T 3128:#1T

NIEERR,

MR Cloud Volumes ONTAP &R 4588 AT & i¥AutoSupportl B ikInternetiEE. BlueXP& B&IgX
L RRICE N EREESRMHIRIERSR. B—HERZERFRConnectorfI L 240 215 @id ik 1312833

TNIEERE, ZZEConnectord. BEEITHIbIFEO,


https://support.netapp.com
https://mysupport.netapp.com

EFINTP

WNRIETREABlueXPO LR AT EIER. NINZ7EBIueXP ConnectorRZiHIBlueXPH LR S B AW

£ZBYiE] i (Network Time Protocol. NTP)ARSS. UBERFAZEIRLBYE, "7 5 XBlueXPHEHNEZ

=1
IEEZSEG. BREELMILNEEZER,

E28 . EEEMVIER
Bl Connectorft, EHREIXRFRE AT ERNEMVISEE,

CPU
4 MZILE 4 1 vCPU

RAM
14 GB

Azure FEIAFLAN
e iR CPU #1 RAM ERBVSLBIZEEY, TR INEER DS3 v2,

B3F: KENR
A LUEE AN A TR HARER -

*EB . ERRSDENITE S D NAzure B D ECBEX A,
* E2: FBlueXPIRIEBFIHRENRAIAzUre RS EIRBIENE.

BIB LT % B BlueXPRIT R,

37


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html

BEXA®

BEEE. & LUEAAzurel ], Azure PowerShell. Azurenp7?T?%E‘ERESTAPI@ULAzureQEX%

&, UTFPBERTWNAERAzureti TR EEIER G, MREHFEFEREMSGE.

-

EEN "Azure STRY"

1. IREHIEBCHEN EFhRERS. BREEM LEBRRAASENIEESH. UWEETLIETH

150

EX A BIRHEPENAzUre i R,
"Microsoft AzureX 14 : FEHAAzurel P HEMN EBAzure B REEEIEE B 15"

2. EHIBIARZA "Connectorfy B E X A EIE" FEERFEISONHH,
3. @iTE Azure TR ID FRINEI AT 2 BoSEEIRIEER JSON X1

BN INE AT BlueXPBIEMAzureiTiHEMIID,

° ¢

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

4. {$F3 JSON X141E Azure FRIZBENX AR,
LU T H B 4BaN{AI7E Azure Cloud Shell /A Bash Sl AR,

a. start "Azure Cloud Shell" #3%&# Bash If1i&,
b. Ff& JSON &,

Bash v O 7 @ M {Y b

Bequesting a Cloud Shell.sy
Connecting terminal. ..

L_cmc ‘Download files

Welcome to Azure Cloud Shell

Type "az" to use Azure CLT
Type "help" to learn about Cloud Shell

boeammettfAzure:~5 D

C. {ERAzurem L ITRECIEBENAE:

38


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

az role definition create --role-definition Connector Policy.json

=

WM. BRIZBE— 1R ABlueXPRIERMBEX AR, AJLUFZAEIELL ConnectorEEHA L.

[ EZE S

7EMicrosoft Entra IDAEIRFNIGEARS K. FHIREXBlueXPFrEEIAZUre EHE,

tll#EMicrosoft Entra Bi2F AL EF A EMIHEIES

1. B RETEAzure PIH BlIZActive Directory N FRT2 R A1 R FRR2 = 40 Br 4k A B2 RIAR PR

EXFMER, iHEEM "Microsoft Azure XY : FRERRE"

2. MAzurel JPH, $TF*Microsoft Entra ID*ARSZ.

Microsoft Azure L

Microsoft Entra ID (1)

Services

5 Microsoft Entra ID

Azl All Serices (24) Resources (10)

BF Central ser‘ﬂ instances for SAP solutions

Resource Groups (12) harke|

fﬁ Microsoft Entra

. Microsoft Entra

3. ERBH, EE NAREFR M.
4. EFRIEEM
o FEEBXNAREFIFAESR:
° B MANAIEFBRT.
° BRAEE: KA LB (ERPHER T BlueXP)o
° *EEM URI* : AT FERE =,
6. WHF M o
TE ) AD N RIEFMARS 1.

BRREFIESRE
1. SIREEXAG:

EEE. EoLERAzurel P, Azure PowerShell. Azuremi${THREIXREST APISIEAzure BENX.
A, UTHTEERTINAERAzuremITRECIEAE. NREHFEFEREMAE. BB "Azure

A"

a. EFIMAA "Connectorf BTE X A EINR" FH R EREFEISON A,

39


https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/zh-cn/bluexp-setup-admin/reference-permissions-azure.html

40

b. 3&@12¥% Azure 1TI5 ID FRINE)A] 92 ECSEEIRIELR JSON X5
BRZ A Azure ITIRZAID ID « AP MHEIEE Cloud Volumes ONTAP &4,

*

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f£/A JSON X{47E Azure FEIEEHENX AR,
LU T H BN BAMEI1E Azure Cloud Shell F{EFS Bash Sl A,

* start "Azure Cloud Shell" #3%&#% Bash If1&,
= £ JSON X%,

Bash viO ?2 @ o
Requesting a Cloud Shell.sy .
Connecting terminal...

Welcome to Zezure Cloud Shell

Type "az" to use Arzure CLI
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D

" ERAzuress R ITHRECIEBEXAE!

az role definition create --role-definition

Connector Policy.json
;)I-IUE\ ENIZIAE — 1B AIBlueXPIRERHNBEEX AT, R ZA B ERLE Connector EEHA
Tlo
2. RNAREFRDEAAE:

a. M Azure [JPH, FTFF * 1T * BRSS.
b. FEFEITIH,


https://docs.microsoft.com/en-us/azure/cloud-shell/overview

C. EEFEAIRHEHI(IAM)>TIN>R A &I B
d. E*AEBYATRA. EF BlueXPI#MER AR, AREET—D%
e 1f * p51 ¥ EWRH, TR TIE:

" REREF AP, HBRSER
" EEEEAS

Add role assignment

l? Got feedback?

- . .
Role  Members Review = assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to (®) User, group, or service principal

O Managed identity

Members I Select members

* RN AREFEIRR.

UTFZR— bl

Select members %

Select (10

| test-service-principal

___ test-senvice-principal
&
" RN RRERHIEEEE

" iﬁ% * —F_ﬁ * )
f. & FEiZ+

WE, IRSBEAFHEEZZE Connector FTER Azure PR,

41



MBEMZ Azure iTIHEFZ Cloud Volumes ONTAP , MATUEIRE A ERSMNTIE, @
IBlueXP. &RILUAREIEERECloud Volumes ONTAP B EARIITIR,

™h0 Windows Azure RS EIE API 1R
1. f£*Microsoft Entra ID*ARSZH, i%#¥*App Registrations *HiEZE N AEF.

2. 7R APIR R >N PR,

3. 1£ * Microsoft APIs* &, 3#&#¥ * Azure Service Management* ,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certricates within your
Key Vaults

| _i—i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. E&FLUIBL AR Bk AzureRSS

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protected content

b Customer Insights

Create profile and interaction models for
your products

BIE AT RIAR

= i
Eﬂm
Eﬂaﬂﬂb a O

ﬂ_ ,‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of importfexport
jobs

I_&I Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination




Request APl permissions

< All APIs

A

Azure Service Management
https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FAFE 7 IDFI B RID
7E*Microsoft Entra ID*ARS3 5, %E#E*App Registrations *FHiEE N AR

Bl * NBiER (BFiR)

1.
2.

F
]
]
|
|
|
|
|
|
i

ID*#1* B (FEF) ID*,

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Application (client) ID ¢

Directory (tenant) ID

73de25f9-99be-4320-8b24-538ca787a6k3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5

ADMIN CONSENT REQUIRED

FAzuretk PR INEIBlueXPRY, EHEBIRMNAIERF(FFin) IDMBRFEF) ID. BlueXPERID LAY
BANER.

BEE P IRZH
¥ F*Microsoft Entra ID*ARSZ,

1.

2
3
4.
5
6

.

- )%
i
1
i = b ) |

- ERIEFIREANE,

Ve N AR A H I
FEHERMNE>FHE P mlE
R EARN LAY B YR R

BRI T2 o

R

43



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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az role definition create --role-definition Connector Policy.json
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SEESN
7EMicrosoft Entra IDAEIRFNIGEARS K. FHIREXBlueXPFrEEIAZUre EHE,

tll#EMicrosoft Entra Bi2F AL EF A EMIHEIES

1. B RETEAzure PIH BlIZActive Directory N FRT2 R A1 R FRR2 = 40 Br 4k A B2 RIAR PR

EXFMER, iHEEM "Microsoft Azure XY : FRERRE"

2. MAzurel JPH, $TF*Microsoft Entra ID*ARSZ.

Microsoft Azure L

Microsoft Entra ID (1)

Services

5 Microsoft Entra ID

BF Central ser‘ﬂ instances for SAP solutions

Azl All Serices (24) Resources (10)

Resource Groups (12) harke|

fﬁ Microsoft Entra

. Microsoft Entra

3. ERBH, EE NAREFR M.

4. EFRIEEM

o FEEBXNAREFIFAESR:
° B MANAIEFBRT.
° BRAEE: KA LB (ERPHER T BlueXP)o
° *EEM URI* : AT FERE =,

6. WHF M o

TE ) AD N RIEFMARS 1.

BRREFIESRE

1. SIREEXAG:

EEE. EoLERAzurel P, Azure PowerShell. Azuremi${THREIXREST APISIEAzure BENX.
A, UTHTEERTINAERAzuremITRECIEAE. NREHFEFEREMAE. BB "Azure

A"

a. EFIMAA "Connectorf BTE X A EINR" FH R EREFEISON A,
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b. 3&@12¥% Azure 1TI5 ID FRINE)A] 92 ECSEEIRIELR JSON X5
BRZ A Azure ITIRZAID ID « AP MHEIEE Cloud Volumes ONTAP &4,

*

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f£/A JSON X{47E Azure FEIEEHENX AR,
LU T H BN BAMEI1E Azure Cloud Shell F{EFS Bash Sl A,

* start "Azure Cloud Shell" #3%&#% Bash If1&,
= £ JSON X%,

Bash viO ?2 @ o
Requesting a Cloud Shell.sy .
Connecting terminal...

Welcome to Zezure Cloud Shell

Type "az" to use Arzure CLI
Type "help" to learn about Cloud Shell

boammettfbAzure:~5 D

" ERAzuress R ITHRECIEBEXAE!

az role definition create --role-definition

Connector Policy.json
;)I-IUE\ ENIZIAE — 1B AIBlueXPIRERHNBEEX AT, R ZA B ERLE Connector EEHA
Tlo
2. RNAREFRDEAAE:

a. M Azure [JPH, FTFF * 1T * BRSS.
b. FEFEITIH,

53


https://docs.microsoft.com/en-us/azure/cloud-shell/overview

C. EEFEAIRHEHI(IAM)>TIN>R A &I B
d. E*AEBYATRA. EF BlueXPI#MER AR, AREET—D%
e 1f * p51 ¥ EWRH, TR TIE:

" REREF AP, HBRSER
" EEEEAS

Add role assignment

l? Got feedback?

- . .
Role  Members Review = assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to (®) User, group, or service principal

O Managed identity

Members I Select members

* RN AREFEIRR.

UTFZR— bl

Select members %

Select (10

| test-service-principal

___ test-senvice-principal
&
" RN RRERHIEEEE

" iﬁ% * —F_ﬁ * )
f. & FEiZ+

WE, IRSBEAFHEEZZE Connector FTER Azure PR,
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MBEMZ Azure iTIHEFZ Cloud Volumes ONTAP , MATUEIRE A ERSMNTIE, @
IBlueXP. &RILUAREIEERECloud Volumes ONTAP B EARIITIR,

™h0 Windows Azure RS EIE API 1R
1. f£*Microsoft Entra ID*ARSZH, i%#¥*App Registrations *HiEZE N AEF.

2. 7R APIR R >N PR,

3. 1£ * Microsoft APIs* &, 3#&#¥ * Azure Service Management* ,

Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certricates within your
Key Vaults

| _i—i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. E&FLUIBL AR Bk AzureRSS

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protected content

b Customer Insights

Create profile and interaction models for
your products

BIE AT RIAR

= i
Eﬂm
Eﬂaﬂﬂb a O

ﬂ_ ,‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of importfexport
jobs

I_&I Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

A

Azure Service Management
https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FAFE 7 IDFI B RID
7E*Microsoft Entra ID*ARS3 5, %E#E*App Registrations *FHiEE N AR

Bl * NBiER (BFiR)

1.
2.

F
]
]
|
|
|
|
|
|
i

ID*#1* B (FEF) ID*,

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Application (client) ID ¢

Directory (tenant) ID

73de25f9-99be-4320-8b24-538ca787a6k3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5

ADMIN CONSENT REQUIRED

FAzuretk PR INEIBlueXPRY, EHEBIRMNAIERF(FFin) IDMBRFEF) ID. BlueXPERID LAY
BANER.

BEE P IRZH
¥ F*Microsoft Entra ID*ARSZ,

1.

2
3
4.
5
6

.

- )%
i
1
i = b ) |

- ERIEFIREANE,

Ve N AR A H I
FEHERMNE>FHE P mlE
R EARN LAY B YR R

BRI T2 o
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

ME. BET—IEFIEZEE. BlueXPE] LR © @12 Microsoft Entra ID#1T & #31831F,

“

lid:N ‘SE’JHE%EI”:TZISE'J&EEEEE, TNEERINARERF (P ID, BR (AF) ID IZFHEH

Bo ANAzuretk B, EFEEEBlUeXPHFEINILES.

F4L . REITEER
SERETRFZFMHE. B UEB SBLinuxEN EFohRER S,

FaaZ Al
S AEUTEHE:

* LIConnectorfrooti R,
* BXARIERSBIVIFHAEFE. R MConnectorifin]internetFE EIE,

B LLERERERRENRIERS 2. EXFEMEEEH/ZaIConnector,

* CAZRRIEH. NRARIERSFEAHTTPSHAREZEARIE,
* EAzureRBYEMMN EEBRFEES M. UEERLIET BE X AR HFERAzurei R,

"Microsoft AzureX 14 : FHAzurel JF HEIMW LEBIAzure R RECE I E B 15"

KFILAES
NetApp X#ihim EIRMHIV R KIZF FIRe R PR A, REE, MREHMMRAAA, Connector

o

g
1. I&3F Docker @& B RBHAEIEFIETT.

sudo systemctl enable docker && sudo systemctl start docker
2. fNREEHN LEIZE T http_proxy_EX_https_proxy RHELE. EIGEMIR:

unset http proxy
unset https proxy

ZHHTE
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MRAHFXERFTE, REFEKK.
- MR EConnectorfXft "NetApp s2#5uhm", ARFHEERIZ] Linux E4l.

,u\F_L"-F%ZﬁH:_FUE’Jﬂéﬁ_JZEEPE’J"H?E*Jl"Connector FEFZF, Connectord] LUEF Iy B "R, 8
QELTABRRBEA T TERERF,

- DECIZTTRIZASBIA R

chmod +x BlueXP-Connector-Cloud-<version>

Hrh, <version> 2& T HMEZESIRZA,

- BITREMRZS,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
--cacert <path and file name of a CA-signed certificate>

-proxy#ll-cacert 2B AIERY, MREHRIERSEE. WFEBRWAFITHSH, REBFIARRETERES
KAENER.

AT EAXANENES MBI <R

./BlueXP-Connector-Cloud-v3.9.35 --proxy
https://user:password@10.0.0.30:8080/ —--cacert
/tmp/cacert/certificate.cer

-proxy=ig§Connectorfc & AEA A FH&IL 2 —HIHTTPEHTTPSHIEARSS 25

o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
FEEBRU TSI

* ARA U4 A A
* MTFEAR BIINERASCIARES. 0 EFrT.
* BlueXPRXZ# B E@FFBIERD.

-cacertf& € A F7EConnectorflf{IBAR S35 28 Z B3I THTTPSIARIMICAR ZiE P, RBEEIEEHTTPSHIEAR
SR RENEIRNIEN. 7TEEUSE,
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com
To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install
them,
please run:

$ gcloud components update

3. iB1T gcloud compute instances create B

gcloud compute instances create <instance-name>
--machine-type=n2-standard-4
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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BN T EH B FERIME S =BV "B "Connector® 242 F., Connectore] LAfER By BRA"L&EERF. B
AE TR BES TR RERER,
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4. DECEITHIASRIR R,

chmod +x BlueXP-Connector-Cloud-<version>

Hrh, <version> & T &HBEZ SRR,
S. IBITREMZ,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—-cacert <path and file name of a CA-signed certificate>

-proxy#ll-cacert S Z FlikH, MREBRIERSE. WFEBZRWAMTHSH, RREFFIIRTERMES
KRENER.
TR EAXARN RIS < f):

./BlueXP-Connector-Cloud-v3.9.35 --proxy

https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

-proxy=ig§Connectorfc B AR A TR 2 —HHTTPHHTTPSHIEARSS 25 :

o http://address:port

o http://user-name:password@address:port

o

http://domain-name%92user-name:password@address:port
o https://address:port
o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
WARU TSI
* ARRIUAR AR SURAF.
* WFEAR. @R ERASCIRS. W LR,
* BlueXPAZHE & @F FRRIE.

-cacertiE € T EConnectorfl X IBARSZ 28 2 [BIHITHTTPSIARIMCAT ZiE B, REEIEEHTTPSHIER
ZRFRIBAEFRIEN. AZEBHEHK,

6. FRFRETMo
EREL R, NREIBE T KIERS2:. M ConnectorfRS3 (occa) i EF BTN R
7. MB%E#E| Connector EEIAEYENFTF Web 3¥528, AFMALUT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
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8 E 5 Connector X BXAIBlueXPHK 7o
BMNRZRZIR,
C. E*BEAELZEWERIET? *T. REFEZERAZMHREI,

8. H#fg, 1&E Connector :
a.
b.

BN AR ZRAZREN. FEAXESBERA T NEERER TERBlueXP, REEEREREFIRH
HERIIK P 5BlueXP/EIRARSS B FFEREEY. A NEAXIREN. MRBXMER. "HREIBEZIR
R T FIafEABIueXP",
d. B FFIA
“

IW7E. ConnectorB&ZE5TE. HEFERERNBlueXPIKF#ITIRE,

WMRETEBIZEConnectorfJE—Google Cloudtk P AHEGoogle Cloud Storage73E%. N=7EBlueXPEf LH
& 27~Google Cloud Storage T{EIfi&, "7 fZU1{A MBlueXPEIEGoogle Cloud Storage"

E745 . FIBlueXPIZEANIE

EEE FBlueXPiR L HIZERIGoogle CloudifR, @TiREIFE. BlueXPE] LLTEGoogle CloudH EIEEIEM
TFHEERZRM,

P
1. #%%Google Cloud{ 1P, FHiGARSS M 53 E2%3 Connector VMEH,

"Google CloudX#1H: EeSLBIRARS KA FiEiREE"

2. IIREEEHMGoogle CloudlBHHRFEIR. HELMZIE RINEEBlueXP A ERARSHKF KX Tk
R, BFEEXNEFIMEESLT R,

=

5. BlueXPIEfRAEEGoogle Cloudmr T HIFFTBBIIIR.
TR L R EFEEEE

ERNEFZEConnector. AEERHIKE LU EREABlueXPKF o
FeaZHi

BNEE "EiZ2sRE"

LY BEEINEX

ERSBRRIERERERFRARER, RAM EX, mOEREFERWEN LIBIT. AREEZSFZE. 5
BRENREXLEER,

ZREN
S5HMNAREFHEZRNENASFIEER TN TRAEN.
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* Ubuntu 22.04 LTS

* Cent0OS 7.6. 7.7. 7.8%17.9
* Red Hat Enterprise Linux 7.6. 7.7. 7.8%17.9

FHNAMEEMEIRed HatiTIREER, MRREM. WENTIEELEConnector Bl R TFiE R LAERT
FRRRISE = 5

XEARER B RIBRRANSZHF Connector o
EIW EEER
EE—NMEZIIAERETTUbuntu. CentOSE{Red Hat Enterprise LinuxFI#EN BT E B EIEIZF.
"Red Hat /R 5% BLEEMVERRERFEBIINIE, FILUETT Red Hat Enterprise Linux ? "

CPU
4 MZILE 4 1 vCPU

RAM
14 GB

/opt FREYIE R S ]
A 100 GiB HIB] %S ]

Ivar RV E]
WA 20 GIBRYRT 8]

Docker 5|%
E&%EEConnectorzgil. EH ELEELEDocker5|#19.3. 18 BSR4, "&& LIEHEH"
F2 . 1§EMNS

REEHIME. LUEConnectora] BB SRR RRRIE. fli. EEERFEEIMMETLUERE. H
BreJLLifiR)HiGInternet,

R B ARRILS

ConnectorBE ST RICEMBETEMEIU BRI NG ERE, Ha. St EREHIEFEIECloud
Volumes ONTAPZR AT FiE R FHIEE,

Hik Internet 15]a]
IREE IR IIME A B AE HikinternetiEE A BEBX R IFE iR =

EFohREEHRE)AR A% =
EZB 2 MLinuxEH_EFEhZEConnectorft. ConnectorZEREFEEFE LT EIFEFIHRI LI TFURL:

* https://support.netapp.com
* https://mysupport.netapp.com
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* https://cloudmanager.cloud.netapp.com/tenancy

* https://stream.cloudmanager.cloud.netapp.com

* https://production-artifacts.cloudmanager.cloud.netapp.com

* https://*.blob.core.windows.net

* https://cloudmanagerinfraprod.azurecr.io
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ConnectorzE

BER. TEYHNERIACNAMERH.

I 5

AWS AE%E (AmazonAWS.com ) :

* =R

* HMItEZR (EC2)

* BOFAHREE(AM)
* BIREIERS (KMS)
* ZeShEIRS (STS)
* ERTFMERS (S3)

https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net

https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn

https://www.googleapis.com/compute/v1/
https://compute.googleapis.com/compute/v1
https://cloudresourcemanager.googleapis.com/v1/projects
https://www.googleapis.com/compute/beta
https://storage.googleapis.com/storage/v1
https://www.googleapis.com/storage/v1
https://iam.googleapis.com/v1
https://cloudkms.googleapis.com/v1
https://www.googleapis.com/deploymentmanager/v2/projects
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{ER] LUTEZZE Connector/5 38 EHE 7R INZEIConnector,

At ATRIEEGoogle Cloud? SNREERIAELE T Connector. MEFETEGoogle CloudHE
BIEHER, EERUALEEGoogle Cloudd. 7 REEIRFBIEHPHERER,
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AWS

TEAER % Connectorft, EFEET AN EGRERRIIAMA P AR IN17A P2 $AK A BlueXPIRAEAWSHY
PRo

gNZRConnectork=FENER. MATER L ENINIET E, EREERIAMAE,

T
1. BREIAWSIEHI & HEMBNAMARS
2. BIFEERER:

a. R ERIE> 0B RER
b. i%E#FE*, JSON*. AFEEHIHMMEAINA "ConnectorfJIAMEEEL",
C. EREFRT B LIS,

RIEEIT R ERRIBlUeXPARSS. fERIRER RIS — M ERER,

WFInEXE. NEESHERNERP, ATFAWSHZERRNFEFAN LR, RtEEFERTD
FErR, "FAT fiRConnectorfIIAMEERR",

3. FERBEMIMNEIAMA
° "AWS X14: B IAM A"
° "AWS XA FRINFIMIER IAM HRER"
4. IR BB EEREConnector G R MNEIBlueXPRIiF )24,

#ZR

ME. B ZBEEEBMENREMNIAMB R IGRZEH, ZZEConnectorfg. EE B XLEEIESBlueXPH
HIConnectortd X Bx,

Azure SBIE

L ConnectorZEERZIFERR, TEE BT EMicrosoft Entra IDH1& & BRSS F (A FHFREXBlueXPFRE
BIAzure 3B ABlueX PR AZUre t iR,

BlEMicrosoft Entrai AFER LIS E T A A RIEH]
1. WREIEAzure A B EActive Directory N FRIEF IS R FIZF 9 Bo4h A B RIAR,

BXEFEMER, FEMW "Microsoft Azure 14 FREAR"

2. MAzurel JPH, $TFH*Microsoft Entra ID*ARSZ.
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Microsoft Azure £ entr

Azl All Serices (24) Resources (10) Resource Groups (12) harke|

Microsoft Entra ID (1)

Services
@ Microsoft Entra ID & Microsoft Entra
I Central ser{rl:l instances for SAP solutions . Microsoft Entra

3. ERBEA, EEF NARER M.
4. EEREEM
o HEEBXNARFIFAES:
° R MANAREFBRT.
° BRAEE: KA RE (ERRHER T BlueXP)o
° *EEM URI* : AT FER =,
6. EHFE ¥ 1M o
TE I AD N RREFMARSS 1%,

BN AREFEDIRARE

1. QBB EXAE:
FEEE. EoLEAAzurel P, Azure PowerShell. Azuref < {THREILREST APISIEAzure BENX.
B, UTTBERTNEERAzurem<SITRECEAE, WREHFEFEREMAE. 1BEN "Azure
e=H

a. EHIFAZA "Connectorfy HE X A EIE" HIEERFEISONHH,
b. 3@iT 3 Azure 1115 ID FINEI A9 ECSEESRIEE JSON X1,

BRZ AT Azure ITIEARIN ID « AP MEEIE Cloud Volumes ONTAP &4:,

*

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. f£MA JSON XH7E Azure FRIEEBENX AT,
LU TS B4B8N{A17E Azure Cloud Shell /A Bash Sl AR,

= start "Azure Cloud Shell" #3%#% Bash 115,
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= EfZ JSON Xf4,
Bash vio ? @ o b
Connecting terminal...

Welcome to Azure Cloud

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

" ERAzuress R ITHRECIEBEXAE!

az role definition create --role-definition
Connector Policy.json

;)I-IUE\ BRZIAE—1 2 ABlueXPIZEGMBENX AE. A LUEZA TS EI4 ConnectorfEZ
Tlo

2. B AEFDELAE:

a. M Azure "], FTFF * 1T * ARS5.

b. BT,

C. & IHEHEHI(IAM)>R N>R IMNA B S .

d fEAenEm-RH, & BlueXPIRER AR, AEEET—F%
e 1 * B5 Y EBRH, SERUTHE:

" REREF AP, HBRSER

" EEEEAS
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

* RN AREFEIRT.

UTFE2—mfl:

Select members %

Select (10

| test-service-principal

test-senvice-principal
" RN RTE R FE R

CER T
SRR

WTE, BRSEFREFEE Connector FIER Azure R,

MBEMZ Azure iTIHEFZ Cloud Volumes ONTAP , MATUEIRE A ERSMTIE, @
IBlueXP. & LUEREEZFZCloud Volumes ONTAP BHERAYITE,

™0 Windows Azure fRSZEIE API AR
1. #£*Microsoft Entra ID*AR$ZH, & F*App Registrations *HiEF N HIEF

2. JEER* APIRUR> A INAL R

3. £ * Microsoft APIs* &, 3%&#% * Azure Service Management* .
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Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

4. FE LIRS AR S19ARIAzure RS B SATFIEZE R INAR

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

A

Azure Service Management
https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @

FREX A2 RN FAFE 7 IDFI B RID
7E*Microsoft Entra ID*ARS3 5, %E#E*App Registrations *FHiEE N AR

Bl * NBiER (BFiR)

1.
2.

F
]
]
|
|
|
|
|
|
i

ID*#1* B (FEF) ID*,

@ Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Application (client) ID ¢

Directory (tenant) ID

73de25f9-99be-4320-8b24-538ca787a6k3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5

ADMIN CONSENT REQUIRED

FAzuretk PR INEIBlueXPRY, EHEBIRMNAIERF(FFin) IDMBRFEF) ID. BlueXPERID LAY
BANER.

BEE P IRZH
¥ F*Microsoft Entra ID*ARSZ,

1.

2
3
4.
5
6

.

- )%
i
1
i = b ) |

- ERIEFIREANE,

Ve N AR A H I
FEHERMNE>FHE P mlE
R EARN LAY B YR R

BRI T2 o

R



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

WME. BET—IMEFIHZIA. BlueXPrRILIfER &I Microsoft Entra ID#1TH {9 I01IE,

#R

LB, SRS EABIRETSE, BNEERNBRERF (FFiw) ID, B (fAF) ID MEFIHEH
B, ZLZ&Connectorfg. BHEEIFXLEEIESBlueXPHEIConnectortBx<EX,

BAY . LEERES
FERIZPI B LinuxENL E T EHHLEConnectoriiff.

Faazal
S A& EE:

* Z%EConnectorfrooti R,
s BXRARERSBIVIEAEE. R MConnectorifiia)internet E B IE,

B LLERERERRENRIERS 2. EXFEMBEEZEMZaIConnector,
* CAZRRIEP. MRRIERSSFERHTTPSHAIEZERNIE,

XFIES
NetApp Z#Fih s FIRIHMN R EIEF TR FHRE, &G, MNRBEFMIRETTH, Connector = Bahi#H{TE

o

g
1. I&3F Docker @& B RBHAEIEEIETT.

sudo systemctl enable docker && sudo systemctl start docker
2. NREEH_EIZET http_proxy B{_https_proxy RATE. iEEEMIR:

unset http proxy
unset https proxy

MEARPFXLERATE. TEFKK.
3. MF & Connectorfk 4 "NetApp Z#Fuhsa", SARBEEHIZ Linux EH.
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1SN THB T EINK e =AY BV ConnectorZ 232, Connectorn] LUfE BRI "&&Ei2F. B
AETRABRABES ZIFILEREF,

4. DEIBTTHIAAIA R,

chmod +x BlueXP-Connector-Cloud-<version>

EHrp, <version> @& T EHMIEIERhRE,

. IBITRERIZA,

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
--cacert <path and file name of a CA-signed certificate>

-proxyfl-cacert ZHUE FI IR, MREFNIERS . WEEZRAFITHSH, REEFAIRTERHME
FREMER.

R R ERXMAES K< Rl

./BlueXP-Connector-Cloud-v3.9.35 --proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

-proxy=ig§Connectorfc & EA A FH&IL 2 —HIHTTPEHTTPSHIEARSS 25

o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
FARU TSI
* BRAI @A A R s AR
* WFEAR. BAF\ERASCIRS. W LR,
* BlueXPAXHEEE@FRTHVER,
-cacert}§ € -l F1EConnectorfI X IEAR S 28 Z Bl THTTPSIANCAR BIEH. RBEEIREHTTPSHIEMR
SRWRIBANERREN. TRBERSEH

ZR
LB & Connector, TERIZLREY. WMREIEE 7 HIEARS28. N ConnectorfR33 (occa) G EF BN X,
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B5F . KBEEEES
EMEER. FAFIEEConnector LUEREAIBIueXPIKF,

S
1. $TFF Web X 5528+ ALLT URL :

<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

ipaddress B LA localhost , T IP itk AE IP #illk, BABURFENINEE. H0, WREZESAUT
NEHPEEERE IP ik, MRS EZSIZENEZNENNER IP ik,

2. FAMHER.
3. ERfa. ®REBIueXP:
a. #EEE 5 ConnectorxBxBIBlueXPik
b. INRFART,
C. I BREERLIMERIET? *F. RIFEAZMRER,

BRI AZAZREN. FAXLESEIRA T NAEERERER TEABlueXP, (thsh. AR
#Connectorff. FZ#FZRE. )

d. FEFEFFIE*
&R
I7E. BlueXPBEIRKE N EBENINIZLERIConnector,
%64 . JIBlueXPIRIHEAR

LZEHIGE Connectorig. BERMENEEIR. LUEBlueXPEB EAWSEAzure P {TI2EFR E IR R,
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AWS
ez A

WMRENNTFEAWSH IR T XLEEIE. WATEEE/ LD HNEZ seFEAXLEERE, BEF/L2%. A5
BB EREARNZIBlueXP,

p
1. 7EBlueXPizHIBMA LA, EFGEEMN. AREEEFEFHE

Account Workspace =~ | Connector ot

MyAccount Test Connector

2. EERNEREHIZRRSPTRHITIRGE,
a. * EEAIE * © %$F * Amazon Web Services > Connector* o
b. EXEHE: WMNAWSIHRZE AN ZZEH,
C. *WIHITIH * : BT UBNTHRSIRZIMEITH, BFhiHiTHEXEEREXE,
d BE: BINEXHEENFAGE. AEEE RIS
&ZR
IMTE. BlueXPIERREIEAWSHHRITIREFR EHINR,

IME. AR "BlueXPiEHl&" FFig¥ Connector5BlueXP4E &£,

=nA

Azure JBIE
AR = A

NRERNINITEAzUre B T XEFHE. NAJEFR/LOHHNEABERTEN. BFRF/La%. AEHER
FEHEAINZIBlueXP,

p
1. EBluexXPiEHIENE LA, EFIREENR. AEEF RS

Account Workspace =~ | Connector o

MyfAccount Test Connector]

2. EFARMEREHRBRS NS BHITIRE,
a. * EIRMUE * : % * Microsoft Azure > Connector* .
b. EXER: WMANEXIEFHEINPRAIMIcrosoft EntrafRsS EAME S :
* MARER(EFE) ID
* BR@F)ID
* BPIREA
c. * MmIFITH * . BIIUZEMTHRSHERIEITH, KHhiniTRHs XL EEEXEK,


https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
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